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[bookmark: _Toc241750952][bookmark: _Toc242269751]1. Introduction
[bookmark: _Toc241750953][bookmark: _Toc242269752]1.1 Research Problem
The fast evolution of the IoT has resulted in the creation of the smart home where there are different kinds of cameras, smart speakers, televisions, sensors, smart appliances and other connected appliances. This heterogeneity leads to security and network-management issues since it might be hard to recognise connected devices, define whether they are legitimate, and define whether their behaviour is aligned with their self-presentation. Profiling, fingerprinting and identification are the needs in the heterogeneous IoT environments management, but the conventional MAC and IP identifiers are vulnerable to spoofing or manipulation, which leads to the utilisation of behavioural and physical traits [1] [2].
[image: ]
Figure 1: Fingerprinting devices under various scenarios
(Source: [3])
This is addressed by the device fingerprinting approach, which differentiates devices based on a few features, which get sent in communication or physical behaviour. Network-based methods may be packet timing, packet size, flow, protocols and patterns of communication. Inter-arrival time (IAT) and round-trip time (RTT) and packet properties [2] Research discusses concept of network-traffic features, machine-learning classifiers and dimensionality reduction applied to IoT fingerprinting and note that the reduction in the number of features can reduce processing requirements without hurting the classification [4].
Nevertheless, traditional classification primarily determines whether the traffic is a part of familiar classes of devices and does not always indicate sound identification of devices that have not been observed before. Illegal or stolen devices can thus go unnoticed. This research fills this void by measuring fingerprinting of known devices using ML and expressly testing out traffic of classes of devices that were not included in the training. UNSW HomeNet data includes over 200 million data points of 105 IoT/non-IoT devices, 23 types of devices and 88 traffic features; 12 of the features as particularly informative answer this question [5].
[bookmark: _Toc241750954][bookmark: _Toc242269753]1.2 Rationale behind the proposed Research
The motivation to do it is the security impacts of the false identification of devices in smart-home networks. A rogue or compromised device could converse using seemingly legitimate network protocols and thereby evade approaches that solely concentrate on attack signatures. Research shows the applicability of machine learning to the tasks of identifying IoT devices and detecting abnormal traffic, and current studies are exploring scalable machine-learning solutions to IoT network security [6] [7].
Fingerprinting can also provide an additional degree of protection as it focuses on the identity/content of the person/object transmitting network traffic, rather than on whether a specific packet is malicious or not. It may come in handy particularly with smart houses where users may not be able to view all the devices connected. The practical requirement of having models that are sufficiently accurate, but do not need to use very large sets of features, also motivates the research. Research demonstrate the dimensionality reduction possibility and identify a relatively small number of important traffic traits [4] [5].
[bookmark: _Toc241750955][bookmark: _Toc242269754]1.3 Shortcomings in Literature
In the literature there are three major flaws. First, most of the studies investigate known device classification, but not unseen device classes are investigated in a systematic fashion. Secondly, existing physical and RF fingerprinting methods are not robust to changes in the environment [8, 9]. Third, adversarial evasion attacks can work with manipulation of the hardware identification made by ML. Finally, relatively complex RF and Physical-Layer fingerprinting cannot be replicated without extra hardware [3,10,11]. This research aims to fill these gaps by only focusing on features of network-traffic that are accessible to an staker to be able to detect an unknown device in use.
In addition, network-level dependent features would make the proposed framework hardware-agnostic, thus allowing it to be applicable to heterogeneous smart-home environments that provide numerous communication protocols from different manufacturers. This approach focuses not on physical-layer parameters, but on behaviours observed at the level of the network – such as the flow of packets and variations in the timing of those packets – guaranteeing a broad applicability. If this particular missing link is filled, security measures can be adjusted on the fly to keep pace with the coming flood of new consumer electronic technologies, without having to constantly upgrade hardware. In the end, this process will supply a much needed baseline measurement of performance for unsupervised or semi-supervised anomaly detection models deployed in the future. 
[bookmark: _Toc241750956][bookmark: _Toc242269755]2. Aim and Objectives
The main aim is to develop and evaluate a machine-learning-based IoT device fingerprinting system for identifying known and unknown devices in smart home networks using network traffic characteristics.
The key objectives are:
I. To identify useful traffic features for IoT device fingerprinting.
II. To compare ML models for device classification performance.
III. To use feature selection to reduce complexity without losing accuracy.
IV. To test unknown-device detection by excluding selected device classes during training.
V. To explain the strongest features using feature importance/SHAP.
[bookmark: _Toc241750957][bookmark: _Toc242269756]3. Research Importance - Scientific and Practical values
Original to IoT security research, this work evaluates the capability of the network-traffic fingerprinting to detect unseen devices, departing from normal classification onto effective anomaly detection. A rigorous comparison of ML algorithms is made with an evaluation of aggressive feature reduction for optimizing the processing overhead [4, 5]. From a practical standpoint, it's a lightweight security that can be reproduced and applied to a smart home, using a publicized dataset to alert if hardware is not recognized.
In addition to the security gains this architecture could enable, the results will create a standard blueprint that Internet Service Providers (ISPs) and home-network administrators can easily scale up to deploy similar edge-computing security solutions. The study shows that a simplified set of features can still achieve high level of predictive confidence, and that energy-efficient cybersecurity mechanisms can be achieved that don't overload lightweight smart-home hubs, and therefore save energy. This is a pivotal element in the evolving conversation about sustainable AI in consumer tech. Furthermore, the use of tools such as explainable AI, including SHAP, in the system encourages a higher level of trust towards automated security actions carried out in users' private areas. 
[bookmark: _Toc241750958][bookmark: _Toc242269757]4. Literature Review
IoT device fingerprinting has proven to be a complementary or parallel device identification approach. Research offers a general overview of the field of IoT profiling, fingerprinting and identification, emphasising the need to identify devices in an even more diverse IoT space [1]. Moreover, further discussion illustrates how deep learning can use timing properties at the packet level, such as IAT and RTT, to create device fingerprints [2]. The synthesis of these studies creates the conceptual foundation for defining devices in terms of behavioural, as opposed to address-only, properties.
Machine learning has then been used to automate network-traffic fingerprinting to detect fingerprints. Research utilise classifiers with PCA and autoencoder-based dimensionality reduction and show that feature reduction can significantly reduce features without a significant drop in prediction performance [3]. Moreover, expansion of the security viewpoint is done by integrating the identification of IoT devices with detection of abnormal traffic [4]. These studies reveal that traffic properties may concomitantly aid in device recognition and in general network-security surveillance.
Other approaches that are not the typical network-flow properties have also been explored. Research explores the case of deep-learning-based LoRa RF fingerprinting and proves that the quality of the performance may be conditional on the conditions of deployment [8]. Further research solves this problem with the help of various streams of data aimed at enhancing the resilience of channels [9]. Similarly, research considers RF fingerprint identification on the physical layer and considers latent physical side-channels [3]. These studies indicate that unique hardware or transmission properties can be registered by fingerprints but also indicate environmental and deployment contingencies.
Privacy and scalability are another research strand. Research suggested federated learning with FL4IoT to ensure that models of device-fingerprinting do not need to obtain all the IoT data in a central cloud [12]. This takes care of the issues of data-sharing that come with centralised ML-based fingerprinting. Similar research explored the topic of device fingerprinting and ML-based node authentication in an industrial IoT gateway setting and combines both static and dynamic fingerprint data [13].
Even more recent studies show that the security of fingerprinting models is also emphasised. The approach to identification based on ML and hardware is susceptible to adversarial evasion attacks, and thus, a high classification performance does not always imply security [14]. The problem of the individual identification of the same IoT devices by hardware-performance fingerprint and ML, which reflects the increasing specificity of the research on the identification of devices [11].
A helpful contribution to the study of smart-home studies is the presence of an empirical foundation for the UNSW HomeNet [5]. The 105-device, 88-feature network-flow dataset is directly applicable to the classification of smart-home devices using AI, and the fact that the authors identified 12 features that significantly add to the classification capability makes the feature-selection case worth considering. However, the evidence available remains much focused on the categorisation of the classes of devices that are represented in the data. The proposed study thus fills a narrower gap in that it tests whether a model that has been trained on known device classes can detect traffic of withheld device classes as unknown and compares several ML models and their decisions. This offers a special-purpose interface between traditional classifications of IoT devices and security-aware unknown-device detection.
[bookmark: _Toc241750959][bookmark: _Toc242269758]5. Research Question
The following is the main research question that guides the research:
RQ: How far can machine-learning models rely on network-traffic properties to fingerprint familiar IoT devices and detect traffic which belongs to classes of devices never seen by the model during training in a smart-home network?
The question directly answers the research problem presented in the roadmap: the traditional approach to classify devices may find the devices that are used while training but may not provide much information on the reaction of a model to a new device. The existing body of literature suggests that machine learning can be used to identify IoT devices [2] [4] [6]. However, the literature on RF, hardware and physical fingerprints suggests that other sources of device-specific information can be used as well [3] [10] [11].
[bookmark: _Toc241750960][bookmark: _Toc242269759]6. Research Design and Methodology
This is a quantitative study, which assesses device classification and unknown device detection with the features of the network traffic [4, 6]. This research only uses the UNSW HomeNet dataset, which includes 105 devices from UNSW smart-home and 88 traffic features [5]. The implementation will be done in Python (scikit-learn, Pandas, XGBoost).
Data Processing and Feature Selection 
The pre-processing includes missing values, encoding of categorical and scaling of numerical features. The Synthetic Minority Over-Sampling Technique (SMOTE) or algorithmic class weight will be used to overcome the inherent imbalance of the classes in the given dataset. The data set will be split in the usual 80/20 training/testing fashion. To perform dimensionality reduction without compromising performance, first, the most prediction-telling traffic characteristics are going to be selected by using the feature importance of Random Forest (RF) [4, 5].
Model Training and Evaluation 
This baseline multiclass experiment will be run and the results of four models will be compared with each other: Random Forest, XGBoost, Support Vector Machine (SVM), and Multilayer Perceptron (MLP). The accuracy will be second priority while Precision, Recall, Macro-F1 and confusion matrices will be emphasized to ensure minority classes are well represented. SHAP (SHapley Additive exPlanations) in the end, will offer model interpretability, pointing towards the most significant fingerprint attributes.
Unknown-Device Detection Experiment 
The main experimental contribution consists of an unlicensed node being introduced in the network. Rare Device Classes (for example 15-20% of the Device Classes) will be deliberately omitted during training. The model will assess traffic from known and traffic withheld devices on testing. A probability threshold will be used for predicting that a device is 'unknown'. If none of the highest confidence scores in the ML model for any traffic sample exceeds a given threshold, no known-class is assigned and the device is indicated as unknown. This checks the model's real ability to identify rogue hardware and not assign it a wrong category.
[image: ]
Figure 2: Methodology Pipeline
(Source: self-created)
The methodology is also informed by the wider fingerprinting literature. Research discovered that the robustness to environmental or channel variation is significant [8] [9]. However, research also showed that RF or hardware properties can also be the origin of an IoT fingerprint [3] [10] [11]. However, the existing study specifically considers the network-level properties, which are more readily available in a publicly available smart-home traffic dataset. Research shows how federated learning can be used to support privacy-aware IoT fingerprinting and compare the use of ML-based device authentication in an IoT gateway [12] [13]. These approaches provide context for the use of fingerprints for security but do not fit the context of applying the proposed experiment.
All experimental steps, hyperparameter tuning setups and random seed initializations will be detailed out in a technical appendix that accompanies the article to support maximum reproducibility and academic rigor. The evaluation structure will also include k-fold cross validation to avoid data set specific overfitting especially during initial multiclass baseline establishment. Known devices that were classified as unknown and unknown devices that were classified as known will be the subject of a detailed false-positive and false-negative review after the experiments. This detailed error analysis will help in understanding the limitations of the network based fingerprinting, which will be useful to craft a specific error handling algorithm specifically to be used for security research in the future.  
[bookmark: _Toc241750961][bookmark: _Toc242269760]7. Research Limitations
There can be several limitations to the interpretation of the findings and the generalisability. One, the study will be based on a publicly accessible dataset, which means that the laboratory conditions may not reflect the diversity and variability of traffic and device configurations that happen in real-life smart homes. Even though UNSW HomeNet is explicitly created to classify devices of a smart home, the nature of the dataset can affect the performance of the models [5].
Second, the research will be on network-traffic fingerprints, as opposed to hardware, RF or physical-layer fingerprints. This implies that the findings made about device fingerprinting will not be generally applicable to techniques based on latent physical side-channels, RF properties or hardware-performance fingerprints [3] [10] [11].
Third, the denial of access to classes of devices is an experimental model of an unknown device rather than a whole real-life unauthorised-device scenario. The model’s performance may also vary based on the class imbalance, feature distributions and the particular devices selected as unknown. Finally, the adversarial manipulation, federated learning and channel-resilience mechanisms are not fully tested. Therefore, the findings can be interpreted to show evidence of network-based ML fingerprinting in the experimental set-up outlined, and not the validation of a complete functioning smart-home security system.
[bookmark: _Toc241750962][bookmark: _Toc242269761]8. Timeline with Professional Practice
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	Data-management & ethical protocols
	
	
	
	
	
	
	
	
	
	
	
	

	Data acquisition
	
	
	
	
	
	
	
	
	
	
	
	

	Exploratory data analysis
	
	
	
	
	
	
	
	
	
	
	
	

	Data cleaning & preprocessing
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	SHAP & feature-importance analysis
	
	
	
	
	
	
	
	
	
	
	
	

	Robustness analysis & interpretation
	
	
	
	
	
	
	
	
	
	
	
	

	Final assessment & visualisation
	
	
	
	
	
	
	
	
	
	
	
	

	Documentation & proposal/dissertation writing
	
	
	
	
	
	
	
	
	
	
	
	


Python notebooks will be version controlled, preprocessing choices will be recorded, train/test processes will be reproducible, records of experiments will be systematically kept, and limitations will be well reported. Independent learning will be characterised by dedicated research on ML algorithms, SHAP interpretation and IoT fingerprinting methods. This stepwise approach will make it possible to achieve each goal and analyse it up to the next stage.
[bookmark: _Toc241750963][bookmark: _Toc242269762]9. Expected Findings
It is hoped that the research will verify that properties of network traffic will contain sufficient data on behaviour to determine different categories of IoT devices, even though the behaviour of different algorithms and devices will vary. One can suppose that machine-learning techniques will work effectively to recognise the IoT based on the above research [2] [4] [6]. The comparative experiment can then conclude that differences in accuracy, precision, recall and macro-F1 will be found between Random Forest, XGBoost, SVM, and MLP.
They also anticipate that feature selection will reduce the size of the dataset without necessarily resulting in a proportional reduction in the classification performance. The requirement is consistent with the emphasis on effective fingerprinting and the feature analysis detected in UNSW HomeNet [4] [6]. The analysis of SHAP and feature importance should determine a reduced set of traffic features that play a significant role in device discrimination, which enhances the comprehension of what comprises a network-level fingerprint.
The result of the unknown-device experiment will be less obvious. A trained model that has been trained on known classes of devices may perform well on known classes but may be more challenging when shown traffic of withheld devices. The experiment should then demonstrate that the proposed technique can separate familiar traffic and the previously unknown device behaviour as opposed to the assumption that the traditional multiclass accuracy is the natural unknown-device security.
It is also probable that the results will confirm the applicability of contextual robustness. Research indicates that the network conditions can affect the performance of fingerprinting [8] [9]. In contrast, other research emphasise the possible effects of adversarial manipulation [11]. It can therefore be shown through the analysis that a high-working classifier cannot be directly assumed to be a universal security mechanism.
Overall, the expected deliverable is a reusable Python-based architecture for evaluating network-level IoT device fingerprinting, and empirical evidence about known-device classification, feature effectiveness and unknown-device detection. The study will thus go beyond the existing literature on the question of whether IoT devices can be categorised to analysing whether the nature of their traffic can be used to offer valuable insights into smart-home security surveillance and the ability to identify unfamiliar traffic. This supplements more general fingerprinting techniques that incorporate federated learning, gateway authentication, RF fingerprints, physical side-channels and hardware-performance fingerprints; but retains a more focused and reproducible network-traffic approach [3] [10] [13].
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