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Introduction 
General background about viruses 
Malicious software known as computer viruses can spread from one computer to another causing harm to data and software systems as they aim to disrupt operations and lead to data loss and leakage issues. It's important to understand that computer viruses are created to propagate through programs and systems by attaching themselves to host files which triggers their viral codes upon file opening. The program then moves beyond the document or software its linked to by spreading through networks storage devices, like drives, file sharing applications or malicious email attachments.
  Types of viruses
There are different types of computer viruses, the common types of viruses are Email viruses, trojan viruses, worms and program viruses that affects computers in different ways.
 How does it affect?
Viruses were spread between devices using floppy disks. recently, viruses can still be spread via hard disks and Universal Serial Bus devices, but they are more likely to be passed between devices through the internet. Computer viruses can be spread via email, with some even capable of hijacking email software to spread themselves. Others may attach to legitimate software, within software packs, or infect code, and other viruses can be downloaded from compromised application stores and infected code repositories. A key feature of any computer virus is it requires a victim to execute its code or payload, which means the host application should be running. [1]

Ransomware virus
General overview
Ransomware is a type of malware that holds a victim’s sensitive data or device hostage, threatening to keep it locked or worse unless the victim pays a ransom to the attacker. The earliest ransomware attacks simply demanded a ransom in exchange for the encryption key needed to regain access to the affected data or use of the infected device. By making regular or continuous data backups, an organization could limit costs from these types of ransomware attacks and often avoid paying the ransom demand. [2] 

Types of ransomwares
There are two general types of ransomwares. The most common type, called encrypting ransomware or crypto ransomware, The less usual form of ransomware, called non-encrypting ransomware or screen-locking ransomware, locks the victim’s entire device, usually by blocking access to the operating system. [2] 

How does it affect and methods?
In a phishing scam, a fraudster impersonates a trusted brand or individual (such as a service provider or a colleague) and attempts to trick the victim into either downloading a malicious attachment or visiting a compromised website.
Clicking on the attachment or link to the website then infects the victim’s device with ransomware that proceeds to search for files and adds an extension, which makes them unreadable and inaccessible. Some strains of ransomware will also exfiltrate data to the hacker’s own servers.
[bookmark: _Int_oG23WJtW]Through a single infection, an attacker can begin encrypting information in file folders, shared drives, servers and other connected computers. It is important to note that some ransomware attackers try to obscure their activity for as long as possible so they can locate as much data as possible before demanding a ransom. [2] 

Crypto wall trojan 
General overview
Crypto Wall is a particularly nasty form of ransomware. It does much more than just encrypt your files and prompt you to pay for the key: it tries to hide inside the OS and adds itself to the Startup folder. Worse still, Crypto Wall deletes volume shadow copies of your files – making it difficult (or in some cases impossible) to restore your data. And while it is there, it will try to get your passwords and Bitcoin wallets for good measure. [3]
How does it affect and methods?
Several methods to spread Crypto wall and infect devices:
Phishing Email:  Phishing emails try to trick users into clicking a link which downloads malware onto their computer.
Exploit Kits:  which take advantage of security vulnerabilities to deploy malware needed to execute the attack. Known vulnerabilities can be in the operating system, in applications you use, or in websites you visit, like WordPress.
Malicious Ads: Cybercriminals purchase or hack internet advertisements to deliver malware to you through your browser. Hacked ads often try to run JavaScript in your browser to download the malware without you noticing.
Once it is on your computer, Crypto Wall injects new code into explorer.exe (based on the version of Windows installed) and restarts explorer.exe. This special version of explorer.exe installs malware, deletes the volume shadow copies, disables windows services, and spawns a new svchost.exe process with more injected modules. The encryption locks the contents of your files, and the only way to get them back is with the encryption key. [3]



[bookmark: _Hlk181109698]How to prevent
 Initial method 
Keep your computer patched and up to date, use an anti-virus scanner, use a security system and practice safe browsing habits. [3]
Back up method Always keep a backup copy of your files. It works for a hard drive failure or for ransomware. There are plenty of online cloud storage options of varying security levels and cost. You can also setup a local SAN or USB hard drive to back up your important files. [3] 
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