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[bookmark: _Toc165563769]Abstract
This report will cover a number of key concepts such as how the NIST Cybersecurity Framework plays a vital role in achieving the dominant objective of safeguarding digital assets and personal data in today’s society, these findings will allow me to gain a better understanding of the key concepts that an individual or company could use to deal with a potential attack.
I will also cover Nmap and Wireshark and their roles in the reconnaissance stage of a cyber-attack, WannaCry and TeleRAT and its relevance to mitigation strategies, as well as a secure network diagram which focuses on eliminating single points of failure and provides for reliable crossover, methods to enhance network security and proof of completion for certificates in relation to the course.
[bookmark: _Toc165563770]Introduction
Network and Cybersecurity is a very important part of today’s society. This is because in today’s digital age, a lot of our data is out there, such as our own personal data, financial data, and on an even larger scale, government information which would generally be retained from the public. As such, it’s vitally important that a huge focus is spent on keeping this information as safe as possible.
In this report, we will cover some of these concepts, and their importance in protecting our information. For instance, we will cover Cyber-attacks and mitigation strategies, for instance, what would a third-party individual or persons do to protect themselves and their company from a potential cyber-attack, which would have the potential to cause a small, or catastrophic level of damage, depending on how the issue is dealt with. It is then very difficult to catch the cybercriminals involved as they make a great effort to try and conceal themselves after a cyber-attack.
It's also important that we look at networks. For instance, a company would need to ensure that its network is secure and stable, and so, if an issue were to occur, there is always a backup available to ensure the continued smooth running of operations.
Overall, the purpose of this assignment is to possess the knowledge essential to successfully deal with the obstacles involved in the field of Networking and Cybersecurity.


[bookmark: _Toc165563771]Part 1 – NIST Cybersecurity Framework
The NIST framework is [1] “a powerful tool to organize and improve your cybersecurity program. It is a set of guidelines and best practices to help organizations build and improve their cybersecurity posture. The framework puts forth a set of recommendations and standards that enable organizations to be better prepared in identifying and detecting cyber-attacks, and also provides guidelines on how to respond, prevent, and recover from cyber incidents.”
There is known to be five elements of the NIST cybersecurity framework. These are:
[bookmark: _Toc165563772]Identify
Identify is known to be the first function of the NIST Cybersecurity Framework, and its purpose is to [2] “lay the groundwork for your organization’s cybersecurity actions going forward. Determining what exists, what risks are associated with those environments, and how they relate to your business goals is crucial to success with the Framework.” In order for a company to focus on the identify side of the framework, it’s important to [17] “make a list of all equipment, software, and data you use, including laptops, smartphones, tablets, and point-of-sale devices.” It’s also important to clearly cover “roles and responsibilities for employees, vendors, and anyone else with access to sensitive data” as well as consider “steps to take to protect against an attack and limit the damage if one occurs.”
[bookmark: _Toc165563773]Protect
The reason the protect function is important is because [2] “it aims to develop and implement appropriate safeguards to ensure critical infrastructure services delivery. The Protect Function supports the ability to limit or contain the impact of a potential cybersecurity event.” Some ways a company can focus on the protection side is to [17] “control who logs on to your network and uses your computers and other devices”, “use security software to protect data”, “conduct regular backups of data”, “update security software regularly, automating those updates if possible”, and “have formal policies for safely disposing of electronic files and old devices.” When all of these steps are treated with importance, then more is being done to protect yourself of any potential issues in the future.
[bookmark: _Toc165563774]Detect
The detect function is vital because [2] “detecting a breach or event can be life or death for your business, making the Detect function of the Cybersecurity Framework critical to both security and business success. Following these standards and best practices and implementing these solutions will help you scale your program and mitigate cybersecurity risk.” If a company were to stay on top of the detection side, then you can do more to minimize the chance of a future risk. For instance, this can be done by [17] “investigate any unusual activities on your network or by your staff” and “check your network for unauthorised users or connections.”
[bookmark: _Toc165563775]Respond
The respond function is a highly important part of the NIST Cybersecurity Framework because [2] “starting with an incident response plan is a vital first step to adopting the Respond function – ensuring compliance with necessary reporting requirements encrypted and transmitted securely for a given location and industry. An excellent next step is a mitigation plan – what steps will your team take to remediate identified risks to your program and organization?” in an ideal world, a company should already have a plan in place if an attack were to ever happen, for instance, they should have a plan for [17] “notifying customers, employees, and others whose data may be at risk”, keeping business operations up and running”, “reporting the attack to law enforcement and other authorities”, investing and containing an attack”, and also “updating your cybersecurity policy and plan with lessons learned.”
[bookmark: _Toc165563776]Recover
The recover function is important in the NIST Cybersecurity framework because it [2] “supports timely recovery to normal operations to reduce the impact of a cybersecurity event. Examples of outcomes for this Framework’s Core function include Recovery Planning, Improvements, and Communications.” In a company, for instance, after an attack, there could be a focus to [17] “repair and restore the equipment and parts of your network that were affected.” As well as “keep employees and customers informed of your response and recovery activities.” In such a circumstance, clarity can be very important, particularly to staff and customers, who could feel stress if they find out that an attack has taken place.
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The two tools in question, Nmap and Wireshark, are very powerful tools that are commonly used amongst those within the cybersecurity and network industries. With regards to Nmap, an article published by LinkedIn states that Nmap [3] “is an open-source tool designed for network discovery and security auditing. Its primary purpose is to scan networks, identify hosts, discover open ports, and gather information about the services running on those ports.”
In contrast to this, Wireshark [3] “focuses on host and service discovery, (Wireshark) delves into the details of network traffic, allowing users to capture, analyze, and inspect individual packets.”
In the reconnaissance stage of a cybersecurity attack, [4] “hackers identify a vulnerable target and explore how to exploit it. The initial target can be anyone in the company. Attackers need only a single point of entrance to get started. Targeted phishing emails are common as an effective method of distributing malware in this phase.”
In many cases, hackers spend time gathering information on their target, for instance, within a company they will look at [4] “who the important people in the company are, who they do business with, and what public data is available about the target organization. Company websites and online contact resources such as LinkedIn are two obvious sources for researching key people in organizations. Identifying suppliers and customers may involve ‘social engineering’ where a hacker makes bogus sales calls to the company.
Generally, [5] “running an Nmap scan is often the best way to discover the size of the network and the number of devices that are connected to it. Running a “fast” Nmap scan on a network range can produce a list of all of the IP addresses belonging to active hosts on the network.” As this article also states, “Nmap can also show information about remote networks as well. In fact, you can run Nmap against a website you want to examine, and it will parse it and retrieve the IP address associated with that web domain.”
In terms of Wireshark, [6] “penetration testers can use Wireshark to perform reconnaissance: identifying targets such as ports, devices, and services based on the type and amount of network traffic they exchange.”
[bookmark: _Toc165563779]Cyber – Attacks and Mitigation Strategies
[bookmark: _Toc165563780]WannaCry and TeleRAT
It can be very important to protect yourself against potential Malware, and two examples of malware types can be WannaCry and TeleRAT. [7] “WannaCry is an example of crypto ransomware, a type of malicious software (malware) used by cybercriminals to extort money.”
[7] “Ransomware does this by either encrypting valuable files, so you are unable to read them, or by locking you out of your computer, so you are unable to use it.”
Meanwhile, an article from Palo Alto Networks states that [8] “we know Telegram’s Bot API was already being employed by attackers to steal information ranging from SMS or call history to file listings from infected Android devices.”
An article from Malwarebytes states that some useful mitigation strategies for businesses who suffer from WannaCry malware attacks are to; [9] “use cybersecurity software that can detect and block ransomware threats.” “Back up your data frequently, and air gap your critical backups.” “Segment your network.” And “plug exploits by regularly checking for security updates.”
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Two different kinds of phishing attacks have grown more prominent over the years, these are known as Whaling and Pharming. According to an article from the National Cyber Security Centre, [10] “Whaling is a highly targeted phishing attack – aimed at senior executives – masquerading as a legitimate email. Whaling is digitally enabled through fraud through social engineering, designed to encourage victims to perform a secondary action, such as initiating a wire transfer of funds.”
On the other hand, an article by proofpoint states that [11] “Pharming is like phishing in that it is a threat that tricks users into divulging private information, but instead of relying on email as the attack vector, pharming uses malicious code executed on the victim’s device to redirect to an attacker-controlled website. 
In terms of mitigation for Whaling, the National Cyber Security Centre states that [10] “Employee and executive training on social engineering tactics should be considered part of a series of technical and user based defences against attacks, but recognise the limitations of such measures.” That said, the article also states that [10] “malicious actors are increasingly employing techniques to evade automated detection and prevent analysis of attack methodology. As such, organisations should accept that a successful whaling attack is a possibility, and put in place checks and processes to mitigate the damage.
In terms of mitigating Pharming attacks, an article from Malwarebytes states that some ways to do this are to [12] “Create a strong password for your home internet”, “Use a password manager”, “use a good anti-malware program” and “consider using a different DNS service.”
[bookmark: _Toc165563783]Part 2 - Network Diagram
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Description automatically generated]In order to create a secure network topology, it is important to initially look at what is needed. At its core, you are going to need an access layer, a distribution layer and a core layer. It is important that all single points of failure and eliminated, and that it also provides for reliable crossover. As seen in my diagram above, I connected one printer, one IP phone, two laptops, and two computers to my access layer, which are two switches. The access layer is known as [13] “the first layer of the Cisco three-layer hierarchal model. This layer allows end users to access the network.” 
Subsequently, the two access switches are connected to what is known as the distribution layer, which is known as [13] “the second layer of the Cisco three-layer hierarchal model. Switches connected in this layer are known as the distribution switches. Unlike access switches, distribution switches do not provide any service to end devices.” The reason the distribution switches are connected is to lower the risk if one point fails, and thus eliminates the single point of failure.
Moving on, we have the core layer, which [13] “is the third layer of the Cisco three-layer hierarchal model. Switches that work in this layer are known as the core switches. Core switches connect distribution switches. In a complex and large network, core switches reduce cabling needs and switch ports while still allowing all devices to send data to all other devices in the LAN.”  As seen in the diagram, the core layer has two switches, which also connects to two routers. These are all linked to as to eliminate the risk of a single point of failure. These two routers are subsequently linked to the cloud, which then finally connects to the server, and this is the layout of the secure network topology.
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It’s very important for an individual, a group of individuals, or even a whole company to review all options when it comes to enhancing their network security. A key technology that is almost always needed is a firewall, which can follow a set list of rules to control the network traffic on a system. This can mean that an individual will be blocked from going any further if they try to access an unauthorised website, for instance, which could mitigate potential security risks.
There is also the notion of physically protecting your devices, for instance, an article from zenarmor states that [14] “the most fundamental action you can take to improve network security is to protect your hardware so that unauthorised persons cannot access it.” To continue, “your network is most susceptible at the hardware level, at the very bottom of the networking hierarchy. A misplaced laptop, an exposed USB connection, or a simple network tap may all serve as a conduit for rapid and catastrophic data loss that no firewall can protect.”
Another example of a kind of software you can use to enhance your network security is a Secure Sockets Layer, or SSL for short. An SSL [15] “is an encryption-based Internet security protocol. It was first developed by Netscape in 1995 for the purpose of ensuring privacy, authentication and data integrity in Internet communications.” These days, the modern-day version of SSL encryption is Transport Layer Security, or TLS for short. An article from Cloudflare states that [16] “TLS can also be used to encrypt other communications such as email, messaging, and voice over IP (VoIP).”
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In conclusion, I feel like I have learned a lot as a result of this assignment. For instance, I have a better understanding of the five rules of the NIST Cybersecurity Framework, and its purpose. As a result of that, I feel like I have a better understanding of some of the steps that a company might take as far as Network Security is concerned. I also feel like I have a better understanding of tools such as Nmap, Wireshark, WannaCry and TeleRAT, and their impact on the Cybersecurity industry.
Part two of the assignment began with a focus of creating a Secure Network Diagram using Packet Tracer, and I feel that I have a much better understanding of the overall concept relating to the entry layer, the distribution and the core layer, and their impact on the Security Model. As part of my assignment, I also had to complete three certificates as seen above, these were the ‘Cisco Introduction to Packet Tracer’, the ‘Palo Alto Network Security Fundamentals’ and the ‘Palo Alto Introduction to Cybersecurity’ certificates. Completing these gave me a far greater understanding of the key concepts and techniques in these fields, and completing these really helped me progress through the assignment.
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