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Block

transactional digital ledger
technology managing
transactions validation across participants

Transactions bundled into
A block link to the previous block. These
links form the blockchain.

In business, blockchain increases data
management efficiency & transparency
among trusted partners.




Types of node 1n blockchain

P2P Network

R

FULL

Node that keeps
every transactions

LIGHT

Node that keeps a
fractions of transactions

MINER

Node that validate
data & creates blocks



Key attributes of blockchain

Decentralization

Data is distributed among several
nodes or participants in P2P network

Consensus

Transactions are validated with
consensus & transparently processed

Immutability

Data is encrypted, secured, tamper-
proof, unchangeable, irreversible




Blockchain vs Database

WHAT IS BLOCKCHAIN? WHAT IS A DATABASE?

Blockchain is a peer-to-peer decentralized Databases are centralized ledger which stores
distributed ledger technology. It was first data in a structured way and is managed by an
introduced in 2009. administrator.

BLOCKCHAIN /S DATABASE

Blockchain is decentralized and has no centralized Databases are controlled by the administrator and
approach. However, there are private blockchains AUTHORITY are centralized in nature.
that may utilize some form of centralization.

Blocl;cham uses a distributed ledger network ARCHITECTURE Database utilizes a client-server architecture.
architecture.

. . . . DATA The database supports CRUD (Create, Read, Update
Blockchain utilizes Read and Write operations. HANDLING and Delete).

Blockchain data supports integrity. INTEGRITY Malicious actors can alter database data.

TRANSPARENCY Databases are not transparent. Only the administrator

Public blockchain offers transparency. decides which the public can access data.

Blockchains are comparatively harder to
implement and maintain.

The database being an old technology is easy to

cost implement and maintain.

Blockchain is bobbed down by the verification and
consensus methods.

Databases are extremely fast and offer great

PERFORMANCE scalability.




Gryptography In Blockchain

The fundamental components of

blockchain technology are digital Symmetric vs. asymmetric
encryption techniques, which encryption
emphasize the importance of ® Security : Cryptography is mainly

. Symmetrie eneryption used for protecting user privacy,
blockchain c ryptograp hy. transactional information, and

data consistency.

Roles of cryptography In blockchain

Plaintext Secret key Ciphertext Secret key Plaintext
encryption decryption

¢ Scalability : Cryptography hash
is a method of using codes to protect Asymmetric encryption functions can support several
information and only the people whom information is - trans_gctlor:jsl within ? E'.T.tgle hash,
intended can access, read and process it. plieriels G liees s flolln):

Plaintext Public key Ciphertext e Plaintext

. enryption ccry ® Reliability : Hashed transactions
Blockchain employs key cryptography to protect the are irreversible, secretly
which then can be back as cleartext. Same secret key shared by the sender participants can ensure the
. . and the recipient accuracy & reliability of data
Hashing Algorithm

within the ledger.
Public key using by sender, recipient

= m-* # m.* :'";vf::;é use associated private key to decrypt

Plain Text Hashed Text
Hash Function




How does blockchain work?
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Each node received

Request created as a the request & validate
A party start requesting 1= "I block & br_ogdcast to transaction using an
for a transaction \ 1= " / every participants (or algorithm
(buy/sell/trade) T nodes) in P2P network

Verified block is added /
to the public ledger in

existing blockchain

N/
N7/
A\
Approved
transaction is
((( / encrypted as a
verified block

Transaction is completed
& permanently updated in
the ledger



Types of blockchain network

HYBRID

Permissioned & permissionless

Control by a central authorize organization
Some authoritative, some public elements
Decentralized, regulated & highly scalable

CONSORTIUM

Permissioned

Influenced by many authorized organizations
Decentralized and scalable

Regulations preserve security & privacy

PUBLIC

Permissionless.

No central authority.

Open environment, anyone can participate.
Fully secured decentralized ledger
Anonymous transactions but fully transparent

PRIVATE

Permissioned

Control by a central authority from one organization
Privacy from closed network & ledger

Efficient data handling performance



N X ' O -t 4P
A form of digital ag&&t protected oo, otes
Ly hlghly secured unique i A . . N\
crypfographlc algorlthms 5 . .
, All monetary transactions can be conducted&stored mst.ntlyxvlthlh : &
BTt Toantans i Zfé W & o -
2 ' ’*..,L N
:' e # - e
.5 yole® New paradlgm of money Wlthm blockcham



Intggration of Gryptocurrencies in busmess

Bitcoin is the very first cryptocurrency invented by Satoshi Nakamoto in 2009.
Now there are more than 4,000 cryptocurrencies using in blockchains.

Timestamp saved in each block indicates the time a block is validated and
uploaded into blockchain ledger. Cryptocurrencies use this system for
verification without any intermediary.

Unlike fiat payments such as a credit card or bank account, cryptocurrency
don't associate with any personal information. A cryptocurrency transaction
relies on cryptography keys which individuals can use and store in a crypto
wallet.

A wallet stores and transferring cryptocurrency within blockchain, while a
payment gateway facilitates crypto payments or exchange crypto for a fiat
currency.

Cryptocurrencies e.g. Etherium are used as virtual digital money in industries
for trading, lending, borrowing, cross-border payments and remittances,
facilitated by smart contracts.

By bypassing traditional banking systems, cryptocurrencies can reduce
transaction costs and times, eliminating the need for currency conversions
and facilitating quicker settlements.



Simant Contract

A self-executing agreement with the pre-defined contract terms directly written into codes. When contract’s terms & conditions are
met, the program triggers predefined actions and data confirming the transaction is automatically recorded into blockchain ledger.

dapps




Steps needed for the functioning of

smart contracts

Contract creation & deployment

Execution

Contract’s terms and conditions set up
and concurred among participants

Coding the contract and publish on the
blockchain as regular transactions

Tracking the blockchain transactions if
predetermined conditions are matched
with predefined conditions

Predefined actions activated once the
trigger parameters are met

Results of executions are promptly
published on the blockchain



Ukeages of blockchain

Fund & asset management
Decentralized finance
Real world asset tokenization

medical records
Pharmaceutical authenticity Customer data privacy
Medical supply tracking Digital rights management

BLOCK - CHAIN

Election voting Smart contracts
Charity fundraising transparency Supply chain visibility
Personal identity safety Product traceability

Copyright infringement
Intellectual property protection
Play-to-earn gaming



(hallenges n supply chamn management

PAYMENT

Transferring money internationally,
currency fluctuations, paper-base
documentations are increasingly complex
when dealing with global supply chain

TRACEABILITY

Increasing parties means increasing
hand-overs, impact both material flow
& information flow. Keeping track of
every stages is more challenging.

TRUST

Many supply chains are facing trust
issue and limited collaboration impact
to information reliability & transparency
for efficient planning.

N
“ &

MULTI-PLAYERS

More direct & indirect parties involving
in supply chain, lead to more logistics
complexity, inefficient communication
& end-to-end visibility

SPEED

Narrower delivery window requirement,
Shorter time-to-market to compete with
global competitiveness require supply
chain to keep up with faster lead time at
every stages of the supply chain



Blockchain as a part of SC(M

Enables the complete Fraudulent attemps can
traceability of inventory be detected effectively

Managing procurement r Real-time transactions
Capturing data from all [ Enable real-time ledger

the purchased vendors of digital transactions

Inventory Management = Fraud protection
— @ & —
E i

v

Product provenance A Smart contract
Enable tracing back to —— @ Synchronize digital contract

original source of materials closing payment gaps in
supply chain



Supply cham
with &withou
blockchain

Supplier

Ethical sourcing
uncertain

Supplier

Ethical sourcing
certain

i

Manufacturer

Environmental
impacts unknown.
Fragmented data

systems and data loss

Manufacturer

Measure and reduce
environmental
impacts.Complete
data visibility on
single shared ledger

Supply Chains without Blockchain

Q

Regulator

Infrequent third party
quality control

Logistics

Manual transport
updates not in real-
time

(=

Wholesaler

Overstock and
stockouts due to
inaccurate supply and
demand data

Supply Chains with Blockchain

Q

Regulator

Reduced need for
regulators. Smart
contracts ensure
quality control
throughout the supply
chain

A

Logistics

Automated real-time
transport updates

¢

(=

Wholesaler

Manage stock with
real time data

b=,

Retailer

Product provenance
and authenticity
uncertain

s,

Retailer

Certainty of product
provenance and
authenticity

O
a

Consumer

Minimal supply chain
insight

O
[

Consumer

Supply chain insight
empowers Informed
decision making



Interoperability

Different systems & applications using across the supply chain participants. It is a
challenge to make them interoperable & link with blockchain network effectively.

Scalability

Blockchain has limitation to scale as the more participants, the
chances of slowing down is more from larger consensus mechanism.

Legal & regulation compliance

Blockchain may not be compliance with the legislation of
some countries.

Limitations
of
blockchain

supply chain

High implementation cost

Despite many open sources, there are also costs
associated with hiring developers, licensing
costs & the associated maintenance cost.
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BAAS Vendo
and Popular
Platforms

BaaS is the development & management of
cloud-base networks by 3 party providers for
firms can utilize to host & develop blockchain
decentralized apps or smart contracts. These
providers manage the back-end infrastructure
operations for blockchain apps or platforms.

Refer to decentralized platforms bound by
corporate smart contracts, enabling participants
to interact directly without trusted governance
intermediary. Blockchain platform for business
is built on a shared, immutable ledger that is
permissioned to increase efficiency among
trusted partners.




BLOCKCHAIN IN SCM

facilitates easy collaboration, communication and coordination

Here you gol Carriers Let’s Roll!
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Provenance & Recall management

}['@ [il2 Sl

Toreduce the time, it takes to track the origin of a product
from approximately 7 days to 2.2 seconds on average.

7 Benenisiorthelroodirust:

Supply Chain Efficiency

Brand Trust Retaler

Food Safety
What is Food Trusi? Sustainability ﬁﬁ%

The IBM Food Trust, based on blockchain, Food Freshness Grower

provides a safer, more innovative, and more

sustainable food ecosystem forall network Food Fraud

participants and allows them to work more ﬂz@ﬁ
efficientlyacrossthe supply chain. Food Wastage Manufacturer




Provenance & Recall management

Farm Produce Meat & Poultry

Multi-Ingredient
Products

Looking forward

Walmart now uses IBM Blockchain, based on Hyperledger Fabric, to track over 25 items from
five distinct vendors. Products like

Mangoes, strawberries, and leafy greens
Meat and poultry like chicken and pork
Dairy like yogurt and almond milk

And multi-ingredient products like packaged salads and infant foods are among the items on the list




Transparency and visibility

Problem Blockchain solutbn

4 2 O =10

( shared

‘) ledger C)
Although some

of this tacking (

may be automated, Q)

most of it requires

frequent personal w N Dijst. cente’

interactions.

Blockchain can provide information at any point & anytime

» Blockchain provides an immutable, trusted and shared record of transaction data with
timestamp & all relevant details.

» With its verifiable and decentralized nature, everyone can track the origin and location of a product at
any point along the supply chain at any given time.




Tracking and traceability

>4 MAERSK

PROBLEM | LIMITED VISIBILITY IN THE PAPER TRAIL
Improving in-transit
inventory management

Real-time tracking shipment of goods
across multiple global supply chain
checkpoints

5 [ 15%

Digitizing the end-to-end supply chain process to increase
WORLDWIDE GDP TOTAL TRADE VOLUME transparency and security among all trading partners,
reduce fraud and errors, decrease product time spent in
the transit, and lower waste and cost.

MARKET POTENTIAL BY REDUCING
BARRIER IN GLOBAL SUPPLY CHE}IN

Blockchain can improving ability to manage inventory while it's in transit including
whether it's on a truck sitting at customs or physically on a ship crossing an ocean.



Other examples usage of blockcham in SCM

- 77/ 4
Walmart
Ford Canada Diamond
Use blockchain to Use blockchain Use blockchain for Use the Use blockchain to
trace supplies of for automated anti-counterfeit blockchain for track the
cobalt — a key system for solution to proving the gem'’s movement of
ingredient for managing guarantee food authenticity & packages &
electric car invoices & safety & luxury traceability of shipments. Also in
batteries payments to its products diamond sourcing their customs
70 freight carriers authenticity brokerage &

invoicing
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