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Introduction 

Healthcare industry is one of the most common areas that often face various problems. Most of the healthcare issues that occurs in a clinical setting are primarily due to the poor-quality management with regard to the care services that are offered to the clients. Some of the common healthcare issues that are widely prevalent in every healthcare setting across the globe includes cybersecurity issues, medical errors, lack of transparency due to upcoding between the insurance provider and the client, amenable mortality rates, high-cost expenditures in care services, poor insurance coverage facilities, shortage of clinical resources, inefficiencies, and so on (Siwicki, 2020) that alter the healthcare system. These problems require to be solved by employing the right tools, possible strategies, and techniques and by making the right decisions for the better functioning of healthcare sector and for providing the consumers with an improved experience in healthcare. An effective problem-solving technique utilizes proper planning and step by step procedure for the successful implementation and betterment of the healthcare system. Among the different healthcare issues, cybersecurity is one major threat that is alarming in most healthcare organisations (Davis, 2020). This report focusses on cybersecurity, which is one of the most common and emerging healthcare issues in the current scenario. The report also suggests the possible solution for the cybersecurity issues in a health-based workplace.
Overview of Problems in Healthcare

Healthcare services are generally meant to improve the quality of lives of people by promoting their health conditions in a positive manner for the welfare of the patients as well as for the economy of the country. A small disruption in any forms in the healthcare services leads to issues that affect the quality of the population. Problems in healthcare sector are increasing day by day. This alters the quality of the healthcare services that are offered to the population (Smallcombe, 2021). Medical errors caused by the work force in hospitals is one important issue faced in healthcare industries. Most physicians and hospital personnel often experience sleep deprivation due to overtime work schedule and due to shortage of sufficient resources. This causes them to create wrong diagnosis and provide inefficient care services to the patients. These kinds of medical errors lead to increased patient death rates. It is observed that the number of death rates in the US due to medical errors in healthcare organisations is around 250,000 per year (Sipherd, 2018). It has also been observed that next to cardiovascular diseases and cancer, this kind of patient deaths due to medical errors is found to be the third leading cause of death among the people in the country (Sipherd, 2018). 

Most of the medical errors are caused due to ineffective communication, poor organizational transfer of knowledge, staffing patterns, improper workflow, failure in technical aspects, and inadequate policies. Apart from these, lack of proper reporting, late diagnosis of a medical condition, surgical errors, errors due to medical devices, poor healthcare reforms, and various health-associated infections are other causes that lead to issues in a healthcare system. By instituting clear transparencies in clinical practices and by providing patient-centered and excellent quality services, the physicians and the personnel involved in the healthcare sector can enhance the quality of the healthcare services and prevent issues by observing the right protocol. These factors that are responsible for the cause of healthcare issues, if are prevented and controlled through proper problem-solving tools and technologies and by employing the appropriate decision-making skills, can help in avoiding the medical errors thereby leading to an improved healthcare system (Clark, 2020). 

Healthcare issues are also known to create huge financial crisis upon the healthcare sectors. Improving the quality of healthcare services by preventing medical errors is a prime criterion that needs to be maintained in every healthcare organisation in order to promote the health conditions of the patient as well as to improve the functionality of the clinical care settings (Engdaw, Gebrehiwot & Andualem, 2019). Apart from this, addressing the needs of patient and assuring them with patient safety aspects also enhances the quality of healthcare services by decreasing the issues that are related to healthcare sector. Hence, it is essential to identify the exact causes of medical errors for controlling the rate of healthcare issues in a clinical organisation by possessing the skills of problem solving and decision-making strategies in workplace. The strategies that are involved in problem solving method includes identifying and defining the problem, analyzing the problem, developing the possible solutions, decision-making, implementing the solution, and evaluating the process. 

One most common employee mistake falling under the medical error category is cybersecurity threats in healthcare units. Cybersecurity is another important life-threatening healthcare issue that is often faced by most of the healthcare sectors in today’s world. Cybersecurity attacks is a malicious act that is carried out either by an individual or by a particular organization to breach the data of another organization or individual through advanced technologies. Cyber threats occur in the form of computer viruses, disruption of servers and data breaches (Taylor, 2021). Some of the most common types of cybersecurity attacks include Malware, Phishing (Alkhalil et al., 2021), Trojans, Ransomware, and so on (Jang-Jaccard & Nepal, 2014). By stealing the patient-related information from hospitals, causing ransomware attacks, and by attacking the medically implanted devices in patients are some of the serious cybersecurity related breaches that exist in today’s world. As a result, the trust and confidence established by the patients upon a healthcare organization gets crippled thereby affecting the reputation and cost expenditures of a healthcare system (Mohammad, Thabtah & Mccluskey, 2015). Hence, it is essential that proper tactics be implemented to protect the patients and the organization from the threats of cybersecurity in healthcare industries. 
Problem In Workplace

The problem that I would like to focus on here is cybersecurity in healthcare. Possessing in-patient facilities and medical departments and wards alone do not constitute the components and characteristics of a healthcare organization. Instead, it also comprises of telemedicine practices, cloud-based internet services, internet-based devices, and so on. Accordingly, the security strength of a healthcare system also varies. According to Mohammad, Thabtah and Mccluskey (2015), it is observed that the emergence of increased cyberattacks in healthcare sectors were made possible to a great extend due to the increase in the advancements of technology and internet facilities. For improving the services of healthcare management, most hospital settings have adopted electronic formatting for storing data which has made it easier for the cyber criminals to attack the data that are available in the healthcare settings. Most of the attacks that were imposed on hospital settings are focused on obtaining monetary benefits from the organisation. As a result of the cybersecurity attacks, the network servers and devices of the particular institution gets damaged leading to a huge loss for the institution and also by being a threat regarding the safety of the patient details and identities (Hawkins, 2021). It is with weaker login credentials, poor compliance measures, and proper unencrypted devices that a respective healthcare system becomes prone to the attack of cybercrimes (Kruse et al., 2017). 

Ransomware is one such cybersecurity threat that is most commonly observed in attacking healthcare units (Kan, 2020). This threat works by disabling a computer which then slowly encrypts all the data that are available in the system. This kind of attacks acts as a serious threat especially when the medical devices are linked with the infected computer and if the surgeons are working out on any important critical patient cases during any surgical procedures. The prime intention of this kind of attack is for a huge ransom due to the sensitivity of the patient and the financial data (Kan, 2020). The increased activity of data breaches through ransomware type of cybersecurity threat is found to greatly threaten the life of patients and their identities (Lerman, 2021). Based on the reports made by Emsisoft, it has been observed that one ransomware cyber-attack upon a healthcare organization is estimated to last for at least a period of 287 days by causing a huge financial loss of approximately $8.1 million (Lerman, 2021). In this case, the healthcare organization was found to be attacked with Ransomware due to having weak log in credentials, lack of proper backing up of data, lack of proper staff expertise, and lack of sufficient advice from security officers and professionals.  

Impact of Problem on All Stakeholders

Among the several sectors that exist, it is the healthcare industry that has greatly backslidden in protecting its stakeholders through its unsuccessful pattern of protection due to the emerging threats of cybersecurity in the healthcare sectors (Jalali & Kaiser, 2018). The stakeholders who are affected due to the impact of the cyber-attack on healthcare industries include the chief internal security officer, IT vendors, the respective healthcare organization, C-level executives, patients, manufacturers of the medical devices, policy and decision-makers, board of directors, and governmental bodies of the local, national, territory, and federal agencies. Both the cybersecurity professionals as well as the workforce in the healthcare organizations should work together by implementing well-structured mitigation strategies for battling the challenges that arise due to cyber-attacks. Due to the data breach activities in the healthcare sector, it is mostly the loss of reputation of the organization and the financial loss and burden that greatly affects the stakeholders of a healthcare organization. The service providers are affected with regulatory enforcement, litigation, financial loss, reputation, and job security. Cybersecurity healthcare issues affects all these stakeholders and hence care should be taken to protect these key players by taking proper preventive measures for the data, medical devices, and system from being exposed to cyberattacks. By bringing down the end point complexity and by enhancing the internal stakeholder alignment, the cybersecurity capabilities of a healthcare sector can be greatly improved (Jalali & Kaiser, 2018). 

Decision-Making Process

The outlook of healthcare technology shifted its prospective with the introduction of the patient protection and Affordable Care Act (ACA) along with the introduction of the Health Information Technology for Economic and Clinical Health Act (HITECH). According to the Centers for Medicare and Medicaid Services (2016), it is found that the legislations erected were normally meant to encourage the healthcare service providers to provide network integrated services to the population. It is this transition that led the healthcare sector more vulnerable to cyberattacks. Based on the Health Insurance Portability and Accountability Act (HIPAA) of 1996, various physical and technical safeguard tools and strategies were put forth to prevent the breaching of the data in the healthcare units from being exposed to cyber threats. In order to circumvent these healthcare issues, the HIPAA regulations were updated with policies that require every healthcare organization to adhere and prepare for safeguarding the institution as well as the patients from the data breach activities (Douglas, 2017). 

Before taking a decision in tackling a solution, it is essential to have a thorough analysis on the causes of cybersecurity threats. Among these, the most common causes include lack of adequate awareness on the ransomware healthcare challenges, less investments in an organization’s data security aspects, lack of commitment in addressing the cybersecurity related threats, insufficient training and staffing, and so on (Hagland, 2016). There are several tools and techniques that are available to defend a particular organization from the attacks of cybersecurity threats. Some of these include the use of outsourced security services, threat detection tools, vulnerability testing tools, and many more (Lerman, 2021). Apart from this, hiring sufficient number of chief information security officers also help in preventing a healthcare organization from the attack of cybercriminals. Improving the IT maintenance and the administration system of an institution, and by establishing good data security practices, the problems related to cyber security threats can be managed (Santos, 2021). 

Solutions To the Problem

Most of the cyberattacks that are occurring in healthcare organizations are primarily due to the lack of proper and effective risk management system in the organizations while implementing the process of healthcare technologies to store the required data in online formats. In order to avoid the occurrence of the healthcare issues, it is always essential to improve the quality of the healthcare services that are offered to the client. This can be achieved by taking the right decisions and by proposing solutions to tackle the identified issues on cybersecurity. Based on the HIPAA regulations, the physical safeguards include employing various device and media controls. Similarly technical safeguards employ the use of a specific user identification number, automatic logoff facilities, encryption and decryption accesses (Douglas, 2017). 

Another solution to tackle the problem is the use of encrypted devices for saving the patient communication details and other important health-based identities in the healthcare organization. This helps the stolen data from being easily retrieved by the hackers thereby preventing the exposure of the data being stolen. Implementing the facility of multifactor authentication in computer system while retrieving data also helps in tackling the cybersecurity threats that are faced in healthcare industries. Another method that can be employed to solve the cybersecurity related issues in a healthcare is by utilizing the devices called the Internet of Medical Things (IoMT) (Bhuyan, 2020). Employing this kind of devices facilitates in tracking the periodically monitoring the data from being exposed to cyber-attacks in a healthcare system. Similarly, the use of strong firefalls also help in protecting the health-related data in the institution’s IT system through cyber-attacks. Based on the network processes, firefalls exists in various forms. Among these, the packet filtering firewall deals with protecting the data that are recorded in the electronic health tracker systems. The second type called the status inspection firewall is involved in verifying the electronic feeds that were entered and the third type called as the application-level gateway serves as a gatekeeper and scans for threat in retrieving data from the organisation (Argaw et al., 2020). Organizations require a strengthened network segmentation for the proper functioning of the IoMT devices. This is attained by employing the Next Generation Firewall that helps a healthcare organization to monitoring the traffic across different networks and to oversee the users, different applications, and incoming data that are being either retrieved or updated (Bhuyan, 2020). 

Decision-Making Technique

As patient data is regarded as one of the most sensitive data, care should be taken by the organization in protecting the data from being exposed to cyber-attacks and threats in a healthcare industry. By adopting safe cybersecurity practices, risk management strategies, and by providing an awareness and educating the medical personnel on cybersecurity related healthcare issues, the patient data can be protected in a healthcare setting. By training the clinical professionals and the users of the IT system in an organisation to not log in or click the vulnerable and suspicious links also helps in avoiding the data being exposed to cybersecurity issues in a healthcare unit. Establishing a standard protocol and following the chain of commands are also some of the techniques that protect the healthcare system from cybersecurity issues. Some of the important techniques that help in reducing the cyber threats includes (i) system back up- backing up all the required data and operating system helps in preventing the risk of data being exposed to ransomware to the rate of zero. This measure is also found to be of great significance in preventing the IT system of an organization from several other threats apart from the cybersecurity issues (ii) password protection- by employing passwords that are strong help in protecting the system from being exposed to cyber threats (Bhuyan, 2020).  (iii) expertise advises- obtaining recommendations and suggestions often from chief security authorities helps in updating the system by preventing from cybersecurity attacks and (iv) staff training- providing the staff members and the system users with the best training can help the organization in preventing themselves from being attacked by cybersecurity. It is essential that the staff personnel should be equipped enough to identify vulnerable links, emails, and sites. They should be able to differentiate between the genuine and fake sites and should also possess skills to identify phishing activities that are been popping up in the computer system (Bhuyan, 2020). Besides these, the other important techniques that can be employed to tackle the cybersecurity challenges include possessing a well-defined cybersecurity-based duty for the users in an organization, employing the use of virtual local area network services, adopting de-authentication measures, and cloud-based computing technologies (Luo & Liao, 2007). 

Implementation of Solution 

In this case, the solution is implemented by urging the healthcare management and IT authorities to prepare an action plan that comprises of various key elements. This includes obtaining support from the board of authorities and from the chief officers in the executive management, framing a comprehensive plan work for strategic management of cybersecurity threats, obtaining required funds and sufficient staff resources for executing the action plan, providing robust training to the staff, appointing highly skilled personnel along with a chief security officer, and a highly professional IT systems security team, and by making use of external services. Based on these key elements the best practice is selected and is implemented for solving the issue. Accordingly, for this case, it is decided to employ important measures namely backing up the system, protecting the password, getting advice and suggestions from expertise, and training the work force. 

Developing the best computing practices by having multiple backups of the organization’s operating system, sensitive data, financial data, and software help in safeguarding the system (Mohammad, Thabtah & Mccluskey, 2015). After backing up the data, it is essential that the restoring process should be carried out. This is to ensure that the backup process is working well and helping in regaining the data that was being backed up. For those computer systems having weak log in credentials, it is noted that they are easily prone to attack. Hence, it is essential to a strong and complex password by avoiding most popular and simple words for the effective functioning of the healthcare system. In this scenario, it is essential that the computer system in the selected workplace should replace the weak password with a complex and strong password (Bhuyan, 2020). It is always essential that every healthcare organization that maintains the patient data and the other such kinds of sensitive data in electronic formats should have frequent meetings with the board of directors in the security authorities. This way, appropriate advice and suggestions for each issue can be obtained from the authorities and implemented for bringing the changes in practice. With regard to the cybersecurity healthcare issue in this case, it was also noted that the staff professionals and the system users were found to have very poor knowledge on cybersecurity issues and threats. They should be clearly taught about the dos and don’ts of the details with regard to cybersecurity threats for the data from being exposed to breaching activities (Mohammad, Thabtah & Mccluskey, 2015). Hence, it is a prime requisite that the healthcare management should take immediate action in order to provide proper awareness and training on the threats, challenges, and loss that a healthcare unit undergoes when being exposed to cybersecurity related healthcare issues. 

The healthcare organization should take the required steps in order to inform the stakeholders regarding the threats and challenges of the cybersecurity attacks. The employees should be provided with free education on healthcare cybersecurity data breaches and a clear communication should be established among the stakeholders within a healthcare organization. This helps in setting up the required policies and regulations and also helps in sorting out the challenges more effectively. Patients should be clearly made known on the privacy and security policies while communicating with their healthcare providers especially during virtual online meets (Luo & Liao, 2007). 

Monitoring and Review Techniques

After implementation, it is essential that the implemented plan be monitored and reviewed frequently in order to access the effectiveness of the plan to tackle the issues on cybersecurity. This is achieved by upgrading the existing software in order to protect the data from cyberattacks. Careful monitoring of the information system helps in making an organization to be vigilant and prevent the data from being stolen. Investing in automation and monitoring techniques are found to greatly enhance the security system of a healthcare organization (Hawkins, 2021). Through constant backing up of core information including patient data, medical identities, financial data, and so on, regular engagement in behavioral monitoring processes, audit log monitoring, technical monitoring, proper reviewing of data from the end-user access point of view, and frequent implementation of tighter and role-based entry access systems help in successful implementation and effectiveness of the action plan in a healthcare organization for preventing cybersecurity threats (Monroe, 2021). 

Conclusion 

Cybersecurity attacks on healthcare industries are found to impose a huge burden and high-cost expenditure to the healthcare sector due to the presence of huge quantity of patient data and medical records that are stored in electronic formats. Healthcare professionals who are mainly responsible for promoting the health and wellness of the patients, are found to face several challenges with the advancements in the field of healthcare technology, introduction of advanced medical devices, and with the alarming increase of cyber-attacks in the healthcare institutions. This makes the healthcare personnel responsible for protecting and preventing the healthcare system from cybersecurity issues. Amidst the fact that cybersecurity challenges are life threatening there are still many possible solutions that when implemented properly through proper planning and commitment to adequate resources helps in protecting the patient data as well as in safeguarding the healthcare sector successfully. With regular updating of the system, maintaining proper IT-based infrastructure, and with the proper investment of time, resources, and funds in a healthcare organization, the cybersecurity-based healthcare issues can be greatly avoided in healthcare sectors. 
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