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Executive Summary:
The purpose of this report will consider how a variety of companies use their digital identity and their brand identity to promote themselves via social media, and engaging with a variety of consumers. This report will also demonstrate an understanding on how businesses collect data on their consumers. I will also explore the importance of the General Data Protection Regulations within the EU and how companies utilise risk management to consider possible threats that could affect them. 
[bookmark: _GoBack]Introduction:
Social media is an innovation that has created a digitalised generation in today’s society. 3.49 billion people globally use social media, totalling to 45% of the worlds population is online, spending an average of 2.5 hours daily on social networks and messaging sites. (Newberry, 2019). The innovation of social media, has allowed businesses to operate online, allowing them to market their product or services and target their consumers through a variety of ways. In 2018, the Office for National Statistics discovered that only 60% of UK businesses used social media as a way of marketing and targeting their customers. (Hebblethwaite, 2018). Within a year, from 2012-2013, the number of social media users around the world increased from 1.47 billion to 1.73 billon users, which is roughly 25% of the worlds population. It has been found that in the UK and USA, people spend between 13 and 16 minutes of every hours on social media. (Culp, 2019). 
Social media and Business:
In today’s society, it is extremely important for business to have a place on social media, regardless of its pros and cons. It allows business to connect virtually with consumers on a global level, increase awareness about the brand’s product or service and increase potential sales. Social media is a low cost form of marketing and important factor of the marketing strategy. Its also important to identify which platforms are best suited to the business to utilise them effectively. Customers use social media to research a company before using and it allows them to identify key information. Another factor that is important, customers will turn to platforms such as Facebook or Twitter to converse with the business to overcome any problems that may have occurred or to find information. (Schmid, 2018) The effect of social media has led to creating a greater competition between a variety of brands, allowing consumers to have a more influential presence in the online market. (Bradford, 2018)
ASOS is a great example of utilising social media. The business is known as one of the most popular UK brands on Facebook, with over 2.2m fans. (Moth, 2013). Its online platform has become such a success that it had become the second most visited fashion website in the world with a variety of clothing brands listed, included their own. ASOS is considered one of the most successful digital brands, due to its effective marketing strategies and their balanced use of social media to support sales and customer engagement. (Bradford, 2018).  
What is a Digital Identity? 
Through using social media, everyone creates their own personal digital identity. Regardless if you’re a business or not. A digital identity is considered as a collection of data and actions online that has been made by an individual or organisation on an electronic device. Data attributes can be connected to a real-life person, through a username and password, date of birth, email address, bank details including other personal details. Your actions across different platforms, creates a brand identity for yourself. E.g. sharing content, liking posts and photos and using search engines.   (Techopedia, 2019). By liking and sharing posts online, we automatically leave a digital footprint for ourselves, which is known as a trail of actions that some people pay close attention to. Business must consider their digital footprint by monitoring their activity across a variety of digital platforms. A companies digital footprint plays a role in their sales and marketing strategies which should be considered as the “virtual biography of their business”. (Blake, 2016). 
During 2019, companies such as Facebook faced data breaches. The company exposed up to 540 million personal records via a public storage server, which resulted in giving hackers access to consumers outlook email accounts. This also resulted in millions of consumers either being hacked or spammed. (Andrey, 2019). This automatically gave Facebook’s digital footprint a negative effect, in which they had to try and rectify.
Business and Customer Interaction. 
[image: UPS Social Care Example]Social media today has become one of the most popular ways to interact with customers. Any contact from customers, whether it’s good or bad provides a company with information on how they can improve. This can be done personally, via telephone or via a variety of social media platforms. Many people take to platforms such as Twitter to complain about the service that they have received from businesses. E.g. Customers are quick to take to Twitter when UPS company fails to deliver their parcels. UPS utilizes Twitters private messaging to resolve any complaints that they receive. (Burgess, 2019).
A number of businesses offer promotions to their customers to gain their trust and custom. E.g. New Look sends promotional emails to their consumers, through the data that they’ve collected e.g. email address, name, gender, encouraging consumers to give them custom. “Get £10 off when you spend £50”.  This provides consumers with customer satisfaction. (Hunter, 2018)
General Data Protection Regulations – GDPR:
The GDPR law became effective in the UK in May 2018, after a two year transition period, which was adopted in 2016. Its purpose is a legal framework that demonstrates a set of guidelines for businesses to collect and process personal data from consumers who life in the EU. All websites must comply with the regulation, regardless of where its based, due to the attraction of EU consumers. (Frankenfield, 2019)
Under the rules of the law, visitors to any website must be informed of the data that the website is collecting about them, this is done through users clicking on the accept button or any other required action to give consent to collect data. These are usually done through accepting cookies. It is also important that websites notify the users in a timely matter if their personal data that is held by the site gets breached. (Frankenfield, 2019).  
Companies have responsibilities under the Data Protection Act to protect the personal information that their staff collect and use for business purposes. They also have a responsibility to have an appropriate and accurate security in place to prevent any data being compromised. The purpose of having accurate security measurements in place is the prevent breaches of data protection legislation, as compromising this could lead to a fine. (ICO, 2019).    
GDPR gives consumers more control over the data that is being collected about them. GDPR was brought into force due to the massive amounts of data that was being collected by smartphones for the purpose of companies such as Google and Facebook. A number of data attributes can be collected under GDPR, that help identify a person. Data attributes such as:
· Name 
· Mobile Number 
· Username 
· Sexual orientation
· Gender 
· Date of Birth. 
Consumers have the right to request to have their data deleted and to be “forgotten”. However, conditions apply when requesting to have your data forgotten. If a company fails to comply with the GDPR, they face a fine of up to 20M euro, or 4% of the company’s annual turnover, which ever is largest. (Kelly, 2019)
In July 2018, British Airways was fined £183m due to a data breach that exposed the data of 500,000 customers. British Airways user’s were diverted to a fraudulent website, where personal information such as bank details, names and address were stolen by fraudsters. British Airways was fined such a large fine, due to the ICO citing poor security arrangements that were made by the company. (Macauley, 2019). It is clear, by evaluating this fine, that British Airways didn’t have an effective risk management strategy to overcome such a problem to their brand. 
It is extremely important to comply with the GDPR rules and regulations, as it clarifies exactly what companies are allowed to do with consumers personal data, ensuring that they also use the correct safeguarding measures when collecting data. The regulation also improves the protection of European citizens in regards to their data rights, by taking into account the forever changing circumstances within the digital world. (Visma, 2019) By evaluating the fine that British Airways received, we can see that they didn’t safeguard consumers data, nor did they have a substantial risk strategy in place for this type of situation which has led them to a fine.
Risk Management Strategy within Business:
Risk management is known as the process and the ability to identify, assess and control risks and threats that could affect an organisations brand, capital and earnings. The risks that could affect a business could occur at any time. They include financial uncertainty, legal liabilities, accidents and natural disasters. It is extremely important that a company creates a risk management strategy, as it gives them an opportunity to increase their ability to identify and control risks and threats. Risks could occur to a company at any given time. Risk management allows companies to attempt to prepare for unexpected occurrences by attempting to minimise the risk and costs before they happen. (Rouse, 2019)
Before being able to evaluate an appropriate risk assessment plan for a business, it’s important  to establish what level security is needed for the business,  and it’s important to establish and review the data that the business collects on consumers. By doing this, it enables the company to establish how valuable and confidential the information is and how much damage that could occur to individuals if there was a security breach with their data. By creating a clear view of potential risks, a company can decide on the correct security measure to meet the needs of the company and its consumers. (ICO, 2019)

Social Media Risk Management:
Social media can be seen as one of the most dangerous factors that can affect a business. Nevertheless, it has numerous benefits to a business, it can also put a business in a very fragile predicament. Hackers have the power to hack online systems and accounts through social media, which can leave a negative impact on a company’s brand identity. Other threats that could occur are intellectual property theft and legal ramifications. 
During November 2018, the Marriott International had been attacked by cyber thieves and they has stolen data on approximately 500 million customers. The breach occurred in 2014 on systems that supported Starwood Hotel, from this the attackers successfully remained in the system after the Marriott obtained Starwood in 2016. The attackers however weren’t caught until 2018. For some victims of the Marriott, they only had small details compromised such as name and contact information. However, for others, more than 100 million customers had their credit card details stolen. The company however were uncertain if the attackers were able to decrypt the credit car digits. (Armerding, 2018).  
According to a study, it has been proven that out of 5,000 brand profiles across a variety of social platforms such as Twitter, Facebook and Instagram, that 20% were fake accounts, posing to be a brand. These fake accounts were used to offer counterfeit products and services, attack brand identities, phish for information and commit identity theft and infect the consumer with malicious malware. (Burns, 2019)
In order to prevent such threats to a business, it is important to have an accurate and structured risk assessment plan. A good tool to do this is to use a social media risk assessment matrix. The tool outlines threats and vulnerabilities that could occur within the business whilst measuring the likelihood of the risk occurring and the potential severity of its impact. A risk assessment matrix can be created within Excel or Google. (Swinney, 2018). 
To manage a risk appropriately, its important to analyse and identify the threat and then decide which is the best way to manage it. There are four different ways to manage a risk which includes:
· Avoid the risk - 
· Share the risk 
· Accept the risk 
· Mitigate or control the risk – this includes creating a written policy, monitoring social media feeds of staff and providing the staff with appropriate training in media law. 
[image: ]Tesco company, has a structured risk management plan in order to protect themselves from any possible threats. They have their own risk assessment matrix that provides them with preparation if a threat was to occur. Below, I have inserted an example of their risk assessment in regards to their company brand, reputation and trust values. (TescoPLC, 2016). 

However, an alternative way to create a risk assessment matrix is to create a table. I have inserted an example below, using a risk assessment example taken from Tesco PLC, 2016. Which explains what the threat is, the probability of the threat occurring, how to manage the threat and its strategy of doing so. 
[image: ]
Conclusion:
It is extremely important for businesses to comply with important GDPR rules and regulations so they don’t face hefty fines. If businesses don’t successfully with comply with the rules they face breaches that have an impact on European citizens. Social media is forever changing and impacting businesses daily. The way that businesses operate today have changed drastically compared to the businesses years ago. Through the use of social media, more threats have a probability of occurring, therefore it is important for a risk management matrix to be in place and accurate by identifying the risk and being able to manage it appropriately. Many businesses today, have been in the public eye for a threat that has occurred to them, creating a negative impact. E.g. British Airways, however businesses will try and rectify these impacts through creating the correct safety measures.  
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