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Abstract
The purpose of this dissertation is to gain insight into frontline policing in relation to cybercrime. It will explore existing research while also incorporating original findings. Key findings in previous research has found police officers are currently lacking the needed personnel, budget and training. Officers are struggling to identify and define what cybercrime even is, this raises concerns as we expect officers to deal with these crimes but they themselves don’t know what cybercrime is. 
My own research has found that there is an overall agreement into previous research. Officers within South Wales Police have struggled to correctly identify cybercrime. Officers have also stated that they do not receive enough training and do not have enough resources to effectively deal with it. 
Recommendations have been made and further gaps in research which need to be filled. 
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Introduction
Technology plays a significant role in our lives and there are those who will exploit that technology for their own personal gain. Those who do use technology puts increased pressure on the police to identify, investigate and prosecute those who commit such crimes. 
Cybercrime is becoming increasingly common, with over 7 million cases reported to the police every year (Metropolitan Police, 2022). It is apparent that these crimes need to be investigated thoroughly. Failing to do so would not only harm the reputation of the police but also have a significant impact on the victims of these crimes.
This dissertation will explore the effectiveness, shortfalls and challenges faced by frontline officers dealing with these crimes. It will look at previous research and how it ties in with research conducted by myself and explore the opinions of officers. 
This dissertation will focus on how frontline officers deal with these cases and what problems arise. Data collected will be analysed to find recommendations for police forces across the UK. It will look at how these problems can be fixed and what further research is needed. 





Literature Review
Introduction
Cybercrime has become a significant part of modern-day policing. Criminals are using the internet to extort, blackmail, and demand that victims pay and provide details of their lives through the ever-growing online environment. This literature review will explore existing research in the area of frontline officers dealing with cybercrime by analysing what cybercrime is, assessing the effectiveness of frontline officers in addressing cybercrime, and identifying the challenges and shortfalls they face.
The review will analyse the key findings and identify gaps, trends and areas of further research which this paper plans to identify and address. 
This review will specifically focus on the challenges, shortfalls, and effectiveness of frontline officers in the field of cybercrime. This is achieved by using specific terminology to help locate relevant research within the same field. The research conducted will be verified to ensure a link to the objectives this dissertation has set out to complete.
This will be achieved by examining and analysing literature obtained from the UWTSD online library as well as verified academic work found through Google Scholar and Government publications. The primary terminology used were ‘Frontline’, ‘Cybercrime’, and ‘Policing’. The research that has been reviewed has been obtained mainly from UK-based papers or countries with similar laws and policing principles as the UK, such as Australia and Canada. 
What is Cybercrime? 
Defining cybercrime has become more difficult with technological advancements. As technology progresses, both the public and the police have struggled to clearly define what cybercrime is (Hadlington et al., 2018).
There is limited knowledge about frontline officers' views and opinions regarding the definition of cybercrime and the perceptions they hold. According to Bossler and Holt (2012), officers do not believe they should be dealing with cybercrime-related offenses, as there is no clear definition for them to follow.
The National Cyber Security Strategy 2016-2021 has divided cybercrime into two categories: cyber-dependent and cyber-enabled crimes (National Security and Intelligence et al., 2016).
Cyber-dependent crimes are those that can only be committed using ICT devices, where the device is both the tool and the target of the crime (Crown Prosecution Service, 2019).
Cyber-enabled crimes are traditional crimes that can be increased in scale through the use of computers. An example of this is fraud (Crown Prosecution Service, 2019).

Effectiveness of Frontline Officers Dealing with Cybercrime
In a paper published about cyberstalking during the 2020 Covid pandemic, victims reported feeling let down by the police. Police recognized that the effectiveness of their response was lower due to a lack of knowledge about cyberstalking, as it didn’t fit the traditional stalking cases they were used to handling (Martellozzo et al., 2022).
It is clear that cybercrime is becoming more common, but budgets and resources are not being directed to the right departments to address cyber-enabled crimes. For example, the workload on the cybercrime team within the Australian police doubled, yet no additional resources or budget increases were provided to help manage the rising number of cybercrime cases (Harkin, Whelan, and Chang, 2018).
Frontline officers are often the first to respond to cyber-enabled crimes, but they are frequently unsure how to handle digital devices for preserving evidence. These officers struggle to effectively and quickly respond to crimes due to a lack of training on how to find basic information such as IP addresses, email addresses, and other simple identification details. This stems from the belief among frontline officers that these crimes should be handled by specialized departments, leading to difficulties in effectively dealing with technology-enabled crime (Harkin and Whelan, 2021).
Challenges and shortfalls faced by Frontline officers 
Due to the fast-changing world of Cybercrime and technology, training is a key part to ensure frontline officers are able to attend and achieve best evidence, this also applies to specialised units. It appears to be seen that specialised officers are being employed in positions of dealing with cybercrime but are not given specialised training into dealing with Cybercrime but are expected to learn as they go along (Harkin and Whelan, 2021).  
When looking back at cyberstalking during the covid pandemic, officers found themselves being 3 steps back when dealing with the sophistication of criminals using ICT to spy on their victims and that officers are always on the catch up (Martellozzo et al., 2022).
Challenges working within Cybercrime units have become unsustainable due to the loss of qualified officers moving to better-paying jobs within the field, pressures on the quantity of work have swamped officers (Harkin, Whelan and Chang, 2018). This has lead to police having to pass work back to frontline officers to deal with but due to the high quantity of work obtaining the necessary advice from specialised departments has become difficult. 
It continues to appear that frontline officers do not know how to properly identify and deal with Cybercrime incidents, officers are struggling to first identify the offence and do the necessary investigatory work for that specific offence. This has become difficult for these officers due to the same offence could be trivial or complex depending on the circumstances of how the offence has taken place (Harkin and Whelan, 2021). 
Literature Review Conclusion
Looking back at the reviewed journals and the comparisons they present, it can be concluded that there is a significant gap between cyber policing and its impact on frontline officers.
There are different definitions of cybercrime, with the National Cyber Security Strategy 2016-2021 categorizing it into two technology-enabled crimes: cyber-enabled and cyber-dependent. However, there is no defined perspective from frontline officers regarding what they believe constitutes cybercrime and what they should be addressing.
When examining the effectiveness of frontline officers dealing with cybercrime, much of the information focuses on how specialist departments manage these cases. There is a gap in research that considers frontline officers as the primary source of information. Data has not been collected to benefit these officers, but rather to support specialist departments. This dissertation aims to fill that gap in the research.
Methodology
Research
Previously, I have examined the range of literature surrounding cybercrime within frontline policing. Now, the aim is to find the best methodology for obtaining data for the dissertation.
Research, as defined by the Cambridge Dictionary, is “a detailed study of a subject, especially in order to discover new information or reach a new understanding” (Cambridge Dictionary, 2019).
When exploring different research methods, we encounter qualitative and quantitative data. Quantitative data collects numerical information, which is processed using statistical techniques to analyse the results. In contrast, qualitative data is typically non-numerical and cannot be statistically analysed (McLeod, 2023).
There is also a distinction between primary and secondary data. Primary data is information collected by researchers through questionnaires, experiments, and observations. Secondary data, on the other hand, is information gathered by other researchers and used in their own work (Scribbr, 2023).
The chosen methodology will help achieve a key objective: to obtain the necessary data from officers about the effectiveness of their work on the frontline. The way this information is collected is important for identifying trends and themes in the results. The research that will be conducted will facilitate this process.

Research strategy 
The research strategy for this project has been planned to use a mix of quantitative and qualitative data, using primary data to obtain the bulk of information for the research. The data obtained shall have a greater amount of qualitative data; this is due to the research using a survey to gather information from the individuals who choose to participate in the study. This type of data is needed to collect important information to identify trends and gain insight into where the data is coming from, such as age and department, as well as answers to specific questions that will generate the quantitative data. Additionally, the opinions and feelings of the participants will generate useful qualitative data that will guide the dissertation in answering what needs to be done to address the issues raised.
The individuals who choose to participate will be from mainly two different departments, one being frontline response officers who volunteer to provide data on the topic. Additionally, data will be obtained from the cybercrime team, which can also volunteer to contribute to the study. Data will be obtained from these two departments due to the research aim of gaining experiences from frontline officers. Frontline officers make up a large portion of the police force and are often the first point of contact with victims. The cybercrime unit is included due to their experience and knowledge in the field, providing further information that frontline response officers cannot.
Obtaining data from these two groups of officers will provide a frontline account that the dissertation aims to seek and also gather information from specialist departments on how they perceive the quality of frontline officer work.

Data Collection
Data shall be collected through a structured survey, with identical copies sent to both departments. All questions will be reviewed before being sent. A blank copy of the survey can be found in Appendix 1.




Data Analysis
All data collected from the primary survey will be manually analysed to identify trends and accounts. This is to ensure that themes can be identified to assist in the dissertation. This process could take a significant amount of time if there is a large amount of engagement. If so, data applications may be used to help identify trends.

Limitations and Potential Problems
Limitations are the weaknesses in the research that may have an overall impact on the outcome. These limitations may come from the design of the project and bias (Good, 2024). I aim to overcome this by ensuring the questions are not leading, to avoid placing bias within the research.
A variety of issues could arise, some of which have already been identified. The data collected could be of a sensitive nature, potentially revealing information on investigations. The data would need to be sanitized to ensure data protection and to prevent sensitive investigatory techniques from being disclosed.
Problems such as a lack of engagement in the survey could result in not having a large enough data pool to analyse, meaning a longer period of individual engagement may be needed. To address this, I intend to distribute the survey as widely as possible among response to encourage a larger range of participation.
Ethics
When considering ethical issues, I have completed the ethics form to address any concerns. Data collection is voluntary, and all information is sanitized if sensitive details are provided to ensure the privacy of those involved. All participants remain anonymous, and all data is stored on secure devices.
Reliability and Validity
Reliability is the concept of how reproducible the data is, while validity refers to how accurate the research is (Kelly Carroll, 2012). To determine the reliability and validity of the collected data, only participants from frontline policing and cybercrime will be asked to participate. Responses from any other departments will be excluded to prevent the integrity of the mail goals this dissertation sets out to achieve.
Analysis of Results
Introduction
The study conducted aimed to provide an in-depth look into the effectiveness and challenges faced by frontline officers when dealing with cybercrime. The data collected was primary research through an online survey. I will be analysing the data collected.
Data from the survey showed a trend of officers finding it difficult to deal with cybercrime. A key phrase from the research was a ‘lack of training,’ with officers believing that they did not have the necessary tools to effectively address such crimes. The following is the analysis of the key questions asked.


Figure 1. 
As seen, there has been a slightly larger portion of Response officers who have replied to this survey. This would be attributed to there being more response officers and that the study is more directed towards them.










Figure 2. 
Data has shown that the biggest participant in the survey is 0-8 years of service. This makes up to 55% of persons taking the survey. This shows that the majority of participants are of younger service. This may show that these officers would have more technology exposed to them indicating they should have a larger knowledge in this field. 
Figure 3.
Data shows that the majority of participants are in the 25-34 age bracket. Including the 18-24 bracket means that the survey had a 55% response rate to the survey. This indicates a skew to younger officers participating within the survey. A trend in the data appears between figure 1, 2 and 3 where 55% of participants are of young of age, young in service and work on response. This may be due to the fact that officers are of a younger age and more willing to engage with the survey. 







Figure 4.
	What would you define Cyber Crime as?

	Participant ID
	Answer 

	1
	No response 

	2
	Crime using a computer or electronic device, including but not limited to crime committed over the internet.

	3
	Crime using the internet

	4
	crime committed on the internet

	5
	Crime where persons use technology to felicitate their actions and or use it to as a means to extend their reach. Like online fraud, sextortion, harassment etc  

	6
	When persons use technology to facilitate committing a crime.

	7
	Criminal acts which use and are facilitated by the Internet.

	8
	When someone uses the internet or technology to commit a crime

	9
	Crime which persons use technology to extend their reach when committing the crime.

	10
	Technology based crime

	11
	Crime using the internet



The answers provided insight on frontline perceptions on what they think cybercrime is, but a common trend by many was the idea that Cybercrime is only committed through the use of the internet. This ties into the literature review and validates that officers fail to correctly define cybercrime. 
Figure 5. 
This data shows what officers belive to be cybercrime before being shown the definition as set out by the Crown Prosecution service. The data provides the study the ability to identify officers' beliefs and knowledge to help gain insight into whether or not officers are correctly identifying Cybercrime. 
Figure 6. 

This data shows what officers now believe after being shown the CPS defined definition of cybercrime. There is a greater understanding as seen, with a larger of participants selecting SMS messages as a form of cybercrime and WhatsApp harassment as part of it as well. There is an outlier now believing that the theft of a laptop is cybercrime. 
Figure 7. 
	Do you believe Front line policing have all the tools needed to deal with frontline Cyber Crime? 

	Participant ID
	Answer

	1
	No

	2
	No

	3
	No

	4
	No

	5
	No, the tools needed to deal with cybercrime effectively are not accessible to frontline officers. Tools are complicated and drawn out due to processes when dealing with 3rd party company's.

	6
	No

	7
	No

	8
	No

	9
	No, often investigations are not up to standard leading to repeat in offences. There is not enough guidance and tools for response to deal with cybercrime effectively.

	10
	No

	11
	No


Data shows an overwhelming 'no' regarding officers having all the necessary tools they need to effectively deal with cybercrime. Participant ID 5 indicates that officers do not have access to the required tools and that dealing with companies to obtain data is time-consuming. Participant ID 9 states that investigations are not up to standard. This suggests that officers need access to more tools and training. When comparing these results to previous research, there is a strong correlation with the lack of training and tools available to them.
Figure 8. 
[image: ] 
When asked, ‘What shortfalls do you believe frontline policing faces regarding cybercrime?’ a clear trend emerged. ‘Training’ dominated the responses, with many stating that there is a fundamental lack of training to deal with cybercrime. When asked a related question, ‘What challenges do you believe frontline policing faces when dealing with cybercrime?’ the same emphasis on a lack of training was raised.
Figure 9. 

When asked how officers learn about Cyber Crime, 64% of participants stated that Peer to Peer learning was there primary way of learning. This would indicate that there is a fundamental lack of resources for officers to obtain necessary information. 

Figure 10. 
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When officers have been asked what they need to be given to more effectively deal with cyber crime, a trend of more training and resources has appeared. This would possibly indicate that there is a budget problem as stated by one participant who believed a larger budget is needed. 

Analysis Conclusion
When reviewing all the data collected, it can be determined that there is a link between the results obtained and the literature review. The data has shown that there is a gap in officer knowledge and a lack of training. This is supported by findings in previous research, which have identified similar issues. However, the data collected has also shown that officers themselves have recognized these problems. Officers have overwhelmingly expressed a desire for better training and resources.


Findings
As the study has progressed, important data has been collected to enable the analysis of the data and draw conclusions. This paper is designed to answer key questions regarding frontline officers dealing with cybercrime.
Through the data collected from the survey, key trends can be identified.
Theme One: Officers have struggled to identify what is defined as cybercrime. This is evident from officers not correctly identifying cybercrime, as seen in Figure 5. This issue is also noted in the literature review by Harkin, Whelan, and Chang.
Theme Two: Officers lack the necessary training to deal with cybercrime. Officers in Figure 8 have identified training as one of the biggest shortfalls for frontline policing. This aligns with a paper by Harkin, Whelan, and Chang. It can be concluded that budgetary restraints may limit the capability of allowing officers to receive the necessary training. One participant, when asked what officers need to deal more effectively with cybercrime, stated that a larger budget is required, which fits the identified trend.
Theme Three: A lack of resources has played a role in the challenges faced by officers. It is apparent from both the literature review and the conducted study that officers have repeatedly stated there is a fundamental lack of resources. A notable point made within the literature review found that qualified officers are leaving the field of policing, leading to larger workloads for remaining officers. This supports the evidence of a significant lack of resources.
Theme Four: A lack of time has also been identified. Officers within the study have stated that a lack of time has impacted their ability to effectively deal with cyber cases. This is linked to Theme Three, as the lack of resources has placed pressure on policing to address cyber crimes quickly.

Conclusions
The aim of the dissertation was to identify key problems and issues in frontline policing of cybercrime. This has been achieved through the collection of both quantitative and qualitative data.
The data analysed has shown some interesting trends that align with other research conducted in the field. Previous research has identified a lack of training and resources for both frontline and specialist departments in cybercrime. This has been supported by my own research, with participants within the police highlighting these issues. All four trends identified and linked to previous studies indicate a need for larger budgets in the cyber field to enable officers to effectively deal with and handle cases.
The data collected was limited due to a lack of engagement, however, data collected has shown some key themes that are up for further research. The dissertation has set and completed its goals of identifying the key themes relevant to the challenges, shortfalls and effectiveness of front line cybercrime. 
Recommendations
Through this dissertation and research, I can conclude that there are key recommendations that would assist police forces in better dealing with cybercrime on the frontline. These recommendations would lead to better outcomes for victims and allow officers to be better trained in their fields.
1. Training Improvements: It has become apparent through my own research and the research of others that there is a significant lack of training in cybercrime. Improving training would lead to better outcomes and greater identification of crimes.
2. Recruitment Goals and Retention: With officers leaving all fields within policing, it is recommended that police forces recruit more specially trained officers and focus on retaining them. The lack of officers has led to an overworked frontline. Goals need to be set and met to retain those officers and prevent the loss of valuable experience.
3. Budgetary Increases: It is clear that a significant part of the problems faced by officers arises from a lack of funding in the right areas. Increased budgets would enable more effective training, enhanced recruitment, and provide officers with the necessary tools.





Further research
As all data has been collected and analysed, gaps in research have been identified that need to be addressed. This dissertation, due to time limits and scope, has not been able to explore in-depth issues with cybercrime at a higher level. This means that further research is needed into the management, allocation of funds, and wider-scale studies on the frontline. Limitations in this dissertation arose from the number of participants involved in the research. This may be attributed to the fact that many individuals find cybercrime daunting and may feel unable to participate due to a perceived lack of knowledge.
Additional research needs to be conducted in the legislative branch to identify and understand the limitations faced by officers. These may include bureaucratic processes that increase the time spent filling out paperwork and reduce the time available for investigating crimes.
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Appendix 3 – Ethics form 
APPLICATION FOR ETHICAL APPROVAL

	RESEARCH STUDENTS
This form is to be completed by the student within SIX months for full-time students and TWELVE months for part time students, after the commencement of the research degree or following progression to Part Two of your course. 

Once complete, submit this form via the MyTSD Doctoral College Portal at (https://mytsd.uwtsd.ac.uk).

This document is also available in Welsh.


	RESEARCH STAFF ONLY
All communications relating to this application during its processing must be in writing and emailed to pgresearch@uwtsd.ac.uk , with the title ‘Ethical Approval’ followed by your name.


	STUDENTS ON UNDERGRADUATE OR TAUGHT MASTERS PROGRAMMES should submit this form (and receive the outcome) via systems explained to you by the supervisor/module leader.




In order for research to result in benefit and minimise risk of harm, it must be conducted ethically. A researcher may not be covered by the University’s insurance if ethical approval has not been obtained prior to commencement.

The University follows the OECD Frascati manual definition of research activity: “creative work undertaken on a systematic basis in order to increase the stock of knowledge, including knowledge of man, culture and society, and the use of this stock of knowledge to devise new applications”. As such this covers activities undertaken by members of staff, postgraduate research students, and both taught postgraduate and undergraduate students working on dissertations/projects.

The individual undertaking the research activity is known as the “principal researcher”.

Ethical approval is not required for routine audits, performance reviews, quality assurance studies, testing within normal educational requirements, and literary or artistic criticism.

Please read the notes for guidance before completing ALL sections of the form.

This form must be completed and approved prior to undertaking any research activity. Please see Checklist for details of process for different categories of application.  

SECTION A: About You (Principal Researcher)
	1
	Full Name:
	Patrick Levy

	2
	Tick all boxes that apply:
	Member of staff:
	☐
	Honorary research fellow:
	☐

	
	Undergraduate Student
	☒	Taught Postgraduate Student
	☐	Postgraduate Research Student
	☐


	3
	Institute/Academic Discipline/Centre:
	
University of Wales Trinity Saint David 

	4
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Swansea

	5
	E-mail address:
	
2124745@student.uwtsd.ac.uk

	6
	Contact Telephone Number:
	


	
	For students:

	7
	Student Number:
	2124745

	8
	Programme of Study:
	Professional Policing 

	9
	Director of Studies/Supervisor:
	Jane Davies





SECTION B: Approval for Research Activity
	1
	Has the research activity received approval in principle?
(please check the Guidance Notes as to the appropriate approval process for different levels of research by different categories of individual)
	YES
	☐	NO
	☐
	
	
	Date

	2
	If Yes, please indicate source of approval (and date where known): Approval in principle must be obtained from the relevant source prior to seeking ethical approval
	Research Degrees Committee
	☐	

	
	
	Institute Research Committee
	☐	

	
	
	Other (write in)

	☐	



SECTION C:  Internal and External Ethical Guidance Materials
	
	Please list the core ethical guidance documents that have been referred to during the completion of this form (including any discipline-specific codes of research ethics, location-specific codes of research ethics, and also any specific ethical guidance relating to the proposed methodology).  Please tick to confirm that your research proposal adheres to these codes and guidelines. You may add rows to this table if needed.

	1
	UWTSD Research Ethics & Integrity Code of Practice
	☒
	2
	UWTSD Research Data Management Policy
	☒

	3
	[List any other relevant documents here]
	☐



SECTION D: External Collaborative Research Activity
If there are external collaborators then you should gain consent from the contact persons to share their personal data with the university. If there are no external collaborators then leave this section blank and continue to section E.
	1
	Institution
	


	2
	Contact person name
	


	3
	Contact person e-mail address

	

	4
	Is your research externally funded?
	YES
	☐
	NO
	☐

	5
	Are you in receipt of a KESS scholarship?
	YES
	☐
	NO
	☐

	6
	Are you specifically employed to undertake this research in either a paid or voluntary capacity?
	Voluntary
	YES
	☐
	NO
	☐

	7
	
	Employed
	YES
	☐
	NO
	☐

	8
	Is the research being undertaken within an existing UWTSD Athrofa Professional Learning Partnership (APLP)?
	If YES then the permission question below does not need to be answered.
	YES
	☐
	NO
	☐

	9
	Has permission to undertake the research has been provided by the partner organisation?
	(If YES attach copy)
If NO the application cannot continue
	YES
	☐
	NO
	☐




Where research activity is carried out in collaboration with an external organisation
	10
	Does this organisation have its own ethics approval system?
	YES
	☐
	NO
	☒

	
	
If Yes, please attach a copy of any final approval (or interim approval) from the organisation (this may be a copy of an email if appropriate).




SECTION E: Details of Research Activity
	1
	Indicative title:
	The Effectiveness, Challenges and shortfalls faced by Frontline Policing on Cybercrime

	2
	Proposed start date:
	4th January 2024
	Proposed end date:
	7th October 2024

	
	Introduction to the Research (maximum 300 words per section)
Ensure that you write for a Non-Specialist Audience when outlining your response to the points below:
· Purpose of Research Activity
· Proposed Research Question
· Aims of Research Activity
· Objectives of Research Activity
Demonstrate, briefly, how Existing Research has informed the proposed activity and explain
· What the research activity will add to the body of knowledge 
· How it addresses an area of importance. 

	3
	Purpose of Research Activity

Purpose of the research is to look into how front line police officers who attend calls that may involve cybercrime and how they deal with it. When looking into the research behind this topic, there is gaps that show that there is little knowledge on front line officers dealing with cybercrime and how they investigate it from a non specialist role. This research is to identify challenges faced by front line officers, the effectiveness of there investigations and the shortfalls that arise that can be addressed to help investigators. 

(this box should expand as you type)

	4
	Research Question

The Effectiveness, Challenges and shortfalls faced by Frontline Policing on Cybercrime

(this box should expand as you type)

	5
	Aims of Research Activity

To identify the effectiveness, challenged and shortfalls of cybercrime investigations in comparison of specialist departments where by addressing root causes and also identifying the effectiveness of investigations done by front line officers

(this box should expand as you type)

	6
	Objectives of Research Activity

Gaging what is cybercrime and the perception of cyber crime by front line officers – gaging what officers to be cyber crime and if it matches with an industry defined definition. 
Effectiveness of Front-line officers dealing with cybercrime – This will involve taking steps whereby gaging how officers deal with cybercrime in relation with specialist departments by evaluating data obtained on skills that officers have and the amount of positive outcomes are obtained. 
Challenges faced by front line officers – determine what challenges are faced by front line officers compared with their counterparts in specialised departments. This data can be obtained by asking officers what challenges they face in investigating cybercrime. 
Shortfalls of frontline officers dealing with cybercrime – after evaluating data, determine what and how the challenges and effectiveness of frontline officers by determining core issues that revolve around policies and legislative issues. 


(this box should expand as you type)

	
	Proposed methods (maximum 600 words)
Provide a brief summary of all the methods that may be used in the research activity, making it clear what specific techniques may be used. If methods other than those listed in this section are deemed appropriate later, additional ethical approval for those methods will be needed. You do not need to justify the methods here, but should instead describe how you intend to collect the data necessary for you to complete your project.

	7
	
Research within the paper will be to the extent of within the Police, this will be in the departments of Response and Cyber Crime unit. There will be no public facing nor out of South Wales Police. Best suited for this research as this paper is looking into Police based knowledge. Research will be done through a questioner where by participants will be asked a series of questions about there knowledge and experience with cyber crime. 


(this box should expand as you type)

	

	Location of research activity
Identify all locations where research activity will take place.

	8
	Within response policing and cybercrime units. 

(this box should expand as you type)

	
	Research activity outside of the UK
If research activity will take place overseas, you are responsible for ensuring that local ethical considerations are complied with and that the relevant permissions are sought. Specify any local guidelines (e.g. from local professional associations/learned societies/universities) that exist and whether these involve any ethical stipulations beyond those usual in the UK (provide details of any licenses or permissions required). Also specify whether there are any specific ethical issues raised by the local context in which the research activity is taking place, for example, particular cultural and/or legal sensitivities or vulnerabilities of participants. If you live in the country where you will do the research then please state this.

	9
	

NA
(this box should expand as you type)



	10
	Use of documentation not in the public domain: Are any documents NOT publicly available? 

	NO
	☐

	
	
	YES
	☒

	11
	If Yes, please provide details here of how you will gain access to specific documentation that is not in the public domain and that this is in accordance with the current data protection law of the country in question and that of England and Wales.



(this box should expand as you type)



	
	Does your research relate to one or more of the seven aims of the Well-being of Future Generations (Wales) Act 2015?
	
YES
	
NO

	12
	A prosperous Wales
	☐
	☒

	13
	A resilient Wales
	☐
	☒

	14
	A healthier Wales
	☐
	☒

	15
	A more equal Wales
	☐
	☒

	16
	A Wales of cohesive communities
	☐
	☒

	17
	A Wales of vibrant culture and thriving Welsh language
	☐
	☒

	18
	A globally responsible Wales
	☐
	☐

	19
	If YES to any of the above, please give details:

	
	


(this box should expand as you type)



SECTION F: Scope of Research Activity
	
	Will the research activity include:
	YES
	NO

	1
	Use of a questionnaire or similar research instrument?
	☒
	☐

	2
	Use of interviews?
	☐
	☒

	3
	Use of focus groups?
	☐
	☒

	4
	Use of participant diaries? 
	☐
	☒

	5
	Use of video or audio recording?
	☐
	☒

	6
	Use of computer-generated log files?
	☐
	☒

	7
	Participant observation with their knowledge?
	☐
	☒

	8
	Participant observation without their knowledge?
	☐
	☒

	9
	Access to personal or confidential information without the participants’ specific consent?
	☐
	☒

	10
	Administration of any questions, test stimuli, presentation that may be experienced as physically, mentally or emotionally harmful / offensive?
	☐
	☒

	11
	Performance of any acts which may cause embarrassment or affect self-esteem?
	☐
	☒

	12
	Investigation of participants involved in illegal activities?
	☐
	☒

	13
	Use of procedures that involve deception?
	☐
	☒

	14
	Administration of any substance, agent or placebo?
	☐
	☒

	15
	Working with live vertebrate animals?
	☐
	☒

	16
	Procedures that may have a negative impact on the environment?
	☐
	☒

	17
	Other primary data collection methods. Please indicate the type of data collection method(s) below.
	☐
	☒

	
	Details of any other primary data collection method:



(this box should expand as you type)
	
	


If NO to every question, then the research activity is (ethically) low risk and may be exempt from some of the following sections (please refer to Guidance Notes).

If YES to any question, then no research activity should be undertaken until full ethical approval has been obtained. 

SECTION G: Intended Participants
If there are no participants then do not complete this section, but go directly to section H.

	
	Who are the intended participants:
	
YES
	
NO

	1
	Students or staff at the University?
	☐
	☒

	2
	Adults (over the age of 18 and competent to give consent)?
	☒
	☐

	3
	Vulnerable adults?
	☐
	☒

	4
	Children and Young People under the age of 18? (Consent from Parent, Carer or Guardian will be required)
	☐
	☒

	5
	Prisoners?
	☐
	☒

	6
	Young offenders?
	☐
	☒

	7
	Those who could be considered to have a particularly dependent relationship with the investigator or a gatekeeper?
	☐
	☒

	8
	People engaged in illegal activities?
	☐
	☒

	9
	Others. Please indicate the participants below, and specifically any group who may be unable to give consent.

	☐
	☒

	
	Details of any other participant groups:



(this box should expand as you type)
	
	



	
	Participant numbers and source
Provide an estimate of the expected number of participants. How will you identify participants and how will they be recruited? 

	10
	How many participants are expected?

	
20
(this box should expand as you type)

	11
	Who will the participants be?

	
Police officers of rank Constable and higher within South Wales Police

(this box should expand as you type)

	12
	How will you identify the participants?
	

A anonymous Questioner from within departments. Participants will not be identifiable 
(this box should expand as you type)




	
	Information for participants:
	
YES
	NO
	
N/A

	13
	Will you describe the main research procedures to participants in advance, so that they are informed about what to expect?
	☒
	☐
	☐

	14
	Will you tell participants that their participation is voluntary?
	☒
	☐
	☐

	15
	Will you obtain written consent for participation?
	☒
	☐
	☐

	16
	Will you explain to participants that refusal to participate in the research will not affect their treatment or education (if relevant)?
	☐
	☐
	☒

	17
	If the research is observational, will you ask participants for their consent to being observed?
	☐
	☐
	☒

	18
	Will you tell participants that they may withdraw from the research at any time and for any reason?
	☒
	☐
	☐

	19
	With questionnaires, will you give participants the option of omitting questions they do not want to answer?
	☒
	☐
	☐

	20
	Will you tell participants that their data will be treated with full confidentiality and that, if published, it will not be identifiable as theirs?
	☒
	☐
	☐

	21
	Will you debrief participants at the end of their participation, in a way appropriate to the type of research undertaken?
	☒
	☐
	☐

	22
	If NO to any of above questions, please give an explanation 

	
	


(this box should expand as you type)



	
	Information for participants:
	
YES
	NO
	
N/A

	24
	Will participants be paid?
	☐
	☒
	☐

	25
	Is specialist electrical or other equipment to be used with participants?
	☐
	☒
	☐

	26
	Are there any financial or other interests to the investigator or University arising from this study?
	☐
	☒
	☐

	27
	Will the research activity involve deliberately misleading participants in any way, or the partial or full concealment of the specific study aims?
	☐
	☒
	☐

	28
	If YES to any question, please provide full details 

	
	


(this box should expand as you type)



SECTION H: Anticipated Risks

	
	
Outline any anticipated risks that may adversely affect any of the participants, the researchers and/or the University, and the steps that will be taken to address them. 

If you have completed a full risk assessment (for example as required by a laboratory, or external research collaborator) you may append that to this form.  

	1
	Full risk assessment completed and appended? 
	Yes 
	☒

	
	
	No
	☐

	2
	Risks to participants
For example: sector-specific health & safety, emotional distress, financial disclosure, physical harm, transfer of personal data, sensitive organisational information

	
	Risk to participants: Disclosure of potential investigation tactics that are used within South Wales Police


(this box should expand as you type)
	How you will mitigate the risk to participants:
All data will be evaluated to ensure no sensitive data is released and addiotnally participants will be asked not to disclose any information that is not of public knowledge 

(this box should expand as you type)

	3
	If research activity may include sensitive, embarrassing or upsetting topics (e.g. sexual activity, drug use) or issues likely to disclose information requiring further action (e.g. criminal activity), give details of the procedures to deal with these issues, including any support/advice (e.g. helpline numbers) to be offered to participants. Note that where applicable, consent procedures should make it clear that if something potentially or actually illegal is discovered in the course of a project, it may need to be disclosed to the proper authorities

	
	


(this box should expand as you type)

	4
	Risks to the investigator
For example: personal health & safety, physical harm, emotional distress, risk of accusation of harm/impropriety, conflict of interest

	
	Risk to the investigator:
Disclosure of investigation tactics that are not public knowledge.


(this box should expand as you type)
	How you will mitigate the risk to the investigator:
All data will be evaluated for potential breaches


(this box should expand as you type)

	5
	University/institutional risks
For example: adverse publicity, financial loss, data protection

	
	Risk to the University: NA



(this box should expand as you type)
	How you will mitigate the risk to the University:

NA

(this box should expand as you type)

	6
	Environmental risks
For example: accidental spillage of pollutants, damage to local ecosystems

	
	Risk to the environment:



(this box should expand as you type)
	How you will mitigate the risk to environment:



(this box should expand as you type)



	
	Disclosure and Barring Service

	
	If the research activity involves children or vulnerable adults, a Disclosure and Barring Service (DBS) certificate must be obtained before any contact with such participants.
	YES

	NO

	N/A


	7
	Does your research require you to hold a current DBS Certificate?
	☐
	☒
	☐

	8
	If YES, please give the certificate number. If the certificate number is not available please write “Pending”; in this case any ethical approval will be subject to providing the appropriate certificate number.
	



SECTION I: Feedback, Consent and Confidentiality

	1
	Feedback
What de-briefing and feedback will be provided to participants, how will this be done and when? 

	
	
Participants if requested can be notified of the outcome of the research 

(this box should expand as you type)

	2
	Informed consent
Describe the arrangements to inform potential participants, before providing consent, of what is involved in participating. Describe the arrangements for participants to provide full consent before data collection begins. If gaining consent in this way is inappropriate, explain how consent will be obtained and recorded in accordance with prevailing data protection legislation.

	
	Consent for data collection will be made through the questioner where participants need to opt in to data sharing 


(this box should expand as you type)

	3
	Confidentiality / Anonymity
Set out how anonymity of participants and confidentiality will be ensured in any outputs. If anonymity is not being offered, explain why this is the case. 

	
	Participants can not disclose there identity.  


(this box should expand as you type)



SECTION J: Data Protection and Storage

	
	Does the research activity involve personal data (as defined by the General Data Protection Regulation 2016 “GDPR” and the Data Protection Act 2018 “DPA”)?
	YES
	NO

	1
	“Personal data” means any information relating to an identified or identifiable natural person (‘data subject’). An identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person. Any video or audio recordings of participants is considered to be personal data.
	☐
	x

	
	If YES, provide a description of the data and explain why this data needs to be collected:

	2
	


(this box should expand as you type)

	
	Does it involve special category data (as defined by the GDPR)?
	YES
	NO

	3
	“Special category data” means sensitive personal data consisting of information as to the data subjects’ –
(a) racial or ethnic origin,
(b) political opinions,
(c ) religious beliefs or other beliefs of a similar nature,
(d) membership of a trade union (within the meaning of the Trade Union and Labour Relations (Consolidation) Act 1992),
(e) physical or mental health or condition,
(f) sexual life,
(g) genetics,
(h) biometric data (as used for ID purposes),
	☐
	x

	
	If YES, provide a description of the special category data and explain why this data needs to be collected:

	4
	


(this box should expand as you type)



	
	
Will data from the research activity (collected data, drafts of the thesis, or materials for publication) be stored in any of the following ways?
	YES
	NO

	5
	Manual files (i.e. in paper form)?
	☐
	☒

	6
	University computers?
	☐
	☒

	7
	Private company computers?
	☒
	☐

	8
	Home or other personal computers?
	☐
	☒

	9
	Laptop computers/ CDs/ Portable disk-drives/ memory sticks?
	☒
	☐

	10
	“Cloud” storage or websites?
	☐
	☒

	11
	Other – specify:

	☐
	☒

	12
	For all stored data, explain the measures in place to ensure the security of the data collected, data confidentiality, including details of backup procedures, password protection, encryption, anonymisation and pseudonymisation:

	
	Data stored on encrypted South Wales Police computers that are not accessible by any third party

(this box should expand as you type)



	
	Data Protection

	
	Will the research activity involve any of the following activities:
	YES
	NO

	13
	Electronic transfer of data in any form?
	☐
	☒

	14
	Sharing of data with others at the University outside of the immediate research team?
	☐
	☒

	15
	Sharing of data with other organisations?
	☐
	☒

	16
	Export of data outside the UK or importing of data from outside the UK?
	☐
	☒

	17
	Use of personal addresses, postcodes, faxes, emails or telephone numbers?
	☐
	☒

	18
	Publication of data that might allow identification of individuals?
	☐
	☒

	19
	Use of data management system?
	☐
	☒

	20
	Data archiving?
	☐
	☒

	21
	If YES to any question, please provide full details, explaining how this will be conducted in accordance with the GDPR and Data Protection Act (2018) (and any international equivalents, where appropriate):

	
	


(this box should expand as you type)

	22
	List all who will have access to the data generated by the research activity:

	
	No one except my self 


(this box should expand as you type)

	23
	List who will have control of, and act as custodian(s) for, data generated by the research activity:

	
	
No one except my self 


(this box should expand as you type)

	24
	Give details of data storage arrangements, including security measures in place to protect the data, where data will be stored, how long for, and in what form. Will data be archived – if so how and if not why not.  

	
	
All data is stored on a South Wales Police computer where by data will be erased once it has been processed 

(this box should expand as you type)

	25
	Please indicate if your data will be stored in the UWTSD Research Data Repository (see https://researchdata.uwtsd.ac.uk/ ).   If so please explain. (Most relevant to academic staff) 

	
	


(this box should expand as you type)

	26
	Confirm that you have read the UWTSD guidance on data management (see https://www.uwtsd.ac.uk/library/research-data-management/)
	YES
	☒

	27
	Confirm that you are aware that you need to keep all data until after your research has completed or the end of your funding
	YES
	☒





SECTION K: Declaration
	
	The information which I have provided is correct and complete to the best of my knowledge. I have attempted to identify any risks and issues related to the research activity and acknowledge my obligations and the rights of the participants.

In submitting this application I hereby confirm that I undertake to ensure that the above named research activity will meet the University’s Research Ethics and Integrity Code of Practice which is published on the website: https://www.uwtsd.ac.uk/research/research-ethics/ 

	1
	Signature of applicant:
	Patrick Levy
	Date:26.2.24




For STUDENT Submissions:
	2
	Director of Studies/Supervisor:
	
	Date:

	3
	Signature:
	

	



For STAFF Submissions:
	4
	Academic Director/ Assistant Dean:
	
	Date:

	5
	Signature:
	

	



Checklist: Please complete the checklist below to ensure that you have completed the form according to the guidelines and attached any required documentation:
	☒
	I have read the guidance notes supplied before completing the form.

	☒
	I have completed ALL RELEVANT sections of the form in full.

	☒
	I confirm that the research activity has received approval in principle

	☒
	I have attached a copy of final/interim approval from external organisation (where appropriate)

	☒
	I have attached a full risk assessment (where appropriate)  ONLY TICK IF YOU HAVE ATTACHED A FULL RISK ASSESSMENT

	☒
	I understand that it is my responsibility to ensure that the above named research activity will meet the University’s Research Ethics and Integrity Code of Practice.

	☒
	I understand that before commencing data collection all documents aimed at respondents (including information sheets, consent forms, questionnaires, interview schedules etc.) must be confirmed by the DoS/Supervisor, module tutor or Academic Director.



	RESEARCH STUDENTS ONLY
Once complete, submit this form via the MyTSD Doctoral College Portal at (https://mytsd.uwtsd.ac.uk).


	RESEARCH STAFF ONLY
All communications relating to this application during its processing must be in writing and emailed to pgresearch@uwtsd.ac.uk , with the title ‘Ethical Approval’ followed by your name.


	STUDENTS ON UNDERGRADUATE OR TAUGHT MASTERS PROGRAMMES should submit this form (and receive the outcome) via systems explained to you by the supervisor/module leader.





Length Of Service 	0-3 Years 	4-8 Years 	9-12 Years 	13-16 Years 	20+ Years 	3	3	2	1	2	


Age Of Officers	18-24 	25-34	35-44	45-54	55+	1	5	2	2	1	

What offences officers belive involve an element of cybercrime Pre-definition

Column3	Threatening Facebook Messages	Using SMS to harass another person	Stalking another persons social media page	Theft of a laptop	Online bank fruad	Cyberextortion	Using WhatsApp to harass another person	11	7	9	0	11	11	8	



What offences officers belive involve an element of cybercrime post-definition

Column3	Threatening Facebook Messages	Using SMS to harass another person	Stalking another persons social media page	Theft of a laptop	Online bank fruad	Cyberextortion	Using WhatsApp to harass another person	11	9	11	1	11	11	11	



Officers primary way of learning about Cyber Crime 

Series 1	College of Policing website	NCALTS 	Google Searches 	Peer to Peer learning 	BOB	Other	4	5	0	7	1	1	



Officers by Department 	Response	Cyber Crime	6	5	

2
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4. What would you define Cyber Crime as?
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6. Did you know the definition of Cyber Crime is defined by the CPS as:

Cyber-enabled crimes - traditional crimes which can be increased in scale or reach by the use of computers, computer networks or
other forms of ICT (such as cyber-enabled fraud and data theft
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7. Do you believe you deal with Cyber Crime everyday?

Enter youranswer
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2. Do you believe Front line policing have all the tools needed to deal with frontiine Cyber Crime?

Enter youranswer

10. What shortfalls do you believe front line policing faces when dealing with Cyber Crime?

Enter youranswer

1. What Challenges do you believe front line policing faces when dealing with Cyber Crime?

Enter youranswer
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12, What tools or sevices do you believe you would need for front line policing to more effectively deal with Cyber Crime?

Enter youranswer

13. Do you think you get enough training on how to identify and deal with Cyber Crime?

Enter youranswer

14. What is your primary way of lezrning about Cyber Crime and how to deal with it? (Max of 2)
Please selectat most 2 optins.

[ cotepeorroicngviesste
O neas
(7] Googe sesrnes

(7] peertopesresmng

0 s

O o

15. Do you know who to go to if you need assistance?

Enter youranswer
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16. Do you believe you are taught enough on Cyber Crime? if not, why?

Enter youranswer

17. What i the biggest obstacle when your dealing with Cyber Crime?

Enter youranswer

18. How many Cyber calls do you go to a day?

Enter youranswer

19. What do you believe you need to be given to more effectively deal with Cybercrime calls?

Enter youranswer

20. Would you like to add anything further regarding calls that you attend that have 2 cybercrime element to them?

Enter youranswer
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4. What would you define Cyber Crime as?
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SROMMELE  megia, Online bank fraud Cyberentortion * Using WnatsApp o narass ancther person’]

@ s [Thveatening Facebook messages *"Using SMS to haass another person * Stalking another persons socil
SPOMMELE  rmegia, Online bank fraud Cyberentortion * Using WnatsApp o harass another person’]

“ s [Staking anotner persons socia media Theatening Facebook messages " Cyberextorton " Online bank

fraud']
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6. Did you know the definition of Cyber Crime is defined by the CPS as: Cyber-enabled crimes - traditional crimes which
can be increased in scale or reach by the use of computers, computer networks or other forms of ICT (such as cyber-...

11 Resporses
DA Name Responses
1 anonymous Yes
2 anonymous Yes
3 anonymous No
4 anonymous Yes
5 anonymous Yes
5 anonymous Yes
7 anonymous Yes
B anonymous Yes
H anonymous Yes
0 anonymous Yes

n anonymous No
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7. Do you believe you deal with Cyber Crime everyday?

9 Responses
D Name Responses
1 anonymous e
2 anonymous Not on my days ot
3 anonymous ves
4 anonymous Yes
5 anonymous e
5 anonymous Yes
7 anonymous 3
B anonymous Yes

H anonymous e
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8. Now you know what is defined as Cyber-enabled Crime please choose which one you believe involve Cyber Crime

11 Responses
D7 Name Responses
© sonymous | [ThvESEng Facebook messages *Using SWS to aress anhr person . Stalking anciher persons soc
o mediOnline bank fraud” Cyberextortion * Using WatsApp to hrass another person']
3 sonymous | [Thresteing Facebook messages *Using SMS to aress anther person . Stalking anciher persons soca
= medi’Online bank fraud” Cyberextorion * Using WhatsApp to hrass another person’]
5 sonymous | [TVESENng Facebook messages . Siaking anctherpersons socl media, Online bank faud Cyberexortion
" *Using WhatsApp to haress anather persor]
4 aomymows | [Testenng Facebook messages . Saking snotner prsons sodal media“Using SN fo aress anatner
o person - "Tneft of 3 aptop’ Online bank frauc’ Using WhatsApp toharass another person” Cyberextortion]
5 sonymous | [TOVESEng Facebook messages*Using SV to aress anothe person . Stalking anciher persons soc
o mediOnline bank fraud” Cyberextortion * Using WatsApp to hrass another person']
6 sonymous | [TIVESEning Fcebook messages " ‘Using SV to harass ancther person *“Cniine bak rauc,‘Salking another
o persons socil medie’, Cyberextorton -Using WhatsApp to harass another person']
© sonymous | [TorESEng Facebook messages *Using SV to aress anothe person . Stalking anciher persons soc
o mediOnline bank fraud” Cyberextortion * Using WatsApp to hrass another person']
5 sonymous | [ThVEStening Facebook messages ° Siaking anoter persons ol media,"Using SV o harass anciner
o person ~"Oniine bank raud, Cyberextorton ", Using WhatsApp to harass another person']
o sonymous | [TOVESEng Facebook messages *Using SV to aress anothe person . Stalking anciher persons soc
o mediOnline bank fraud” Cyberextortion * Using WatsApp to hrass another person']
10 sonymous | [TIreEtening Facebook messages *“Usig SMS to aress another person . Stalking anciher persons soca
= medi’Online bank fraud” Cyberextorion * Using WhatsApp to hrass another person’]
11 anonymous | [ThVestening Facebook message  Staling anther persons socil el Onin bank faud' Cyoerextoton

*"Using Whatsap to harass another person]
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9. Do you believe Front line policing have all the tools needed to deal with frontline Cyber Crime?

11 Responses

D Name Responses

1 anoymoss  NO

2 anoymous o

3 anoymous | No

4 aoymos  no

5 anonymous | Nosthetooisnesded to deal with cybercrime effectively are not accessible to frontine offices. Tools are
" ‘compiicated and Grawn out ue to processes when deaing with 3rd parly company's.

6 anorymous | No

7 anorymous | No

8 anorymous | No

5 aonymous | No-ofen investgations are not upto standard leading torepest in offences. There is not enough guidance and
" toois for response t0 ce! with cyoercrime effectivel.

10 anorymous | No

1 anorymous | No
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10. What shortfalls do you believe front line policing faces when dealing with Cyber Crime?

10 Responses
DY Name Responses

4+ anorymous | TesouTeS This ncudes human resouces,frania, raining, and every other conceivatie understanding ofthat

word,

2 anonymous  Lackof education ack o raning, protracted DPA / Crarter stumbiing biocks.

3 anonymous  benininthe times of moder technology

4 anomymous  Theydonothave the time, the personal and the efectivetraining to deal with it

5 anoymous  Notenoughraining

6 anonymous  Traiing in more complex cases and what other investigative tools that can be utsed

7 anonymous  Notraining leading to lack of good investgations

8 anonymous  Notenough time and no training for everyday front ne officers.

9 aonymous | Notraining

10 anonymous | Education
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1. What Challenges do you believe front line policing faces when dealing with Cyber Crime?

10 Resporses
DY Name Responses
1 anonymous Jack of resources.
2 anonymous Training and policy s ofen fa lagging bening developments i this i,
3 anonymous hard to track loss o evivence
4 anonymous “Time and trainng. Do ot have time t0 go through al the data that requests can giv.
5 anonymous Not enough training
5 anonymous Time, resources and training
7 anonymous Notaining
B anonymous Not encugn time and trainng.
H anonymous Notaining
0 anonymous Education
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12. What tools or services do you believe you would need for front line policing to more effectively deal with Cyber
crime?

9 Responses
DA Name Responses
1 anonymous  Moreresources.
2 anorymous  Bettertraining, more of a ireamiined process o obtain key evidence rom thid parte.
3 anonymous | moreonine patioms
4 anorymous | ACCHSt0to0s which theycan us o efectivelyremave anne message. ool and educaion onon how o
effectively deal vith the papemork to obiai the necesscary data
5 anorymous  More personaland training
6 anonymous  Bette trining and more streamiined methods for investigation
7 anonymous  More education on how how to ceal with ntemet facitated crimes,
8 anonymous  Guidance and purpose bult 100l o take down necessary post:

9 anonymous  Dontknow
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13. Do you think you get enough training on how to identify and deal with Cyber Crime?

10 Responses
DY Name Responses
1 aonymous | No.
2 aonymos | No
3 aonymous | no
& anorymous | OnCYberrime yes howeve, frotine offcershave very basc tono taining. A big par i time and money to
educate.
5 anorymous  Frontine does notreceive enough training
6 aonymous | Yes
7 anonymous | Yes
8 aonymous  No.
9 anonymous | Yes
10 anonymous | No
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14. What is your primary way of learning about Cyber Crime and how to deal with it? (Max of 2)

10 Resporses
D Name Responses
1 anonymous [Nore."]
2 anonymous [Peerto Peer leaming’"805]
3 anonymous [College of Polcing Webste *"NCALTS ]
4 anonymous [Peerto Peer leaming’“College of Pocing Website ]
5 anonymous [College of Polcing Webste *"Peer to Peerlearing']
5 anonymous Peer to Peer leaming’ NCALTS ]
7 anonymous Peerto Peer leaming’ NCALTS]
B anonymous ['NCALTS" College o Polcing Website ]
H anonymous [Peerto peer leaming]

0

anomymous

Peer to Peer leaming’ NCALTS ]
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15. Do you know who to go to if you need assistance?

11 Resporses
DY Name Responses
1 anonymous No
2 anonymous No.
3 anonymous Yes
4 anonymous digtal crampion
5 anonymous es, more experienced colluges 0y & big ol In mentoring and eucsting other offcers.
5 anonymous Yes
7 anonymous Tne team o supenisors
B anonymous Yes
H anonymous No, due to n0 such guidance.
1 anonymous Yes
n anonymous Ask supenisor for contacts




image24.png
16. Do you believe you are taught enough on Cyber Crime? if not, why?

11 Resporses
DY Name Responses
1 aonymous | NO
2 anonymous  No.Neverreceived any training.
3 anorymous | No-traningis very basic Tnereisno compuisony training on how o efecvey investigate s type of crime.
vihere cata s required from i parties
4 anomymous  nonesd more surounding online platforms:
5 anonymous | Yes.
6 anorymous  Veryttl quidance. Nommally use experience o guide on wnat to do.
7 anonymous | Yes
& anorymous  No,thereisalack of fnding to assist offces fo go on courses.
9 anonymous  No, there s no mandatory levelof training even though we deal with it everycay.
10 anonymous | No,notraining for offiers
11 anonymous | no.no education
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17. What is the biggest obstacle when your dealing with Cyber Crime?

10 Resporses
DY Name Responses
1 anonymous  Lackof resources.
2 anorymous  Obtaining Gata from third partes
3 anonymous  idontknow
4 anonymous  Paperworcand the time it can tak for the Information to be obtained and sorted.
5 anonymous  Timesales
6 anonymous  Length of tme the imestigations lasts
7 anonymous  Notenough persons to Geal with the volume of crime
& anorymous | ™, When deaing with calls usaly they re oys ld or even onger.Then ting o find tme o cea ith them
saiffait
9 anonymoss  Time
10 | anonymous  training
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18. How many Cyber calls do you go to a day?

11 Resporses
D Name Responses
1 anonymous 1
2 anonymous approxmately 7.
3 anonymous 3
4 anonymous 4
5 anonymous Numerous.
5 anonymous Depends but everyday.
7 anonymous Varies
B anonymous everyday.
H anonymous 3
0 anonymous Everycay
n anonymous everyday
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19. What do you believe you need to be given to more effectively deal with Cybercrime calls?

10 Resporses
D Name Responses
1 anonymous More resources,
2 anonymous Training and resources
3 anonymous Gigtal cevices, socisl megia for work.
4 anonymous Mre peopie vith knowedge on how to dealwith .
5 anonymous Mre time and furtner persons to assist n nvestigatons.
5 anonymous More streamined
7 anonymous A larger bucet
B anonymous Time and traiing.
H anonymous Traiing
0 anonymous dont know
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20. Would you like to add anything further regarding calls that you attend that have  cybercrime element to them?

4 Resporses
DY Name Responses

1 anonymous | Werequie more resources.

2 aonymos | No

5 anonymous | Fontineoffcers conot have the recoursesand trainng toces it cybercrime o hee bt Often esding to

poor outcomes and crimes being re-commited.

4 aoymos N
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