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[bookmark: _Toc228378961]Abstract 
The rapid evolution of cybersecurity threats, particularly fileless malware, has made traditional detection methods increasingly ineffective. This research explores the role of memory forensics using the Volatility Framework in identifying such advanced threats. The study adopts an experimental and quantitative approach to analyse memory dumps and extract relevant forensic artifacts. It aims to evaluate the effectiveness of Volatility in detecting malicious activities and to identify limitations such as lack of automation and complexity. The research further proposes a structured workflow to improve analysis efficiency. The findings are expected to contribute to enhanced digital forensic practices and strengthen modern cybersecurity investigation techniques.
[Keywords: Memory Forensics, Volatility Framework, Fileless Malware Detection, Digital Forensics, Malware Analysis, Cybersecurity Investigation]
[bookmark: _vr0q4t26vvq2][bookmark: _olucm51j3jj6][bookmark: _Toc228378962]1. INTRODUCTION 
[bookmark: _q5gru4wdjtmc][bookmark: _Toc228378963]1.1 Context and Background 
Huge development of digital systems and growing reliance on networked technologies have made cybersecurity an important area in contemporary computing. Organisations and individuals are continually exposed to advanced cyber threats, which are continuously developed to overcome traditional security measures. Digital forensics is crucial in the investigation of such threats through analysis of digital evidence to determine malicious behaviour and aid in incident response efforts. Over the past few years, fileless malware has appeared, which has altered the threat picture drastically. In contrast to conventional malware, fileless attacks do not need to use executable files on the disk, but rather they will run on system memory (RAM). Memory forensics is a discipline of volatility data analysis, involving the analysis of data in RAM, to reveal background processes, injected code and other clues to compromise that can be missed by more traditional means. It allows investigators to record a picture of a system at the time of attack or after the attack, and this will give them a good understanding of malicious behaviour. The Volatility Framework is one of the most common instruments in this field, an open-source memory forensic system that is flexible and has a large number of plugins. Volatility provides methods to read and analyse artefacts like running processes, network connections, and loaded modules in memory dumps. As the presentation demonstrates, Volatility is powerful and embraced, but it still demands technical skills and manual work, which underscores the necessity to make it more user-friendly and organise workflows during memory forensic investigations.
[bookmark: _gmsnaa4xt4f2][bookmark: _Toc228378964]1.2 Research Problem
The cybersecurity tool has improved, but the traditional methods of detection are still very ineffective in detecting new modern threats like fileless malware. The traditional antivirus and disk-based forensic tools are made to identify malicious files present in persistent storage. Nonetheless, fileless malware uses system memory, which circumvents these techniques, leaving minimal or no evidence on disk. This poses a big gap in the current methods of detection.
The solution to this is memory forensics, as it allows the analysis of volatile system data. Nevertheless, there are a number of problems in the practical application of memory forensic methods. Other powerful tools like the Volatility Framework are usually cumbersome, and they demand a high level of expertise to be used [2]. The process of analysis is normally manual, time-consuming and not standardised, and therefore, it is not easy to conduct efficient and consistent analyses by the investigator. The non-automation of memory forensic processes prevents the possibility of identifying threats in near real-time or real-time. This non-automation and usability, as described in the presentation, makes the tools currently used less effective in real-world cybersecurity settings.
[bookmark: _nyf5b0u0vthc][bookmark: _Toc228378965]1.3 Research Aim and Objectives 
Aim 
This study will determine the success of memory forensics with the Volatility Framework in identifying fileless malware and offer a better and more organized workflow to effectively analyze the forensic evidence.
Objectives
· To explore the basic principles and methods of memory forensics in cybersecurity investigations.
· To break down the characteristics, strengths and weaknesses of the Volatility Framework.
· To determine difficulties with fileless malware detection in the current memory forensic methods.
· To create a more advanced and systematic workflow to analyze the memory with Volatility.
· To assess the effectiveness of the approach proposed with regard to the performance and efficiency in detecting.
[bookmark: _7qh1dfmsy7j][bookmark: _Toc228378966]1.4 Significance of the Research 
The study is relevant because it reflects on the emerging body of research on cybersecurity by reflecting on the issues surrounding the detection of fileless malware with memory forensics. Academically, it enriches the knowledge of volatile memory analysis and indicates the gaps in the existing forensic practices. In practice, the research gives some guidance on how to make tools like the Volatility Framework more usable and efficient and how they can guide the work of digital investigators and security experts in practice [3] . This study will enhance the accuracy and speed of forensic investigations by suggesting a better-organised workflow, which will in turn, ensure that the organisation's security is enhanced against the advanced cyber threats.
[bookmark: _d9sowl9t8hn4][bookmark: _Toc228378967]2. LITERATURE REVIEW 
[bookmark: _b7g5a5auaozx][bookmark: _Toc228378968]2.1 Introduction 
This literature review aims to critically analyse the existing literature in the area of fileless malware detection, memory forensics methods, and the use of the Volatility Framework. It intends to determine significant developments, popular techniques, and constraints of the existing literature. The area covered by this review is mainly the recent scholarly articles published in the past five years, specifically in the fields of cybersecurity and digital forensics. The review identifies key trends, challenges, and gaps that necessitate additional research on how to optimise memory forensic workflows and make malware detection strategies more effective by analysing these sources.
[bookmark: _tbmfzaeisquj][bookmark: _Toc228378969]2.2 Fileless Malware and Detection Challenges 
[bookmark: _15799wruzylk][bookmark: _Toc228378970]2.2.1 Nature of Fileless Malware
[image: ]
Figure 1: Lifecycle of fileless Malware
(Source: researchgate.net/figure/)
Fileless malware is an emerging threat to cybersecurity because it does not use conventional executable files to operate in a system and is purely in use within the memory space of a system. Contrary to the usual malware, which leaves some identifiable trace on the disk, fileless malware uses legitimate system commands like PowerShell and Windows Management Instrumentation (WMI) to execute its malicious functions [4]. This feature enables the malware to escape detection by the signature-based detection technique, which scans files and identifies familiar ways. Fileless malware will not make use of persistent files, so customary safety nets like antivirus software cannot do a lot.
[bookmark: _w8pnmtx29s3i][bookmark: _Toc228378971]2.2.2 Detection Challenges
Fileless malware is also very difficult to detect because it can be resistant to traditional detection tools. Being able to only operate on volatile memory, it circumvents disk-based detection strategies that most security tools use. This introduces the need to move towards behavioural analysis and memory inspection, which is a technique that is concerned with laying hands on the abnormal system behaviour or processes which show signs of an attack. Nonetheless, such approaches involve special skills and instruments to measure memory data [Referred to Appendix 4].
[bookmark: _12ipq5sqw6xj][bookmark: _Toc228378972]2.2.3 Factors Complicating Detection
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Figure 2: Factors Affecting Detection Risk
(Source: https://fastercapital/topics/factors-affecting-detection-risk.html/1)
Fileless malware is challenging to trace due to several circumstances. Its covert moves enable it to be the silent flyer as it operates in the background. Also, the malware is often coded in a way that is obscured by encryption, which makes it even harder to detect [5]. Additionally, execution can be fast,t implying that the malware will be able to run its errands with little time left to detect and mitigate the threat. Such aspects reinforce the necessity to have superior real-time forensics tools that are able to analyse memory.
[bookmark: _al556rgxh9am][bookmark: _Toc228378973]2.3 Memory Forensics Techniques 
[bookmark: _1172dq7868pw][bookmark: _Toc228378974]2.3.1 Overview of Memory Forensics
Memory forensics is a method of obtaining and analysing volatile memory within a system to determine malicious activity or missing data. In contrast to other conventional disk forensics, which is concerned with continuous storage media such as the hard drive, memory forensics also attacks RAM, where real-time malicious activity is likely to exist. This will enable investigators to get a snapshot of the application of a system at a certain time point so that they can identify the threats which would otherwise go unnoticed [6]. An example of such a threat is fileless malware, which does not leave any footprint on the disk but entirely operates in memory. Memory forensics is a tool that can be used to reveal such threats, and thus it is a critical tool in the current-day cybersecurity investigation.
[bookmark: _au9lk5l64mmm][bookmark: _Toc228378975]2.3.2 Common Techniques in Memory Forensics
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Figure 3: Memory forensics
(Source: https://www.mdpi/2079-9292/13/15/3026)
Memory forensics have a number of techniques commonly used. Memory imaging is an attempt to make a direct duplicate of the memory of the system to be analysed later. Process analysis is used to locate running processes and behaviour and tells investigators to be suspicious [7]. Recovery of artefacts, including network connections, injected code or handles, gives more insights into the state of the system and possible compromise. Volatility and Rekall are tools that are widely used to examine memory dumps and access their data on system artefacts. Such instruments will enable forensic investigators to look into the processes, network traffic, and modules loaded into the system, which are vital in uncovering sophisticated and advanced threats.
	Technique
	Description
	Key Focus

	Memory Imaging
	Involves creating a copy of system memory to preserve the state for analysis. Helps detect threats like fileless malware by capturing running processes and activities.
	Preserving system memory for analysis

	Process Analysis
	Identifies and analyses running processes in memory, detecting suspicious or malicious activities that indicate system compromise.
	Identifying malicious processes

	Artifact Extraction
	Retrieves critical data such as network connections and injected code from memory to uncover hidden threats or system compromises.
	Extracting system artefacts for analysis


Table 1: Summary of Common Memory Forensics Techniques
(source: self-created)
[bookmark: _g32ljqsv6fps][bookmark: _Toc228378976]2.3.3 Challenges and Effectiveness
Memory forensics helps to detect advanced threats best, particularly those that are elusive to traditional methods that use disk-based detection agents. Nevertheless, it is mostly determined by the expertise of the investigator and the quality of the forensic tools with which it is carried out. Novice users can fail to specify the important evidence or misunderstand data, which can undermine the investigation. As well, although tools such as Volatility and Rekall are potent, they can be very complicated and demand a high degree of expertise in order to be effective [8]. The quality of memory forensics is also dependent on the accuracy of the tools and the capacity to respond to slight signs of malicious actions, and this can differ greatly due to the type of tools and techniques used.
[bookmark: _rd7mntm56h16][image: ]
Figure 4: Memory Forensics Reliability Factors
(source: https://media.springernature.com/lw1200/springer-static/image/art%3A10.1007%.png)
[bookmark: _Toc228378977]2.4 Volatility Framework 
[bookmark: _7rwz7su4c32r][bookmark: _Toc228378978]2.4.1 Overview of the Volatility Framework
The Volatility Framework is a popular tool that is open-source and is utilised in the analysis of memory forensics. It gives a powerful set of plugins that enable forensic investigators to obtain vital information from memory dumps. This contains information on executed processes, dynamic link libraries (DLLS), registry data and network activity, all of which are critical to comprehending the state of a system at the time an attack is in process [9]. Volatility is particularly useful in complex security incident investigations because of its versatility, which is more useful in the investigation of fileless malware, among other more advanced threats, and which entirely executes and operates solely in volatile memory. Consequently, Volatility has turned out to be an invaluable resource to digital forensic investigators by providing a detailed way of identifying and assessing threats to memory [Referred to Appendix 3].
[bookmark: _ebt7qxvatxym][bookmark: _Toc228378979]2.4.2 Key Features and Capabilities
Viatability has a number of advantages, one of which is flexibility and extensibility. The framework aids in analysing memory dumps of multiple operating systems, such as Windows, Linux, and MacOS. The extensive compatibility enables forensic investigators to study various systems and identify suspicious activities, irrespective of the platform. The usage of the volatility tool has been enhanced by the plug-in design that allows support to appreciate the dynamism of the tool depending on the needs of the user [10]. The tool is a very versatile and customizable tool that users can customise to suit a specific investigation or attack environment by adding custom plugins to give the tool a specific look and feel.

Figure 5: Key Features and Capabilities of the Volatility Framework
(source: self created)

[bookmark: _sfncwd3pnl9t][bookmark: _Toc228378980]2.4.3 Challenges and Limitations
Volatility has a significant number of limitations and drawbacks despite the numerous advantages it has. The major weakness is that it is rather complex and may not be easily used by people who lack expertise. The user interface of the tool is not very intuitive, and commands need to be executed manually, making it time-consuming and prone to human error. Such constraints render it inapplicable to time-sensitive forensic investigations, which require quick and efficient analysis [11]. Its accessibility is also impeded by the fact that it has a steep learning curve and may produce an error in the analysis done manually, particularly where the investigator lacks years of experience in memory forensics.
[bookmark: _iamseh1819d4][bookmark: _Toc228378981]2.5 Research Gaps and Critical Analysis 
[bookmark: _ythnfr9p0ym9][bookmark: _Toc228378982]2.5.1 Gaps in Existing Memory Forensic Methods
A literature review shows that there are a number of substantive gaps in the current memory forensic practices. The fact that tools like the Volatility Framework are not automated is one of the biggest drawbacks. Presently, Volatility involves manual analysis, i.e. forensic investigators have to go through a few steps to get and analyse data manually [12]. This will not only enhance the time taken to carry out investigation but will also bring about the issue of human error. Consequently, the results can be unreliable or biased, and this can be particularly true in the case of time constraints.
[bookmark: _6ro4ttkavvs3][bookmark: _Toc228378983]2.5.2 Usability Issues with Forensic Tools
The other gap is the usability of most of the memory forensic tools. The tools, such as Volatility, are powerful; some, such as Volatility, are complex and can only be used effectively by highly skilled experts. This rapid, steep learning curve may become an obstacle to a non-experienced user or a novice forensic investigator [13]. The results of these tools can be undermined by the lack of training, and thus, less effective or erroneous forensic analysis becomes possible [Referred to Appendix 2].
[bookmark: _cvxvvupwgk6b][bookmark: _Toc228378984]2.5.3 Lack of Real-Time Detection
Another critical gap is the absence of real-time/near-real-time fileless malware detection. The traditional forensic analysis that is usually done after the attack is compromised does not help to identify threats at the point of attack itself [14]. This weakness emphasises why more complex frameworks that are able to combine automation, usability, and real-time detection to enhance the efficiency and effectiveness of forensic investigations are required [Referred to Appendix 1].

Figure 6: Research Gaps in Memory Forensics
[bookmark: _f8maeha09rgw][bookmark: _Toc228378985]2.6 Literature Summary 
The literature survey shows that fileless malware is becoming an important and more and more challenging area of cybersecurity. A fileless malware, as compared to conventional malware, is executed completely in system memory, causing no disk traces, making it especially stealthy. This capability to defeat now-outdated security tools, including antivirus software and disk-based forensics, and make the most modern ones virtually useless in terms of detecting these kinds of threats. Due to this, the classic methods of detection are incapable of detecting fileless malware in real-time; there is a necessity to use more modern methods when it comes to detecting these attacks.
Memory forensics is one of the most significant methods of identifying fileless malware. Memory forensics is a technique that analyses volatile memory (RAM) in order to demonstrate possible malicious use. This approach has been useful in identifying threats not left on disk, as it enables investigators to examine how the system was before an attack. Techniques such as the Volatility Framework have become the key to memory forensics, offering investigators the possibility to extract important data out of memory dumps, the running processes, network traffic, and injected code. Volatility’s flexibility and extensibility make it an essential tool for forensic investigations.
Nevertheless, even being effective, a number of obstacles to memory forensics tools are also discussed in the literature. The high complexity of such tools as Volatility, the absence of automation and usability issues restrict their use by non-experts. Manual analysis also slows down the process of the investigation, thus making it not very effective in time-sensitive cases. Consequently, the literature indicates that another research effort should be made to enhance the existing tools in terms of automation, usability, and efficiency. Creating superior, more convenient and computerised memory forensic applications would work wonders in detecting fileless malware and furthering the forensic examination.
[bookmark: _1xgpecc1hr40][bookmark: _Toc228378986]3. RESEARCH DESIGN AND METHODOLOGY  
[bookmark: _dp4h8hriij0j][bookmark: _Toc228378987]3.1 Research Design
In this research, an experimental and quantitative research design is adopted to assess the effectiveness of memory forensics in detecting fileless malware. Using the experimental method allows control testing using memory dumps to enable a consistent and repeatable testing procedure [15]. Through this method, the research is able to replicate in real-world attacks under a controlled setting, to offer an effective and sound evaluation of the performance of memory forensic procedures. This approach enables the researcher to control variables and ensure that the testing conditions are kept constant over the experiments.
The quantitative methodology is used since the study seeks to achieve quantifiable outcomes, which can subjectively determine the effectiveness of the Volatility Framework in recovering malicious artefacts in memory. This will involve values in terms of detection accuracy, false positives, and performance with regard to the overall efficiency [24]. This emphasis on measurable information will help make the research objective and results reproducible, which is essential in establishing the efficacy of the forensic procedures being evaluated. Through the comparison of the metrics, the study will be able to give statistically significant results which can be used to test the performance of various memory forensic techniques.
Furthermore, the experimental and quantitative design enables systematically compare the results of different tests and conditions. This allows valid evaluation of changes in forensic procedures and malware-detection techniques, making sure that the validity of conclusions made relies on substantial, objective information. The systematic form of the approach aids the development of reliable evidence of the efficiency of memory forensics in fileless malware detection.
[bookmark: _tqdjajnz6761][bookmark: _Toc228378988]3.2 Research Methods 
The experiment follows a systematic experimental design starting with the dumping of the memory of the system. The initial step entails the gathering of the memory information under a controlled setting, whereby a close observation and monitoring are done on the system activity. This disciplined arrangement lets the behaviour of the system be systematically examined in normal as well as malicious circumstances. [16] The experimental approach centres on the ability to establish such an environment that would be able to replicate the real-world attacks and enable the study of the system response to fileless malware and other threats.
The second step in the study is obtaining memory dumps and developing memory images to store information so that it can be analysed further. The memory images are then accessed by referring to Volatility Framework, which is a popular tool in the sphere of memory forensics [23]. The framework enables investigators to issue significant artefacts like running processes, network activity, as well as other system data that may be used to present some evidence of the existence of malware. The analysis is imbued with the identification of malware indicators according to the data that the framework extracted.
The results obtained in this way are subsequently quantified in a number of quantitative measures, including detection accuracy, detection rate and false positives. These indicators are important in assessing the efficacy and credibility of the forensic procedures in use [22]. The measurement of these critical areas will result in the objective estimation of the performance of memory forensics methodologies concerning the detection of fileless malware and the evaluation of how effectively and successfully the Volatility Framework can be used to facilitate effective and successful forensic research.
	Stage
	Activity
	Tool/Method
	Output

	Data Collection
	Acquire memory data in a controlled environment
	System monitoring tools
	Raw memory data

	Memory Imaging
	Create a memory dump of the system
	Memory acquisition tools
	Memory dump file

	Analysis
	Analyse memory using Volatility plugins
	Volatility Framework
	Extracted artefacts (processes, network data)

	Evaluation
	Measure detection performance
	Accuracy, detection rate, false positives
	Performance results


Table 2: Research Method Workflow
(source: self-created)
[bookmark: _quqn93a7eeb3][bookmark: _Toc228378989]3.3 Materials 
The research uses data on memory dumps that are collected under regulated test environments in order to provide a secure and reliable study environment. Such controlled conditions allow repeatable and consistent testing conditions that are necessary to give valid results [17]. The Volatility Framework is the primary tool of this study that is used to interpret memory dumps and extract pertinent information in the form of running processes, network traffic, and other systemartefactss. 
The research uses Python scripting in order to process and manipulate the data. Python is also necessary to automate certain parts of the analysis process including parsing of memory dumps, handling of the data extracted and generation of reports. The fact that Python can be seamlessly integrated with Volatility also contributes to the overall efficiency of the research process, with complex tasks needing to be automated, and the overall accuracy of the analysis being improved.
The computer hardware that is used in this research would be a regular computer system, although it can be optionally accelerated within a GPU or faster processing units to accelerate data analysis. Although most memory forensics activities can be performed using a standard computer system, optional GPUs may be used to considerably benefit the performance, particularly with large memory dumps and in instances where the analysis tasks are complicated [18]. With regard to ethical aspects, the study sees to it that all the experiments are carried out in a secure, isolated setting. Such a closed system avoids any possible adverse consequences on actual systems and ensures the soundness of the research process.
	Component
	Description
	Role in Research

	Memory Dumps
	Collected in controlled test environment
	Provide reliable and repeatable forensic data

	Volatility Framework
	Open-source memory forensics tool
	Extracts processes, network activity, and system artefacts

	Python Scripting
	Automation and data processing language
	Automates analysis and report generation

	Computer System (GPU optional)
	Standard hardware setup
	Executes analysis and improves performance


Table 3: Materials Used in Memory Forensics Research
(source: self-created)
[bookmark: _q9vsefncxhe8][bookmark: _Toc228378990]4. EXPECTED OUTCOMES
This research is expected to give a more in-depth explanation of how memory forensics in the formulation of the Volatility Framework can be taken advantage of in order to enhance fileless malware detection. With the emphasis made on the analysis of volatile memory, this study attempts to show that bizarre processes and malevolent activities, which cannot be identified by old methods that are disk-based, can be detected [19]. Real-time analyzability of the memory of the systems enables the investigators to identify malware that may be completely in the memory without any footprints on the disk. This should both raise the rate of detection and lower the rate of false positives when identifying high-end threats in the process.
Within the context of cybersecurity, the research would probably make a big change as it will emphasise the need to investigate memory forensics in contemporary cybersecurity. It will demonstrate how analysis of memory will be able to improve detection and investigation of fileless malware and other threats [20]. The study will further provide information on how contemporary forensic tools, including Volatility, can be streamlined to ensure more effectiveness and usability, particularly in the face of new and sophisticated threats.

Figure 8: Expected Outcomes of Memory Forensics Using Volatility Framework
(source: self created)
In practice, the research will endeavour to suggest a more structured and streamlined workflow on how we can apply the Volatility Framework in actual forensic investigations. It will allow cybersecurity specialists and cybercrime investigators to perform more reliable and faster forensic analysis, which could help to respond faster and more accurately to a security event.
some limitations are anticipated. This research might be limited by the fact that only real-world data are available, and the inability of existing memory analysis software. Also, the experimental conditions of the study might not resemble a real-time attack setting, which might affect the extrapolation of the findings [21]. The proposed research will contribute to the area of memory forensics, even with these limitations.
	Aspect
	Description
	Impact

	Detection Enhancement
	Memory forensics using the Volatility Framework enables the identification of fileless malware by analysing volatile memory data, including hidden processes and injected code.
	Improves detection capability and reduces reliance on traditional disk-based methods.

	Research Contribution
	The study provides insights into improving memory forensic workflows and highlights limitations in current tools, particularly in automation and usability.
	Supports advancement in cybersecurity research and digital forensic practices.

	Practical Implications
	The proposed structured workflow can assist investigators in conducting efficient analysis; however, challenges such as tool complexity and limited datasets remain.
	Enhances investigation efficiency while identifying areas for further improvement.


Table 4: Expected Outcomes Summary
(source: self-created)
[bookmark: _nx2blf7saoja][bookmark: _Toc228378991]5. TIMELINE 
[image: ]
Figure 8: project timeline 
(source: self-created in MS Project)
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Open-source memory forensics framework


Supports Windows, Linux, and macOS platforms


Analyzes memory dumps across different systems


Plugin-based architecture for extended functionality


Highly flexible and customizable for investigations



Lack of Automation


Tool Complexity


Manual Analysis Process


Limited Real-Time Detection


Need for Improved Workflow



Improves fileless malware detection capability


Identifies hidden in-memory malicious activities


Increases detection accuracy and reduces false positives


Enhances cybersecurity investigation efficiency


Proposes structured Volatility-based workflow
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