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1. Knowledge and Understanding Skills: Critical Systems
1.1. Critical Systems: An Overview
A critical system is a system that must ensure reliability, the reasons which stand within the names these critical systems are categorized under. These categories are safety critical, mission critical, and business critical. This paper will be discussing which systems heart monitoring software can classify under, and will be comparing and contrasting the main concepts and principles of Real-Time Operating Systems. 

1.2. Safety Critical
A safety critical system is a system whose failure may result in serious consequences such as death or injury. As such, the operating system’s code must contain many fail-safe measures that ensure the system’s reliability even if failure were to occur. At times, companies may even create guidance reports for their specific safety critical system to ensure that the company’s workers are all capable of using such a system.
Nuclear reactors all operate with safety critical systems due to the used nuclear material’s delicacy. Any malfunctioning nuclear reactors can cause extreme damage to the environment and to the human species as most life will die in areas where radioactive material has been. Depending on the radioactive material used, plutonium being the material with the longest half-life, it can take up to 24,000 years before these radioactive materials decay and life can thrive once more. As such, the system running these powerplants must always ensure reliability. Unfortunately, as seen in the past, these systems must be maintained to ensure reliability. Choosing to keep the system running without proper maintenance may cause nuclear meltdowns such as Fukushima and Chernobyl.
Similarly, monitoring a patient’s heart is remarkably delicate work and the data that is collected must be extremely accurate. This is due to the monitoring process. As a patient’s heart is monitored for a minimum of 12 hours, the system must make sure that it calculates the heart rate correctly, and that the technology is stable and will read data continuously. If a machine were to read a patient’s heart rate inaccurately, the patient might be treated incorrectly and die. When dealing with patients who need their heart monitored, there is a chance of cardiac arrest which, if the machine were to read incorrectly, would lead to the patient not being resurrected in time. As there are many ways in which either the software or the hardware could malfunction and severely harm the user, the system must come equipped with fail-safe measures that ensure all possible issues get resolved immediately.

1.3. Mission Critical
A mission critical system is a system whose malfunction would impact the mission severely. To become mission critical, a company may choose to use a few mission critical factors for various sectors, or they can use a fully mission critical system to ensure the missions success. For example, space missions use mission critical systems because the objective of the project is most likely a space exploration mission that may take years to complete. As such, the system must be able to run reliably for thousands of hours, and must be able to resolve most of its issues without human intellect. 
While the most advantageous system one could use for monitoring a human heart would be a safety critical system, a mission critical system could also be used in theory. This is due to the machine’s purpose. A heart monitoring machine’s only purpose is to monitor a heart rate. If the machine cannot analyse the data correctly, that will most probably result in a failure of the mission due to inaccuracy of the results and the possible death of a patient. However, as human lives are involved, it would make most sense to use a safety critical system for this kind of a mission.

1.4. Business Critical
A business-critical system is usually one whose failure may cause high economic losses, and an overall loss of productivity for said business, as well as a strong possibility of dissatisfaction from their customers. However, business critical malfunctions will only cause issues in said business, nowhere else. A business-critical system may just be a set preventive measures embedded in either the client or server’s code in order for the communication between said business and client to keep running effectively.
 In most cases, a business-critical system may just be a number of basic tools set in place to ensure success, rather than a whole operating system. An example of such a system was noticed on the 25th of June 2019, as Expedia had a malfunction with their website that made people, Lara Terzi included, unable to book flights and hotels from their website. As such, many customers attempted to buy the same trip plans from competing businesses. Not only did this website malfunction stop customers from buying from this business, but it also created dissatisfaction when it came to the business’s efficacy in the public’s eye. 
One could dispute that a heart monitoring device could be classified under a business critical system due to the fact that if the machine malfunctions, hospitals and private medical facilities will choose to buy machines from more reliable companies producing similar devices. As such, any malfunction in the machine could cause high economic losses for the business manufacturing said devices, as well as a decrease in their reputation.

1.5. Implications of building a critical system
Whilst reviewing a paper written by John C. Knight named Safety Critical Systems: Challenges and Directions, it became apparent that building a critical system has many possible implications that need to be addressed. When writing a critical system, it is quite impossible to ensure reliability 100% of the time when a system is operating on a large number of computers, and it is also important to understand that these systems require tens of thousands of lines of code which need to be checked numerous amounts of times to ensure that there are no evident errors, however, there are no tests with 100% success rate. In other words, it may not always be possible to read the results of a test and declare them unsuccessful, and as such, it is virtually impossible to declare a system 100% reliable.
Another important implication for critical systems is the time delay when it comes to demand. When testing a system, the demand is usually not so high so the system might not come across its demand vulnerabilities until it is being used by the public, and by that time it may be too late to prevent any catastrophes. 
It is unfortunately unsurprising that critical systems have so many issues when the task load is too demanding, but perfection is not practicing when it comes to systems of this magnitude as there are millions of things which may go wrong. The issue that causes the whole system to malfunction may just be using the wrong units of measurement for part of the system, like the Mars Climate Orbiter. When building a critical system, one cannot make assumptions. Communication must be excessive.
In order to create an even safer system, the system sections would need to be physically separated to ensure that one malfunction doesn’t lead to a domino effect. Considering defective software as one of the main reasons behind failures of critical systems, it is evident that writing code needs to be specified to complete single tasks, rather than a myriad of tasks. 

2. Cognitive and Intellectual Skills – UML Diagrams
2.1. Sequence diagram[image: ]



2.2. Use Case Diagram
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3. Practical Skills
3.1. Real-Time Operating Systems
3.1.1. General
A real time operating system, also known as RTOS, is a system that manages to process data in real-time, or in other words, in a maximum of tenths of seconds, which when viewed by the human eye is seen as having no delay. Processes are seemingly instant. Whilst soft real-time systems may choose to allow an occasional deadline extension to avoid system failure, hard real-time systems have hard deadlines. Hard deadlines can never be missed as doing so could cause severe consequences. As such, these systems contain fail-safes measures that are automatically executed in the case of unplanned events. RTOS strives to achieve speed, synchronicity, reliability, and repetition.

3.1.2. Responsibilities
Real-time operating systems have four fundamental responsibilities, the first of which is task managements and scheduling. Scheduling algorithms are used to navigate from one task to another, in a chronological order that works best for said system. This scheduling algorithm analyses the task’s priorities and processes it depending on priority level. As such, the tasks with higher priority will be processed before tasks with lower priority.
Interrupt service routines refer to the interruption of a process or operation if said task is taking too long to process, and work by executing threads which physically signal an interrupt to the system bus. The next responsibility is inter-process communication and synchronization. This responsibility deals with sorting task priorities and ensuring that different tasks flow together and are using the least amount of time possible.
The last fundamental responsibility a real-time operating system has would have is memory management. Each task processed by the operating system will deal with data in some form, as such all data and executed tasks contains their own unique memory slot, which the operating system must be able to call at any time. For this the operating system will need information on said memory slot, for example, what kind of memory is being stored, what size is this memory, does the memory contain any variables, what is the memory’s slots unique identification key, etc. Memory management allows the operating system to keep track of anything that has ever been saved onto the system, to use this memory, and to manage it.

3.1.3. Devices  
The term device driver refers to the software needed to run a device or peripheral the way it was intended. Operating systems have pre-installed device drivers, also referred to as Kernel device drivers, which allow a more fluid communication for the system’s hardware. When adding a new device to an already existing system, its driver, referred to as user device driver, must be downloaded alongside it. 
Over the years of technological progression, computer components changed, and so did their wired connections. This caused the need for serial drivers, which are essentially bridges that send data from one connection port to another. When communication between UART, also known as Universal Asynchronous Receiver/Transmitter, and USB, also known as Universal Serial Bus, three wires are needed. The common ground wire allows a return path so that the current does not exceed a certain amount, the transmitting pin connects to the device’s receiving pin, and lastly the receiving pin connects to the device’s transmitting pin. Drivers for said communication work by telling the system what each of the connection pins in each of the buses are, and what they are trying to communicate. They act as a translator of data for each of the pins. 
When there is an issue with a program, the hardware is interrupted by sending an interrupt signal to the device which essentially ends the task which is malfunctioning. Similarly, Direct Memory Access, also referred to as DMA, allows a task to send a bus grant signal to a device which essentially allows said task to access the memory needed. Once the task has accessed said memory, it sends a bus release signal which causes the bus to continue communication. Each device’s drivers will include information about what the system should do if an interrupt signal is received, what it should do when it receives a grant signal, and so forth, hence without it, the system might not know what to do, unless another device’s driver uses the same kind of communication.
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