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Review complex types of internet-dependent crimes
Internet-dependent crimes are defined as criminal activity that can only be committed by the offender using online devices. The devices used are the target of which the crime is being committed from and is the tool to commit these crimes. A person that is found to be committing these crimes would be committing an offence under The Computer Misuse at 2019. Within this act there are several sections, each with a different time scale of imprisonment, depending on the crime committed and the thought process behind it. (CPS.gov.uk, 2017)

Section one is where a person has unauthorised access to a computer material. The maximum penalty for this crime on indictment is two years imprisonment. In this section the offender could show ‘actus reus’, which would be that they have caused a computer to complete a certain function in which it would then give the offender intent to gain access. The offender could also show ‘men’s rea’, which is where the offender has knowledge that the access they have gained was with intent and was aware that it was unauthorised. (CPS.gov.uk, 2020)

The second section of The Computer Misuse Act 2019 has a maximum penalty of five years imprisonment, which is where a person has unauthorised access with the intention of committing or facilitating the commission of further offences once unauthorised access is gained. An example of further offences could be when the offender has intention of committing theft by transferring funds into their own account. (CPS.gov.uk, 2020)

The third section of this act is where a person has intent to recklessly intend to impair a computer to conduct its normal operations. The perpetrator makes the computer unavailable to use by it’s authorised users by attacking the system, making it difficult for the victim to stop the attack. The maximum sentence for this crime can be up to ten years if on indictment. (CPS.gov.uk, 2020) 

Research suggests that fifty percent of crimes committed relates to cyber-crime and shows that it is a major ongoing problem for the public in England and Wales. Research also shows that as more services are being introduced to the internet, the more the problem of cyber-crime is growing with more ranges of crimes being committed. (CollegeofPolicing,2018)

There are many different types of internet-dependent crimes. The first example is hacking, which is described as a person using or having access to a network or computer without authorisation. This is done by weak security systems being targeted which the offender can skip the required security steps to gain access into the network or computer. The criminals that commit this crime aim is mainly to disrupt businesses, steal money or steal important information. (CPS.gov.uk, 2017)

The second type of internet-dependent crime that will be explained is the ‘dark web’. It is described as a secretive environment that is used by hackers, drug dealers, child abusers and firearm dealers that can work anonymously with a small chance of getting caught. The dark web can be accessed easily by searching a specific website which will then direct you to download a browser that is not an ordinary browser. The browser supports several dark web markets and forums, one example being ‘Silk Road’, which was the first net market that was created on the dark web. (CollegeofPolicing,2022)

Silk Road market was used to host money laundering activities, illegal fire arm transactions and drug transactions. It was launched in 2011 and was eventually shut down by police in 2013, but since then several other dark web markets have been created and are used by many people. (Investopedia.com, 2021)

Dark web users are identified by police when there has been intelligence received that a person is potentially using the dark web and committing this kind of offence. The suspects computers or mobiles are then investigated and show consistent access to what is known as ‘the onion router’, which is the browser that is used to access the dark web and can be used to search for many types of dark web markets and forums. (CollegeofPolicing,2022)

When the police try and tackle this sort of crime, it can have challenges. For example, users of the dark web can be hard to track down the exact location they are in, in order for the police to find them. 

Another type of internet-dependent crimes is malicious software, which is when the software is spread across computers and interferes with the working system of the computers. There are several different types of malicious software, such as viruses, worms, trojans, spyware and ransomware. The software can destroy computer systems by causing them to crash and deleting all files saved onto the computer. The software can also steal important information and personal data. (CPS.gov.uk, 2017)

Criminals tend to use malicious software to extract personal data such as personal emails and passwords, healthcare records or financial data, which they can then use as blackmail against an individual for financial gain. Criminals conduct this crime by tricking a victim into providing their personal data by sending an email which may look legitimate to the victim. Once the victim has clicked onto the link in the email and has provided their personal details, the criminals have full access to their data. To identify if a computer has been hacked by malicious software, it may show signs of becoming very slow, redirecting the victim to a different website that they did not intend on accessing, having frequent pop ups, or having infection warnings sent through the computer. (McAfee.com, 2022)

[bookmark: _Hlk111623934]If an offender is caught to be committing the offence of blackmail whilst using malicious software, this is seen under Section 21 of The Theft Act 1968 and the offender may be liable for imprisonment of up to fourteen years. (Legislation.gov.uk, 2021) 

Distributed denial of service attacks is when there are thousands of unique IP addresses that criminals of this type of crime use to flood an individual’s internet server with a lot of requests at once which causes them to not be able to respond quick enough. This then causes the system to become overwhelmed and cause it to crash and overload. (CPS.gov.uk, 2017)

Whist there are several different types of cyber-crimes that are based on offenders gaining access to computers and systems, there are also social media offences that are internet-dependent crimes.
 
The first example is trolling, which is where a person deliberately provokes other people online by saying offensive and inflammatory things on social media platforms. Persons that troll others online thrive to make people upset and angry. If a person commits this offence, they can be prosecuted under the Malicious Communications Act 1988 and the Communications Act 2003. A person that commits this offence can be liable to imprisonment of up to two years and will be liable to also pay a fine. (CPS.gov.uk, 2017)

Another type of social media offence is distribution of private sexual images without consent, or otherwise known as ‘revenge porn’. This crime is committed when an individual who for example may be an ex-partner, will upload intimate sexual images of the victim to the internet which can cause humiliation and embarrassment to them. If another individual was to forward the image to other persons or share it to their social media page, then this is also seen as a criminal offence if their purpose of doing so was to also cause upset or humiliation to the victim. This offence is under section 33 of the Criminal Justice and Courts Act 2015. A person that commits this offence can be liable to imprisonment of up to two years and will be liable to also pay a fine. (CPS.gov.uk, 2017)

‘Grooming’ is also seen as an internet-dependent crime. Grooming is conducted by an individual that attempts to build trust and an emotional connection with a child that they come across on the internet for the use of sexual abuse or sexual exploitation.  The individual committing the crime of grooming can use different tactics such as pretending to be younger, giving advice and showing understanding. They can also give them attention and send them gifts to be friend the child. Once they feel that they have be friended the child, the groomer may try and encourage the child to keep secrets from their family, causing them to feel isolated and become dependent on the groomer, which will then give them the feeling of power and control. (nspcc.org.uk, 2022)

[bookmark: _Hlk111620308]Signs of online grooming could be that the child is on their phone and social media a lot more than they normally are, showing signs of sexualised behaviour or language that’s not appropriate for their age, or being secretive about how they are spending their time when asked by their family or friends. There are many short-term and long-term effects that grooming can have on a child, some examples are a feeling of shame or guilt, depression or anxiety which may then lead to the child self-harming or suffering from post-traumatic distress. It can also cause relationship problems with family or friends and their level of achievement in their school work. (nspcc.org.uk, 2022)

If a person is found to be committing online grooming, this is an offence under section 15A of the Sexual Offences Act 2003. A person committed this offence may be liable for imprisonment of up to two years. (Legislation.gov.uk, 2021)

The last cyber-crime we will be looking at is ‘stalking’. Whilst this is not purely based as an internet-dependant crime, a lot of the criminal activity committed by the offender is conducted online. Stalking is described as when an individual conducts frequent and persistent unwanted contact to the victim, which causes them to feel scared, distressed or threatened. (CPS.gov.uk, 2017)

Stalking is committed online by an individual continuously sending emails or messaging the victim through the use of social media. The stalker will make several new accounts to continue to gain access into the victim’s life and be able to contact them. They may also use the accounts to watch what the victim is doing on a daily basis and will obsess over their actions. When contacting the victim, they may threaten to share private images or messages of the victim onto the internet if they victim does not co-operate with them. The stalker may also threaten to ruin the victim’s reputation by posting slandering things about them onto social media. (Police.uk, 2022)

Generic police officers may find it difficult to understand how to proceed with in depth internet-dependant crimes as they do not have the appropriate knowledge, however officers can give members of the public advice on how to prevent cybercrime in the future by advising them to choose secure passwords, download and keep up to date anti-virus software and do not open any pop ups that may appear. (Blackstones,2020 p.509) 
The first national response to internet-dependent crimes was in 2001, which was known as the ‘National High Tech Crime Unit’. Every police force in the United Kingdom has a department in which there is a number of resources that investigate internet-dependant crimes. However, these resources are not specially trained to tackle crimes such as certain fraud cased or large-scale hacking attacks, when this occurs the National Cyber Crime Unit is responsible to investigate these high-end crimes and they actively engage in the development of businesses and industries in countering cyber-crime. (Blackstones,2020 p.507)
There is also a cybercrime and fraud centre that is a national reporting centre for the United Kingdom which is known as ‘Action Fraud’. The reporting centre is responsible for collecting all internet-dependant and fraud-based crimes and they will then use the information received to identify patterns of criminal activity. (Blackstones,2020 p.508)
Research shows that millions of computer misuse and fraud crimes are reported to the police in the United Kingdom every year. It has affected the police since the 1980’s, and has been described as a phenomenon in policing. It is an ongoing issue for police to try to tackle and prevent from happening any further, as there is a new form of software or technology developed frequently by these criminals. (Blackstones,2020 p.507)
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Assess the role of community policing in fostering and maintaining community cohesion.
Becoming a neighbourhood police officer is what some people that wish to achieve this role, believe is what policing is all about. The key aim of neighbourhood policing is to prevent and control crime within the local area and to reduce the fear that some members of the community may have due to ongoing crimes taking place. Within the role they aim to win the trust of the community and work closely with them, to protect the community that they live in and make positive changes. Neighbourhood policing involves police community support officers which have an accountable named officer as the point of contact for any concern or information members of the community may have. It also works together with the community by having a two-way communication strategy to identify joint priorities such as developing solutions to build trust and show careful listening to members of the public. (Blackstone’s, 2020 p.154)
A community is defined as several people as a group which can be small or large that share certain characteristics, backgrounds or experiences and interact with one another. It can also be where several people live in a close proximity of one another. (CollegeofPolicing, 2020) 
There are several examples of consequences the neighbourhood policing teams have faced when not responding to the community’s needs, and not engaging with them appropriately. For example, the ‘Brixton riots’ in 1981, which was caused due to rumours of police brutality against black people by unfairly using their stop search powers against them. Other consequences the police faced was the disturbances in Burnley, Bradford and Oldham in 2001. (Blackstone’s, 2020 p.155)
Due to these riots, it caused the police and the communities to disconnect and the relationship between them was completely broken. However, in the late 1990’s, communities requested more visible police presence and services to make an impact on everyone’s quality of life and tackle of crime. This is where the creation of neighbourhood policing began and police community safety officers increased the interaction from members of the public with the police. (Blackstone’s, 2020 p.155) 
When looking at how neighbourhood policing works in the current day and age, communities may not wish to engage with police if their confidence and trust is broken by the community police officers not engaging and responding to their needs appropriately. This can be caused by the police officers not dealing with hate crimes such as homophobic or racial attacks that are reported within the community. This can be prevented by the local community officers dealing with these types of incidents at the earliest possible stage to prevent any further risk or harm to those effected in the community and to prevent any tension which could then cause further incidents between members of the public. (CollegeofPolicing, 2020) 
Another indicator that could have a knock-on effect with a local community is anti-social behaviour. The main type of anti-social behaviour a community may suffer from is nuisance anti-social behaviour, which is where a person or a group of people cause suffering, trouble or annoyance to a community. An example of this could be vehicle misuse or nuisance, which is where one person or more drives up and down a street causing bother to other road users in the community. Another example of this could be ‘street drinking’, which is where there are a group of people drinking unlicensed on the street and have parties there, which will then escalate to rowdy or inconsiderate behaviour which then causes nuisance to the community. (Met Police, 2022)
These indicators can be resolved by community safety officers by the gathering of information to help identify the root of the problem, how it has started and what the underlying problems are within the community that is causing tension amongst it. The information can be gathered by the local community officers attending regular meetings, forums and events that members of the community organise. The responsible crime and commissioner for the community could also attend or organise these events to engage with the community and then feedback the information received to the local community officers. Local community officers could also attend the schools and youth groups in the area to engage with the children and staff there and have an understanding of the concerns they may raise and the information that they provide. Nearly every police force in the United Kingdom now also has social media accounts, which can be used to engage with a large number of members of the public to seek feedback, receive any concerns they may have and gather intelligence. (Surrey Police, 2019) 
Neighbourhood police officer’s work with partner agencies to support individuals that have been involved in criminal activity and try to prevent them from re offending. This is done by referring the offenders to the partner agencies to receive support and guidance on how to proceed with their lives in a positive way. For example, if a person is on probation, they can be offered accommodation in order for them to get back on their feet, as some offenders do not have anywhere to live when they are released from prison. If an offender is released from prison and has no permanent place to live then there is a high risk that they will re-offend as they will face difficulties finding work or accessing benefits. This could then have an effect on the community as there will be crime taking place in the area that they live, which could then make them feel unsafe in their own homes or around the local area. (Blackstone’s, 2020 p.160)
There are also offending behaviour programmes and interventions that take place to help change the way an individual’s attitude, their behaviour and their actions in their day-to-day life to help prevent them from re offending. The programmes help the offenders learn new skills such as self-management, problem solving, and perspective talking and relationship management by them using cognitive behavioural techniques. (Gov.uk, 2018)   
If an individual suffers with their mental health and has not received the appropriate support leaving prison, this could cause them to engage in substance misuse. Research suggests that more than seventy percent of the population that is in prison suffers from a kind of mental health problem. If an individual misuses drugs within their local area, this could then have a knock-on effect with others and cause them to also engage in substance misuse. This could then have an effect on their community, as they would feel frustrated that this is taking place in the area that they live in. If the offenders receive the right support when due to leave prison then this could break the cycle of the reoffending. (Together.uk.org, 2022)
When there are young people within the local area that are offending, there are youth offending teams which are run by the local authorities. The youth offending teams work with the youths by offering them support through employment, work placements, education and also offer psychological support, in order to try and prevent them from reoffending. (Blackstone’s, 2020 p.161)
There are many benefits of effective engagement between the police and the community. The main benefit is that the community will have an increased in trust and confidence when dealing with their wants and needs to make the area a positive and safe place to live, as they will believe that they are being listened to by the local community officers and that these changes will be done. It also has a positive increase in the members of the communities’ perception of safety and gives them a tendency towards the reduction of anti-social behaviour and disorder in the area. When there is effective engagement between the police and the community, it gives the officer’s satisfaction within their role knowing that they are making a positive change and helps improve their attitude towards their role. (CollegeofPolicing, 2013) 
When engaging with the community it is important for officers to remember the key principles of effective engagement. These are; be transparent and accountable, reduce bias and improve cultural competency, promote diversity, be visible in the community, and acknowledge the challenges that the community are facing. (Justice.gov, 2022) 
Within a community it is also important for the community officers to enable community cohesion. Oxford dictionary describes cohesion as the action or fact of forming a united whole. When this relates to a community, cohesion is based upon people living within the area having different personal characteristics, but having similar life opportunities and having trust in one another. It is important to have cohesion within a community as it brings a sense of worth and belonging and encourages those that live in the same area get on with one another. If those that live in the same local area get on with one another, then this will give each individual a positive feeling of the circumstances that they live around and the feeling they have towards others. It will also help prevent any extreme violent extremism if the community is encouraged to have regular contact with one another to provide an understanding of their views. (NationalPolicingImprovementAgency, 2007)
Some communities may have a lower level of cohesion for several different reasons. These reasons tend to be due to certain things that the community may have in common, for example deprivation, which could cause the area to be less affluent. Another example could be population churn, which is where an area only has residents for a short length of time and there are new arrivals to the community frequently. These reasons can be identified by local community officers having an understanding of who is living in the local area. (NationalPolicingImprovementAgency, 2007)
Within community policing there are several types of collaborative problem solving. Research suggests that when the police collaborate with members of the public to encourage problem solving, it can reduce perceived disorder and increase trust in the police. This kind of problem solving ensures that the community police officers and their resources are used in an effective manner by using effective interventions and solutions. There are models within collaborative problem solving that community police officers can use to help make decisions and tackle problems. (Blackstone’s, 2020 p.157) 
The first model is the problem analysis triangle, which provides community-based officers with a basis to begin the analysation of a particular problem. In this model it considers three main points of analysis, which are the victim, location and the offender. The community officers are then expected to find a solution by identifying practical measures such as protecting the victim, providing surveillance or conducting more regular patrols in the local area, and persuading the offenders to stop committing the disruptive actions they have been taking. Once the analysation and actions have been taken, there is a process which is known as the ‘SARA’ process, to assess and review the actions that have been taken. The key stages within this process are, identifying the problem or crime, assess the available information that surrounds the circumstances, choosing a strategy to deal with the problem and review the effectiveness of the problem and how it has been resolved. (Blackstone’s, 2020 p.157) 
Another model that is used within community policing is ‘hot spot’ policing. This strategy aims to identify the locations in communities’ which crime and disorder are taking place most commonly. The crimes are aimed to be reduced by analysing the crime patterns taken place and those areas are then targeted by local police officers to reduce the opportunities for crimes to be committed by conducting regular patrols around these hot spot areas. Other strategies to reduce the hot spot crimes from taking place could be the installation of CCTV in the areas and improve the street lightening surrounding these areas. (Blackstone’s, 2020 p.159)
Each model of policing has a different focus but contributes in it’s own way to community policing. Over the last forty years more policing models have been introduced to deliver and support local policing. Research has shown that there is continued support of community-based policing today in Wales and England. (Blackstone’s, 2020, p.155)
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