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[bookmark: _Toc236942133]Abstract
The adoption of Industry 4.0 technologies, Internet of Things (IoT) devices, and cloud-based production systems has significantly improved manufacturing efficiency while increasing cybersecurity risks for modern organisations (Yadav et al., 2023). Steel Form Manufacturing Ltd. (SFM) has experienced malware infections, phishing attacks targeting procurement staff, and unauthorised attempts to access its production network, highlighting the need for stronger cybersecurity governance.
This report presents a cybersecurity and data governance framework tailored to SFM’s smart manufacturing environment. It identifies key internal and external threats, recommends security policies aligned with ISO/IEC 27001:2022 and the NIST Cybersecurity Framework (CSF 2.0), proposes practical technical mitigation measures, outlines a proactive monitoring and incident response strategy, and introduces a role-based security awareness programme.
Collectively, these recommendations strengthen the confidentiality, integrity, and availability of organisational information while improving operational resilience, protecting intellectual property, and supporting secure digital transformation within SFM (ISO, 2022; NIST, 2024).

1. [bookmark: _Toc236942134]Introduction
The rapid adoption of Industry 4.0 technologies has transformed manufacturing by integrating Internet of Things (IoT) devices, cloud computing, automation, and data-driven production systems. While these innovations improve efficiency and productivity, they also expand the cyberattack surface, exposing manufacturing organisations to threats such as ransomware, phishing, industrial espionage, insider attacks, and unauthorised network access (Yadav et al., 2023; ENISA, 2023).
Steel Form Manufacturing Ltd. (SFM), a medium-sized manufacturer serving the automotive and aerospace industries, has adopted smart manufacturing technologies, including IoT-enabled sensors, automated machinery, and a cloud-based production management system. Recent malware infections, phishing attacks targeting procurement staff, and unauthorised attempts to access the production network demonstrate the need for a stronger cybersecurity strategy aligned with business objectives.
Cybersecurity in manufacturing extends beyond protecting information assets; it also safeguards operational continuity, intellectual property, customer trust, and supply chain resilience. This report therefore proposes a cybersecurity and data governance framework tailored to SFM’s operational environment. Drawing on the CIA Triad, ISO/IEC 27001:2022, and the NIST Cybersecurity Framework (CSF 2.0), it identifies key cyber threats, recommends security policies, proposes practical mitigation measures, outlines proactive monitoring and incident response processes, and presents a role-based security awareness programme to strengthen organisational resilience (ISO, 2022; NIST, 2024).



2. [bookmark: _Toc236942135]Identification of Modern Cyber Threats
The integration of Industry 4.0 technologies has expanded SFM’s attack surface by connecting production equipment, cloud services, and Industrial Internet of Things (IIoT) devices. As a result, the organisation faces a combination of internal and external cyber threats capable of disrupting manufacturing operations, compromising sensitive data, and damaging business continuity (ENISA, 2023; Verizon, 2024).
2.1 [bookmark: _Toc236942136]Internal Threats
Internal threats originate from employees, contractors, or trusted users with authorised access to organisational resources. While often unintentional, these threats can significantly impact manufacturing operations.
Threat	Potential Impact on SFM
	Threat
	Potential Impact on SFM

	Human Error
	Employees may inadvertently introduce malware, mishandle confidential engineering data, or misconfigure production systems, resulting in operational disruption.

	Insider Threats
	Disgruntled or negligent staff could misuse privileged access to steal intellectual property, alter production data, or sabotage manufacturing processes.

	Weak Access Control
	Poor password practices, shared accounts, or excessive user privileges increase the likelihood of unauthorised access to cloud and production systems.

	Removable Media Risks
	Unauthorised USB devices may introduce malware into operational technology (OT) environments, potentially disrupting automated machinery.



These risks highlight the need for strong identity and access management, role-based access control (RBAC), user awareness training, and continuous monitoring.

2.2 [bookmark: _Toc236942137]External Threats
External threats originate outside the organisation and are increasingly sophisticated, targeting both IT and OT environments.
Threat	Potential Impact on SFM
	Threat
	Potential Impact on SFM

	Ransomware
	Malware may encrypt production systems or cloud data, causing operational downtime, financial loss, and reputational damage.

	Phishing and Social Engineering
	Attackers may deceive procurement staff into disclosing credentials or authorising fraudulent transactions, leading to data breaches or financial fraud.

	Industrial Espionage
	Competitors or advanced threat actors may target proprietary engineering designs, manufacturing processes, and customer information.

	Supply Chain Attacks
	Compromised suppliers or third-party software may provide attackers with indirect access to SFM's network.

	Unauthorised Network Access
	Attempts to exploit network vulnerabilities could compromise production systems, disrupt operations, or enable lateral movement across connected environments.



Given SFM’s reliance on interconnected manufacturing systems and external suppliers, these threats require a layered security approach combining preventive, detective, and corrective controls (NIST, 2024; Stouffer et al., 2023).
2.3 [bookmark: _Toc236942138]Risk Assessment Using the CIA Triad
The identified threats affect the three core principles of the CIA Triad:
	Security Principle
	Impact on SFM

	Confidentiality
	Theft of engineering designs, customer information, or production data through phishing, insider activity, or industrial espionage.

	Integrity
	Unauthorised modification of production configurations, manufacturing schedules, or operational data, affecting product quality and safety.

	Availability
	Ransomware, malware, or denial-of-service attacks disrupting automated production systems and delaying manufacturing operations.



Applying the CIA Triad provides a structured basis for selecting appropriate governance policies, technical controls, and incident response measures throughout this report.

3 [bookmark: _Toc236942139]Cybersecurity and Data Governance Policy Framework
Effective cybersecurity requires a governance framework that combines organisational policies, technical controls, and regulatory compliance. For SteelForm Manufacturing Ltd. (SFM), security policies should protect both Information Technology (IT) and Operational Technology (OT) environments while supporting the secure adoption of Industry 4.0 technologies. The proposed framework aligns with ISO/IEC 27001:2022 and the NIST Cybersecurity Framework (CSF 2.0), ensuring that cybersecurity is integrated into business operations and risk management (ISO, 2022; NIST, 2024).
3.1 [bookmark: _Toc236942140]Information Security Governance Policy
SFM should establish an Information Security Management System (ISMS) that defines security responsibilities, risk management processes, and compliance requirements. Senior management should oversee policy implementation, conduct regular risk assessments, and review security performance to ensure continuous improvement.
Purpose: Establish organisation-wide cybersecurity governance and accountability.
3.2 [bookmark: _Toc236942141]Identity and Access Management Policy
Access to production systems, cloud services, and engineering data should follow the principle of least privilege using Role-Based Access Control (RBAC). Multi-Factor Authentication (MFA) should protect privileged and remote accounts, while periodic access reviews should remove unnecessary permissions and inactive accounts (NIST, 2024).
Purpose: Reduce unauthorised access and credential compromise.
3.3 [bookmark: _Toc236942142] Data Governance and Classification Policy
Business information should be classified according to its sensitivity (Public, Internal, Confidential, and Restricted) with appropriate controls for storage, transmission, and disposal. Engineering designs, customer records, and production data should be encrypted both in transit and at rest to preserve confidentiality and regulatory compliance.
Purpose: Protect sensitive information throughout its lifecycle.
3.4 [bookmark: _Toc236942143]Operational Technology (OT) Security Policy
Production systems, Industrial IoT devices, and automated machinery should be logically separated from corporate IT networks using network segmentation. Remote access to OT environments must be restricted, authenticated using MFA, and continuously monitored to reduce the risk of cyberattacks affecting manufacturing operations (Stouffer et al., 2023).
Purpose: Improve the resilience of production systems and minimise operational disruption.
3.5 [bookmark: _Toc236942144] Acceptable Use and Endpoint Security Policy
Employees should use organisational devices, email systems, removable media, and internet services in accordance with approved security procedures. Endpoint Detection and Response (EDR), anti-malware software, automated patch management, and device encryption should be deployed across all organisational endpoints.
Purpose: Reduce malware infections and strengthen endpoint security.
3.6 [bookmark: _Toc236942145]Third-Party and Supply Chain Security Policy
Suppliers, contractors, and service providers with access to organisational systems should comply with SFM’s cybersecurity requirements. Contracts should include security obligations, periodic assessments, and incident notification procedures to minimise supply chain risk.
Purpose: Reduce exposure to third-party cyber threats.
3.7 [bookmark: _Toc236942146] Backup and Recovery Policy
Critical business and production data should be backed up regularly using encrypted, offline, or immutable storage. Backup restoration procedures should be tested periodically to ensure rapid recovery from ransomware or other disruptive cyber incidents
Purpose: Support business continuity and disaster recovery.
3.8 [bookmark: _Toc236942147]Policy Review and Continuous Improvement
Cybersecurity policies should be reviewed at least annually or following significant security incidents, technological changes, or regulatory updates. Findings from audits, vulnerability assessments, and incident investigations should inform continual improvement of organisational security controls.
Purpose: Ensure policies remain effective against evolving cyber threats.
	Policy
	Primary Risk Addressed
	Expected Outcome

	Information Security Policy
	Poor governance
	Organisation-wide security direction

	Identity & Access Control Policy
	Unauthorised access
	Stronger authentication and access management

	Email & Phishing Policy
	Social engineering
	Reduced phishing success rate

	OT & IoT Security Policy
	Production network compromise
	Secure manufacturing operations

	Data Governance Policy
	Industrial espionage
	Improved protection of intellectual property

	Backup & Disaster Recovery Policy
	Ransomware
	Faster recovery and business continuity

	Third-Party Security Policy
	Supply chain attacks
	Reduced third-party cyber risk


Table 3.1. Summary of Proposed Cybersecurity Policies

4. [bookmark: _Toc236942148]Technical Mitigation Measures
To strengthen its cybersecurity posture, Steel Form Manufacturing Ltd. (SFM) should implement layered technical controls that protect both Information Technology (IT) and Operational Technology (OT) environments. A defence-in-depth approach will reduce the likelihood and impact of cyberattacks while supporting the confidentiality, integrity, and availability of business-critical systems (NIST, 2024).
4.1 Multi-Factor Authentication (MFA) and Access Control
SFM should enforce Multi-Factor Authentication (MFA) for all privileged accounts, remote access, and cloud-based production systems. Combined with Role-Based Access Control (RBAC) and the principle of least privilege, MFA reduces the risk of unauthorised access resulting from compromised credentials and limits users to only the resources required for their roles (NIST, 2024).
4.2 Network Segmentation
Corporate IT systems should be logically separated from Operational Technology (OT) networks using firewalls, Virtual Local Area Networks (VLANs), and secure gateways. This prevents attackers from moving laterally between business systems and production equipment, thereby limiting the spread of malware and ransomware (Stouffer et al., 2023).
4.3 [bookmark: _Toc236942149] Endpoint Protection and Patch Management
All workstations, servers, and engineering devices should be protected using Endpoint Detection and Response (EDR) solutions, anti-malware software, and automated patch management. Regular software updates reduce known vulnerabilities and strengthen resistance against malware and ransomware attacks (CIS, 2021).
4.4 [bookmark: _Toc236942150]Data Encryption and Backup
Sensitive engineering designs, production records, and customer information should be encrypted both at rest and in transit. Regular encrypted backups, stored offline or in immutable repositories, should be tested periodically to ensure rapid recovery following ransomware or system failures.
4.5 Vulnerability Assessment and Security Testing
Routine vulnerability scanning and penetration testing should identify security weaknesses before they are exploited. Findings should be prioritised according to risk and remediated promptly through structured patch management and configuration reviews.
4.6 [bookmark: _Toc236942151]Email and Web Security
Because procurement staff have previously been targeted by phishing attacks, SFM should deploy advanced email filtering, anti-spam protection, Domain-based Message Authentication, Reporting and Conformance (DMARC), and web filtering to block malicious content before it reaches users (Verizon, 2024).
[bookmark: _Toc236942152]5. Proactive Monitoring and Incident Response
Cybersecurity is an ongoing process that requires continuous monitoring and a structured incident response capability. While preventive controls reduce cyber risks, they cannot eliminate them entirely. SFM should therefore implement proactive monitoring to detect suspicious activity early and respond quickly to minimise operational disruption, financial loss, and reputational damage (NIST, 2018).
[bookmark: _Toc236942153]5.1 Continuous Security Monitoring
SFM should deploy a Security Information and Event Management (SIEM) solution to collect and analyse security logs from servers, endpoints, firewalls, cloud services, and OT devices. SIEM enables real-time threat detection, correlates security events across the network, and generates alerts for suspicious activities requiring investigation.
To strengthen monitoring, the organisation should also implement Intrusion Detection and Prevention Systems (IDS/IPS) to identify and block malicious network traffic, particularly between corporate IT and Operational Technology (OT) environments (NIST, 2024).
Purpose: Improve visibility, accelerate threat detection, and minimise attacker dwell time.
[bookmark: _Toc236942154]5.2 Incident Response Process
SFM should establish a formal Incident Response Plan aligned with NIST SP 800-61 Rev.2, defining clear roles, communication procedures, and escalation paths for security incidents (NIST, 2018).
The incident response lifecycle should include:
1. Preparation – Establish policies, monitoring tools, response teams, and communication procedures.
2. Detection and Analysis – Identify, validate, and assess security incidents using monitoring systems and threat intelligence.
3. Containment, Eradication and Recovery – Isolate affected systems, remove malicious code, restore operations from verified backups, and validate system integrity before resuming production.
4. Post-Incident Review – Document lessons learned, identify root causes, and update security controls, policies, and staff training to prevent recurrence.
This structured approach enables SFM to minimise downtime while continuously improving its cybersecurity posture.
[bookmark: _Toc236942155]5.3 Business Continuity and Disaster Recovery
Because manufacturing operations depend on continuous system availability, cybersecurity should be integrated with Business Continuity Planning (BCP) and Disaster Recovery (DR). Critical production systems should have tested recovery procedures, redundant infrastructure where appropriate, and regularly verified backups to ensure essential operations can resume quickly following cyber incidents or equipment failures.
[image: ]Purpose: Maintain operational resilience and reduce the business impact of cyber disruptions.


[bookmark: _Toc236942156]Figure 5.1. Incident Response Lifecycle

6. [bookmark: _Toc236942157]Staff Training and Security Awareness Programme
Technology alone cannot protect an organisation against cyber threats; employees remain a critical component of organisational security. As many cyber incidents originate from human error, phishing, or poor security practices, SFM should implement a continuous, role-based security awareness programme that promotes accountability and supports compliance with organisational cybersecurity policies (SANS Institute, 2023; Verizon, 2024).
The programme should provide targeted training based on employees' responsibilities, ensuring staff understand the cyber risks associated with their roles and the actions required to protect organisational assets.
[bookmark: _Toc236942158]6.1 Role-Based Security Training
Training should be tailored to the responsibilities of different employee groups.
	Role
	Training Focus

	Board and Senior Management
	Cybersecurity governance, risk management, legal responsibilities, business continuity, and strategic decision-making.

	IT and Security Personnel
	Incident response, vulnerability management, SIEM monitoring, OT security, threat intelligence, and regulatory compliance.

	Production Engineers and OT Operators
	Secure operation of Industrial IoT devices, equipment protection, removable media controls, and reporting abnormal system behaviour.

	Procurement and Finance Staff
	Phishing awareness, email security, invoice fraud, business email compromise, and secure handling of supplier information.

	General Employees
	Password security, Multi-Factor Authentication (MFA), acceptable use, data protection, social engineering awareness, and incident reporting procedures.



[bookmark: _Toc236942159]6.2 Training Delivery Methods
To maintain engagement and reinforce learning, SFM should combine multiple delivery methods, including:
· Instructor-led workshops.
· Interactive e-learning modules.
· Simulated phishing campaigns.
· Cybersecurity awareness newsletters.
· Practical incident response exercises.
· Regular policy refresher sessions.
This blended approach accommodates different learning styles while ensuring cybersecurity remains an ongoing organisational responsibility.
[bookmark: _Toc236942160]6.3 Measuring Programme Effectiveness
Training effectiveness should be monitored using measurable performance indicators, including:
· Phishing simulation success rates.
· Assessment and certification results.
· Incident reporting frequency.
· Policy compliance levels.
· Audit findings.
· Employee participation rates.
These metrics enable management to identify knowledge gaps and continuously improve the programme.
[bookmark: _Toc236942161]6.4 Building a Security-Aware Culture
Cybersecurity awareness should extend beyond formal training. Management should reinforce secure behaviour through regular communication, visible leadership support, recognition of good security practices, and clear reporting channels for suspected incidents. Embedding cybersecurity into daily operations encourages employees to view security as a shared organisational responsibility rather than solely an IT function.
[bookmark: _Toc236942162]7. Conclusion
The increasing adoption of Industry 4.0 technologies has enhanced SteelForm Manufacturing Ltd.'s operational efficiency while exposing the organisation to increasingly sophisticated cyber threats. Recent malware infections, phishing attacks, and unauthorised access attempts demonstrate that cybersecurity must be integrated into both business strategy and daily operations rather than treated solely as an IT responsibility.
This report has presented a comprehensive cybersecurity and data governance framework tailored to SFM's manufacturing environment. Guided by the CIA Triad, ISO/IEC 27001:2022, and the NIST Cybersecurity Framework (CSF 2.0), the proposed approach identifies key internal and external threats, establishes practical security policies, recommends layered technical controls, outlines proactive monitoring and incident response processes while promoting a role-based security awareness programme.
Implementing these recommendations will strengthen the confidentiality, integrity, and availability of organisational information and improve operational resilience, protecting intellectual property, and reducing the likelihood and impact of future cyber incidents. By embedding cybersecurity into governance, technology, and organisational culture, SFM will be better positioned to support secure digital transformation, maintain customer confidence, and ensure long-term business continuity in an increasingly connected manufacturing environment.
[bookmark: _Toc236942163]8. Reference
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