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   Abstract - The data centers are the essentials requirements for most of the organizations today which use or facilitate the employees or customers with IT services. The IT services support the organizations to make the intelligent decisions based on current and future needs as per organization goals. In the deployment of IT Services data center and virtualization Technology plays very vital role. Any organization which is planning for deploying the data center for managing IT related tasks, must analyze all the factors and requirements which contribute to achieve business goals. 
Introduction
   A data center is one of the major requirements of every organization, which is used for running the IT servers, networks, storage, and application services to achieve regular tasks for organization to the meet organization needs and achieve their future goals as well as per requirement. UWTSD manage their current services using different physical servers and their annual cost for management and updating of servers is very high. UWTSD also has no proper backup, nor disaster recovery plan, so in case of failure of any server or services all IT services can be restored from other sites in less or no time [1]. UWTSD decided to go for the options of deploying virtualized data center or data center deployment using the cloud to manage and handle all the infrastructure and services in a better way, which will reduce their annual cost and will provide backup and disaster recovery plan to handle any uncertain condition in case of a failure situation. 
Comparison between on premises data center and Cloud data center
   UWTSD considers both options as on premises data center or the cloud infrastructure data center. In the cloud Infrastructure environment, the major cloud providers like Amazon Web Services (AWS) or Microsoft Azure Cloud (Azure) or Google Cloud Platform (GCP) can be considered for the cloud services deployment [2]. All the cloud platforms have their own pros and cons to manage and handle all IT related services and handle IT infrastructure. To deploy on premises data center, UWTSD has to invest much more to deploy the virtualized data center, data center power management and its cooling environment as well, but on premises data center will provide a full control over the data center. For the cloud base environment there is no upfront charges to start the data center and keeps all services running all time. All the cloud base environments have considerable monthly charges to keep running all data center services. For example, if the prices are compared between both their cost factors, the major difference is when the organization deploys on premises data center, they need to pay upfront charges to buy the physical servers, storage and network as well. On the other hand, for cloud infrastructure, there is no much upfront charges, but the organization needs to pay for the monthly charges, depending on the service usage including the IT professional staff that needs to manage and handle data center related services. Considering all the aspects between the cost options for the new setup within on premises data center, the cost is equal to the three years cost of using the cloud infrastructure. One other major difference between on premises and cloud data center infrastructure is that with on premises data center there is full physical control over all infrastructure and the organization has to manage its power, cooling and security aspects [3]. In the cloud infrastructure environments cloud providers have the responsibility to manage and handle all the power, cooling and security aspects.
The types of Hypervisors within the virtualization
   Hypervisor technology is a type of intelligent software that enables the users to overlook the hardware resources including memory, storage, processor, network, etc. and enables to create multiple server machines of different platforms as per requirement. Multiple server machines are also called virtual machines and every machine can run its specific role as per requirement of the organization, such as: the web servers, Active Directory servers, DNS servers, DHCP servers, etc. Within the cloud service environment, all the deployment tools are provided depending on the requirements and the data center services can be scaled anytime [4]. Cloud service providers offer the flexibility to have full control over data center and it can be chosen any type and size of the processor, memory, hard disk and network, that best suits the server’s workloads. Cloud service providers are using the open-source hypervisors as they need to manage large infrastructure and they also needs to choose the open-source solution which is the best option for them, in order to adjust the hypervisor as per standards and requirements.  
Type-I Hypervisor
   Type-I hypervisors normally include the bare metal hypervisors, where hypervisor is installed directly on the physical hardware and controls all the resources. Hypervisor is used to enable resources for virtual machines as per requirement. Type-I hypervisor is normally recommended for any production or professional environment and it also has all the high level features for backup and disaster recovery in case of a failure of any virtual machine [5]. 
Type-I Hypervisor Diagram




The Hypervisor Types
   There are different types of Hypervisors available for managing the IT infrastructure, most widely used hypervisors are Microsoft Hyper-V, VMware vSphere and Citrix XenServer Hypervisors. All these types of hypervisors are paid hypervisors, to enable full access to all the available features. There are some open-source hypervisors that are also available for use which involve no license cost, but it needs a skilled open-source programmer to manage and handle the hypervisor [6]. Some open-source hypervisors are Linux KVM, VMware, Lguest, Oracle Virtual Box, etc. All the servers used for virtualization are set up as per requirement by the organization and the workload that needs to be deployed on hypervisor, as the physical server, is used for deployment of the Active Directory, WSUS, DNS Server, DHCP Server, Apache Web Services, etc. The hypervisor physical server design is developed depending on the organizational needs. It includes a certain type and size of processor such as: basic, silver, gold levels. The memory speed types, such as: 2300/2600/2900, etc or memory size: 32 GB, 64 GB or 128 GB, etc, storage type and size such as: SAN, Local, NAS, SATA, SSD, etc. The Network Speed: 1 GB, 10 GB, 40 GB, or number of Ethernet ports like 4,8,12, etc. All these are the major considerations while designing the physical server used for the hypervisor. In the cloud infrastructure there are no design issues because everything can be selected before the deployment and later on there are options to extend the server specifications as per requirement of the organization [7].
Scalability
   The scalability of the hypervisor is one of the major factors which needs to be considered while designing the data center infrastructure. Implementing the servers design for the next five years’ time it is a very difficult task. In case the company is growing every year, it would not be practical to purchase the physical server every time when they need to expand. For example, the current server option is 6 core processor, 32 GB memory, 2 TB storage and 1 network card with four 1 GB Ethernet ports. As per scalability standard, the organization should design the server with specification of 16 core processor, 128 GB memory, 8 TB storage and 2 Network card with a total 8 ports of 1 GB. It also must have the feature to extend the server to high specification in case of future needs or if organization decides to extend the servers infrastructure [8]. In the cloud service infrastructure scaling is an easy task, it can be changed by the specifications of the servers as per requirement and the budget. For example, within the banking sector, during their closing season they need high use of servers and specifications, so it can scale out the service during that season, while during off peak season can decrease the server specifications as per requirement to get the maximum usage of the servers.
Physical limitations of the data center
   The data center deployment for on premises or on cloud has its own pros and cons. If the company deploys virtualized data center for on premises, the data center design should include the following: the space, the power system, the cooling system and also the security system as well. These are the major requirements for the deployment of the on premises datacenter. If the company needs to deploy large numbers of servers with disaster recovery site, then it is needed to have enough space, power plan for backup and cooling environment management system [7]. All of the above is needed to manage the security of all infrastructure and proper logging system for in/out of the data center. In the cloud infrastructure the organizations have a great advantage of physical limitation. They can choose or expand their data center as is needed per requirement and budget. The space consumed by the servers is not a matter, because all the space related issues are handled and managed by the cloud service providers [8]. Another major benefit of the cloud services are the cooling and power backup of the data center infrastructure, as the cooling and power backup is managed by the cloud service providers. One last major benefit when using the cloud services is that the physical security of the servers is included, and it is managed by the cloud service providers. A dedicated person is required to handle and manage the cloud services.
Virtualization
   There are various considerations which need to be kept in mind while designing and implementing the virtual infrastructure. In case of the storage requirement, the virtual machine needs to be created in the parent hypervisor [9]. If the virtual machine is deployed on network storage or other server storage, or if the network or other server is not available, the machine will not be able to use the resources. If the virtual machine is deployed on Type-I hypervisor, then it should have the same copy of hypervisor running within the infrastructure for backup and disaster recovery. Another consideration for virtualization deployment is the virtual machine isolation, in the case where the virtual machine goes down and issues appear, it will not affect any other virtual machine or hypervisor. There is another consideration for the virtual machines which is the migration of virtual machines [9]. The virtualized environment allows the live migration of virtual machines from one server to another without affecting the running services or downtime. One solution would be to migrate the virtual machine very carefully, without effecting the client’s services. One more consideration for deployment of virtualization environment represents the disaster recovery feature, so the virtualized environment is not dependent on the hardware. The last consideration which should be taken into consideration is the storage for higher disk count. If the servers storage volume groups or disk pools are not set as per requirement, then it can cause latency issues for the storage and will give a slow response.
SAN (Storage Area Network)
   SAN (Storage Area network) is the high speed storage area network that provides the block level storage. SANs have various elements like storage drives, network switch and hosts, and all are connected to virtualized environment or hypervisor [4]. There are different kinds of storage that are network supported in the virtualized infrastructure. SAN can be deployed using different hypervisors such as VMware vSphere, Microsoft Hyper-V, Citrix XenServer, etc. In the virtualization technology there can also be made use of virtual SAN, where the hypervisor uses the storage of different physical servers and combines storage of RAID 1, RAID 5 or RAID 10, which also provides the facility of disaster recovery and failover management, in case any disk or storage device fails.
Cloud Security

   The security of the on premises data center and the cloud infrastructure is one of the major elements that need to be managed by the customer. If the organization is going to deploy the on premises data center, then managing the physical security is another aspect which needs to be managed and secured by the organization [3]. To provide the best security for any infrastructure, the company needs to make sure that their servers are secure and updated with the latest updates and security patches. Ransomware is another security threat which can be very threatening for servers security. For the organizations to be protected against the latest viruses and threats it is necessary to adopt powerful internet security solutions such as: Kaspersky, Bitdefender, McAfee, Sophos etc. Most of the organizations have special cyber security department within their organization for management and security. Nowadays, most of the organizations are aware of the security of their customer data. If the customer’s personal data information leaks out, then it can be very risky for the company’s reputation, which may lead to losing the customers trust. When it comes to cloud security, there are different softwares used for pen testing allowing to find the vulnerabilities within their cloud server infrastructures, thus making the cloud infrastructure secure and reliable. 
Secure Energy Supply and Sustainability

	[9] 
	F. Shakeel and S. Sharma, "Green cloud computing: A review on efficiency of data centres and virtualization of servers," International Conference on Computing, Communication and Automation (ICCCA), 2017.

 


The secure energy for virtualization on premises and for cloud services is the relationship between the national security and the availability of the national resources to utilize the energy consumption as per requirement. The availability of the affordable energy solution is the essential requirement for the modern economies [8]. Taking into consideration that the use of uneven distribution of energy supplies are the major vulnerabilities to the hypervisors, there is the option to be hosted locally or hosted on cloud. In case of a power breakdown, the backup is the major requirement of all data centers, so it will not create any issues for server power supplies and will not make any physical damage to the servers [9]. 
Conclusions
   Both virtualization solutions are available for the UWTSD, and both are feasible for an organization, but it should be mentioned that the deployment of on premises data center might not be the best choice considering the actual times. It involves a lot of budget, planning, manpower and the cost of deployment is also very high. Regarding the deployment of cloud infrastructure, it appears to be a better choice as it involves no upfront charges and the annual plans are convenient, as there is the potential of getting discounts offered by the cloud service providers. Also, the management of the security and the vulnerability assessment is the responsibility of the customer who is utilizing the resources. Finally, another benefit for using the cloud environment is that every service can be scaled up or scaled down as per UWTSD needs and budget plans. 
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   Abstract – The Virtualization Technology is one of the baselines in every data center design and implementation. To achieve all the latest data center technology trends, the companies use various hypervisors as per organization requirements. In regard to its ABC Data Ltd, the companies use the Type-I hypervisor KVM technology as it matches with the requirements for server load balancing, failover, and disaster recovery. KVM base technology has no overhead of licenses due to open-source platform deployment. Using virtualization Technology, the organizations can facilitate customers as per their computing requirements and can provide all the high-level specification features using virtualization latest security trends. 

Introduction

   ABC Data Ltd company is providing the cloud and virtualized system services for customers to use storage and hosted virtual machines as per their requirements within different budget plans. ABC Data Ltd have deployed the three data centers at various locations for data and server’s consistency and high performance. ABC Data Ltd use the open-source cloud solution KVM to host their Type-I hypervisor-based services. The company has the full control over their hosted cloud solutions, as all three data centers are interconnected with each other using high speed fiber cables [1].

Virtualized Technologies
   ABC Data Ltd use the open-source as the source for hypervisor to utilize the virtualization Technology. KVM within the open-source is used by the organization to provide cloud machines and storage services over the cloud [2]. Linux platform is used for the deployment of KVM (Kernel based virtual machine platform). With this platform, the company’s Linux platform works as a hypervisor and controls all the virtual machines using the physical server resources. Virtual Machine tools are used to work with the virtualized tools, managing the processors, the memory, the storage, and the network resources [3]. All the virtual machines which utilize the KVM are called guest machines. Linux platform also provides many security features for the hypervisor and the guest machines, and within the Linux platform there is very less chance of viruses and threats to occur, compared with the Windows platforms. Another reason for choosing the open-source Linux KVM is the cost. The open-source platform did not include any extra cost for licensing, and it can be managed and administered by the hypervisor platform as per requirement of the organization [4]. 

KVM Hypervisor Features

   There are a few features available in the Kernel base Linux platform. One of the major features is the security enhanced Linux (SELinux) used in KVM to establish the security boundaries and isolation. Svirt is another security feature in the KVM base Linux hypervisors, which secures from the manual labeling errors and enables the mandatory access control [2].

   The support of different types of storage is another feature of the KVM hypervisors. KVM also supports the various local disk, NAS (Network Area Storages) and SAN (Storage area Network). KVM also has the capability to support soft and hard RAID. Therefore, in case of disk failure it will not affect the running services and another disk takes its place, as the faulty disks are replaced by the new disks [5]. KVM also has the feature to support the multi paths I/O which provides high speed and redundancy features as well. KVM supports the feature of shared file system, so the virtual machines can share the system files with each other, and the organization can do live migrations using KVM. The live migration feature of KVM also enables to shift the virtual machine transparently to the end users, so in the case of any failure of physical servers its virtual machines can be migrated from one host to another. Finally, the virtual machines of KVM also support the thin provisioning feature, which can be used to allocate storage or can extend or decrease its virtual machine size as per organizational needs.

KVM SAN (Storage Area Network)

   KVM SAN is the high-speed storage area network that provides the block level storage. KVM SANs have various elements like storage drives, network switches and hosts. All are connected to the virtualized environment or hypervisor. There are different types of storage area networks supported in the virtualized infrastructure. A major benefit of the SAN is the support of the virtual SAN, which is used to make a combination of disks from a different physical server to create storage array in virtual SAN.
KVM Cluster

   The KVM based virtualized infrastructure for ABC Data Ltd has the feature of the cluster failover for high performance. The KVM base virtual environment can be very useful when it comes to providing the support for the disaster recovery, and ABC Data Ltd has three multiple sites. The cluster feature of KVM hypervisor also enables the organization to provide end users with site recovery feature. When using the recovery feature servers within one site, it is replicated on the other site and the connection of both sites is realized with high-speed fiber cable which provides high performance of replication of data from one site to another site. Cluster feature also enable the users to share the load of one site to another site using the load balancing feature of KVM. For example, if one site within the virtualized data center has many numbers of servers and other site has a smaller number of servers, the load balancing feature enables the hypervisor to share or shift load of one site to the other, in order to create and enable proper use of server resources.

Hypervisors and Network Security

   Managing the security of the virtualized KVM base infrastructure is one of the biggest challenges for ABC Data Ltd. The company uses different types of agent base and network base appliances to provide security to the end customers. The security of the on premises data center and the cloud infrastructure is one of the major things which need to be managed by the customer. Most of the organizations are creating a dedicated cyber security department for their management and security [6]. The ABC Data Ltd is using the services of Tenable Nessus security, as well as a vulnerability assessment software to manage and handle the security of their data center. ABC Data Ltd runs the various tests on their data centers which is used to detect the security breaches and flaws in their services. Tenable Nessus is used to scan more than 58000 security vulnerabilities within the sector. ABC Data Ltd is using Nessus to follow all the compliance list for HIPPA, NIST, GLBA, CIS, PCI, etc. One of the major benefits of using Nessus is that it is very easy to use. allowing to scan the network. Another benefit of using Nessus is the cost. Also, it can run multiple types of vulnerability scans, like Network scan, Advance scan, Compliance scan, Ransomware scan, Update patch scan, Brute Force scan, Port scan, Service scan [7]. All of these scans provide a better visibility upon all the security related issues which can be a potential threat for ABC Data Ltd.  
Conclusions
ABC Data Ltd has three data centers at different sites. All sites are using the virtualized data center and also are using the Linux based KVM infrastructure. The KVM based virtualized technology supports all the latest service features which are required in order to be aligned with the market trends. ABC Data Ltd offers different types of VPS and storage packages as per different types of customers. The packages can be basic, advanced, professional, and corporate. All the servers support different types of storage as per organizational needs. To make the end user’s data secure and highly available, the organization is using the Nessus software to achieve various vulnerability scans for the data center. All the combinations of these features and the security checks makes the ABC Data Ltd services reliable and secure.  
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