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Types of literature reviews

Type of literature reviews

Narrative Mapping

Aggregative

Scoping reviews Realist Reviews Critical Reviews

Reviews reviews reviews

Systematic
literature review

(Paré, 2017 [1])

/




Narrative literature review

 Traditional way of reviewing the extant of literature.

* Qualitative interpretation of prior knowledge.

* Summarize or synthesize what has been written on a particular topic

* Reviewers may selectively ignore or limit the attention paid to certain
studies ( subjective)

* Very useful to gather information about a specific subject area and
synthesize it.

* Helps to identify research gap.

* Best practice is to use a generic framework or structured approach to
conduct the review.



Mapping/Descriptive review

* To determine any interpretable patterns or trends in a
particular research topic

* Employ a systematic and transparent process that involves
finding, assessing, and classifying studies.

Example: A researcher studying machine learning in
cybersecurity might create a research map showing how

different algorithms (e.g., SVM, Neural Networks, Random
Forest) have been used over time.



Scoping review

* Scoping reviews make an effort to offer a preliminary assessment of the
possible scope and structure of the body of existing literature on an
emerging topic.

* The whole point of scoping the field is to be as comprehensive as
possible, including grey literature.

* Grey literature includes a range of documents not controlled by commercial
publishing organisations.

» Example: If you want to explore how Al is used in healthcare, a scoping
review will map out existing studies, categorize themes (e.g., Al in
diagnostics, Al in treatment), and highlight gaps without deeply
evaluating each study.



Realist Reviews

* A realist review examines how and why complex interventions work (or
don't) in specific contexts. It focuses on understanding the mechanisms,
contexts, and outcomes of interventions.

» Examples

1. If you review the impact of online learning on student performance, a
realist review will analyse why it works well for some students (self-
motivated learners) but not for others (students needing face-to-face
guidance).

2. A realist review on Al-driven cybersecurity interventions might
examine how and why certain Al techniques are effective in specific
contexts. For instance, it could investigate how Al-based intrusion
detection systems work in different organizational environments and
under what conditions they are most successful



Critical Reviews

Critical reviews seek to offer an interpretive analysis and critical
evaluation of the body of literature already written on a given
subject of interest in order to highlight important issues
pertaining to theories, hypotheses, research methodologies,
and/or results, as well as any weaknesses, contradictions,
controversies, and/or other significant issues.

E.g. critical review that assessed the methodological
quality of prior systematic review of online take new detection
studies.



dystematic literature review

* A Systematic Literature Review (SLR) is a structured and
methodical approach to identifying, evaluating, and
synthesizing existing research on a specific topic. It follows a
predefined protocol to ensure transparency, reproducibility,

- ; Assembli
and minimal bias. SEETe
* Systematic literature review encompasses the process
of “Assembling”, “arranging” and “assessing” Pz

existing literature in a review domain (Paul et al
2021).

Assessing



Systematic literature review Vs Narrative

* The narrative review is the "conventional" method of examining the body of literature,
and it leans heavily toward a qualitative interpretation of existing knowledge.

* Meta-analysis refers to the use of statistical techniques to synthesize results across
multiple primary studies

O >

Systematic literature review Meta-analysis

Narrative literature review



Systematic

Focused question

Multiple data
sources,

comprehensive
sources

Specific guideline
for search criteria

(inclusion and
exclusion criteria)

Critical appraisal

Synthesis based on
all evidence

Narrative

Broad in scope

Relevant literature
may be missed.
Subjective.

Search criteria are
not usually
specified

May not consider
the quality of
included studies

Synthesis based on
sample




Phases of systematic literature review

Define a clear question
Determine study inclusion criteria
Identify studies with search strategy
Abstract and critically appraise information
Systematically pool information
Draw conclusion on data summaries

Report findings

(Needleman 2002 [2])



Guideline for systematic review

Meta-analysis Of Observational Studies in Epidemiology
(MOOSE) [3]
N

=
Preferred Reporting Items for Systematic Reviews and

Meta-Analyses (PRISMA) [4]
A

Meta-Analysis Reporting Standards (MARS) [5].

\
/ . . . .
Scientific Procedures And Rationales for Systematic

Literature Reviews (SPAR-4-SLR) [6]
A




Preferred Reporting Items for Systematic Reviews

and Meta-Analyses (PRISMA)

PRISMA statement consists of a 27-item check list and a four-phase flow diagram

The Title

The objective

The search string

Eligibility criteria

*  Years considered

+ Language

*  Publication type ( journal conference paper)

Information sources
e  Databases

Study selection process

*  Screening

*  Downloading full text

* Inclusion of studies based on eligibility criteria

Data collection process
* Plotted forms
* Role of independent researchers

Data items
* List and define variables

Final data collection process
Synthesis methods

Results

Discussion

Other Information


https://prisma-statement.org/documents/PRISMA_2020_checklist.pdf

Preferred Reporting Items for Systematic

Reviews and Meta-Analyses (PRISMA)

Identification

Screening

Eligibility

Included

# of records identified through
database searching

# of additional records
identified through other sources

# of records after duplicates removed

A

r

# of records screened

L 4

# of records excluded

Y

r

# of full-text articles
assessed for eligibility

# of full-text articles
excluded, with reasons

1

# of studies

included in

qualitative synthesis

A

r

# of studies

(meta-a

included in

quantitative synthesis

nalysis)

* Four phase flow diagram (Moher et al.
2009)



Preferred Reporting Items for Systematic Reviews

and Meta-Analyses (PRISMA)

Phase 1 : Identification

» Example 1 for search string (database: Web of science)

* (((color image segment™) AND (cluster” OR salien*)) OR (
(salien™ detect™) or (salien™ segment™))) and 2022 or 2021 or 2020
or 2019 or 2018 or 2017 or 2016 or 2015 or 2014 or 2013 or 2012
(Publication Years) and Articles (Document Types) and English

(Languages).
» Example 2- (database: IEEE)

Showing 1-100 of 732 results for ("All Metadata™:Artificial intelligence and cyber security)
~ Filters Applied: Journals Internet Of Things Convolutional Neural Network Deep Learning Intrusion Detection System Machine Learning Denial Of Service
Intrusion Detection Internet Of Things Devices Deep Neural Network Types Of Attacks 2022 - 2025



Preferred Reporting Items for Systematic Reviews

and Meta-Analyses (PRISMA)

[ ] [ ]
¢ Identlﬁcatlon IEEE Xplore® srowsev  MySetingsy  Holpw @

of Wales
Davia

ADVANCED SEARCH

n Download PDFs Items Per Page ~ m Set Search Alerts Search History

Showing 1-25 of 732 resultsfor (“All Metadata™:Artificial intelligence and cyber security)
w Filters Applied: Journals Internet Of Things Convolutional Neural Network Deep Leamning Intrusion Detection System Machine Learging Denial Of Service
Intrusion Detection Internet Of Things Devices Deep Neural Network Types Of Attacks 2022 - 2025

Conferences (1,672) Magazines (38)

Search Select All on Page Sort By ’—feleVance - How will
] BLOCKCHAIN

Images revolutionize your industry?

Beta) Explainable Artificial Intelligence Applications in Cyber Security: State-of-the- & e
Artin Research - Dlaf o
Zhibo Zhang; Hussam Al Hamadi; Ernesto Damiani; Chan Yeob Yeun; Fatma Taher slLearning Course Program.
Show IEEE Access >

Year: 2022 | Volume: 10 | Journal Article | Publisher: IEEE
Cited by: Papers (102)

® Al Results

Subscribed Content @

Open Access Only v Abstract  HTML  [J§
"
Year - NG-ICPS: Next Generation Industrial-CPS, Security Threats in the Era of Artficial & Interested in
Intelligence, and Open Challenges With Future Research Directions =
© Range Single Year Muhammad Adil; Ahmed Farouk; Hussein Abulkasim; Aitizaz Ali; Houbing Song; Zhanping Jiry becoml“g an

-
2022 2025 IEEE Internet of Things Journal Assoclate

Year: 2025 | Volume: 12, Issue: 2 | Journal Article | Publisher: IEEE

-
Clear Cited by: Papers (1) Edltor?

v Apstact HTML | ©

Author v
Affiliati o The Security and Privacy of Mobile-Edge Computing: An Artificial litelligence Perspective
tiation Cheng Wang; Zenghui Yuan; Pan Zhou; Zichuan Xu; Ruixuan Li; Dapeng Oliver Wu
IEEE Internet of Things Journal 11}
Publication Title v

Year: 2023 | Volume: 10, Issue: 24 | Journal Article | Publisher: IEEE :
Cited by: Papers (15)

Publisher v l E E E
_— v Abstract HTML [ ©

Supplemental ltems v

A Comprehensive Review of Al's Current Impact and Future Prospects in &
Publication Topics v Ouhareansurihy

Download the selected papers to Excel using Export option



Preferred Reporting Items for Systematic Reviews

and Meta-Analyses (PRISMA)

» Identification — (Excel file with details of the selected papers)

Document Title Authors  Author Affi Publicatio Date Adde Publicatio Volume

Explainable Artificial Intelli Z. Zhang, F Center for | IEEE Acces 13-Sep-22
NG-ICPS: Next Generation | M. Adil; A. Departmer |EEE Intern 10-Jan-25
The Security and Privacy of C. Wang; Z Hubei Engi |EEE Intern 11-Dec-23
4 Comprehensive Review of A. Al Siam; Departmer |EEE Acces 24-Jan-25
Empowering Security Opere M. Khayat; College of |EEE Acces 29-lan-25
4 Survey on Explainable Art G. Rjoub; J King Huss¢ IEEE Trans 12-Dec-23
Explainable Artificial Intelli N. Capuan School of [ IEEE Acces 13-Sep-22
4ICyber-Chain: Combining Z. Ullah; A. Departmer |EEE Acces 07-Oct-24

Artificial Intelligence in Sm Y. Liu; X. T:JD Logistic |IEEE Trans 26-Jun-23
4 Survey on Blockchain anc Q. Fadi; Z. TIC Labora IEEE Acces 13-Sep-22
Explainable Intrusion Detec N. Mousta University |EEE Comm 22-Aug-23
Autonomous Vehicles Secu G. Bendiak Departmer |EEE Trans 29-Mar-23
When Industrial Radio Sect W. Li; G. Ck School of | IEEE Trans 07-Oct-24
4 Cloud-Based Computing J. Robertsc US Army B¢ IEEE Trans 03-Nov-22
Optimizing Secure Al Lifecy A. Omran 4 Departmer |EEE Acces 24-]an-25
How Do Organizations Seel N. Sun; C. - School of EIEEE Acces  13-Jul-22

Senerative Al for Cyber Sect 8. Sai; U. Y Departmer |EEE Acces 18-Apr-24
4DEROS: Artificial Intelliger M. Kiac; P. Departmer |EEE Syster 12-Dec-23
4pplication of Large Langu: |. Hasanov Departmer |EEE Acces 03-Dec-24
4l Enabled Threat Detectior K. Dhanus School of (IEEE Acces 25-Nov-24
Recent Advances in Trustwi A. Rawal; J Departmer |EEE Trans 23-Nov-22
The Influence of Artificial Ir 5. A, A. BokCenter of 5 |EEE Acces  14-Jul-23
Rendering Secure and Trus C. Qiu; G. £College of |EEE Trans 09-Nov-22
4 Survey on Cyber Security 1. Ashraf, ¥ Departmer |EEE Trans 08-Feb-23
Survey on Foundation Modi R. Liu; Q. Z Departmer IEEE Trans  23-Jul-24
4 Comprehensive Survey: B'M. Ozkan-i Departmer |EEE Acces 25-Jan-24
Recent Technological Progi K. Haricha Laboraton |EEE Acces 14-Aug-23
Developing a Transparent £ M. Sajid Fz Departmer |EEE Acces 02-Jan-25
4pplications of LLMs for Ge M. Mudass Departmer |EEE Acces 08-Oct-24
Recent Advances in Artifici: B. A. Salau Departmer IEEE Intern 25-Jul-22
Zonfluence of Blockchain £8. Sai; V. C Departmer |EEE Intern 23-Mar-23
ttack Detaction Lsing Artif N. ¥alA8A+ Danartmer IFFF Intern 09-Dec-74

2022
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2023
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10
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10
13
13
20
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12

10
25
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10
20
69
13
10
10
12
17
12
12

11
19
24

12
11
13
12

10
11

2
24

10

4

2

15
7
24

93104
1343
22008
14029
19162
5115
93575
142194
73113
1
93168
1775
3614
45280
11854
3913
12889
71749
44736
53497
5073
176751
173127
832
69783
900
2677
264
12229
77929
1307
143806
12916
5873
34550

Start Page End Page Abstract [IS5N

93139 This surve'2169-3536
1367 The compl 2327-4662
22032 Mobile-ed;2327-4662
14050 The use of 2169-3536
19197 Organizati 2169-3536
5140 The 4€cebl 1932-4537
93600 Nowadays2169-3536
142214 Artificial ir 2169-3536
73140 Artificial ir 2169-3536
20 Logistics ¢ 2832-7004
93186 Smart envi 2169-3536
1807 The field o 1553-877X
3637 The arrival 1556-0016
45288 The field o 2169-3536
11865 The rapid (1941-0050
3922 The DoDa€ 1558-0040
12920 Generative 2169-3536
71763 Cyber assL2169-3536
44777 Advances i2169-3536
53516 This resea 2169-3536
5084 The deploy 1937-9234
176778 The emerg 2169-3536
173136 This comp 2169-3536
866 Artificial ir 2691-4581
69797 Artificial ir 2169-3536
909 Industrial 1941-0050
2690 Impressive 1556-0016
280 Industrial 2832-7004
12256 Given the c2169-3536
77951 With growi 2169-3536
1318 The worlch 2169-3536
143822 This study 2169-3536
12930 Advances i2327-4662
5897 Blockchair2327-4662
39559 Technolos 2327-46R2

Dol Funding InPDF Link  Author Key |EEE Terms Mesh_Tern Article Cita Patent Cita Reference ' License

10.1109/ACCESS.2022. hitps:/fiee Artificial ir Computer crime;Cybe 102 270 CCBY 05-Sep-22
10.1109/)1 Guangdon hitps:/fiee Artificial ir SecurityArtificial inte 1 135 IEEE 25-Oct-24
10.1109/J1¢ National M hitps:/fiee Artificial ir Security; Privacy;Artifii 15 165 IEEE 11-Aug-23
10.1109/AC Qatar Nati hitps://iee Artificial ir Artificial intelligence;Computer security;Sec 137 CCBY 10-Jan-25
10.1109/ACCESS.2025. hitps:/fiee Artificial ir Artificial intelligence;Computer security, Thr 140 CCBY 23-Jan-25
10.1109/Tk Natural Sc https://iee Explainabl Artificial intelligence; 15 107 IEEE 05-Jun-23
10.1109/ACCESS.2022. hitps:/fiee Artificial ir Artificial intelligence: 80 244 CCBY 05-5ep-22

10.1109/AC Universida hitps:/fiee Artificial ir Artificial intelligence;Blockchains;Compute

10.1109/AC Office of N hitps://iee Cyber-phy: Artificial intelligence; 5
10.1109/TICPS.2023.3% hitps:/fiee Artificial ir Logistics;Artificial int 25
10.1109/ACCESS.2022. hitps:/fiee Blockchair Blockchains;Artificial 17
10.1109/CC Australian hitps:/fiee Cyber defe Internet of Things;Cor 54
10.1109/TI' European | hitps://iee Autonomo Sensors;Security,Artif 53
10.1109/AC Engineerin hitps://iee Artificial ir Artificial intelligence: 20
10.1109/TlI National b https:/fiee Artificial ir Security,Wireless communication;Commun
10.1109/TEM.2021.30¢€ https:/fiee Artificial ir Cloud computing;Coll 14
10.1109/AC Departmer hitps:/fiee Generative Artificial intelligence; 1
10.1109/AC Cyber Secu hitps://iee Common ¢ Security,Organization 9
10.1109/AC Cyber Secw hitps:/fiee Common ¢ Security,Computer cri 16
10.1109/ACCESS.2024. hitps://iee Security;Ar Security,Passwords;M 14
10.1109/18 Technolog https://iee Intelligent Rail transportation;Di 3

10.1109/ACCESS.2024. hitps:/fiee Cybersecu Computer security,Artificial intelligence;Cor
10.1109/ACCESS.2024. hitps://iee Zero-day v Artificial intelligence;Computer security;Dat

10.1109/TA DoD Cente https:/fiee Artificial ir Artificial intelligence: 93
10.1109/AC Ministry of hitps://iee Artificial ir Artificial intelligence; 22
10.1109/TlI National  hitps://iee Blockchait Industrial Internet of © 16
10.1109/TI' Basic Sciel hitps://iee Maritime s Marine vehicles;Comj 49
10.1109/Tl National § https:/fiee Industrial Prognostics and heal 1
10.1109/ACCESS.2024. hitps:/fiee Cyberattac Computer security;De 23
10.1109/ACCESS.2023. hitps:/fiee Smart mar Artificial intelligence; 21
10.1109/ACCESS.2024. hitps://iee Anaemia g Anemia;Predictive models;Artificial intellige
10.1109/AC Norwegiar hitps://iee Cyber secL Training;Computer se 2
10.1109/J1CDoD Cente https://iee Artificial ir Wireless communica 35
10.1109/J1C FCT/MCTES hitps:/fiee Blockchair Artificial intelligence; 11

10.1109/110T.2024 344 httns: /fiee Artificial ir SCADA svstems:Cvherattack:Artificial intelli

57 CCBY 19-Sep-24
77 CCBYNCNL ##h##44%

162 CCBY 06-Jun-23
115 CCBYNCNL 01-5ep-22
215 IEEE HHnRRaEE
232 IEEE 20-Jan-23
22 ccey 22-Apr-22
67 IEEE 24-Jun-24

42 USGov 27-Jul-21
70 CCBYNCNL04-Nov-24
71 CCBY 29-Jun-22

150 CCBY 21-Apr-22
138 CCBYNCNL 04-Apr-24
45 IEEE 08-Jun-23
210 CCBY 25-Nov-24
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24 IEEE 06-Jun-22
116 IEEE 15-Apr-22
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Preferred Reporting Items for Systematic Reviews

and Meta-Analyses (PRISMA)

* Phase 2 Screening

o Wenl: Applicatiol SCIENTIF Article
Lehrfeld, £ Lehrfeld, £ Analysis 0 ELECTRC Article
Li, ZW; Lu Li, Zhiwei, A Dyna-Q- SYMMETRE Article
Elsayed, k Elsayed, L INSDN: ATIEEE ACC Article
Hong, W, iHong, We Analyzing SUSTAIN/ Article
Kotenko, | Kotenko, | Ensuring : BIG DATA Article
Wu, YL; Wi Wu, Yingli RETRACT JOURNAL Article;
Zhang, H; Zhang, Hz Causality COMPUTE Article

Herrero, A Herrero, A Advanced PEERJ C( Article
Karadas, | Karadas, | Determin: REVISTA E Article
Shafi, Q; E Shafi, Qai: Fog-Assis IEEE ACC Article
Guo, WY, " Guo, Weiy Explainab EXPERT £ Article
Liu, T; Yu, Liu, Tao; ¥ The relatic OPERATIC Article
Yuan, 8; CYuan, ShuHuman R COMPUTF Article
Man, WY; " Man, Wan Joint Selfz [EICE TR Article
Cakir, A; A Cakir, Abd Developm TEHNICKI Article
Samy, A; Y Samy, Ahr Fog-Base |IEEE ACC Article

Cunha, J; Cunha, Jo Enhancing FUTURE | Article
Aksjonov, Aksjonov, Detection |EEE TRAIArticle
Cioca, M; : Cioca, Ma A System APPLIED : Article
Uliah, I; Ri Ullah, Ihtis RETRACT SECURIT Article
Zhana. JHZhana. Jiz Dvnamic / MOBILE IM Article

The comp [Shi, Wenl
This work [Lehrfeld,
Unmanne [Li, Zhiwei
Software-[ [Elsayed, |
The rapid [Hong, We
The article [Kotenko,
; Re In the long [Wu, Yingl
Malicious [Zhang, H:

Firms face [Herrero, £
This study [Karadas,
Extensive [Shafi, Qai
Deep Neu [Guo, Weil
The proble[Liu, Tao] |
Human re [Yuan, Sht
Software [[Man, War
Many devi: [Cakir, Abt
The numb [Samy, Ah

The rapid [Cunha, J¢
In additior [Aksjonov,
Featured /[Cioca, Mz
; Re Software [[Ullah, Ihti
Internet fir Zhana. Ji:

2021 10.1155/2 httpiidx de China No
2024 10.3390/e httpoiide dc Poland Mo
2018 10.3390/s hitp#idx.dc China Yes
2020 10.1109/A http i deIreland Yes
2019 10.3390/s hitp.#dx.dc China No
2023 10.3390/b hitp:#idi.dc Russia  Yes
2022 10.1155/2 hitpiidx.di China Mo
2016 10.1016/. hitp:iidx.dc USA Yes

2021 10.7717/p hitp:idx.de Spain No
2018 10.1590/rt hitp #idx.de Turkey No
2018 10.1109/A http:#idi de Pakistan  Yes
2023 10.1016/}. http:#dx.dc China No
2022 10.1007/s hitp.#dx.dc China No
2022 10.1155/2 http:iidx.dc China No
2024 10.1587r httpiidx.de China Yes
2023 10.17559/ hitp:lidx.de Turkey  Yes
2020 10.1109/A httpiidx de China Yes

2024 103390/ http-ifdx dc Portugal  NO
2019 10.1109/T http:iidx.dc Czech Re| No
2022 10.3390/a hitp.#idx.dc Romania Mo
2021 10.1155/2 hitp-/idx.dc Pakistan Mo
2022 10.1155/2 httoiidx. de China Mo

Approach Method ( CTechnigue Application Simulated Study type Dataset  Sample Size Accuracy Precision Recall

Flscore

E
Mot related to Networks and Cybersecurity
Mot related to Cybersecurity
Retracted
? DS Detection On premis Stealthy M DOS browser ¢ 77 Supernise ML Naive Bayse DARPA dz 1221633262 Not menti 0.976 0.988
Bayesian Metwork DARPA dz 1221633262 0987 0.995
3vM DARPA dz 1221633262 0938 089
Mot related to Networks and Cybersecurity
Mot related to Networks and Cybersecurity
SDN loT IDS and IF Detection Cloud ?7? DDos Fuzzers, A Altack rate per aitack Supemise ML E3ML ( Alt Fog assis Simualted Empirical UNSW-NB Not mentione Not mentii Not repart Not report Mot repore:
Mot related to Networks and Cybersecurity
Retracted
Mot related to Metworks and Cybersecurity
Evaluatior SDN LAN Bandwidtt 77 On premis Detecting DDos ?? Unsupeni Clustering Kmeans  Bandiwdtt Simulated Empirical Private 7500000
loTicloud 10T DS Detection Cloud mirai, DDoS, worms, clone 1D attack, hello Supervise DL LSTM Aftack dett Simulated Experimer RPL-NIDE 150016 9815 9399 99.07 9912
scan, Ack, Syn, UDP, UDPplain N_BaloT-; 701647 99 85 93 64 99 31 9912
fuzzers analysis, backdoor, doS, exploits, generic, reconnaissance,shellcode, and w UNSW-NE 700000 9996 9996 9997 9998
DDoS, FTP-patator, SSH-patator, web attack-brute force, exploits and web attack-SQL- CICIDS-2( 745423 99.37 9928 9967 9949
DoS, probe, U2R and R2L NSL-KD 148517 9934 9918 9958 9938

Review Paper

Notrelated to Cybersecurity
MNotrelated to Cybersecurity
Retracted

Not related to Cvbersecurity



Preferred Reporting Items for Systematic Reviews

and Meta-Analyses (PRISMA)

* Phase 2 Screening

Publicatio Authors Author Full Mames YEAR

1 Article Title Abstract  Times Citi Times Cit

24 Gion, D; Takimoto, H; Kishihz Gion, Daiki; Takimoto, Hironori; 2015 Interactive Segmentation of Color Images Ba Efficient ir 0 1 unsupenvised saliency Graph based 0 Caltech and Gmbm| lﬂl 0941| | 0718| | ﬂ,xlj|YES

3 Yang, WZ; Li, DL: Wang, SL; Yang, Wenzhu; Li. Daoliang; W. 2013 Saliency-based color image segmentation in It is difficu 8 10 Mo quantiative results

4 |4 Nguyen, TD; Lee. G Toan Dinh Mguyen: Lee. Guees: 2012 Color image segmentation using tensor votin: A novel cc 12 12 Mo quantiative results

5 Sikha, OK. Kumar_SS Som{Sikha O K Kumar_S Sachin| 2018[Salient region detection and object JEstimatio] 13 13] 0[unsupenvised |§ahen:v |§¢a|ic 0[MSRAB [ &000] | I I [ 0.827]Na quantiative results not based on
6 [J Sikha, OK: Kumar_SS: Som{Sikha O K Kumar_S_Sachin| 2018[Salient region detaction and objsct {Estimatio 13 13] 0funsupenised [Saliency [Static 0[SED I 100] | I I | 0.825]Na quantiative results not based on
TN Sikha. OK: Kumar. SS: SomgSikha. O. K. Kumar. S. Sachin| 2018|Salient region detection and object segment{Estimatiol 13 13 0lunsupenvised Saliency Static 0]ASD 1000 0.991|No quantiative results not kased on
8 [J No quantiative results not based on
9 [ Lee, JE; Park, RH Lee, Ji-Eun; Park, Rae-Hong 2015 Segmentation with saliency map using colouThis study 10 11 0 Mo quantiative results

104 Ramella, G Ramella, Giuliana 2021 Saliency-based of Skin lesio 0 0 0 unsupervised saliency 1|EH2 200 .921 .921

1md Ramella, G Ramella, Giuliana 2021 Saliency-based of di Skin lesio 0 0 0 unsupervised saliency 1|ISIC2016 TRAIN 900)  0.961] 843

124 Ramella, G Ramella, Giuliana 2021 Saliency-based segmentation of dermoscopi Skin lesio 0 0 1 unsupervised saliency 1|ISIC2016 TEST 397 .921 871| YES

134 Kharinav, MV Kharinov, M.V 2015 Pixel clustering for color image seqmentatior Image sec 5 6 No quantiative results

14 No quantiative results not based on
15 |4 Baya, AE; Larese, MG; Nami Baya, Ariel E.; Larese, Monica ! 2017 Clustering stability for automated color image Clustering i 8 0 No quantiative results

16|J Tan, KS; Isa, MAM; Lim, WH Tan, Khang Siang; Isa, Nor Ash 2013 Color image segmentation using adaptive un: This pape 28 30 0 No quantiative results not based on
17 |J Anbarasan, K: Chitrakala, S Anbarasan, Kalaivani; Chitrakalz 2078 Clustering-Based Color Image Segmentation Color imar 3 3 0 Only Abstract

184 Bruno, A; Gugliuzza, F; Ardiz Bruno, Alessandro; Gugliuzza, f 2019 Image Content Enhancement Through Salien Color visic 2 2 0 No quantiative results

19 J Khan. Z: Yang. J; Zheng, YJ Khan, Zubair: Yang. Jie; Zhen 2019 Efficient clusterin roach for adaptive uns This study 3 3 0 No quantiative results

20 No quantiative results not based on
21 Liu, HQ; Zhang, Q; Zhao, F  Liu, Han Qiang; Zhang, Qing; Zk 2018 Interval fuzzy spectral clustering ensemble a In recent \ 2 2 0 Only Abstract

22 () Kim, JY Kim, Jeong-Yeop 2014 Segmentation of Lip Region in Color Images Extractior 6 7 0 No quantiative results not based on
23\J Liu, LX; Tan, GZ; Scliman, M:Liu Ling-xing; Tan Guan-zheng 2012 Color image segmentation using mean shift : To improw 6 6 0 No quantiative results not based on
24 () Zhang, LX; Li, KS; Zhang, Y 'Zhang, Lixia; Li, Kangshun; Zha 2017 Adaptive image segmentation based on coloiPerson re 12 12 0 No quantiative results not based on
25|J Lei, T; Jia, XH: Zhang, YN: LitLei, Tao; Jia, Xiachong; Zhang, * 2019 Superpixel-Based Fast Fuzzy C-Means Clus A great nu 80 88 0 Mo quantiative results not based on
26 ) Yang, SQ; Li, P; Wen, H. Yang, Senquan; Li, Pu; Wen, H 018 K-Hyperline Clustering-Based Color Image S Color imar 3 3 0 No quantiative results not based on
27 Sun, LQ; Luo, B; Liu, T; Liu, *Sun, Longqing; Luo, Bing; Liu, T 2019 Algorithm of Adaptive Fast Clustering for Fist Fish swar 2 3 0 No quantiative results not based on
28 |J Liu, HQ: Zhao, F Liu, Hangiang; Zhao, Feng 2021 Multiobjective fuzzy clustering with multiple = Clustering 0 0 0 Mo quantiative results not based on
29 ) Zhou, ZP; Zhao Zhu, SW Zhou, Zhiping; Zhao, Xiaoxiao, Z 2018 K-harmanic means clustering algorithm using This pape 6 7 0 No quantiative results not based on
30(J Salmi, A; Hammouche, K; M: Salmi, Abderezak; Hammouche 2021 Constrained feature selection for semisupenvi Color-text 1 1 0 Only Abstract

Ny Subramani. K: Periyasamy, £ Subramani, Kalaivani; Periyasar 2019 Double Line Clustering Based Colour Image :Backgrou 1 1 0 No quantiative results not based on
32 Guo, YH; Sengur, A; Akbulut, Guo, Yanhui: Sengur, Abdulkad 2018 An effective color image segmentation appro: Color imat 18 21 0 No quantiative results not based on
33 Xu, GM; Zhou, J; Dong, JW; (Xu, Guangmei; Zhou, Jin; Dong 2020 Multivariate morphological reconstruction bas The fuzzy 3 3 0 No quantiative results not based on
4 Garcia-Lamont, F; Cervantes, Garcia-Lamont, Farid: Cervantes 2020 Automatic computing of number of clusters filn this par 4 4 0 No quantiative results not based on
3B Khan, A; Rehman, ZU; Jaffar, Khan, Ahmad; Rehman, Zia Ur; 2019 Color image segmentation using genetic alge Clustering 9 9 0 No quantiative results not based on
36 |J Zhao, XM; Li, Y; Zhao, QH  Zhao, Xuemei; Li. Yu; Zhao, Qu: 2018 A Fuzzy Clustering Approach for Complex C:In comple: 8 8 0 Mo quantiative results not based on
37 Basar, 5; Ali, M; Ochoa-Ruiz Basar, Sadia; Ali, Mushtag; Ocl 2020 Unsupenised color image segmentation: A ¢ Color-bast 6 6 0 No quantiative results not based on
38 J Mujica-Vargas, D; Gallegos-F Mujica-Vargas, Dante; Gallegos 2013 A fuzzy clustering algorithm with spatial robu In this par kT4 7 0 No quantiative results not based on
39 () Alferez, S; Merino, A; Aceved Alferez, Santiago; Merino, Anna 2019 Color clustering segmentation framewaork for Current cc 10 10 0 Only Abstract

4014 Zeng, SH; Wu, YL; Wang, §; Zenq, Shachua; Wu, Yalan; Wa 2021 Adaptive scale weighted fuzzy C-Means clus The seqm 0 0 0 Only Abstract

ESRN] Malhotra, J: Jha, S Malhotra, Jitin: Jha, Sunil 2021 Fuzzy c-means clustering based colour imac Micro-mill 1 1 0 No quantiative results not based on
42 YES

43 Liang, BM: Zhang. JZ Liang, Binmei: Zhang. Jianzhou 2014 KmsGC: An Unsupenvised Color Image SegnFor unsup 4 4 0 No quantiative results not based on
44 Zhao, F; Zeng, Z: Liu, HQ; La Zhao, Feng; Zeng, Zhe; Liu, Har 2020 Semisupenised Approach to Surrogate-Assi: Multiobjec 6 6 0 Semisupenvised Clustering ~ FCM 0 Berkeley Segment: 20 0.927 0.601

45 Z: Liu, HQ; La Zhao, Feng; Zeng, Zhe: Liu, Har 2020 Semisupenised Approach to Surrogate-Assi: Multiobjec 6 6 1 Semisupervised Clustering  FCM 0 Weizmann 12 0934 06 YES

46 |J Pramod, S; Payal, A Pramod, S.; Payal, Ashish 2017 Wavelet Based Hybrid Compression and Col Image cor 0 0 0 No quantiative results not based on
47 Chang, DX Zhao, ¥: Liu, L; Z Chang. Dongxia: Zhao, Yao; Liu 2016 A dynamic niching clustering algorithm base:In this par 14 14 0 No quantiative results not based on
48 [J Gamino-Sanchez, F; Hernanc Gamino-Sanchez, Fernando; He 2018 Block-Matching Fuzzy C-Means clustering a In this par 10 10 0 No quantiative results not based on
49 [J Hasnat, MA; Alata, O; Treme Hasnat, Md. Abul; Alata, Olivier: 2016 Joint Color-Spatial-Directional Clustering and Recent ac 27 27 0 No quantiative results not based on
504 Li, ZJ; Zheng, YP; Cao. LQ; JLi, Zhijiang; Zheng, Yingping; Cz 2020 A student's t-based density peaks clustering Image col 2 2 0 Mo quantiative results not based on
E1|J Zhao, F; Chen, YL; Liu, HQ; FZhao, Feng: Chen, Yilei; Liu, Ha 2019 Alternate PS0-Based Adaptive Interval Type- Interval tyy 16 21 0 No quantiative results not based on
52 J Akbarizadeh, G; Rahmani, M Akbarizadeh, Gholamreza; Raht 2017 Efficient Combination of Texture and Color Feln this par kil 33 0 No quantiative results not based on
531J Nongmeikapam, K: Kumar. Vi Mongmeikapam, Kishoriit, Kums 2018 An Unsupervised Cluster-wise Color SegmenThe traditi 4 4 0 Only Abstract
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Preferred Reporting Items for Systematic

Reviews and Meta-Analyses (PRISMA)

Phase 3 : Eligibility Criteria

ID

Criterion

Exclusion criteria

EC1

Papers in which only the abstract is available

« Example for inclusion and exclusion criteria

EC2

Review and conference papers

EC3

Duplicates records

EC4

Papers are not written in the English language

EC5

Papers are not aimed at the artificial intelligence and cyber
security

EC6

Papers do not apply the Al based techniques for Cyber security
process

Inclusion criteria

IC1

Articles published in the period of 2015 - 2025

IC2

Papers that addressed the cyber security process using Artificial
intelligence

IC3

Papers that provided clear information about the Experiment
details including the network setup and details of datasets

IC4

Papers that provided the results in terms of average precision,
recall, and F-Score.

ID Criterion
Exclusion criteria

EC1 Papers in which only the abstract is available

EC2 Review and conference papers

EC3 Duplicates records

EC4 Papers are not written in the English language

ECS Papers are not aimed at the color image segmentation

EC6 Papers do not apply the clustering or saliency methods for image segmentation

EC7 Papers do not directly apply object detection or segmentation

EC8 Papers that used non-image data for segmentation

EC9 Papers do not report the segmentation evaluation metrics in terms of average precision, recall, and F-Score.
Inclusion criteria

IC1 Articles published in English.

ICc2 Papers that clearly stated the segmentation methods and the techniques used for image segmentation.

IC3 Papers that provided clear information about the image database and the number of images used for

evaluation.
IC4 Papers that provided the segmentation results in terms of average precision, recall, and F-Score.



Preferred Reporting Items for Systematic

Reviews and Meta-Analyses (PRISMA)

Inclusion.
# | Extraction element Contents Type
General Information
1 Title Title of the article Text
2 Author The authors of the article Text
3 Country The country of the research mnstitute Text
4 Year The year of publication Numeric
Description of the study
5 Segmentation approach O Supervised Classes
[ Unsupervised
6 Segmentation method [ Clustering Classes
[ Saliency
[0 Clustering and saliency
7 Segmentation technique For mstance, K-Means Algorithm, SLIC, Mean shif, | Text
Deep learning, bottom-up saliency, and top-down
saliency.
8 Preprocessing stage 18 [ Yes Classes
implemented O No
9 Unit of processing [ Pixel Classes
[ Patch
[J Region
10 |Dataset List of the dataset used for evaluation Text
11 | Number of datasets Number of datasets used for the evaluation Numeric
12 |Number of images Number of images used for the evaluation Numeric
13 |Precision The average prectsion of the produced results Numeric
14 |Recall The average recall of the produced results Numeric
15  |F-Score The average F-Score of the produced results Numeric

« Example for search variables used to
extract the relevant information to
extract information from included studies



Preferred Reporting Items for Systematic Reviews and

Meta-Analyses (PRISMA)

Example: Four phase flow diagram

Records identified through database
searching (n=2025; specific results:
Web of Science = 1689:
PubMed=336)

Y
Records after duplicates (70)

removed
E (n=1933)
3 i
Records screened
(n=1955)

Records with only

| ¥ abstract (150)
E Full text article assessed for Full text articles excluded with reasons
) eligibility —»| (n=1624; specifically: Review articles

(n=18053) elimmnated =9, clustering or saliency
method not applied = 10, object
detection or segmentation not applied

¥ =23, studies used non-image data=274,
Studies included in the Precision, recall and F-Measure score

qualitative synthesis were not used for analysis = 1308).
(n=181)
g L
Studies included i the meta-
analysis

(n=151)




Preferred Reporting Items for Systematic

Reviews and Meta-Analyses (PRISMA

¢ Sample results (General characteristics of included studies)

=0 29 [EEE TRANSACTIONS ON IMAGE...
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Prefterred Reporting Items for Systematic

Reviews and Meta-Analyses (PRISMA

¢ Sample reSUItS (General characteristics of included studies)




Preferred Reporting Items for Systematic

Reviews and Meta-Analyses (PRISMA)

¢ Sample reSUItS (General characteristics of included studies)

MSRASK ECSSD PASCAL

SOD ASD SED1
Clustering Saliency and clustering Saliency = SED2 MSRA10K - MSRA-B
iCoseg




Systematic Literature review — work flow

1. Data extraction
» Keywords, select electronic databases

(21 . Prepare a framework for organizing and interpreting the collected
ata

» To structure the review process

3. Learn from the literature
* gain valuable insights and perspectives from existing literature

4. Classify the literature in different theme/clusters
* To identify the research gap

5. Literature synthesis

 Synthesis the findings from the literature and develop theories to guide
your research



Systematic literature review

* A systematic review is a review of a clearly articulated
question that use systematic and explicit methods to identify,
select, and critically evaluate relevant research as well as
gather and analyze data from the studies that are included in
the review (Needleman 2002).

* A “systematic review” is a high-level assessment of existing
evidence that aims to provide a clear response to a specific
question.

* Systematic review aim to mitigate bias by using explicit,
systematic methods documented in advance with a protocol.
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