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DRAFT


The way in which the internet enables users to instantaneously communicate across vast distances, whether that may be two colleagues sending an email to each other whilst being in the same building, or terrorists sending the newest propaganda material from the other side of the planet, is a description that encapsulates both the technology’s usefulness and its danger.

Much research has been carried out by many organisations on the role of the internet in modern terrorist stratagem, with the main findings of Behr (et al., 2013) concluding that the internet creates more opportunities to be radicalised, the technology acts as an “echo-chamber” for extremist beliefs, it accelerates the process of radicalisation, enables radicalisation to occur without face-to-face contact, and increases opportunities for self-radicalisation to occur (Behr et al., 2013). 

Meserve and Pemstein (2020) highlight the difficult balance of freedom and security, with the two concepts often diametrically opposing one another and providing many complex issues surrounding rights and censorship within democratic nations. Meserve and Pemstein (2020) acknowledge that the traditional response by Governments to any threat is to it minimise and prevent, with terrorism and the internet invoking this response, with efforts made to restrict digital communication. Furthermore, the source (Meserve and Pemstein, 2020) found that the biggest issue when combating internet material is the ability of internet users to avoid governments by conducting their work internationally, with governments being unable to detain authors of illegal terrorist propaganda content, as well as those that commit international cyber-crime, alternative strategies must be used instead.

One such strategy is the suppression of digital content, with Meserve and Pemstein (2020) observing that the way in which content is restricted and hinders full internet freedom to tackle terrorism, is a strategy used in democratic countries that is actually utilised by typical autocratic regimes such as Russia and China, with Merseve and Pemstein (2020) stating that whereas regimes often censor digital content that poses a threat to their political or authoritative control over the population, western countries use the same process for terrorist content.

Sultan (2019) explores how developments in mobile technology such as Fitbits or Apple watches, as well as other brand headphones or heart tracking devices have enabled individuals and organisations to determine the location of military installations around the world, as well as hack MRIs in hospitals. Sultan (2019) further explains how terrorist groups such as Islamic State (IS) and Al Qaeda (AQ) have also utilised new programmes such as automated bots or bot accounts to transmit their message on online social media networks, with Sultan (2019) stating the use of bot accounts to constantly re-tweet propaganda messages have enabled terrorist organisations to use the internet with little effort to broadcast their message. Sultan (2019) describes this amplification as being cheap and simple, with the use of social media networks reaching an audience roughly ten times as large as the radio in terms of potential reach.

Additionally, Sultan (2019) highlights the dangers of not only bots online but also viruses that are capable of locking computers and files which can essentially cripple an organisation or country should things get out of hand. One such example is the NHS and global Cyber Attack of 2017, which saw over 200,000 computers across 150 countries infected by a virus known as WannaCry (Acronis, 2019). Acronis (2019) explains that the attack resulted in NHS computers and files being held at ransom and therefore inoperable throughout the crisis, this resulted in thousands of operations and appointments being cancelled and NHS staff having to rely on pen and paper or mobile devices as telephones were also disabled. According to NHS England, Acronis (2019) states that 80 out of 236 NHS trusts were impacted, with roughly 603 primary care organisations and 595 GP practices being held at ransom, costing £92 million in damages. 

Although the attack was thwarted accidentally by a computer security researcher (Acronis, 2019), the cyber-attack was an eye opener for many security experts around the world due to the attack’s potential to heavily hinder or cripple a nations’ systems, something of interest to extremist organisations. Despite the attack’s damage, according to Acronis (2019) over 9 months later all 236 of the NHS trusts still failed to pass a cyber security vulnerability inspection, with this exposure being echoed to other emergency services as according to Sophos (2019), 76% of leaders said their organisation had been affected by a ransom cyber-attack within the last year, with 55% of public sector IT leaders also believing their digital data is not as valued as private sector data due to a lack of security investment from the Government. This belief is despite public sector organisations housing sensitive medical, personal, financial and government information, with medical information according to Acronis (2019) being ten times the value of bank details, thus demonstrating not only the vulnerability, but the express interest of financially savvy illegal organisations such as those that operate on the Dark Web, or even terrorist groups such as IS who have extensive financial streams of revenue including crypto-currency and cyber ransoms (CISAC, 2021).

Khan and Khawaja (2016) and Ward (2018) have extensively discussed the utilisation of traditional social media by terrorist organisations such as IS, however, Weimann (2016) notes that in more recent years there has been a step-back from traditional social media such as Twitter and Facebook, with more interest now being placed on encrypted services such as Telegram. Weimann (2016) explains that due to the crackdown on many public facing forums, terrorists have moved towards the Dark Web, a section of the internet that is unreachable through traditional search engines such as Google, that houses extremely illegal content such as weapons trafficking, slave trade, sexual violence, illicit finances, and terrorist communication, with illegal activities taking up 57% of the Dark Web.

Weimann (2016) continues and states that access to the Dark Web by terrorist sympathisers from the illegal organisations is granted through either USB drives with pre-installed programmes to download, or through other browsers such as Tor, with even the IT department of Al Qaeda distributing a manual called “Tor Browser Security Guidelines”, to enable followers to make this change from traditional communication to anonymous and untraceable ones. Additionally, even public facing sites such as “Telegram” are utilised by terrorist groups, with the channel feature on the site seeing a huge surge in usage as in one month alone over 700 new channels in 2016 identified with IS were created and opened, with members for these channels going from 5,000 members to over 10,000 members in over a week (Weimann, 2016).

The app “Telegram” according to Weimann (2016) is a popular choice and publicly known to house terrorist content due to its priority and confidence in its ability to house encrypted messages, with the organisation going as far as offering $300,000 rewards for anyone who could crack the encryption and offer their method to the company, in an effort to patch the breach. Despite the organisation being the host of terrorist organisations’ content such as Islamic State, the CEO of “Telegram” stated the right to “privacy is more important than our fear of bad things happening, like terrorism.” (Weimann, 2016), a comment that arguably demonstrates complete disregard for human life, as Ward (2018) establishes that Telegram has been used to coordinate many terror attacks in Africa, the continent with the most terrorist incidents in the world (Marc, 2021).

Although the internet is used by many Islamic extremist organisations, far right-wing organisations and supporters ironically use the same methods (Blackbourn, 2021). Hayden (2019) illustrates how white nationalists and anti-government extremists are advocating for mass shootings and revolt to “destabilize the US” and use Telegram to share views and exchange “memes” of terrorist incidents such as the 2011 Norwegian terror attack and the 2019 Christchurch incident. More recently, Velch (2021) states the Dark Web and apps such as Telegram were also used to organise the 2021 US Capitol Hill insurrection, with individuals that were subsequently arrested following the incident having used Telegram to organise additional acts of insurrection in the 10 days after the incident. 

However, this phenomenon is not unique to the United States, as a recent case study shows that far right sentiments are expressed and shared virtually in the United Kingdom as well (Townsend, 2021). Recently, the BBC (BBC News, 2021) reported that an extreme right wing supporter Michael Nugent had a sentence increased from 3 and a half years to 5 years for sharing manuals to create bombs and firearms, with the individual also being a supporter of Brenton Tarrant, the individual responsible for the Christchurch shooting in 2019, stating: “I understand why Tarrant did what he did.” , “What he did was a game changer.”, “Terrorism is the only way out of it.”. The British extremist was also in a group on Telegram with 200,000 other far right supporters, demonstrating this incident is not isolated (BBC News, 2021).

Additionally, as well as traditional social media sites and the utilisation of the Dark Web, Townsend (2021) states video games have also been used to recruit some of the youngest members of society to far right organisations, with a 13 year old downloading a bomb making manual, and a 15 year old volunteering to be the first “white suicide bomber”, being just two examples of the 17 children arrested on terrorism charges in the UK since 2019-2021, with even a neo-Nazi group being led by a 15 year old being a third example (Townsend, 2021).

To conclude, the way the internet is used by terrorist organisations both Islamic and far right, is beyond the typical approach of sharing propaganda as was the historic use of the internet seen when IS at its height published 18 propaganda pieces a day (Zelin, 2015). The contemporary utilisation of the internet is now into the shadows, with the use of the Dark Web, and encrypted apps such as Telegram (Weimann, 2016), and highlights the modern challenges of combating cyber-crime and terrorism.
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