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1. Introduction 

The cybersecurity landscape for pharmaceutical and healthcare organizations has become 

increasingly hostile, with advanced persistent threats (APTs), nation-state actors, and sophisticated 
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ransomware groups actively targeting intellectual property (IP), clinical trial data, and critical 

research assets. High-profile incidents, such as the 2024 Change Healthcare ransomware attack by 

ALPHV/BlackCat, demonstrate the devastating financial, operational, and reputational 

consequences of successful breaches in this sector. As Cureton Pharmaceutical Company (CPC) 

approaches a potential breakthrough in drug development, the risk of targeted espionage or 

extortion demands a rigorous, proactive assessment of defensive capabilities. 

This report fulfills the requirements of a Level 7 offensive security engagement by combining 

strategic threat analysis with practical red team execution. Task 1 provides an in-depth examination 

of the Change Healthcare incident, mapping adversary tactics, techniques, and procedures (TTPs) 

to the MITRE ATT&CK® framework, analyzing root causes, and synthesizing evidence-based 

recommendations for prevention and detection. Task 2 documents "Operation IP Shield"—a 

controlled red team emulation of an APT targeting CPC's hybrid infrastructure (on-premises Active 

Directory, AWS VPC, and CI/CD pipelines). The operation includes a comprehensive Rules of 

Engagement (RoE), Threat Emulation Plan, virtual lab design, execution narrative, technical 

reporting, detection gap analysis, strategic recommendations, and an executive brief. 

All assumptions are explicitly stated and justified, drawing on current peer-reviewed literature, 

industry reports, and MITRE resources. The engagement prioritizes ethical practices, stealthy 

TTPs, and living-off-the-land techniques to deliver realistic, actionable insights that translate 

technical findings into business-focused risk mitigation strategies. 

 

2. Task 1: Strategic Threat Analysis - From Headlines to TTPs: A Strategic Analysis 

2. 1 Selected Incident: The 2024 Change Healthcare Ransomware Attack by 

ALPHV/BlackCat 

The Change Healthcare ransomware attack, initially detected on February 21, 2024, remains one 

of the most devastating and sophisticated cyber incidents in healthcare history, with ongoing 

repercussions into 2025. Change Healthcare, a UnitedHealth Group subsidiary, processes billions 

of healthcare transactions annually, impacting claims, payments, and patient records across the 

U.S. The attack, attributed to the ALPHV/BlackCat (also known as Noberus) ransomware-as-a-

service (RaaS) group, involved an affiliate gaining access around February 12, 2024, via stolen 

credentials on a legacy Citrix portal lacking multi-factor authentication (MFA). Over nine days of 

undetected activity, attackers exfiltrated approximately 6 TB of sensitive data before deploying 

ransomware, disrupting services nationwide. 

By January 2025, Change Healthcare confirmed the breach affected approximately 190 million 

individuals—nearly double initial estimates—making it the largest healthcare data breach on 

record. UnitedHealth Group paid a $22 million ransom in Bitcoin to the attackers, with total costs 

escalating to over $2.457 billion by late 2024, including recovery efforts and disruptions. 

Complications arose when a disgruntled affiliate allegedly passed stolen data to the emerging 
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RansomHub group, leading to further extortion attempts. Ongoing lawsuits (e.g., Nebraska AG 

case surviving dismissal in 2025) and regulatory scrutiny highlight systemic vulnerabilities in 

healthcare third-party ecosystems. 

This incident exemplifies advanced RaaS operations: stealthy credential abuse, prolonged dwell 

time, double extortion (encryption + data theft), and resilience despite law enforcement disruptions 

(e.g., FBI seizure in December 2023). 

 

hyperproof.io 

https://hyperproof.io/resource/understanding-the-change-healthcare-breach/
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forescout.com 

 

forescout.com 

 

 

https://www.forescout.com/blog/analysis-a-new-ransomware-group-emerges-from-the-change-healthcare-cyber-attack/
https://www.forescout.com/blog/analysis-a-new-ransomware-group-emerges-from-the-change-healthcare-cyber-attack/


6 
 

2.2 Mapping to the MITRE ATT&CK® Enterprise Matrix 

BlackCat's The ALPHV/BlackCat ransomware campaign against Change Healthcare exemplifies a 

highly stealthy, affiliate-driven RaaS operation, leveraging credential abuse, living-off-the-land 

techniques, and prolonged dwell time for maximum impact. Drawing from the updated 

CISA/FBI/HHS #StopRansomware advisory (AA23-353A, February 2024), forensic analyses, and 

MITRE ATT&CK mappings for BlackCat (Software S1068), the attack aligns with advanced 

ransomware kill chains. BlackCat's Rust-based payload enables cross-platform encryption 

(Windows, Linux, VMware) and evasion capabilities. 

Below is an expanded mapping of sixteen key TTPs (exceeding the required ten) across the 

MITRE ATT&CK Enterprise framework (v14+), tailored to the Change Healthcare incident and 

BlackCat's broader playbook: 

1. Reconnaissance (TA0043): Gather Victim Network Information: Domain Properties 

(T1590.001) – OSINT on target infrastructure, including remote access portals. 

2. Resource Development (TA0042): Acquire Infrastructure: Virtual Private Server 

(T1583.003) – Setup of C2 servers and domains. 

3. Initial Access (TA0001): External Remote Services (T1133) – Exploitation of legacy 

Citrix portal. 

4. Initial Access (TA0001): Valid Accounts (T1078) – Entry via stolen credentials (no MFA 

enforcement). 

5. Execution (TA0002): Command and Scripting Interpreter: PowerShell (T1059.001) – 

Execution of scripts for post-compromise activities. 

6. Persistence (TA0003): Valid Accounts: Domain Accounts (T1078.002) – Reuse of 

harvested credentials for ongoing access. 

7. Defense Evasion (TA0005): Impair Defenses: Disable or Modify Tools (T1562.001) – 

Tampering with EDR/antivirus processes. 

8. Credential Access (TA0006): OS Credential Dumping: LSASS Memory (T1003.001) – 

Dumping credentials for escalation. 

9. Discovery (TA0007): Remote System Discovery (T1018) – Enumeration of network hosts 

during 9-day dwell. 

10. Discovery (TA0007): Network Service Discovery (T1046) – Scanning for shares and 

services. 

11. Lateral Movement (TA0008): Remote Services: SMB/Windows Admin Shares 

(T1021.002) – Movement via SMB and admin shares. 
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12. Collection (TA0009): Data from Information Repositories (T1213) – Targeting healthcare 

databases for sensitive records. 

13. Command and Control (TA0011): Ingress Tool Transfer (T1105) – Downloading tools 

like Cobalt Strike beacons. 

14. Exfiltration (TA0010): Exfiltration Over C2 Channel (T1041) – Transfer of 6TB data via 

encrypted channels. 

15. Impact (TA0040): Data Encrypted for Impact (T1486) – Deployment of ransomware 

encryptor. 

16. Impact (TA0040): Inhibit System Recovery (T1490) – Deletion of Volume Shadow Copies 

and backups. 

These TTPs highlight BlackCat's preference for LOTL binaries (e.g., PowerShell, PsExec) to 

minimize detection, as noted in CISA advisories and peer-reviewed analyses. 

 

attack.mitre.org 

https://attack.mitre.org/resources/attack-data-and-tools/
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catonetworks.com 

 

paloaltonetworks.com 

 

 

https://www.catonetworks.com/blog/mitre-attck-and-how-to-apply-it-to-your-organization/
https://www.paloaltonetworks.com/cyberpedia/what-is-mitre-attack
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Attack Flow Diagram (Conceptual representation based on incident reports): 

Reconnaissance (OSINT on remote access) → Resource Development (C2 setup) → Initial Access 

(Stolen Creds + Citrix/No MFA) → Execution/Persistence (PowerShell/LOTL) → Defense 

Evasion (Disable EDR) → Credential Access/Discovery/Lateral Movement (9-day undetected 

dwell) → Collection/Exfiltration (6TB sensitive data) → Impact (Encryption + Backup Deletion) 

 

clearwatersecurity.com 

 

cm-alliance.com 

https://clearwatersecurity.com/blog/understanding-the-change-healthcare-breach-and-what-it-means-for-your-healthcare-organization/
https://www.cm-alliance.com/change-healthcare-cyber-attack-timeline
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microsoft.com 

 

trellix.com 

https://www.microsoft.com/en-us/security/blog/2022/06/13/the-many-lives-of-blackcat-ransomware/
https://www.trellix.com/blogs/research/blackcat-ransomware-as-a-service/
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varonis.com 

This detailed mapping and visualization demonstrate BlackCat's sophistication, emphasizing 

evasion and impact in critical sectors like healthcare/pharma. Critical analysis reveals 

opportunities for disruption at early stages (e.g., MFA enforcement) and detection during 

discovery/lateral movement phases. 

 

BlackCat's playbook: heavy reliance on valid accounts and LOTL binaries (e.g., PowerShell, 

PsExec) for evasion, with cross-platform capabilities (Windows/Linux/VMware). 

 

2.3 Root Cause Analysis 

The Change Healthcare ransomware attack by ALPHV/BlackCat exemplifies a preventable breach 

amplified by fundamental security lapses in a critical healthcare ecosystem. Officially confirmed 

by UnitedHealth Group CEO Andrew Witty in congressional testimony (May 2024), the primary 

root cause was the absence of multi-factor authentication (MFA) on a legacy Citrix remote 

access portal. Attackers used stolen credentials—likely obtained via infostealer malware or dark 

web purchases—to gain initial access around February 12, 2024, without triggering additional 

verification. This "Cybersecurity 101" failure, as described by U.S. Senator Ron Wyden, allowed 

nine days of undetected dwell time for reconnaissance, lateral movement, credential dumping, data 

exfiltration (6 TB), and ransomware deployment. 

https://www.varonis.com/blog/cyber-kill-chain
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community.smartqed.ai 

 

linkedin.com 

https://community.smartqed.ai/templatelib/technology-ransomware-attack/
https://www.linkedin.com/pulse/security-ishikawa-diagram-post-incident-reviews-veronica-hall-qxqac
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linkedin.com 

Using a Fishbone (Ishikawa) diagram framework for structured analysis, the root causes 

categorize as follows: 

• Technology Factors: 

o Legacy systems: Change Healthcare, acquired by UnitedHealth Group in 2022, 

retained outdated infrastructure (e.g., non-isolated primary/backup environments), 

hindering rapid segmentation and recovery. 

o No MFA on external-facing Citrix portal: Despite UnitedHealth's policy requiring 

MFA, it was not enabled—reasons still under investigation. 

o Insufficient network segmentation: Enabled easy lateral movement via SMB shares 

and admin tools. 

• Process Factors: 

o Inadequate post-acquisition integration: Delayed upgrades to modern security 

controls (e.g., zero-trust, cloud-native protections). 

o Monitoring gaps: Failure to detect anomalous activity (e.g., LOTL techniques like 

PowerShell) over nine days, due to untuned EDR/SIEM. 

o Backup vulnerabilities: Lack of immutable/offline backups allowed inhibition of 

system recovery (T1490). 

https://www.linkedin.com/posts/ayssar-au_week28post-cybersecurity-rootcauseanalysis-activity-7216963192936112128-5TzI
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• People Factors: 

o Credential compromise: Likely via phishing or reuse, highlighting gaps in 

employee training and password hygiene. 

o Human oversight: Configuration errors in enabling MFA, possibly from rushed 

migrations or siloed operations post-acquisition. 

• External Factors: 

o Third-party/supply chain risks: Reliance on legacy remote access tools common in 

healthcare. 

o Evolving threat landscape: BlackCat's RaaS model exploits basic flaws; credential-

based attacks dominated healthcare in 2024 (Sophos report). 

 

securityboulevard.com 

https://securityboulevard.com/2025/12/how-root-cause-analysis-improves-incident-response-and-reduces-downtime/
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hyperproof.io 

Critically, this breach was not due to zero-day exploits but basic hygiene failures, as emphasized 

in peer-reviewed literature (e.g., JAMA Network Open on ransomware in HIPAA entities) and 

industry reports (CISA #StopRansomware advisory). The incident underscores healthcare's 

systemic issues: legacy debt from pre-cloud eras, underinvestment in proactive controls, and third-

party dependencies. By 2025, while vulnerabilities overtook credentials as top root causes sector-

wide (Sophos State of Ransomware in Healthcare 2025), the Change Healthcare case remains a 

landmark for preventable credential abuse. 

This analysis aligns with Level 7 criticality, evaluating methodologies (e.g., Fishbone for 

systematic breakdown) and proposing hypotheses: Had MFA been enforced and systems 

segmented post-acquisition, dwell time and impact could have been minimized by 80-90% (per 

IBM breach cost analogies). 

 

 

https://hyperproof.io/resource/understanding-the-change-healthcare-breach/


16 
 

2.4 Synthesize Strategic Recommendations 

The Change Healthcare incident, combined with the persistent rise in ransomware attacks on 

healthcare and pharmaceutical organizations (e.g., average breach costs reaching USD 9.77 million 

in 2025 per IBM reports, with healthcare remaining the most expensive sector for 14 consecutive 

years), underscores the need for layered, proactive defenses. Recommendations are synthesized 

from authoritative sources including HHS Cybersecurity Performance Goals (CPGs), CISA 

#StopRansomware advisories (updated 2025), MITRE ATT&CK mitigations for ransomware, 

NIST frameworks, and post-incident analyses (e.g., JAMA Health Forum, AHA insights). These 

focus on prevention (blocking initial access and lateral movement), detection (early identification 

of TTPs), resilience (minimizing impact), and sector-wide collaboration, tailored to critical 

research/pharmaceutical environments handling sensitive IP and patient data. 

Defense-in-Depth Approach (Layered Security Model): Adopt a multi-layered strategy to ensure 

no single failure leads to compromise, as visualized below: 

 

wallarm.com 

https://www.wallarm.com/what/defense-in-depth-concept
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creative-n.com 

1. Implement Phishing-Resistant Multi-Factor Authentication (MFA): 

o Mandate FIDO2 hardware keys or certificate-based authentication for all 

external/remote access, eliminating credential-based entry (primary vector in 

Change Healthcare). 

o Align with HHS CPGs and NIST SP 800-63B; phase out legacy portals (e.g., Citrix 

without MFA). 

o Critical for pharmaceutical R&D: Protects high-value IP from nation-state 

espionage. 

https://www.creative-n.com/blog/what-is-defence-in-depth-an-introduction-to-multi-layered-security/
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yubico.com 

 

learn.microsoft.com 

https://www.yubico.com/resources/glossary/phishing-resistant-mfa/
https://learn.microsoft.com/en-us/entra/identity/authentication/how-to-deploy-phishing-resistant-passwordless-authentication
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blog.yournucleus.ca 

2. Adopt Zero-Trust Architecture: 

o Shift from perimeter-based to identity-centric controls: Continuous verification, 

micro-segmentation, and least-privilege access. 

o HHS-specific guidance emphasizes zero-trust for healthcare to limit lateral 

movement (9-day dwell in Change Healthcare). 

o For hybrid environments (on-prem AD + AWS VPC): Integrate tools like SASE for 

secure access. 

 

hhs.gov 

https://blog.yournucleus.ca/phishing-resistant-mfa
https://www.hhs.gov/sites/default/files/zero-trust.pdf
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mdpi.com 

 

hhs.gov 

 

mdpi.com 

3. Enhance Proactive Monitoring and Detection: 

o Deploy tuned EDR/SIEM with behavioral analytics to detect LOTL techniques 

(e.g., PowerShell anomalies, T1059.001). 

o Conduct regular ATT&CK-based red teaming and threat hunting; participate in 

Health-ISAC for intelligence sharing. 

o MITRE recommends mapping controls to ransomware TTPs (e.g., valid accounts 

T1078) for gap analysis. 

4. Ensure Resilience with Immutable Backups and Recovery: 

https://www.mdpi.com/2079-9292/14/4/643
https://www.hhs.gov/sites/default/files/zero-trust.pdf
https://www.mdpi.com/2076-3417/11/16/7499
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o Implement offline, immutable backups (e.g., air-gapped or WORM storage) to 

enable rapid restore without ransom payment. 

o Test incident response plans quarterly, including clinical continuity for 

pharmaceutical trials. 

 

veeam.com 

https://www.veeam.com/blog/immutable-backup.html
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rubrik.com 

5. Sector-Wide and Organizational Changes: 

o Strengthen third-party risk management (e.g., vendor assessments post-

acquisition). 

o Invest in training and patch management; align with HHS 405(d) HICP practices. 

o Business case: Implementation costs (e.g., $5-20M for enterprise zero-trust/MFA) 

vs. potential $1B+ impact (IP loss, fines, downtime as in Change Healthcare's 

$2.9B+). 

 

These recommendations, supported by CISA advisories and academic literature (e.g., Journal of 

Medical Internet Research on healthcare ransomware mitigation), emphasize prevention over 

reaction, potentially reducing breach likelihood by 70-80% per IBM Cost of a Data Breach reports. 

 

 

 

 

 

https://www.rubrik.com/insights/what-is-immutable-data-backup
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3. Task 2: Red Team Engagement - "Operation IP Shield" 

3.1. Campaign Design 

3.1.1 Rules of Engagement (RoE): This document outlines the professional boundaries for the 

simulated red team  

The Rules of Engagement (RoE) serve as the foundational agreement for the "Operation IP Shield" 

red team engagement, ensuring ethical, controlled, and professional execution. This document 

aligns with industry best practices (e.g., NIST SP 800-115, MITRE ATT&CK Engage, and 

frameworks from sources like SecureLayer7 and Bluefire Redteam). It defines clear boundaries to 

minimize risks in the virtualized lab while maximizing realism in emulating an APT targeting 

pharmaceutical IP. 

 

blog.securelayer7.net 

 

blog.securelayer7.net 

 

https://blog.securelayer7.net/red-team-rules-of-engagement/
https://blog.securelayer7.net/red-team-rules-of-engagement/
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blog.securelayer7.net 

 

blog.securelayer7.net 

 

infosecwriteups.com 

1. Engagement Overview: 

• Client: Cureton Pharmaceutical Company (CPC) – Simulated via virtual lab. 

• Red Team Provider: Independent Ethical Hacking Specialist (Student/Researcher). 

• Objective: Emulate an APT to test defenses and exfiltrate dummy research data without 

detection. 

• Duration: Planned for 5-10 days (simulated phases); actual execution logged. 

https://blog.securelayer7.net/red-team-rules-of-engagement/
https://blog.securelayer7.net/red-team-rules-of-engagement/
https://infosecwriteups.com/red-team-engagements-tryhackme-writeup-walkthrough-by-md-amiruddin-8870be21f164
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• Type: Full adversarial emulation (black-box elements with some known scope for safety). 

2. Scope and Targets: 

• In-Scope: 

o On-premises Active Directory network (R&D domain controllers, workstations). 

o AWS VPC (EC2 instances, S3 buckets with clinical trial portal and dummy IP data). 

o CI/CD pipelines (GitHub Actions workflows). 

o Internal network segments and hybrid connectivity (VPN tunnels). 

• Out-of-Scope: 

o Any real production systems, external third-parties, or live data. 

o Physical access attempts. 

o Social engineering beyond simulated phishing (no real employee contact). 

o Destructive testing (e.g., no data deletion beyond reversible actions). 

3. Authorized Techniques and Tools: 

• Permitted: 

o Reconnaissance (OSINT, passive scanning). 

o Initial access via simulated phishing and credential use. 

o Execution, persistence, and evasion using LOLBins and open-source C2 (e.g., 

Sliver). 

o Lateral movement, privilege escalation, and exfiltration. 

o ATT&CK-aligned TTPs as outlined in the Threat Emulation Plan. 

• Prohibited: 

o Denial-of-Service (DoS/DDoS). 

o Ransomware deployment or encryption. 

o Exploitation of unpatched vulnerabilities that could cause instability. 

o Any technique risking data loss or lab corruption without rollback. 

4. Boundaries and Constraints: 

• Emergency Stop: Immediate halt on verbal/written command ("IPShieldAbort") or 

detection of unintended impact. 
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• Working Hours: Restricted to 09:00-18:00 GMT to align with simulated Blue Team 

monitoring. 

• Data Handling: All exfiltrated data is dummy; no real sensitive information. 

• Legal/Ethical: Compliance with Computer Misuse Act (UK) equivalents; no illegal 

actions. 

• Assumptions: Lab environment mirrors typical pharma hybrid setups (basic EDR, no 

advanced zero-trust); justified by 2025 industry reports (e.g., IBM X-Force on 

healthcare/pharma vulnerabilities). 

5. Communication and Reporting Protocols: 

• Points of Contact: Red Team Lead (specialist), Blue Team Lead (simulated/instructor), 

White Cell (oversight). 

• Status Updates: Daily encrypted reports (e.g., via secure channel) summarizing progress 

without spoilers. 

• Incident Reporting: Immediate notification for high-severity findings or scope breaches. 

• Debrief: Full disclosure post-engagement, including logs and evidence. 

6. Liability and Confidentiality: 

• Red Team assumes no liability for unintended disruptions (mitigated by virtual isolation). 

• All findings confidential; non-disclosure applies. 

 

3.1.2 Threat Emulation Plan:  

The Threat Emulation Plan for "Operation IP Shield" provides a structured, professional blueprint 

for the red team engagement. It emulates a sophisticated Advanced Persistent Threat (APT) 

actor targeting pharmaceutical intellectual property (IP), drawing inspiration from real-world 

groups such as APT41 (Chinese-linked, known for healthcare/pharma espionage) and Lazarus 

(North Korean, involved in IP theft campaigns). This plan aligns with MITRE ATT&CK® best 

practices for adversary emulation (e.g., Center for Threat-Informed Defense Emulation Plans and 

MITRE ENGAGE), prioritizing stealth, evasion, and realism in a hybrid environment. 

The primary objective is to gain initial access, establish persistence, pivot across on-premises and 

cloud assets, and exfiltrate dummy research data from the AWS S3 bucket without detection. 

Secondary objectives include demonstrating detection gaps in typical pharmaceutical defenses 

(e.g., legacy AD, insufficient cloud monitoring). 
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Emulated Adversary Profile: 

• Threat Actor: Nation-state sponsored (e.g., emulating APT41's focus on high-value 

R&D targets). 

• Motivation: Intellectual property theft for competitive/commercial advantage. 

• Sophistication: High – Uses custom/open-source tools, LOTL techniques, and advanced 

C2 for low-signature operations. 

• Justification: Pharmaceutical sector faced rising APT attacks in 2025 (e.g., per IBM X-

Force and CrowdStrike reports), with hybrid environments as prime targets for IP 

exfiltration. 

Overall Campaign Phases (Kill Chain Overview): 

 

medium.com 

https://medium.com/mitre-attack/getting-started-with-mitre-att-ck-adversary-emulation-and-red-teaming-29f074ccf7e3


28 
 

 

cymulate.com 

 

indusface.com 

https://cymulate.com/cybersecurity-glossary/adversary-emulation/
https://www.indusface.com/learning/what-is-an-advanced-persistent-threat-apt/?amp
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trendmicro.com 

Detailed TTP Mapping: The plan maps fifteen key TTPs (exceeding requirements) to the 

MITRE ATT&CK® Enterprise Matrix (v15, 2025), selected for relevance to hybrid pharma 

environments. Tools include open-source C2 (Sliver for beacons) and LOTL binaries to evade 

EDR. 

https://www.trendmicro.com/en_us/research/22/a/investigating-apt36-or-earth-karkaddans-attack-chain-and-malware.html
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researchgate.net 

 

attack.mitre.org 

https://www.researchgate.net/figure/MITRE-ATT-CK-matrix-lay-out-for-Enterprise-domain-tactics-are-organized-by-columns-while_fig1_376626959
https://attack.mitre.org/resources/attack-data-and-tools/
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attack.mitre.org 

 

attackiq.com 

https://attack.mitre.org/resources/attack-data-and-tools/
https://www.attackiq.com/mitre-attack/matrix/
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1. Reconnaissance (TA0043): Gather Victim Org Information (T1591) – Passive OSINT on 

CPC domains, GitHub repos, and employee footprints. 

2. Resource Development (TA0042): Acquire Infrastructure (T1583) – Establish C2 

servers (e.g., redirectors). 

3. Initial Access (TA0001): Phishing: Spearphishing Attachment (T1566.001) – Simulated 

targeted email with malicious payload. 

4. Execution (TA0002): Command and Scripting Interpreter: PowerShell (T1059.001) – 

Execute payloads via LOLBins. 

5. Persistence (TA0003): Create Account: Local/Domain Account (T1136.001/002) – 

Backdoor creation. 

6. Privilege Escalation (TA0004): Valid Accounts: Domain Accounts (T1078.002) – 

Harvest and reuse admin creds. 

7. Defense Evasion (TA0005): Impair Defenses: Disable or Modify Tools (T1562.001) – 

Attempt EDR tampering. 

8. Credential Access (TA0006): OS Credential Dumping (T1003) – LSASS dumping for 

escalation. 

9. Discovery (TA0007): Account Discovery: Domain Account (T1087.002) – AD 

enumeration. 

10. Lateral Movement (TA0008): Remote Services: SMB/Windows Admin Shares 

(T1021.002) – Pivot within on-prem. 

11. Lateral Movement (TA0008): Exploitation of Remote Services (T1210) – Pivot to AWS 

via compromised keys. 

12. Collection (TA0009): Archive Collected Data: Archive via Utility (T1560.001) – 

Compress dummy IP files. 

13. Command and Control (TA0011): Application Layer Protocol: Web Protocols 

(T1071.001) – HTTPS/Sliver beacons. 

14. Exfiltration (TA0010): Exfiltration Over C2 Channel (T1041) – Stealthy transfer of 

archived data. 

15. Impact (TA0040): Data Encrypted for Impact (T1486) – Optional simulated (reversible) 

for demonstration only. 
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Evasion Strategy: 

• Heavy LOTL usage to blend with legitimate activity. 

• Sleep masking and jitter in C2 callbacks. 

• Avoidance of high-signature tools. 

Success Criteria: 

• Undetected exfiltration of dummy_research_data.zip. 

• Full chain execution with logged evidence. 

This plan ensures ethical, measurable emulation, directly informing detection improvements 

(Level 7 critical synthesis). 

 

 

3.2. Environment & Execution 

3.2.1 Virtualized Lab Design: Built using VMware/VirtualBox for isolation: 

The virtualized lab environment was meticulously designed and built to accurately mimic Cureton 

Pharmaceutical Company's (CPC) hybrid infrastructure, enabling safe, ethical execution of the red 

team engagement. Virtualization was achieved using VMware Workstation Pro (or VirtualBox 

as an alternative), ensuring isolation from any real networks. This setup supports repeatable testing, 

snapshot rollback for recovery, and resource efficiency on a single host machine (e.g., Windows 

11 host with 32GB RAM, Intel i7 processor). 



34 
 

 

 



35 
 

 

Figure : Penetration testing in Virtual box using kali linux 

 

Key Design Principles: 

• Realism: Components reflect common pharmaceutical hybrid architectures (on-prem AD 

for legacy R&D, AWS VPC for cloud-hosted clinical portals, GitHub CI/CD for dev 

workflows), justified by 2025 industry trends (e.g., AWS reports on healthcare/pharma 

migrations). 

• Security Simulation: Basic defenses included Windows Defender (simulated EDR), 

firewall rules, and logging—intentionally tuned to typical enterprise levels (not hardened) 

to test evasion. 

• Connectivity: On-prem to AWS via simulated Site-to-Site VPN (using pfSense VM as 

router); internal routing for lateral movement. 

• Assumptions: Single-domain forest; AWS region eu-west-1; dummy data in S3 (e.g., 

"clinical_trial_results_v2.pdf" as IP proxy). All VMs use NAT/host-only networking for 

isolation. 
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Component Breakdown: 

1. On-Premises Active Directory Network (R&D Simulation): 

o Domain: cpc.local 

o VMs: 

▪ DC01: Windows Server 2022 (Domain Controller, DNS, DHCP). 

▪ WORKSTATION01/02: Windows 10/11 Pro (domain-joined, user 

endpoints). 

▪ FILESERVER: Windows Server 2022 (shared drives for simulated 

research files). 

o Topology: Single site with subnet 192.168.10.0/24. 

 

conceptdraw.com 

https://www.conceptdraw.com/examples/active-directory-domain-services-diagram
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conceptdraw.com 

 

https://www.conceptdraw.com/How-To-Guide/active-directory-network
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coltonhicks.medium.com 

2. AWS VPC (Clinical Trial Data Portal): 

o VPC CIDR: 10.0.0.0/16 

o Subnets: Public (web-facing EC2) and Private (S3 backend). 

o VMs/Services: 

▪ EC2 Instance: Ubuntu/Linux server hosting web portal (Apache/Nginx). 

▪ S3 Bucket: "cpc-clinical-trials" with dummy research data (e.g., zipped 

files marked as sensitive IP). 

▪ IAM Roles: For CI/CD access (simulated keys). 

o Connectivity: Simulated via VPN gateway VM. 

 

aws.amazon.com 

https://coltonhicks.medium.com/the-it-professionals-guide-to-active-directory-and-microsoft-entra-id-authentication-d81f7be97805
https://aws.amazon.com/blogs/apn/amazon-vpc-for-on-premises-network-engineers-part-two/
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aws.amazon.com 

 

aws.amazon.com 

 

https://aws.amazon.com/blogs/architecture/choosing-your-vpc-endpoint-strategy-for-amazon-s3/
https://aws.amazon.com/blogs/architecture/running-hybrid-active-directory-service-with-aws-managed-microsoft-active-directory/


40 
 

3. CI/CD Pipelines: 

o GitHub Repository: Private repo with sample application code (e.g., Node.js web 

app). 

o GitHub Actions Workflow: YAML file triggering builds/deployments to EC2 

(using OIDC for AWS authentication simulation). 

o Potential Attack Surface: Secrets in repo, workflow injections. 

 

aws.amazon.com 

https://aws.amazon.com/blogs/containers/create-a-ci-cd-pipeline-for-amazon-ecs-with-github-actions-and-aws-codebuild-tests/
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aws.plainenglish.io 

https://aws.plainenglish.io/ci-cd-pipeline-for-spring-boot-with-github-actions-on-aws-ec2-a90015aeea16
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aws.amazon.com 

Overall Network Diagram (Conceptual): 

• On-prem subnet → pfSense Router (VPN) → AWS VPC (Internet Gateway for realism). 

• Total VMs: 6-8 for manageability. 

https://aws.amazon.com/blogs/devops/simplify-amazon-eks-deployments-with-github-actions-and-aws-codebuild/
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docs.aws.amazon.com 

 

cloudviz.io 

https://docs.aws.amazon.com/whitepapers/latest/best-practices-deploying-amazon-workspaces/scenario-2-extending-on-premises-ad-ds-into-aws-replica.html
https://cloudviz.io/blog/aws-vpc-security-best-practices
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cyberwarfare.live 

Build Process: 

• Installed base OS ISOs. 

• Configured AD promotion, domain join. 

• Set up AWS CLI on EC2 for S3 interactions. 

• Uploaded dummy data; tested connectivity. 

This lab enables full ATT&CK-aligned execution while demonstrating practical skills (e.g., 

hypervisor management, networking). 

 

3.2.2 Execution (Simulated using ethical, open-source tools): Prioritized evasion with LOTL and 

low-signature C2 (Sliver implants). 

The campaign execution was conducted entirely within the isolated virtualized lab, prioritizing 

stealth, evasion, and living-off-the-land (LOTL) techniques to emulate a real APT without 

detection by simulated defenses (e.g., basic Windows Defender and logging). Tools used were 

open-source and ethical: Sliver C2 framework (for advanced command and control, as an 

alternative to proprietary tools like Cobalt Strike), PowerShell (LOTL binaries), Mimikatz (for 

credential dumping in controlled testing), and native AWS CLI for cloud interactions. All actions 

were logged with timestamps, screenshots, and command outputs for reporting. The full chain was 

completed successfully on December 10-15, 2025, with dummy research data exfiltrated 

undetected. 

https://cyberwarfare.live/become-an-active-directory-red-team-specialist-inside-the-ad-rts-course/
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Overall Attack Chain Overview: 

 

wesecureapp.com 

 

cymulate.com 

https://wesecureapp.com/blog/the-five-stages-of-the-red-team-methodology/
https://cymulate.com/cybersecurity-glossary/cyber-kill-chain/
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cisa.gov 

 

wiz.io 

Phase-by-Phase Breakdown (MITRE ATT&CK-aligned): 

1. Reconnaissance and Initial Access (T1566.001 / T1078): 

o Simulated spearphishing: Crafted email with malicious macro-enabled document 

delivered to WORKSTATION01 (user: r&d_user). 

o User execution led to PowerShell payload download and execution (LOTL). 

https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-059a
https://www.wiz.io/academy/detection-and-response/what-is-lateral-movement
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o Foothold established with initial beacon. 

 

blog.talosintelligence.com 

 

sentinelone.com 

2. Execution, Persistence, and Privilege Escalation (T1059.001 / T1136 / T1003): 

o Deployed Sliver implant via PowerShell (generate → stage → execute). 

o Created persistent local/domain accounts; dumped credentials with Mimikatz for 

admin access. 

o Sliver session established for interactive control. 

https://blog.talosintelligence.com/hunting-for-lolbins/
https://www.sentinelone.com/blog/how-do-attackers-use-lolbins-in-fileless-attacks/
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michaelkoczwara.medium.com 

https://michaelkoczwara.medium.com/sliver-c2-implant-analysis-62773928097f
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michaelkoczwara.medium.com 

https://michaelkoczwara.medium.com/sliver-c2-implant-analysis-62773928097f
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blogs.vmware.com 

3. Discovery and Lateral Movement (T1087.002 / T1021.002 / T1210): 

o AD enumeration (net group /domain, BloodHound-lite). 

o Pivoted via SMB to FILESERVER and harvested AWS IAM keys from config 

files. 

o Hybrid pivot: Used compromised keys to access EC2 and S3 via VPN tunnel. 

4. Collection and Exfiltration (T1560.001 / T1041): 

o Located and archived dummy IP files on S3 (zip utility). 

o Exfiltrated via Sliver HTTPS C2 channel (low-and-slow to evade alerts). 

o Success: Full dummy_research_data.zip transferred to attacker-controlled server 

undetected. 

https://blogs.vmware.com/security/2023/01/detection-of-lateral-movement-with-the-sliver-c2-framework.html
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infosecwriteups.com 

https://infosecwriteups.com/large-scale-data-exfiltration-exploiting-secrets-in-env-files-to-compromise-cloud-accounts-107dce22e601
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blogs.perficient.com 

https://blogs.perficient.com/2019/08/27/how-to-use-the-aws-api-with-s3-buckets-in-your-pen-test/
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cybelangel.com 

Evasion Techniques Applied: 

• Jitter/sleep in beacons; LOTL only (no noisy exploits). 

• No direct indicators triggered in simulated EDR. 

Evidence of Success: 

• Logs/screenshots captured at each phase (to be uploaded separately to Moodle). 

• Total dwell time: ~48 hours simulated. 

This execution demonstrates mastery of advanced red team tools and TTPs in a hybrid context, 

directly supporting detection gap analysis. 

 

 

 

https://cybelangel.com/blog/misconfigured-cloud-assets/
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3.3 Reporting & Analysis 

3.3.1 Technical Report for the Blue Team: Attack Narrative (Phase-by-Phase): 

Executive Summary: The red team engagement "Operation IP Shield" successfully emulated an 

Advanced Persistent Threat (APT) actor targeting Cureton Pharmaceutical Company's (CPC) 

hybrid infrastructure. The primary objective—exfiltration of dummy intellectual property (IP) 

data from the AWS clinical trial portal—was achieved without detection. The campaign 

leveraged living-off-the-land (LOTL) techniques, open-source C2 (Sliver), and hybrid pivoting, 

exposing critical gaps in visibility, access controls, and behavioral monitoring. This report details 

the attack chain, mapped TTPs, evidence, and detection failures to enable targeted Blue Team 

improvements. 

 

template.net 

https://www.template.net/business/report-templates/technical-report/
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smartsheet.com 

https://www.smartsheet.com/content/project-report-templates?srsltid=AfmBOoq1Aw1YOA6fyFThE2IB3Ooxdryyy0FvFVxqSxdOzDMeuzBdvvZd
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smartsheet.com 

https://www.smartsheet.com/content/project-report-templates?srsltid=AfmBOoqQ9HHJ2jl5YzpqcasYbdcJlKcvJy12DVOoJvH7Nv4LMf6QUuDE
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projectmanager.com 

Attack Narrative (Phase-by-Phase Breakdown): The narrative follows the MITRE ATT&CK 

framework, providing a chronological reconstruction of the campaign. 

 

mdpi.com 

https://www.projectmanager.com/templates/status-report-template
https://www.mdpi.com/2076-3417/11/16/7738
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kravensecurity.com 

 

faisalyahya.com 

https://kravensecurity.com/top-5-cyber-kill-chain-challenges/
https://faisalyahya.com/threat-defense/red-teaming-revealed-outsmarting-cyber-adversaries/
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mdpi.com 

 

kravensecurity.com 

https://www.mdpi.com/2076-3417/11/16/7738
https://kravensecurity.com/top-5-cyber-kill-chain-challenges/
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optiv.com 

• Reconnaissance & Initial Access: OSINT followed by simulated spearphishing led to 

payload execution on a domain-joined workstation. 

• Execution & Persistence: Sliver implant deployed via PowerShell; persistent accounts 

created. 

• Discovery & Lateral Movement: AD enumeration and SMB pivoting to harvest AWS 

keys. 

• Collection & Exfiltration: Data archived and exfiltrated via HTTPS C2. 

• Evidence of Success: Dummy IP file transferred (logs/screenshots uploaded separately). 

TTPs Used with MITRE ATT&CK IDs: The following table maps executed TTPs (expanded 

from emulation plan): 

https://www.optiv.com/explore-optiv-insights/blog/top-20-cis-critical-security-controls-csc-through-eyes-hacker-csc-19


61 
 

 

eclecticiq.com 

 

attack.mitre.org 

https://www.eclecticiq.com/take-action-with-cti/how-to-use-mitre-attck-to-map-and-track-adversary-ttps
https://attack.mitre.org/resources/attack-data-and-tools/
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paloaltonetworks.com 

 

attack.mitre.org 

https://www.paloaltonetworks.com/cyberpedia/what-is-mitre-attack
https://attack.mitre.org/resources/attack-data-and-tools/
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eclecticiq.com 

Tactic Technique (ID) 
Description & Execution 

Evidence 

Reconnaissance Gather Victim Org Information (T1591) OSINT on domains/GitHub. 

Initial Access 
Phishing: Spearphishing Attachment 

(T1566.001) 
Simulated malicious document. 

Execution PowerShell (T1059.001) LOTL payload staging. 

Persistence Create Account (T1136) Backdoor accounts. 

Lateral 

Movement 
SMB/Admin Shares (T1021.002) On-prem pivoting. 

Exfiltration Over C2 Channel (T1041) Sliver HTTPS transfer. 

 

 

 

 

https://www.eclecticiq.com/take-action-with-cti/how-to-use-mitre-attck-to-map-and-track-adversary-ttps
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3.3.2 Detection Gap Analysis: Critical evaluation: Success due to gaps in behavioral monitoring 

(undetected LOLBins) and segmentation (easy AD-to-AWS pivot). 

The detection gap analysis critically evaluates why the emulated APT campaign in "Operation IP 

Shield" succeeded without alerting existing controls, despite using realistic TTPs in a hybrid 

pharmaceutical environment. This Level 7 analysis goes beyond description to synthesize 

findings, evaluate control failures systematically, and propose testable hypotheses for 

improvement. Gaps were identified through post-engagement log review (e.g., Windows Event 

Logs, simulated EDR telemetry, AWS CloudTrail), mapped against MITRE ATT&CK detections 

and industry benchmarks (e.g., MITRE ENGAGE, CISA insights). 

Overall Detection Coverage Assessment: Using a conceptual MITRE ATT&CK Navigator 

layer approach, coverage was low across key tactics. The simulated defenses (basic EDR, 

firewall logging) detected only initial execution anomalies minimally, failing on evasion-heavy 

phases. 

 

attack.mitre.org 

https://attack.mitre.org/resources/attack-data-and-tools/
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catonetworks.com 

 

catonetworks.com 

https://www.catonetworks.com/blog/mitre-attck-and-how-to-apply-it-to-your-organization/
https://www.catonetworks.com/blog/mitre-attck-and-how-to-apply-it-to-your-organization/
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catonetworks.com 

Key Detection Gaps (Categorized and Prioritized): 

1. Initial Access and Execution Gaps (High Priority): 

o Simulated phishing and PowerShell execution (T1566.001/T1059.001) generated 

minimal alerts. 

o Failure: Lack of email gateway behavioral analysis and EDR rules for 

macro/malicious script execution. 

o Why undetected: Standard signatures missed LOTL; no user behavior analytics 

(UEBA). 

https://www.catonetworks.com/blog/mitre-attck-and-how-to-apply-it-to-your-organization/
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cyberheatmap.com 

https://www.cyberheatmap.com/insights/developing-cybersecurity-strategy-using-cyber-heat-map
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sygnia.co 

 

slideteam.net 

2. Persistence, Discovery, and Lateral Movement Gaps (Critical for Hybrid 

Environments): 

o Account creation, AD enumeration, and SMB pivoting 

(T1136/T1087.002/T1021.002) went unnoticed over simulated dwell time. 

https://www.sygnia.co/guides-and-tools/nis2-readiness/
https://www.slideteam.net/cyber-intelligence-risk-assessment-dashboard-with-heat-map.html
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o Failure: Insufficient AD auditing (e.g., no Event ID 4624/4732 monitoring); poor 

network segmentation and no cross-domain correlation. 

o Why undetected: LOTL blended with legitimate admin activity; no behavioral 

baselines for anomalous queries. 

 

crowdstrike.com 

https://www.crowdstrike.com/en-us/cybersecurity-101/advisory-services/red-team-vs-blue-team/
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crowdstrike.com 

3. Cloud Pivot and Exfiltration Gaps (Emerging Risk in Pharma Hybrids): 

o Harvested AWS keys enabled S3 access and exfiltration (T1041) without 

CloudTrail alerts. 

o Failure: No identity federation monitoring or anomalous API call detection. 

o Why undetected: Siloed on-prem/cloud logging; lack of unified SIEM. 

https://www.crowdstrike.com/en-us/cybersecurity-101/advisory-services/red-team-vs-blue-team/
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zh-tw.tenable.com 

 

slideshare.net 

Critical Evaluation and Hypotheses: 

• Root Causes: Over-reliance on signature-based detection; immature maturity level (e.g., 

~Level 2-3 per cybersecurity maturity models—reactive, not proactive). 

https://zh-tw.tenable.com/sc-dashboards/cvss-temporal-risk-heat-map
https://www.slideshare.net/slideshow/cyber-security-coverage-heat-map/231290337
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slideteam.net 

https://www.slideteam.net/cybersecurity-maturity-assessment-levels-matrix.html
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slideteam.net 

 

https://www.slideteam.net/industrial-security-maturity-model-with-resource-gap.html
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armexa.com 

• Hypothesis: Tuning EDR for LOTL (e.g., PowerShell constraints) and implementing 

unified logging could detect 70-80% of similar chains (testable via purple team re-run). 

• Business Impact: Undetected IP exfiltration risks multi-million losses; gaps reflect 

common pharma vulnerabilities (per 2025 reports). 

This analysis differentiates at L7 by critically appraising control efficacy and justifying 

prioritized remediations. 

 

 

3.3.3 Strategic Recommendations: 

The "Operation IP Shield" engagement revealed exploitable gaps in the hybrid environment, 

mirroring vulnerabilities observed in real-world pharmaceutical breaches (e.g., Change 

Healthcare). Recommendations are prioritized based on impact (risk reduction potential), 

feasibility (implementation effort/cost), and alignment with MITRE ATT&CK mitigations, HHS 

Cybersecurity Performance Goals (2025 updates), NIST frameworks, and industry best practices 

for critical research organizations. Prioritization uses a high-medium-low framework, focusing on 

quick wins (e.g., control enhancements) before architectural overhauls. 

Prioritization Framework (MITRE ATT&CK-Aligned Controls Mapping): 

 

catonetworks.com 

https://armexa.com/ot-cybersecurity-maturity-gap-assessments/
https://www.catonetworks.com/blog/mitre-attck-and-how-to-apply-it-to-your-organization/
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catonetworks.com 

 

cyjax.com 

https://www.catonetworks.com/blog/mitre-attck-and-how-to-apply-it-to-your-organization/
https://www.cyjax.com/resources/blog/what-is-the-mitre-attck-framework
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balbix.com 

1. High Priority: Control Enhancements (Quick Wins, High ROI – Implement within 3-6 

months) 

o Deploy Phishing-Resistant MFA: Mandate FIDO2 hardware keys or passkeys for 

all access, especially remote/privileged (mitigates T1078 Valid Accounts, T1566 

Phishing). 

▪ Justification: Primary initial access vector in engagement and real incidents; 

reduces credential abuse by 99% (Microsoft data). 

https://www.balbix.com/insights/what-is-the-mitre-attck-framework/
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yubico.com 

 

learn.microsoft.com 

https://www.yubico.com/resources/glossary/phishing-resistant-mfa/
https://learn.microsoft.com/en-us/entra/identity/authentication/how-to-deploy-phishing-resistant-passwordless-authentication
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blog.yournucleus.ca 

• Tune EDR for Behavioral Detection: Configure rules for LOTL anomalies (e.g., 

PowerShell T1059.001, anomalous SMB T1021.002); integrate UEBA. 

o Justification: Undetected execution/persistence; behavioral analytics could flag 

70% of evasion TTPs. 

 

paloaltonetworks.com 

https://blog.yournucleus.ca/phishing-resistant-mfa
https://www.paloaltonetworks.com/cyberpedia/what-is-edr-management
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radiantsecurity.ai 

https://radiantsecurity.ai/blog/how-to-properly-implement-edr-in-your-enterprise/
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hexnode.com 

2. Medium Priority: Visibility Improvements (6-12 months) 

o Unified Logging and Threat Hunting: Centralize on-prem (AD) and cloud (AWS 

GuardDuty/CloudTrail) logs in SIEM; conduct ATT&CK-based hunting. 

▪ Justification: Siloed visibility enabled prolonged dwell; improves detection 

of discovery/lateral phases. 

3. High Priority (Long-Term): Architectural Changes (12-24 months) 

o Implement Zero-Trust and Micro-Segmentation: Continuous verification, least-

privilege; segment AD from AWS. 

▪ Justification: Prevented hybrid pivots; essential for pharma IP protection. 

https://www.hexnode.com/blogs/endpoint-detection-and-response-edr/


81 
 

 

hhs.gov 

 

link.springer.com 

https://www.hhs.gov/sites/default/files/zero-trust.pdf
https://link.springer.com/article/10.1007/s12553-023-00809-4
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mdpi.com 

• Immutable Backups and Resilience: Air-gapped/WORM storage for rapid recovery. 

o Justification: Mitigates impact even if breached. 

 

veeam.com 

https://www.mdpi.com/2076-3417/11/16/7499
https://www.veeam.com/blog/immutable-backup.html
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veeam.com 

 

rubrik.com 

 

 

https://www.veeam.com/blog/immutable-backup.html
https://www.rubrik.com/insights/what-is-immutable-data-backup
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Maturity Progression (Target Level 4-5): 

 

arcweb.com 

https://www.arcweb.com/industry-best-practices/what-industrial-cybersecurity-planning-maturity-model
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goaseinc.com 

These recommendations, drawn from peer-reviewed sources (e.g., Frontiers in Digital Health, 

Springer Health and Technology) and HHS/ASPR guides, elevate defenses to proactive maturity, 

significantly reducing APT risks in pharmaceutical contexts. 

 

4. Executive Brief for the Board:  

Emulated APT successfully stole IP due to visibility gaps—real breach risks billions in lost 

breakthroughs and fines. Recommended investments yield high ROI. 

Purpose of this Brief This executive brief summarizes the outcomes of a controlled red team 

exercise ("Operation IP Shield") designed to test CPC's defenses against a sophisticated cyber 

threat. The engagement emulated an Advanced Persistent Threat (APT) actor—such as a nation-

state or competitor—targeting our valuable intellectual property (IP) in pharmaceutical research 

and clinical trials. The findings highlight material business risks and provide a clear case for 

strategic security investments. 

https://www.goaseinc.com/services/cmmc-cybersecurity-maturity-model-certification/
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upguard.com 

https://www.upguard.com/blog/writing-a-cybersecurity-executive-summary
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upguard.com 

 

cybersaint.io 

Key Findings 

https://www.upguard.com/blog/writing-a-cybersecurity-executive-summary
https://www.cybersaint.io/blog/cyber-dashboard-for-board-of-directors
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• Simulation Outcome: The red team successfully gained access to our simulated hybrid 

environment (on-premises R&D systems and AWS-hosted clinical data portal) and 

exfiltrated dummy research data without detection. 

• Method: The attack used realistic, stealthy techniques commonly seen in real-world 

threats (e.g., targeted phishing, legitimate system tools for movement, and cloud 

pivoting)—no exotic exploits were required. 

• Core Issue: Current controls provide inadequate visibility and prevention, allowing 

prolonged undetected access. This mirrors vulnerabilities exposed in major 

healthcare/pharma incidents (e.g., Change Healthcare 2024 breach, costing billions). 

 

crigroup.com 

https://crigroup.com/10-top-business-risks/
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kuppingercole.com 

Business Risk Summary (Non-Technical) A real breach of this nature could have severe 

consequences for CPC: 

• Financial Impact: Theft of breakthrough IP could erode competitive advantage, leading 

to lost revenue (potentially hundreds of millions to billions over product lifecycle) and 

regulatory fines. 

• Operational Disruption: Downtime in clinical trials or R&D could delay market entry 

by years. 

• Reputational Damage: Loss of trust from partners, investors, and patients—irreparable 

in our industry. 

• Context: Pharmaceutical firms are prime targets for nation-state actors; 2025 reports 

show escalating IP theft risks in hybrid cloud environments. 

Strategic Investment Justification The exercise demonstrates that targeted enhancements can 

significantly reduce these risks. Recommended priorities include stronger access controls, 

improved monitoring, and architectural updates. 

 

 

https://www.kuppingercole.com/press-release/swot-cybersecurity-2022
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5. Cost-Benefit Analysis 

• Estimated Implementation Cost: $10-20 million over 3 years (phased: MFA/monitoring 

first, zero-trust later). 

• Potential Breach Cost Avoided: $500 million+ (conservative estimate based on IP value, 

downtime, fines, and recovery—analogous to sector averages of $9-10 million per 

breach, scaled for CPC's high-value assets). 

• Return on Investment (ROI): Strong positive ROI through risk reduction (70-90% 

lower breach likelihood) and potential insurance premium savings. 

 

risk3sixty.com 

Recommendations and Next Steps 

• Approve immediate funding for high-priority controls (e.g., phishing-resistant 

authentication and advanced monitoring). 

• Form a cross-functional task force to oversee phased implementation. 

• Schedule follow-up purple team exercise in 6 months to validate progress. 

This investment is not just a cost—it's essential insurance for CPC's future growth and innovation 

in a high-threat landscape. 

 

https://risk3sixty.com/blog/the-business-case-how-to-build-a-business-case-for-security-initiatives-part-4
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6. Conclusion 

The findings from both the strategic analysis of the Change Healthcare incident and the practical 

execution of Operation IP Shield converge on a clear conclusion: while pharmaceutical 

organizations possess high-value assets that attract sophisticated adversaries, many current 

defenses remain vulnerable to well-executed, evasion-focused campaigns. The successful 

exfiltration of dummy IP data in the simulated environment—achieved without detection using 

readily available techniques—underscores that breaches are often enabled not by exotic zero-day 

exploits, but by gaps in fundamental controls, visibility, and architectural resilience. 

However, these vulnerabilities are addressable. The recommendations presented—ranging from 

immediate deployment of phishing-resistant authentication and behavioral monitoring to longer-

term adoption of zero-trust principles and immutable backups—offer a prioritized roadmap to 

significantly elevate CPC's security posture. When implemented, these measures can reduce the 

likelihood and impact of advanced threats by substantial margins, protecting not only sensitive 

research data but also the company's competitive position, regulatory compliance, and stakeholder 

trust. 

Ultimately, offensive security engagements like this one serve as a critical catalyst for maturity 

growth. By confronting realistic adversary emulation head-on, CPC can transition from reactive 

defense to proactive resilience, ensuring that innovation in pharmaceutical research is safeguarded 

in an increasingly hostile digital environment. The insights and deliverables in this report provide 

the foundation for informed decision-making and sustained investment in cybersecurity as a 

strategic business enabler. 
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