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[bookmark: _Toc531952512]Introduction.
BYOD (Bring Your Own Device) is an increasingly popular trend involving the use of private devices in the workplace - smartphones, tablets and computers. Georg Disterer and Carsten Kleiner in their journal citied Gartner [1] that the use of mobile devices in the workplace to be among the ten most important strategic trends. Most of mobile devices usage are still associated with entertainment and private applications, but IT companies are increasingly developing tools that will additionally support business operations in enterprises. Employees willingly use their own tablets and smartphones for business purposes, appreciating their potential and technical capabilities. For companies, this means above all an increase in productivity, and for employees it is simply convenient. Therefore, they will have to pay special attention to the security of their data. BYOD stands for numerous challenges within the network, data and security devices due to the blurring line of privacy and accessibility.


[bookmark: _Toc531952513]1. Company overview and requirements.
Hyper-fort is a consultancy company specializing in the energy sector, that uses BYOD within the workplace. The company’s network has been estimated to be 95% wireless. Also, it has a huge online and social media presence. Because of its growing business, amount of stuff and a big customer base the company needs a comprehensive, consistent and tight security system. It requires a development of a security policy for all end user devices and its actual implementation. Such challenges as checking the use of personal equipment and preventing leakage of sensitive data in possible hostile incidents by employees are at stake in Hyper-fort company. It should help in the implementation, security, monitoring and management of devices operating on all the most popular operating systems. And it should cover functions like: ensuring mobile safety, managing documents, devices and mobile applications.

[bookmark: _Toc531952514]2. End user and security policy.
For security, stability and management reasons it is essential to develop company’s end user and security policy by defining all conditions for the use of private user devices, and later enforcing them. These rules should be known and used by all end users. To support these policies appropriate standards should be developed an they must contain clearly defined rules regarding rights, obligations and scope of responsibility. Those policies are created to protect security and stability of the company.
[bookmark: _Toc531952515]     2.1 Password policy
· Using a strong password is very important and crucial to prevent any unauthorized access. There is a fundamental need the company adopt the policies that promote the utilization of strong passwords across its organizational infrastructure, since passwords are a critical component to user authentication within IT infrastructures [2] 
Passwords must be set up to unlock the device, so as- to connect to company’s network. They must be changed every 90 days. They must be strictly confidential, not written down and left unattended and not, under any circumstances, to be shared with any unauthorised persons. Should be at least 8 characters long, not containing any users name, contains characters from three of the following categories:
· English uppercase characters(A-Z),
· Base 10 digits (0…9),
· Non-alphanumeric (!@#$%^&* etc.) [3].
Passwords for routers and switches are as follow:
· Router1- hyperCompany1! and secret- class.
· Switch2- hyperCompany2! and secret- class.
· Switch4- hyperCompany4! and secret- class.
· Wireless router- hyperCompany1.
After 3 failed password attempts the device must be autoblocked.
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The device must lock itself with password when not in use for 5 minutes to prevent any unauthorised access. The device must not, under any circumstances, be left unattended while the lock screen is not on.
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The critical importance to keep the device free from any most recent threats, like malware, is to carry any available software updates. They are crucial to keep operating system and browser constant and safe from any cyberattacks. Performing these updates will deliver a multitude of revisions to your computer, such as adding new features, removing outdated features, updating drivers, delivering bug fixes, and most importantly, fixing security holes that have been discovered [4].
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All BYOD devices must have configured VPN (Virtual Private Network). To secure transferring private data on unidentified network and using all company’s resources end users must protect data using secure virtual network – VPN. The confidentiality of data transiting through unsecured networks needs to be protected, but also the integrity and authenticity of that data to prevent attacks being made on the data and corporate network. To prevent against this type of attack, data should always be encrypted in transit between the mobile device and your corporate endpoint [5] 
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Access to company’s data is restricted, limited and depend on personal description of end user. No authorization is given to company’s files without permission. All confidential data, specified websites and applications are restricted and blocked, depend on end user profile. When using company’s network, access to various and specified websites must be blocked during work hours to prevent any threats and cyberattacks. 
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End user can only use devices from the list of approved company’s devices. All remote devices owned by user should meet the company’s requirement, specified in the policy and limited to: 
· Laptops with Windows 10 - products with continuous support and servicing [6] as older versions of Windows are not supported for public and are no longer supported in main stream. This makes them vulnerable to new types of hacker attacks and therefore should not be used within the company.
· Smartphones and tablets with Android operating system not older than 7.0 version, as older versions are not supported by Android and have no security patch level [7].
· Smartphones and tablets with iOS operating system, with regards to iPhones not older that 5s, as Apple has discontinued support for those particular versions of iPhones [8]
[bookmark: _Toc531952521]      2.7 Rooted (Android) and jailbroken (iOS) policy
Rooted (Android) and jailbroken (iOS) are not permitted and strictly banned from operating within company’s network. Any modifications and illegal actions to the devices operating system and applications are forbidden and prevented from accessing company’s data. Both jailbreaking and rooting are risky because the software needed to perform the operation is not available from Apple or Google, thus difficult to verify and trust. Also, if the jailbreak or rooting operation is successful and malware free, the devices are then vulnerable to app malware, especially from 3rd party markets, because security restrictions were removed [9]
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The company outline all approved applications, that can be downloaded from the secured and accepted company’s application store. Applications are to be downloaded from application store of organization where applications are tested and then placed on its server [10]. No applications must be downloaded through Google Play or Apples App Store. Apps that are downloaded by employee for personal use, creates vulnerabilities in the devices, making the devices prone to attacks [11] Any unauthorised and restricted apps must be blocked and not allowed. The app permissions must be restricted for: any social networking applications, You Tube, any productivity application like Google Keep, any restricted cloud storage like Google Drive. Applications installed by the user for individual use have the potential to automatically share data held on or accessed by the device. Social networking applications may share contacts or calendar information. Cloud storage applications may share files as part of a synchronisation process [12].
[bookmark: _Toc531952523]2.9 Wi-Fi and Bluetooth connection policy
All end users must make sure to use only trusted and secured network while connecting to company’s data. No unsecured to unknown network to be carried. As wireless attacks become more advanced, the VPN solution protects the confidentiality and integrity of communications [13].
[bookmark: _Toc531952524]2.10 Location tracking policy
All devices must be fitted with location-based service like GPS (Global Positioning Service) in order to locate the device in the case of lost or stolen. To prevent any unauthorised access any sensitive data leakage company must be able to track geographical location of the device. Global positioning system (GPS) is a navigation system that provides location and time data for a client to a GPS receiver, through communications with four or more GPS satellites [14]
[bookmark: _Toc531952525]2.11 Remote wiping policy
Company have all rights to wipe all the data on the end user’s devices. The data can be remotely wiped when the device is stolen or lost, or end user leaves the company, or there is any suspicion of data breach. The use of remote wiping or deleting all personal data right along with corporate files in the event of device theft or loss [15] is credential to company security.
[bookmark: _Toc531952526]2.12 Firewall and antivirus policy
All devices must have Firewall and antivirus software configured and under any circumstances must not switch it off. This essential security measure is preventing from any cyber threats and attacks, and any other infections that might place a risk to company’s data.
[bookmark: _Toc531952527]2.13 Separating data policy
End user should separate the space on their device to separate the personal data from company’s data. Those data should be managed independently and in different period of times. The section containing company data has its own security policies applied and allows remote access for company control, without affecting personal data [16]
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Mobile Device Management (MDM) is a multifunctional framework which grants businesses the ability to strictly control mobile devices [17] Mobile device management systems are designed to present complete information on mobile devices, such as smartphones or tablets, in one place, available for the company. They allow for constant monitoring of devices with various operating systems (including iOS, Android, Windows Phone) and performing actions on individual devices, using the administration console. It allows to control the use of tablets and smartphones by employees and minimize the risk of losing company data. 
[bookmark: _Toc531952529]3.1 Introduction to AirWatch
AirWatch is a global leader in the supply of mobile security and management of enterprise mobile solutions. According to Gartner [18] it is one of the more innovative companies, adding features before most of its competitors. Those features include content management, Secure Multipurpose Internet Messaging Extensions (S/MIME), Kerberos integrations, and an extensive web and application development framework. 
[bookmark: _Toc531952530]3.2 AirWatch and operating systems
AirWatch works with all significant operating systems available on the market. Thanks to this one admin console is enough to manage and view each end device, regardless of whether it is a company device or a private employee device that is used for work. It is quick and easy to configure and with bulk provided programs. 
[bookmark: _Toc531952531]3.3 Access control manageable
The comprehensive system allowing company fast and easy access and management across departments. Different end user profiles can be controllable thanks to safe and effortless access control. 
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The software allows to run and manage any application without any problems. Directly, on the network and remotely - via one application on each device with just a single log-on. Enable employees to access any app from the convenience of their own mobile device with VMware Workspace ONEA. Give users access to critical business apps through a single catalog across any deviceor to an enterprise app catalog for on-demand install [19].
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AirWatch provide a VPN tunnel and Wi-fi connection for a maximum security and encryption for company’s sensitive data. Thus, provide continuous access to corporate e-mail, apps, intranet sites and other end users. It supports data and device-level encryption, allowing configuration of all security policies. It controls and prevent any malware hazards. It detects any jailbroken or rooted devices and automatically locks the device. Prevent data loss with app sharing permissions, copy/paste restrictions, geo-fencing policies, and more [19]. It protects the company’s integrity from any data leakage by remote device wipe without any involvement to personal files.

[bookmark: _Toc531952534]4. The Advantages and Disadvantages of BYOD
BYOD has its pros and cons. Among its positive sides, the most often indications are: increase in the flexibility and productivity and satisfaction of employees. It brings higher employee engagement and greater comfort / job satisfaction. They can use their favourite and chosen by themselves devices instead of ones selected by company. They can access company network and company data at anytime and anywhere. Being mobile and not depending on time and location is a massive advantage of implementing BYOD in the place of work. People can use their smartphones, tablets in comfort of their own home or even favourite café bar or during a trip. It is becoming more natural to be more mobile and work outside the company’s building. Another advantage that should be mentioned is significant savings for the company. BYOD significantly reduces the organization's expenses, because the cost of equipment purchases, and servicing is transferred to the employee and there are no costs for any training related to device manual.
As there are many benefits for BYOD, at the same time it carries number of risks. One of the main drawbacks of the BYOD trend is the issue of the security of corporate data held on private employees' devices. In the event of loss, theft or hacker attacks, there is a risk of confidential information being leaked. Another problem worth to mention hold IT department. T support. In an environment where many devices with different operating systems work, it becomes impossible to provide the right level of technical support for all their users. Lack of full control over devices and their use.
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5. Summary
If, after all, the company decides to implement the principle of bring your own device, it must find a balance between the good of the company and the comfort of users. We should focus on data control. Necessity of introducing a comprehensive MDM strategy (mobile device management) - preferably with the help of specialists. IT professionals decide on the sensibility of entering data encryption, choosing a program to remotely remove them in the event of theft or loss of hardware and the method of securing Wi-Fi infrastructure. Even with the best safeguards, a clear definition of security policy and regular training for the crew is a must.
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