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The purpose of this assignment is to establish why a company creates a digital identity for each consumer, and the security ramifications to the company in doing so. 
What is an identity?
An identity is something made up of information gathered over a time that is specific to one person and one person only. When we are born, the attributes that form our ID begin to gather information, one of the most important attributes are created as soon as we come into the world, the date we were born. Our parents then decide to name us which is another attribute that identifies us as an individual. Another vital attribute is the registration of birth that must be done by law within a certain period. The two important attributes that have already been established are registered on a government system and a specific number is registered against the details provided. Within the first couple of weeks on earth some of the most important information used to identify people is created and stored. Until people reach 16 years of age and are provided with a photo card driving licence or age UK id card, the details stored on the birth certificate are the only way to confirm your ID, in fact without the information stored on the birth certificate and a copy of it we are unable to apply for a driving licence. So, the ID journey starts as soon as were born and continues through life. At sixteen years of age, everyone who is a resident in the UK is supplied with a national insurance number from the government, this is another unique card, with a number specific to the individual, only that one person can have that number. The number provided is used to identify the individual’s right to work in the UK, and for payroll and National insurance contribution. “You have a National Insurance number to make sure your National Insurance contributions and tax are recorded against your name only. It’s made up of letters and numbers and never changes.” (National Insurance, 2021) the build up of ID and storage of our details, who we are is kept throughout our lives and continues to grow. When a provisional driving licence is applied for another unique identification number is supplied on the photocard, this again is unique to the individual and is used to identify the person driving, to keep a record of vehicles the individual can drive and is linked to a system in the DVLA the regulators of driving licences in the UK. This unique number is also used to keep track of any penalty points or driving convictions. All these different attributes are all related to name, date of birth, and birth certificate, the information obtained from an individual continues to grow throughout life, in fact when an individual passes away another certificate is issued which contains another unique reference number to confirm death.
	So, it has been established that we can be identified in the real world by information being stored by the Government and unique attributes that are given to us throughout life. but how can we be identified in a digital universe, on the world wide web. Its easy to pretend to be someone else when we do not have to supply documentary evidence or photo ID. The way that online services identify us is by our digital identification.

What is a digital identity?
“In simple terms, your digital identity is the compilation of information about you that exists in digital form — this can be everything from your date of birth to something you like on Facebook.” (Digital Identity: Attributes That Make Up a Digital Identity, 2021) a digital identity is similar to an identity in the real world, some of the same attributes are used to identify the person on the other end of the computer, or electronic device.  When companies ask us to create an account forming part of your digital identification to use their services, they will ask for your name, date of birth address and other information, some of these online companies such as banks or credit providers verify the information that is supplied by searching with a credit reference agency ensuring the information provided is valid and precise. When creating an account with a company, you are creating a digital identity, all the information submitted is then stored electronically on a server or device. Information on the device used to access the service or IP address are also usually stored against your data. Often if you visit a website on a mobile device, a notice appears asking if you agree to the use of cookies, this is a method a company can use to gather information from your device about your interests and browsing history.  The company can then use this information to further build your digital identity. The information recovered by the business or organisation is stored alongside the attributes already stored, and forms an up-to-date digital ID. This helps the company track your activity online, for example what you look at and enables them to enhance your shopping experience, by showing items that may be of interest based on your recent activity, maximising their potential sales, this is a way of upselling or encouraging consumers to purchase more.  This is called profiling. “By building a strong digital identity, you can easily create an accurate and complete view of the customer- no matter how many systems they may have. ... A simplified access and complete customer profile enable companies to engage with their customers across multiple channels, offering a personalized experience.” (The importance of having a strong digital identity, 2021) so a digital identity is a profile made purely online, it is unique to one person, and companies use it to enhance sales, store data regarding your online activity, and adapt your online experience to benefit their financial gain, or supply products and service based on your interests, an example of this is eBay.  When eBay is visited and you search for a product, the information of the product searched is stored against your digital ID, the next time eBay is accessed using the same digital ID or device eBay will display the information on the products that were looked at during your last visit to the site, eBay will advertise products that may be of interest based on the information gathered from your last visit, this encourages customers to look at suggested products based purely on information gathered from your data, creating a personalised shopping experience.
	Amazon is another example of a company that collect our data “Amazon gathers data on every one of its customers while they use the site. As well as what you buy, the company monitors what you look at, your shipping address (Amazon can take a surprisingly good guess at your income level based on where you live), and whether you leave reviews/feedback”. (Amazon: Using Big Data to understand customers, 2021) The majority of online data use the same process to collect the same information, in order to offer customers a personalized shopping experience.

Many companies are now turning to social media as a platform for advertising. “With roughly 2.85 billion monthly active users as of the first quarter of 2021, Facebook is the biggest social network worldwide” (Facebook MAU worldwide 2020 | Statista, 2021) with so many users worldwide what better way to advertise. Facebook collects all sort of information on people using the platform. “The data they collect includes tracking where you are, what applications you have installed, when you use them, what you use them for, access to your webcam and microphone at any time, your contacts, your emails, your calendar, your call history, the messages you send and receive, the files you download, the games you play, your photos and videos, your music, your search history, your browsing history, even what radio stations you listen to. (Are you ready? This is all the data Facebook and Google have on you | Dylan Curran, 2021) this information is used to show adverts on interest and allows the platform to shape its contents to suit your needs. The amount of data collected from consumers or visitors is vast, it could be said that companies and social media platforms know us better than we know ourselves.

What are the security ramifications of storing data?
The storage of personal data is essential for companies, banks, and other organisations to enhance the users online experience, having this information benefits companies, but how can the company ensure that the data remains secure. Are there any rules that companies need to follow to ensure the data stored is kept secure from others? Are there rules on what information a company is allowed to gather and store? Does the information have to be specific, does the consumer have any control over what information a company holds?
The Data Protection Act 2018 controls how your personal information is used by organisations, businesses or the government. (Data protection, 2021) The Data Protection Act 2018, has a strict set of rules regarding what information a company can hold on its customers and how the information stored can be used. The data protection act also allows you to find out what personal data a company holds on you. The act states that you must be informed on how the data is being used, you must have access to personal data. You have the right to have incorrect data rectified, have data erased, stop the processing of data, amongst other things. Does this ensure our data is secure?

In 2018 British airways were fined £183.39 million for GDPR infringements in September 2019. “Personal data of approx. 500,000 customers was diverted to a fraudulent site where it was harvested by the attackers. It is alleged that poor security arrangements on the British Airways website resulted in the breach.” (GDPR Fines and Penalties, 2021) 
This could have been avoided had British Airways installed a “Firewall, anti-virus software, and anti-spyware software.” (How To Prevent Data Breaches In 2021: 12 Best Practices | PaySimple, 2021) 
There are several protocols companies can put in place to significantly reduce the chances of Data breach. British airways could have increased staff training ensuring staff are aware of the consequences of data breach, ensure all antivirus and firewall software was kept up to date and is fit for purpose. Introduce a staff internet usage policy, or use data encryption software, ensuring data leaked or hacked could not be read. Firewalls or antimalware software could have helped, as well as ensuring that all the companies digital storage devices are password protected ensuring that data collected is safe even if a device was stolen.

Amazon protect their customers data by “We design our systems with your security and privacy in mind.
· We work to protect the security of your personal information during transmission by using encryption protocols and software.
· We follow the Payment Card Industry Data Security Standard (PCI DSS) when handling credit card data.
· We maintain physical, electronic and procedural safeguards in connection with the collection, storage and disclosure of personal customer information. Our security procedures mean that we may ask you to verify your identity before we disclose personal information to you.
· Our devices offer security features to protect them against unauthorised access and loss of data. You can control these features and configure them based on your needs. (Amazon.co.uk Help: Privacy Notice, 2021)

Amazon have procedures in place to ensure that any data held on customers is stored as safely as possible and have taken extra steps by using encryption software ensuring that information cannot be hacked during the collection process. Ensuring data safety is high on Amazon’s list of priorities.

Security risk for social media 
Social media platforms are a great tool for communicating to a wide audience with very little effort, but at what cost. Information can be seen by people worldwide; competitors can see what products you’re selling what price and compete. Bad reviews can be left to discourage customers from purchasing goods and services. The profile can be cloned and used to gain personal or sensitive information. The profile could be hacked, and information stored for example in messages used to commit fraud. However, the platform itself can generate a tremendous amount of income. Facebook protect your information by using encryption. “Secure browsing is one way that we protect your information. Your activity (ex: posting a status or sending a message) is encrypted, which means it's turned into code so people can't access it without your permission.” (Facebook Privacy Basics, 2021)

To conclude, it has been established that companies collect data on individuals and store it, they then use this information to enhance our online experience, this is called profiling. This is essential to companies to cater for our needs, show us what we want to see or what they predict we would like to see, enabling them to maximise their potential sales. The data held is protected by the Data Protection act.  Companies can be fined, for noncompliance.  There are internal and external security ramifications with data collection and storage, for example employees who are not trained on customer privacy, and hackers. Companies however are using technology to combat this by using encryption, firewalls, antimalware software or employing a security team to ensure that data stored is as safe and secure as possible. They also train staff with regards to DPA, preventing others from accessing our data. Although data is never going to be a hundred percent safe some companies do the utmost to keep the information secure.  The use of data collection outweighs the risk of data breach for companies, which is why they continue to do so, and are very good at it.
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