Internet Technology and Security 
Cameron Churchill 

In this assignment, I will demonstrate my knowledge by researching many different sources and using my own information which will enable me to explain certain parts of this assignment. These resources will be used to support my learning and to also educate me on the parts that I did not already know about the certain aspects of this assignment. 	Comment by Carlene Campbell: 
Avoid writing in the first person (use of ""I"", ""my"") in academic writing unless you are writing a reflective evaluation.

Reference(s):http://www.quickanddirtytips.com/education/grammar/first-second-and-third-person?page=all, http://www.wikihow.com/Write-in-Third-Person

BYOT Policy 
I will create a BYOT policy in order to create a set of rules and regulations to follow to ensure that all devices are kept safely and to show what will happen to those devices if they get damaged or potentially stolen. By doing this, it gives a set of rules and regulations to follow so that I can always ensure that the policy is respected and to understand the consequences if the policy is breached. I will first start the policy by setting up a set of guidelines to follow so that it will clearly state what the policy is about and what the guidelines of the policy are.  	Comment by Carlene Campbell: 
Avoid writing in the first person (use of ""I"", ""my"") in academic writing unless you are writing a reflective evaluation.

Reference(s):http://www.quickanddirtytips.com/education/grammar/first-second-and-third-person?page=all, http://www.wikihow.com/Write-in-Third-Person	Comment by Carlene Campbell: 
Write abbreviations out in full on first use.
· Students and lecturers must adhere to the Student Code of Conduct to ensure that they do not breach these security measures as it could lead to a serious punishment if they do not respect the Code of Conduct. 
· Both Apple and Windows devices will be allowed to gain access to the website 
· The website will support and run off IOS Windows 10. Anything lower than this will not work which means that the user will be unable to gain access to the website from their device. 
· A password will need to be created for the website if an order is to be completed online. The password must be 8-16 characters long and must contain an upper case letter and a number. 
·  The password security on the policy has been put in place in order for every user to have a unique password. 8-16 characters and an upper case letter means a strong and secure password which minimises the risk of hacking.  


Mobile Device Management Software for staff BYOT 

I have selected the Miradore software for staff to use as it is very efficient, reliable and very easy to use. By using this software, I am reducing the cost of an MDM software as it is very well priced and very reasonable considering the features the software has and how well it functions. The policy of this software would also include features such as if a device is lost, then the data within that device will not be lost. Furthermore, safe passcodes, screen locks etc would also be a key factor to this software being suitable as this would ensure that all devices used by the staff are always kept safe. This reduces the risk of hacking and any potential loss of data to the company. I have had to choose a software which is very reasonably priced but also very reliable and efficient to run. If I had chosen another software which was more expensive and not as efficient, then that would not only be a financial issue, but could also become far more expensive to run in the long term if the system had been hacked which resulted in a significant loss of data. 

Security Policy

The security policy contains a high level of security in order to maintain how secure the system is to ensure that it is an overall well working system for people to use without having to worry about any form of hacking. When CoffeeCapulus staff clock in for a shift, they will do this biometrically. Each member of staff will record their own fingerprint when joining. This is done to ensure that no other member of staff clocks in another member of staff before they start or before they finish etc. Furthermore, customers have the option to pay for their items by using finger scan biometrics. This is done to prevent any form of hacking into card machines which could potentially cause a mess to the system. In addition, another customer could also see a customer’s pin number and hack their bank account. By having finger scan biometrics, it makes it easier and quicker for customers to pay for items. It also reduces the high risk of hacking which would cause a huge problem for CoffeeCapulus.  





Select a Mobile Device Management Software for BYOT and explain the rationale for your choice 

I have chosen Miradore as my choice of MDM software. I have decided to choose this software as MDM states that it (Miradore, n.d.) has various features to ensure security. They also state that MDM is important because efficient mobile device management enables employees to work without interruptions. (Miradore, n.d.) However, there are many benefit of an MDM software. A large factor of MDM software, is that if a device has been lost, then this doesn’t mean that the data within the device has also been lost. One of the main reasons for me choosing the Miradore software is that they highly recommend safe passcodes, screen locks, work profiles etc to ensure that the level of security is high within the software so that the devices remain safely secure.  Furthermore, the Miradore software also saves time with IT automation which is a very efficient feature for BYOT. This is due to (Miradore, n.d.) new device roll-outs which are believed to be fast by automation.  However, a great advantage of using the Miradore software is that it allows the user to (Miradore, n.d.) manage company-wide device enrolment cost-efficiently. By doing this, it allows the user to save up to 30 minutes per device. It also states that new sites can be created in seconds and configured in minutes. 
Overall, I have chosen Miradore as my Mobile Device Management Software as they are clearly reliable and very cost-efficient. Also, the features that Miradore has makes it possible to understand exactly what the software is about which is a big advantage for my choice. From reading in depth about their features, I have come to the conclusion that it is a very reliable software as it states that they offer high security to protect devices. What also stood out for me, is (Miradore, n.d.) that a lost device does not mean a loss of data. This is due to Miradore offering different ways to ensure that all devices are safe by containing different types of security. 

Advantages And Disadvantages of BYOT 

There are many advantages and disadvantages of BYOT. I have conducted some research into these advantages and disadvantages and will therefore discuss what they are and what they mean. I will also be discussing why they are an advantage or a disadvantage and what that means for its purpose. 
Advantages of BYOT 

Cost saving is a big advantage of BYOT as (Are You Aware of these BYOT advantages and disadvantages? , 2020 ) eliminating the cost of phones for an entire workforce can free up a lot of money. This means that if the cost of data plans are also removed, then it gives the workforce extra funds in order to spend the money on better ways to protect devices. 

A large advantage of BYOT however is morale. This is because employees enjoy sticking with the device in which they are mostly familiar with. Over time, they’ll get to be familiar with the layout of that device so will know where each button is which makes it easier and far more comfortable for them to use.  

Productivity is also a large factor as it means that if employees are familiar with a certain device, then they’ll be more productive using it as it will allow them to use it to a greater effect. This is due to no time being wasted on navigating programs, folders or keys. (Are You Aware of these BYOT advantages and disadvantages? , 2020 ) 

Disadvantages of BYOT 

A big disadvantage of BYOT is the security of it. This is due to the rapid rise of mobile malware, which is used to great effect when it is disguised in advertisements, applications etc. As a result, this causes a big threat to BYOT devices which means that companies will need to be very cautious and careful and will need to take extra care to ensure that devices are safe and secure.   

Support is also considered as a large disadvantage due to employees bringing a number of devices. This means that there will be a large demand of support required for the employees’ devices and fore their operating systems to ensure that they are fully supported so that there is so significant loss of data or files within the devices. 


In addition, support is also a huge disadvantage as they are an extra concern to a company. This is due to support being needed for a variety of devices and operating systems as employees bring a variety of devices.  

Alternatives to BYOT 

There are however a few alternatives of BYOT. This is if the employees are happy with the flexibility that BYOT offers, but do not like the potential risks of BYOT as they are considered too dangerous to employees. 
An example of an alternative is COPE which stands for Corporate Owned/Personally Enabled. This is when the employer outright buys the device and owns it. However, although they have bought it and owned it outright, the employee is still able to treat it as their own and be able to use it for their personal issues. By doing this, it gives more control to the concept of BYOT. On the other hand, it does also introduce personal privacy issues which may be uncomfortable for employees.  (Are You Aware of these BYOT advantages and disadvantages? , 2020 ) 

Another example of an alternative system is CYOD. This stands for Choose Your Own Device and it is when the employer will create a whitelist of devices which are allowed to be used, meaning it only allows BYOT for those specific devices. However, by doing this, there is a risk that it can reduce security issues, by only allowing known devices to be secure.  




















	
                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Engagement with Literature Skills
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]Demonstrates no engagement with literature skills with no reference source material. Please note that you are required to use reference sources to help you write about research topics in your own words.  You have however, carryout some discussion. (Grade mark: 33.33%)
	[bookmark: totalRIL]15
	[bookmark: markRIL]5

	
	
	

	2. Knowledge and Understanding Skills
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]See comment above. You have not use the IEEE report format (Grade mark: 33.33%)
	[bookmark: totalKUS]15
	[bookmark: markKUS]5

	
	
	

	3. Cognitive and Intellectual Skills
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA][bookmark: _GoBack]Report is incomplete, however, you have discussed the BYOT, MDM, policy  (Grade mark: 40.00%)
	[bookmark: totalANA]40
	[bookmark: markANA]16

	
	
	

	4. Practical Application Skills
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]Not done (Grade mark: 0.00%)
	[bookmark: totalPAD]20
	[bookmark: markPAD]0

	
	
	

	5. Transferable Skills for Life and Professional Practice
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]Require formatting alignment/justify to make it look more professional. Spell out all acronyms first time used.  (Grade mark: 40.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]4

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]30%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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