Cybercrime
Analysing the challenges law enforcement agencies face in responding to cybercrime in a contemporary society.
Supporting paper

In support of the presentation, this paper will set out to explore and analyse a number of potential challenges law enforcement agencies may encounter when responding to reports of cybercrime in a contemporary society. The paper will consider challenges that arise in the cases of not reporting such crimes to difficulties involved in responding to frontline crimes that have been adapted as a result of the internet, such as cyberstalking. Reference will be made to the growth and evolution of the internet and cyberspace and how it contributes to today’s society, whilst considering the negative attributes that have become from its existence, namely cybercrimes. 
According to Rajaraman (2022), the internet’s first existence came about in 1969 as an experiment by the Advanced Research Projects Agency as part of the US Department of Defence. The internet advanced further from its commencement, with the introduction of emails and from there on, became a pivotal system accessed across the world for personal and business purposes. In addition to emails, today the internet enables people across the world to access various well-known platforms including social media sites, stream content, purchase goods and services and acquire information. By understanding the sheer scale and context of the role the internet plays in today’s society, establishes its importance and how the world is somewhat reliant on it. Furthermore, research conducted by Office for National Statistics (2021) also verifies the extent to which the internet is used amongst adults in the UK, with nearly all adults aged 16 to 44 years were recent users of the internet and over half of adults aged 75 and over in the UK admitted to accessing the internet, with this age bracket seeing a significant rise in numbers, indicating it’s prominence in todays society. 
According to Gov (2023), cybercrime is considered a broad term which is used to cover all crimes that take place online, are committed using computers or are facilitated by online technology. With consideration to what has already been identified as a prominent factor in today’s society across the world, the internet and cyber space continues to develop and enhance its capabilities. The National Crime Agency (N.D), suggests that the extent of the usage of the internet or cyberspace across the world and technology constantly evolving, this will likely result in possible threats and risks, including that of falling victim to an act of cybercrime and the facilitation of new crimes. 
From gaining an understanding as to how significant the internet and cyberspace in today’s society across the world is, with research indicating a somewhat reliance on it, from work purposes and personal use. As identified, with the evolution of the internet has come crimes committed via online methods, known as cybercrimes and what could be considered more ‘traditional’ crimes adapted, these will still need to be dealt with by law enforcement. It could be considered that cybercrimes present with identifiable challenges for law enforcement and successful convictions, with Saunders (2017) reporting that to mitigate identified issues relating to cybercrimes, the National Crime Agency and the broader policing community have officers whose role is to increase reporting of these particular crimes and encourage positive relations amongst the industry. Even with these positive initiatives in attempting to tackle cybercrime, challenges still arise around law enforcements capacity in tackling such crime and evident under-reporting by possible victims. It could be considered that under-reporting may arise from those who are a victim of cybercrime possibly feeling they may be partly accountable for their actions, such as accessing links in untrustworthy emails or sharing personal details with the wrong people. With that being said, law-enforcement will sometimes find great difficulty in bringing justice to the perpetrators of some cybercrimes, such as those that involve fraud or theft, with retailers or banks dealing with the matter and ‘writing off’ any losses. Where there is no accountability or punitive consequences for the perpetrators involved, this could result in a sense of impunity and could continue to commit further crimes, resulting in more victims. 
To gain a better understanding as to the impact of some crimes committed via the internet, exploring that of the cyberattack that target parts of the UK’s NHS in recent times verifies the sheer disruption that can occur, without the presence of any physical contact. According to NHS England (2023), in May 2017, a worldwide cyber-attack occurred called WannaCry, which targeted the Windows software running on PC’s. Ransom was demanded by the attackers and if not paid, they threatened to release information and data. UK Parliament (2024), elaborate on the severity of such attack, concluding that at least 34% of trusts in England were disrupted by the attack and 6912 operations and appointments were cancelled as a result. These are just some figures surfacing as a result of the attack, with not only the potential and threat of personal information being released, but also the consequences of patient’s health being impacted. 
According to Koziarski and Jin (2020), as of 2020, 3.5 billion people across the world have been reached by the internet, and with the severity and frequency evolving since the early 2000’s, both domestic and international law are faced with various complications in respect of cybercrime. Firstly, due to its technical nature and multi-jurisdictional, concluding that a general challenge for law enforcement is that the victim pool is broad and could be anyone that accesses the internet. In addition, prosecution of such offences may prove more difficult for law enforcement when the perpetrators reside in different countries, with consideration to different criminal proceedings and laws, possibly resulting in challenges in a prosecution. 
With the evolution of the internet has come the development in crimes committed online and even adaptations to what would be considered the more frontline crimes, such as stalking, which alone is a serious offence. According to Martellozzo et al (2023) the lockdown restrictions imposed as a result of the COVID-19 pandemic which commenced in 2020 enabled adaptations to crimes such as stalking, whereby there was an emphasis on the use of digital platforms to monitor and force communications with victims. 102 police officers participated in a survey around responding on the frontline to reports of stalking, both cyber and proximal, during the COVID-19 pandemic with the results indicating that cyberstalking increased in frequency, which presented unfamiliar challenges to frontline policing and officers reporting a deficit in confidence in handling this particular crime, in comparison to the ‘traditional stalking’. 
It is apparent that the police experience further difficulties during the stage of investigation following a report of cybercrime. According to Curtis and Oxburgh (2023), police officers perceive cybercrime as unique in comparison to traditional crimes, which is reflective of alternative research in this field. Reports of incidences of cybercrime will require an investigation similar to that of traditional crimes, yet challenges for the police arise in respect of the lack of understanding, the anonymity of suspects and the non-physical nature of the internet itself. 
To conclude, it is evident that today’s society across the world is somewhat reliant on the internet, whether it be for work or personal purposes but with its popularity has brough an evolution of crimes adapted solely from the internet. It is apparent that law enforcement agencies have acknowledged the development in this particular crime, and it is evident that attempts have been made to address cybercrime however, there still seems to be challenges in their response, which is made more difficult when there is a low reporting rate by victims and the crimes are ever evolving. 
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