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Lab: IPv4, Subnetting, VLSM and IPv6 Addressing


Understanding IPv4 and IPv6 addressing (word count 1000) 
This part of lab worksheet require you research and write a report on “Features of IPv6”. You may discuss but not limited to structure, address types, advanced functionalities and security.  

Internet Protocol Version 6 (IPv6) is currently the most recent generation of Internet Protocol. Acting as an improvement on the previous IPv4, IPv6 was developed as a means to solve the issue of exhausting the address space of IPv4 by extending the length of IP addresses allowing for many more to be created, with the predictions being that we will never run out of addresses with IPv6. IPv6 was first launched back in 2012 on June 6th, after a successful World IPv6 event day that was held on June 8th, one year prior in 2011 [2]. [1]

One of the major changes made to IP’s in the upgrade from IPv4 to IPv6 was the increase in address length. The length was quadrupled in size, going from the 4-byte address seen in IPv4 to a 16-byte address. IPv6 addresses are written in hexadecimal format, which means that there are now enough addresses available for 340 undecillion (3.4x1038) devices across the world, with predictions saying this will be more than enough addresses than we will ever need, with an estimate stating that 1 square metre on Earth can hold 1564 addresses [3]. An example of an IPv6 address is 2001:0db8:fa97:0034:0000:0000:56fe:1ca0, however, leading zeroes in IPv6 can be cut out, shortening this address to 2001:db8:fa97:34:0:0:56fe:1ca0. It is also possible to shorten the address further with the use of a double colon (::) to eliminate octets of repeating zeroes, meaning the address can now become 2001:db8:fa97:34::56fe:1ca0, however a double colon can only be used once per address. [1] [4]

In IPv6, there are three address types that are used for packet routing within a network. These 3 are Unicast, Anycast and Multicast, with Anycast being a new introduction to IPv6. Unicast is a one to one address, featuring one sender and one receiver, with the transmission being able to work both ways. Unicast transmission is available on both IPv4 and IPv6, and is the most common form of transmission. Anycast, which was unavailable to IPv4, transmits data to the nearest destination on the network by the routers. This is done by having multiple interfaces being assigned the same Anycast IP address over the internet. The final type, which is Multicasting, works on a one to many basis, which means packets of data are sent simultaneously to multiple locations in a network. Multicasting can also be used to send packets of data to multiple interfaces on a single device, although this is less commonly done. [1]

Many new or changed features came with IPv6 to help with transmission of data between devices. With better implementation of Multicast, IPv6 does not support broadcasting anyone, and is instead through multicasting. A feature was added to improve mobility so that a roaming device (such as a mobile phone) could travel to different geographical areas and still remain connected to networks under the same IP address. The headers on IPv6 have seen simplified by having had all the unnecessary information that were present in IPv4 moved to the end of the Header, allowing for quicker speeds when routing, due to the router being able to find and read all the relevant information it needs much quicker. The header is now also twice as big as it was on IPv4, but that isn’t bad considering that the total length of the address has quadrupled in size. [3]

In terms of security in IPv6, even though new security features were added, it hasn’t been greatly improved, due to a lot of the newly implemented security not being relatively new. A security enhancement that has come along now is as a result to the increased length of the addresses. Now that there is a maximum of 64 bits to allocate for addressing, there are now 264 (18,446,744,073,709,551,616) hosts to scan through, meaning it’ll be harder for a reconnaissance attack to be successful as the chance of finding the correct IP is now practically impossible. One other change that was made however is that IPSec is now a mandatory feature, rather than an optional like in lesser versions. IPSec uses cryptographic protocols in make data communication between multiple devices more secure. Another feature to make data transmission more secure while on a local network is Neighbour Discovery, which is where the device will use Internet Control Message Protocols (ICMP) to discover the link-layer address of nearby devices. This works closely with Auto-configuration, a feature used by IPv6 to acquire configuration information, to improve the security of data transmission compared to IPv4. [5]

Another feature that has been added into IPv6 is End to End Connectivity. With every system and device on the planet now able to have their own unique IP address, End to End Connectivity allows two devices anywhere on the internet to connect to each other. This can however be limited by features such as firewalls or company policies. A feature as a result of End to End Connectivity is Enhanced Priority Support. A similar feature was available on IPv4, but in IPv6, the routers are told by Traffic Classes and Flow labels how to efficiently process and route data packets, so as to decrease the time taken to transfer a data packet from one location to another. A benefit has also arisen from the changes made to the Header in IPv6. As it is now extendable, more information can be placed into the optional part of the header, which can now potentially be as long as the address itself. [3]

To conclude, the upgrade from IPv4 to IPv6 has seen many improvements made to Internet Protocols, including solving the main issue of a lack of IP addresses to go around, improvement to types of addresses in the form of adding Anycasting along with Unicasting and Multicasting, and while the security wasn’t greatly improved compared to previously, there were some features that have been added that have slightly improved the security of transmitting data between multiple devices and across the internet.
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Subnetting and VLSM

NOTE: To complete this part you would need full understanding of Lab 10 to 14. 
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Using the Network address 172.16.2.0/24, VLSM the network to support the following requirements: 
Subnet A: 16 hosts       
Subnet B: 2000 hosts  
Subnet C: 6 hosts
Subnet D: 500 hosts
Subnet E: 60 hosts
Subnet F: 180 hosts and Serial links between routers
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Table 1
	Subnet
	Network Address
	Subnet mask
	First Address
	Last Address
	Broadcast Address

	     B
	172.16.2.0
	255.255.248.0
	172.16.2.1
	172.16.10.254
	172.16.10.255

	     D
	172.16.11.0
	255.255.252.0
	172.16.11.1
	172.16.14.254
	172.16.14.255

	F
	172.16.15.0
	255.255.255.0
	172.16.15.1
	172.16.15.254
	172.16.15.255

	A
	172.16.16.0
	255.255.255.224
	172.16.16.1
	172.16.16.30
	     172.16.16.31

	     C
	172.16.16.32
	255.255.255.248
	172.16.16.33
	172.16.16.38
	172.16.16.39

	E
	172.16.16.40
	255.255.255.192
	172.16.16.41
	172.16.16.102
	172.16.16.103

	R1-R2
	172.16.16.104
	255.255.255.252
	172.16.16.105
	172.16.16.106
	172.16.16.107

	R2-R3
	172.16.16.108
	255.255.255.252
	172.16.16.109
	172.16.16.110
	[bookmark: _GoBack]172.16.16.111
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