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Part 1: IN-CLASS ASSESSMENT (15 Marks)
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Part 2: - Device Configuration and Network Connectivity (85 marks)
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SIC_OSPF (3 Marks)
SIC_IPV4_ACL (3 Marks)
SIC_IPVA_NAT (3 Marks)
VPN Challenge (3 Marks)
Trouble Shooting Enterprise Networks (3 Marks)

1. Basic Configuration: (On all devices)
. Configure hostname on all devices.
b, Disable DNS lookup!
©. Configure all devices with IP address shown in the above tables and nefiwork topology.

ON Route R1 and R2 do the following configurations
6) Domain name ensa com
©) Encrypted privileged EXEC password ciscol23
1) Console access password cisco123
) Create an administrative user in the local database
Username: admin
Password: ciscol23
) Set login on VTY lines to use local database
§) Set VTY lines to accept telnet connections osly
3) Encrypt the clear text passwords
k) Generate an RSA crypto key 1024 bits modulus

2. Single Area 0 OSPF Configuration
a) Configure the OSPF routing process with process ID 10
b) SetRouterID, 1.111cnRland22220nR2

) Configure a network statement for each locally attached network using a wild card mask
that matches each network's subnet mask. NB Do NOT advertise the networks
192.168.1.0/24 on R1 and 209.165.201.0127 on R2.
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Configure all passive interfaces.

Configure the hello time for 15 seconds,

Configure the dead time for 60 seconds.

Configure Loopback( as 2 poiat-to-point netivork for OSPF on R1

Configure a static default route with Gigh 0/0 as the exit interface on R2, then share the default

»
‘Completon: 95%

S - 0.

n) Lear) Laoar) as0r | 2010 81900X sivGw | 629 1240 prames premay | isar | 2

ECd I TE >

10672540550

A0
105201729

setnn o

208.165.201. nrz;'
Fao
g

G000 Web_ServerNTP Server

osenm, g

1
Gigoror

182.168.1.024

Gigoron
1067.1.028
Favss
52\ Fa0rie
Fao
=,
B

Fre LestStatus Source Destiaon Type Color Time(sec)

Perdic Num  Edt  Dekte

@ - FoA PcB W g 00 N 0 (e (delete)
@ - A B T 000 N1 (e (delete)
[GE) =





