ACCA7051 Web development
Parjal Rai 2420643

by Pj Rai

Submission date: 15-May-2025 07:37PM (UTC+0100)

Submission ID: 258438317
File name: 58810_Pj_Rai_ACCA7051_Web_development_Parjal_Rai_2420643_661685_1889407287.docx
(4.13M)

Word count: 2579
Character count: 15654



ACCA7051 Web development
Parjal Rai
2420643




Table of Contents
B IR 31 e s 11T £ OO
2. Client-side vs server-side SCrpting ....ccccccvmcrminsicsir s s s s s s e s s e s 3

B 1 (o T =
3.1 Node js in the project

4. AJAXin the project. .. s s s s s e s s s e s snanans T

5. USer ManuUaLl........ ettt ce e ee et e e msa s e en s e snms s s mnan s e enm s e s amanannnans O
6. Overview of the design of the COde.... i e e §

7. Discussion of the key components........ccccviicn s s sassnsenes 12
T T VAN @SPEOT -ttt e et ae e e 2t ae e s e 2 s ensae e ae e nt e ennaeennneenn 12
7.2 INteresting aspect ... e 13

8. Evidence of Testing...ccc.ciciiiiininnseieces s s s s s s s s s ssssnenn s s s snsnsnnes 19

£ TR 070 4 T (13 [ o T PP |




1. Introduction

Web development began with the creation of the first webpage by Tim Berners-Lee in 1990,
using technologies such as HTML (HyperText Markup Language), HTTP (HyperText
Transfer Protocol), and the WorldWideWeb browser [1]. At this stage, HTML defined the
static structure of content, and HTTP enabled communication between servers and
browsers—there was no client-side or server-side scripting.

In the mid-1990s, the introduction of JavaScript enabled client-side scripting, allowing code
to run directly in the user’s browser. This made web pages more interactive without needing
constant communication with the server. At the same time, the limitations of static HTML led
to the adoption of server-side scripting. The Common Gateway Interface (CGI) allowed web
servers to execute external programs and generate dynamic content. Building on CGI,
Rasmus Lerdorf developed PHP (Personal Home Page). which later evolved into a server-
embedded language to address CGI performance issues [2].

Initially, JavaScript was confined to client-side development, while back-end tasks were
handled by languages like PHP and Java. However, the introduction of Node.js—built on the
V8 JavaScript engine—enabled developers to write server-side code in JavaScript as well.
This innovation unified front-end and back-end development under a single language,
simplitying full-stack worktlows [7].

This report explores topics such as the differences between client-side and server-side
scripting, an investigation into Node js, and documentation of a web application developed
for vehicle plate registration and purchase. It also includes an overview of the code’s design,
discussion of key implementation features, and evidence of testing.

2. Client-side vs server-side scripting

Client-side scripting involves executing scripts directly in the user’s browser (such as with
Chrome’s V8 engine) rather than on the web server. This allows the code to run on the user’s
device, dynamically updating the webpage without needing to reload the page or make
frequent requests to the server. By executing locally, client-side scripting offers a faster, more
responsive user experience with less reliance on server interactions. However, this approach
also means there is no direct database connectivity from the client side. Instead, the client
interacts with the backend server through APISs to retrieve or manipulate data stored in the
database (Figure 1) [2].

Other key functionalities of client-side scripting include DOM manipulation, dynamic Ul
updates (such as form validation and dynamic menus), and asynchronous requests using
AJAX (Figure 1). JavaScript is the most commonly used language for client-side scripting,
though HTML and CSS handle the structure and styling of web pages [3].




t axiosInstance from ' nsti

getVehiclePlatesByInput = (input, page = @, size = 5)
ait axiosInstance.get( /vehiclePl 2g/${input}’,
params:

page,

Figure 1: APl request in a React app to communicate with the backend server and retrieve
vehicle plates that match the input.

Server-side scripting involves running code on the server, not in the browser. When a user
sends a request from the browser — such as submitting a form or calling an API (Figure 1)
— the server processes that request. The server runs scripts within a runtime environment
(such as Apache Tomcat, Nginx as a reverse proxy, or an application server) to handle
backend logic, data processing (for example, querying a database like PostgreSQL), and
enforcing business rules. After processing the request, the server sends a response back to the
browser. For instance, in Figure 2, a JSON response is served to the browser, although the
response could also be in the form of HTML or XML. The browser can then use this response
to render dynamic web content [4].

Compared to client-side scripting, server-side scripting generally offers greater security
because the code and sensitive operations (such as authentication, authorisation, and database
interactions) remain hidden from the user. However, because server-side processing requires
communication between the browser and the server, it can be slower than client-side
scripting, which runs instantly within the user's browser. Nevertheless, server-side scripting is
essential for operations involving CRUD (Create, Read, Update, Delete), database
connectivity, authentication, and enforcing complex business rules that the client alone
cannot securely or reliably handle [1].

Figure 2: REST API sending a JSON response to the client.




3. Node JS
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Figure 3: Diagram illustrating the relationship between user code, the Node.js API and libuv
[9].

The architecture of Node.js is such that the code is written in JavaScript and executed by
the V8 engine, which is embedded within Node.js. However, the underlying Node js bindings
and the libuv library are implemented in C/C++, which contributes to its high performance.
Libuv manages 1/O operations and utilizes a thread pool to handle blocking tasks efficiently

[9].

A crucial component of the Node.js architecture is the event loop, which enables
asynchronous, non-blocking I/O operations. This is a core feature of Node js, allowing it to
handle tasks like file reading, database queries, and HTTP requests without blocking the main
thread—even though it runs on a single-threaded architecture [9, 10]. This unique event loop
mechanism leverages callback functions to efficiently manage and process tasks. As a result,
on a server with 8GB memory, Node JS can handle more than 40,000 user connections. In
contrast, in traditional server-side languages like PhP Java or .NET, the same server can only
handle about 4000 user connections [10].

The non-blocking 1/0 model, powered by the asynchronous event loop, allows the server to
process multiple requests concurrently using very few threads. Rather than focusing on thread
management, Node.js prioritises utilising the system’s computational capabilities to
efficiently handle tasks, reducing overhead and increasing performance. This event-driven,
non-blocking architecture contributes to faster execution, quicker development, and greater

scalability [11].

While Node.js excels at handling multiple I/O operations through its asynchronous, single-
threaded model, this approach also has some drawbacks. Because a single thread is
responsible for managing many concurrent operations, the application must be carefully
structured. If too many requests are processed at once, it can become resource-intensive and
lead to slowdowns, as Node.js may consume significant CPU resources without the benefit of
true parallel execution.




Another common issue arises from poorly written asynchronous code—especially when
deeply nested callbacks are involved. This so-called "callback hell" can make the code
difficult to read, debug, and maintain, as each step in the chain often depends on the output of
the previous one.

To address limitations like these, modern versions of Node.js now support multithreading
through the worker threads module (Fig 3). This feature allows CPU-intensive JavaScript
tasks to run in separate threads, keeping the main event loop responsive and improving
performance for computationally heavy operations [11].

3.1 Node.js in the project
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Figure 4: Express Server Request Flow for Static Assets and Client-Side Routing

Node.js was used to set up a basic Express server that serves static files from the “dist”
directory (Figure 4). This directory is generated by Vite, which bundles the React application.
The server is configured to serve “index.html” for both the root route (/) and all other routes
(*), making it suitable for single-page applications (SPAs) that rely on client-side routing.
Once the static site is delivered to the browser, client-side rendering enables dynamic content
updates without requiring full page reloads [12]




4. AJAX in the project
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Figure 5: Use of Axios Interceptors to Enhance AJAX Request Handling

This code defines a custom Axios instance to facilitate AJAX-based communication between
the frontend and a backend API hosted at “http://localhost:8080/v1”. Axios, which internally
uses AJAX techniques, enables asynchronous HTTP requests without reloading the page. The
configured instance includes request interceptors to manage authentication tokens. Before
sending a request, it checks for a valid access token; if absent, it attempts to refresh the token
using a stored refresh token. If both are unavailable or the refresh fails, the user is redirected
to the login page and the request is cancelled.




5. User Manual

Client-side
BuyMyPlate-Client is a client-side application built with React.js and served using a Node.js
Express web server.

To run the application, ensure that Docker is running in the background. Then, open your
terminal and execute the following command:

docker compose up
Once the server is running, open a web browser and visit the URL displayed in the terminal

Server-side
BuyMyPlate-Server is a server-side application built with Java and Spring Boot, managed
using Maven.

To run the application with keycloak and database already setup, go to the terminal and run
the command:

docker compose up
Or

docker compose up -d (to run the app on the background)

To run tests:

1. Open a terminal at the root of the project.
2. Run: “mvn install”




6. Overview of the design of the code

BuyMyPlate is an application that follows a Model-View-Controller (MVC) architecture with
React handling the View layer and communicating with a Spring Boot backend, which
handles the Model and Controller layer, through an intermediary Express.js web server. The
App is separated into different directory which serves different functions (fig 6). There are
directories for reusable React components and custom hooks which promote separation of
concerns and ease of maintenance. Pages in the app act as containers that invoke these
components and manage state and logic. The api directory manages data fetching via Axios
and the context file manages AuthContext which is used to manage and share user
authentication state across the entire application without prop drilling. Express.js servers as a
lightweight web server, routing client requests and managing communication between the
React frontend and Spring Boot Backend.

The backend is built with SpringBoot, where the Model layer represents entities, and the
Service layer contains the business logic. The Controller layer handles HTTP requests and
sends back response as JSON, and Data Transfer Objects (DTOs) are used to structure and
manage data flow between frontend and backend. The Service layer interacts with
repositories to fetch and manipulate data, which is stored in a PostgreSQL database, ensuring
efficient and reliable data persistence. The entity and database are linked via object-relational
mapping (ORM) with Hibernate. In terms of security, a central SecurityConfig class
integrates Keycloak to manage authentication and authorisation across the application,
protecting endpoints. The backend supports the dynamic features of the application, including
data handling and user authentication, while seamlessly integrating with the frontend through
RESTful APls.
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Figure 6: Project structure of the client-side app.
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Figure 7: Project structure of the server-side app.




7. Discussion of the key components

7.1 Main aspect

Figure 8: Reusable react component form used for creating, editing and viewing vehicle
plates

The PlateForm component is designed to render a vehicle plate form that can operate in
“create”, “edit”, or “view” mode, depending on the mode prop. It is reused across all pages
related to creating, editing, and viewing VehiclePlates, providing a consistent and modular
interface. The component leverages a custom hook, usePlateForm, to manage form state,
handle submission, and supply utilities like dynamic form titles and error rendering. The
PlateFormCard component receives all relevant form props and handles the actual user
interface. This structure promotes reusability and clean separation of concerns by
encapsulating logic within the custom hook and delegating Ul responsibilities to a dedicated
component.




7.2 Interesting aspect
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Figure 8: ProtectedRoute component used for authentication on the client-side

This React component is used to protect routes in an application based on authentication and

user roles. It utilises the useAuth hook to access authentication status authentication status,

loading state and the user’s role. The useLocation hook is used to track the current URL. If

the app is in a loading state, it displays a loading message. If the user is not authenticated or

the role is not included in the roles prop, they are redirected to the login page. If the user
passes the checks, the component renders it child components via the Outlet component,
which is a placeholder for nested routes. This ensures that only authorised users can access

protected routes based on their roles as seen on figure 9.
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Figure 9: ProtectedR oute ensuring that only authorised users can access specific routes.




8. Evidence of Testing

Client-side
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Figure 10: Login Page testing handling successful and unsuccessful login
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Figure 11: Testing of the GET API call to the backend, verifying handling of expected and
unexpected responses.
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Figure 12: Testing of the POST and PATCH API call to the backend.
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Figure 13: Successful test runs on server-side.




Test Name Description Expected
Outcome
test_getAllVehiclePlates Retrieves all vehicle plates with HTTP 200 OK

pagination

with a page of
DTOs

test_getAllVehiclePlatesByReg | Retrieves plates matching a HTTP 200 OK
registration pattern with filtered
list of DTOs

test_getVehiclePlateByld Retrieves a specific vehicle plate by | HTTP 200 OK

ID

with matching
DTO

test_addVehiclePlate

Adds a new vehicle plate with valid
data

HTTP 201
CREATED
with created
DTO

test_addVehiclePlate_ReturnsBa | Attempts to add a plate with HTTP 400

dRequest invalid/missing data BAD
REQUEST

test_replaceVehiclePlate Replaces an existing plate with valid | HTTP 200 OK

data

with updated
DTO

test_replaceVehiclePlate_Return | Attempts to replace a plate with HTTP 400

sBadRequest invalid data BAD
REQUEST

test_update VehiclePlate Partially updates an existing plate HTTP 200 OK

with updated
DTO

test_deleteVehiclePlate_returns | Deletes an existing plate and handles | HTTP 204 NO
TrueAndFalse non-existent case CONTENT
and 404 NOT
FOUND
test_getAllVehiclePlatesByUser | Retrieves all plates associated with a | HTTP 200 OK
Id specific user ID with user-

specific plate
list

Figure 14: Description and Expected Outcomes of Unit Tests for VehiclePlateController

Methods




9. Conclusion

In conclusion, the progression from static web pages to dynamic, interactive applications has
been shaped by the development of client-side and server-side scripting technologies. The
emergence of JavaScript and the subsequent introduction of Node.js have played a pivotal
role in enabling unified, full-stack development using a single programming language. This
report builds upon this historical and technological context to present a comparative analysis
of client-side and server-side scripting, a focused investigation into Node js, and
comprehensive documentation of a web-based application designed for vehicle plate
registration and purchase.
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FINAL GRADE GENERAL COMMENTS
Server/Client Code (25): 19
Node.js (25):19
SW Doc (50): 37
FEEDBACK
You have covered most of the key features of client
and server scripting. | was hoping for a bit more
detail on the server side environment in particular.
Very good discussion of the internals of node.js, |
was expecting more discussion of the benefits of its
use such as NPM.
Could have provided a bit more discussion of the
code, but there is some code discussion and good
evidence of testing.
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