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The digital transformation of the healthcare sector has fundamentally changed the way medical organisations collect, manage and utilise information [1],[2].
MedAssist Clinic is a private outpatient healthcare provider based in the United Kingdom offering general consultations, diagnostic services and specialist referrals. As the clinic continues to grow, it requires a modern information management system supported by a relational database capable of managing patient records, appointments, treatments and feedback efficiently.
The proposed database has been developed according to recognised principles of relational database design, where business processes are translated into a logical data model through entity identification, relationship modelling and integrity enforcement. Attention has been given to producing a scalable and maintainable database capable of supporting future organisational growth. To minimise redundancy and prevent insertion, update and deletion anomalies the database is normalised to Third Normal Form (3NF) [1],[2]. Primary keys, foreign keys and integrity constraints are used to preserve entity integrity, referential integrity and overall data consistency across all relationships [1],[2],[3].
The primary aim of this project is to design, implement and evaluate a relational database prototype that satisfies the functional requirements of MedAssist Clinic while demonstrating the practical application of established database management principles. 
Following the conceptual design, the database is implemented in MySQL using 
phpMyAdmin with realistic sample data, integrity constraints and mechanisms that support secure and reliable database operations.
In addition to the database implementation the project also includes the development of a database driven web application using PHP and MySQL. The website demonstrates dynamic interaction with the database through search facilities, user authentication and Create, Read, Update and Delete (CRUD) operations while implementing appropriate measures to reduce the risk of SQL injection attacks.
This report is organised into two main sections. Part A presents the analysis of organisational requirements, database design, Entity Relationship Diagram (ERD), normalisation process and physical implementation of the relational database, followed by the implementation of stored procedures, transaction management, triggers, auditing mechanism and indexing techniques. Part B focuses on the development of the PHP- based web application, including user authentication, role-based access control, CRUD operations and protection against SQL injection. The report concludes with a critical evaluation of the completed solution, discussing its effectiveness, limitations and opportunities for future enhancement. 
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The database design reflects MedAssist Clinic’s operational workflow from patient registration through appointment booking and treatment to feedback. 
A relational model was selected because the clinic manages strongly related data. Primary and foreign keys connect appointments with valid patients, doctors and availability periods, while treatments remain linked to their consultations, maintaining referential integrity [1],[2],[3].
The final schema contains ten related entities: Department, UserAccount, Patient, MedicalRecord, Doctor, DoctorAvailability, Appointment, Treatment, Feedback and AuditLog.
MedicalRecord, DoctorAvailability and AuditLog extend the case-study requirements by supporting clinical data separation, appointment scheduling and automated auditing.
[bookmark: _Toc237298019]Entity Relationship Diagram
The ERD presents the entities, attributes, keys and cardinalities forming the logical structure of the MedAssist Clinic database.[image: ]
Figure 1. Entity Relationship Diagram for the MedAssist Clinic database. 
Appointment is the central operational entity linking patients, doctors and consultation periods. Treatment and Feedback depend on appointments, while UserAccount and AuditLog provide accountability and traceability.
[bookmark: _Toc237298020]Entity Definitions, Attributes and Keys 
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Patient entity stores the identification, contact and registration information of individuals receiving services from MedAssist Clinic.
	Attribute
	Data Type
	Key or constraint

	PatientID

	INT
	Primary Key, AUTO_INCREMENT

	FirstName
	VARCHAR(50)
	NOT NULL

	LastName
	VARCHAR(50)
	NOT NULL

	DateOfBirth
	DATE
	NOT NULL

	Gender
	ENUM
	CHECK

	PhoneNumber
	VARCHAR(20)
	NOT NULL

	EmailAddress 
	VARCHAR (100)
	NULL

	AddressLine1
	VARCHAR(100)
	NOT NULL 

	AddressLine2
	VARCHAR(100)
	NULL

	City 
	VARCHAR(50)
	NOT NULL 

	Postcode
	VARCHAR(10)
	NOT NULL

	EmergencyContactName
	VARCHAR(100) 
	NOT NULL 

	EmergencyContactPhone
	VARCHAR(20)
	NOT NULL

	PatientStatus
	ENUM
	 NOT NULL, DEFAULT ‘Active’

	RegistrationDate
	DATE
	DEFAULT, CURRENT_DATE



Patient stores the administrative and contact information required for registration and communication. PatientID provides a stable primary key because personal information cannot identify a patient. PatientStatus allows records to be deactivated rather than deleted, preserving historical relationships. 

[bookmark: _Toc237298022]MedicalRecord
The MedicalRecord entity stores general health information associated with a patient. 
	Attribute
	Data Type
	Key or constraint 

	MedicalRecordID
	INT
	Primary Key, AUTO_INCREMENT

	PatientID
	INT
	Foreign Key, Unique

	BloodGroup
	VARCHAR(5)
	Optional

	Allergies
	TEXT
	Optional

	ExistingConditions
	TEXT
	Optional

	CurrentMedication
	TEXT
	Optional

	FamilyMedicalHistory
	TEXT
	NULL

	LastUpdated
	DATETIME
	 DEFAULT, CURRENT_TIMESTAMP

	AlcoholConsumption
	VARCHAR(50)
	NULL

	SmokingStatus
	ENUM
	NULL

	PreviousOperations
	TEXT
	NULL

	HeightCM
	DECIMAL
	NULL

	WeightKG
	DECIMAL(5,2)
	NULL



The MedicalRecord table is separated from Patient to distinguish sensitive clinical information from routine administrative data. PatientID establishes an optional one-to-one relationship and provides a foundation for applying different access permissions to clinical information.
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The Department entity represents the clinical areas operating within MedAssist 
Clinic, such as General Medicine, Dermatology and Physiotherapy.
	Attribute
	Data Type
	Key or constraint 

	DepartmentID
	INT
	Primary Key 

	DepartmentName
	VARCHAR(100)
	Unique, NOT NULL

	DepartmentLocation
	VARCHAR(100)
	NOT NULL

	PhoneExtension
	VARCHAR(10)
	Optional, Unique

	DepartmentStatus
	ENUM
	DEFAULT ‘active’

	DepartmentCode
	VARCHAR(10)
	UNIQUE, NOT NULL

	ClosingTime
	TIME
	NOT NULL

	OpeningTime
	TIME
	NOT NULL

	DepartmentEmail
	VARCHAR(100)
	UNIQUE

	FloorNumber
	VARCHAR(10)
	NULL

	CreatedAt
	DATETIME
	DEFAULT CURRENT_TIMESTAMP

	DepartmentDescription
	TEXT
	NULL



Department stores clinical area information separately from Doctor, reducing duplication of department names, locations and contact details. 
DepartmentID establishes the one-to-many relationship with Doctor.
[bookmark: _Toc237298024]Doctor
The Doctor entity contains professional and contact information about the clinic’s medical practitioners. 
	Attribute
	Data Type
	Key or constraint 

	DoctorID
	INT
	Primary Key, AUTO_INCREMENT 

	DepartmentID
	INT
	Foreign Key, NOT NULL

	FirstName
	VARCHAR(50)
	NOT NULL

	LastName
	VARCHAR(50)
	NOT NULL

	Specialisation
	VARCHAR(100)
	NOT NULL

	RegistrationNumber
	VARCHAR(30)
	Unique, NOT NULL

	PhoneNumber
	VARCHAR(20)
	NOT NULL

	EmailAddress
	VARCHAR(100)
	Unique, NOT NULL

	DoctorStatus
	ENUM
	DEFAULT ‘Active’

	Title
	VARCHAR(20)
	NOT NULL

	OfficeNumber
	VARCHAR(20)
	NULL

	EmploymentType
	ENUM
	NOT NULL

	HireDate
	DATE
	NOT NULL

	YearsOfExperience
	INT
	CHECK

	ConsultationFee
	DECIMAL(8,2)
	CHECK



Doctor stores professional information for each practitioner and references DepartmentID. The unique registration number provides a professional identifier, while DoctorStatus allows historical records to be retained when a doctor becomes inactive. 
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The DoctorAvailability entity stores individual periods during which doctors can accept appointments.
	Attribute
	Data Type
	Key or constraint

	AvailabilityID
	INT
	Primary Key, AUTO_INCREMENT 

	DoctorID
	INT
	Foreign Key, NOT NULL

	AvailableDate
	DATE
	NOT NULL

	StartTime
	TIME
	NOT NULL

	EndTime
	TIME
	NOT NULL

	AvailabilityStatus
	ENUM
	DEFAULT ‘Available’

	CreatedAt
	DATETIME
	 DEFAULT, CURRENT_TIMESTAMP

	UpdatedAt
	DATETIME
	 DEFAULT, CURRENT_TIMESTAMP ON UPDATE CURRENT_TIMESTAMP

	Notes
	VARCHAR(255)
	NULL

	RoomNumber
	VARCHAR(20)
	NOT NULL

	AvailabilityType
	ENUM
	NOT NULL

	SlotDurationMinutes
	INT
	NOT NULL



DoctorAvailability was separated from Doctor because availability is repeatable and time-dependent. Each consultation period can therefore be created and managed independently without introducing repeating groups into Doctor entity. The structure also supports transactional booking by allowing a selected slot to be changed from Available to Booked.
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The Appointment entity represents a scheduled consultation between one patient and one doctor. 
	Attribute
	Data Type
	Key or constraint

	AppointmentID
	INT
	Primary Key

	PatientID
	INT
	Foreign Key

	DoctorID
	INT
	Foreign Key

	AvailabilityID
	INT
	Foreign Key, Unique

	AppointmentDate
	DATE
	NOT NULL

	AppointmentTime
	TIME
	NOT NULL

	ReasonForVisit
	VARCHAR(255)
	NOT NULL

	AppointmentStatus
	ENUM
	DEFAULT ‘SCHEDULED’

	BookingCreatedAt
	DATETIME
	 DEFAULT CURRENT_TIMESTAMP

	BookedBy
	INT 

	Foreign Key to UserAccount

	AppointmentType
	ENUM
	NOT NULL

	PriorityLevel
	ENUM
	DEFAULT ‘ROUTINE’

	RoomNumber
	VARCHAR(20)
	NULL

	CheckInTime
	DATETIME
	NULL

	CompletionTime
	DATETIME
	NULL



Appointment is the central transactional entity connecting Patient, Doctor and DoctorAvailability. The design ensures that each booking refers to valid related records, while uniqueness constraints help prevent duplicate or conflicting bookings. 
[bookmark: _Toc237298027]Treatment

The Treatment entity records the clinical outcome of a consultation.

	Attribute
	Data Type
	Key or constraint 

	TreatmentID
	INT
	Primary Key, AUTO_INCREMENT

	AppointmentID
	INT
	Foreign Key, Unique

	Diagnosis 
	VARCHAR (255)
	NOT NULL

	Prescription
	TEXT
	NULL

	TreatmentNotes 
	TEXT
	NULL

	FollowUpRequired 
	BOOLEAN
	DEFAULT FALSE

	FollowUpDate
	DATE
	NULL

	RecordedAt
	DATETIME
	 DEFAULT CURRENT_TIMESTAMP

	RecordedBy
	INT
	Foreign Key, to UserAccount

	TestsRequested
	TEXT
	NULL

	ReferralRequired
	BOOLEAN
	DEFAULT FALSE

	ReferralDepartmentID
	INT
	Foreign Key, NULL

	DiagnosisCode
	VARCHAR(20)
	NULL

	DosageInstructions
	TEXT
	NULL



Treatment is separated from Appointment because scheduling data and clinical outcomes serve different purposes. Cancelled or missed appointments do not require treatment data, so the separation avoids unnecessary NULL values and provides clearer control over clinical information. 
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The Feedback entity stores ratings and comments submitted after consultations.

	Attribute 
	Data Type
	Key or Constraint 

	FeedbackID
	INT
	Primary Key, AUTO_INCREMENT

	AppointmentID
	INT
	Foreign Key, Unique

	PatientID
	INT
	Foreign Key, NOT NULL

	ReviewedBy
	INT
	Foreign Key to UserAccount, NULL

	Comments
	TEXT
	NULL

	SubmissionDate
	DATETIME 
	DEFAULT CURRENT_TIMESTAMP

	ReviewStatus
	ENUM
	DEFAULT ‘Pending’

	DoctorRating
	TINYINT
	CHECK 1-5

	StaffRating
	TINYINT
	CHECK 1-5

	ReviewedAt
	DATETIME 
	NULL

	WouldRecommend
	BOOLEAN
	NOT NULL

	OverallRating 
	TINYINT
	CHECK 1-5

	WaitingTimeRating
	TINYINT
	CHECK 1-5



Feedback is linked to a specific Appointment, ensuring that reviews relate to a genuine consultation. This also enables feedback to be analysed in relation to the relevant patient, doctor and department. 
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AuditLog records important changes made to selected database tables.
	Attribute
	Data Type
	Key or Constraint

	AuditID
	BIGINT
	Primary Key, AUTO_INCREMENT

	TableName
	VARCHAR(50)
	NOT NULL

	RecordID
	INT
	NOT NULL

	ActionType
	ENUM
	NOT NULL

	OldValues
	JSON OR TEXT 
	NULL

	NewValues
	JSON OR TEXT 
	NULL

	ChangedBy
	INT
	Foreign Key to UserAccount, NULL

	ChangeTimeStamp
	DATETIME
	DEFAULT CURRENT_TIMESTAMP

	TransactionReference
	VARCHAR(100)
	NULL

	IPAddress
	VARCHAR(45)
	NULL

	UserRole
	VARCHAR(30)
	NULL

	ChangedFields
	
	

	ChangeReason
	
	



AuditLog provides traceability by recording selected database changes, including the affected table, action, user and timestamp. Records are generated automatically through triggers rather than relying on manual audit entries.
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	Column
	Data Type
	Key or constraint

	UserID
	INT
	Primary Key, AUTO_INCREMENT

	Username
	VARCHAR(50)
	UNIQUE, NOT NULL

	PasswordHash
	VARCHAR(255)
	NOT NULL

	FirstName
	VARCHAR(50)
	NOT NULL

	LastName
	VARCHAR(50)
	NOT NULL

	EmailAddress
	VARCHAR(100)
	UNIQUE, NOT NULL

	PhoneNumber
	VARCHAR(20)
	NULL

	UserRole
	ENUM
	NOT NULL

	AccountStatus
	ENUM
	DEFAULT ‘Active’

	FailedLoginAttempts
	INT
	DEFAULT 0

	LastLoginAt
	DATETIME
	NULL

	CreatedAt
	DATETIME
	DEFAULT CURRENT_TIMESTAMP

	PasswordChangedAt
	DATETIME
	NULL

	UpdatedAt
	DATETIME
	DEFAULT CURRENT_TIMESTAMP


 UserAccount identifies authorised system users and supports accountability for actions such as booking appointments, recording treatments and reviewing feedback. Role and status attributes provide a foundation for controlled system access. 

[bookmark: _Toc237298031]Relationships and Cardinalities
	Relationship
	Cardinality 
	Justification

	Patient–MedicalRecord
	1:0..1
	A patient may be registered before clinical history is recorded.

	Department–Doctor
	1:N
	A department can contain multiple doctors.

	Doctor–DoctorAvailability
	1:N
	A doctor can publish multiple consultation periods

	Patient–Appointment
	1:N
	A patient may attend multiple consultations.

	Doctor–Appointment
	1:N
	A doctor may conduct multiple consultations.

	DoctorAvailability–Appointment
	1:0..1
	An availability slot may remain unbooked.

	Appointment–Treatment
	1:0..1
	Not every appointment produces treatment.

	Appointment–Feedback
	1:0..1
	Feedback is optional after consultation.



Appointment resolves the conceptual many-to-many relationship between Patient and Doctor by representing each individual consultation.
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Separation of administrative and medical information
Patient and MedicalRecord were separated to distinguish routine administrative information from sensitive clinical data. This separation reduces unnecessary exposure of medical information and provides a foundation for future access controls.
Appointment as the centre of the model.
Appointment forms the centre of the operational design because it connects a patient, doctor and availability period. Treatment and Feedback are dependent on it because they can only arise from specific consultation.
The design closely represents the actual workflow of MedAssist Clinic. 
Separate scheduling entity
DoctorAvailability was introduced because doctor working periods change over time and occur repeatedly. The separate entity allows each period to be created, checked and updated independently. It also allows an appointment procedure to reserve a slot and update its status in one transaction. 
Preservation of historical data
Patient, doctors and departments should be marked as inactive instead of being permanently deleted once relayed appointments or treatments exist. 
This protects historical records and prevents broken relationships. For instance, removing a doctor would make it difficult to determine who conducted an earlier consultation. 
Auditability
AuditLog was introduced because changes to patient and treatment information should be traceable. Automated triggers will record selected insertions, updates and deletions without relying on users to create audit entries manually [4]. 
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Normalisation was applied to reduce unnecessary duplication, maintain consistent information and prevent insertion, update and deletion anomalies [1],[2],[5]. 
Before normalisation, clinic data could theoretically be stored in a single relation containing patient, doctor, department, appointment, treatment and feedback information.
For example, the doctor’s name and department would be stored again whenever a new consultation was booked. If the department location changed, several rows would need to be updated. Failure to update one row could produce contradictory information.
Such a structure would create insertion, update and deletion anomalies because the same patient, doctor and department information would be repeated across multiple appointments.
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A relation meets First Normal Form when every record is uniquely identifiable, every attribute contains an atomic value and repeating groups have been removed [1],[2].
The proposed schema satisfies 1NF because each table has a primary key, attributes contain atomic values and repeating groups are represented as separate records. For example, multiple consultation periods are stored as individual DoctorAvailability records rather than within a single Doctor attribute.
Second Normal Form
A relation satisfies Second Normal Form when it is in 1NF and every non-key attribute depends on the entire primary key. The recommended entities use single column primary keys. Therefore, each non-key attribute describes the entity identified by that key. 
The schema satisfies 2NF as each relation applies a single-column primary key and its non-key attributes depend thereon complete key. For example, AppointmentDate, AppointmentTime and ReasonForVisit depend on AppointmentID.

Third Normal Form
A relation satisfies Third Normal Form (3NF) when it is in 2NF and non-key attributes do not depend on other non-key attributes [1],[2],[5]. This removes transitive dependencies and helps reduce data duplication and update anomalies.
The MedAssist Clinic database satisfies 3NF by storing information in the entity to which it directly belongs. For example, DepartmentLocation is stored in Department rather than Doctor, while DoctorEmail is stored in Doctor rather than Appointment. Therefore, changes to these values only need to be made once, improving consistency and maintainability.
DoctorID → DepartmentID → DepartmentLocation
Storing DepartmentLocation in Doctor would create a transitive dependency; therefore, it is maintained separately in the Department table.
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The design uses several categories of constraints to maintain reliable data.
Entity integrity
Every table has a primary key that individually identifies each record. Primary key values cannot be null or duplicated. 
Referential Integrity
Foreign keys prevent child records from referring to non-existent parent records.
Examples include:
MedicalRecord.PatientID 	 Patient. PatientID
Doctor.DepartmentID 	 Department.DepartmentID
DoctorAvailability. DoctorID 	Doctor.DoctorID
Appointment.PatientID 	 Patient.PatientID
Appointment.DoctorID 	 Doctor.DoctorID
Treatment.AppointmentID 	 Appointment.AppointmentID
Feedback Appointment 	 Appointment AppointmentID
An appointment cannot therefore be created for a patient or doctor who does not exist [3]. 

Domain integrity
Check constraints restrict values to accepted domains. Examples include:
Rating BETWEEN 1 AND 5
EndTime > StartTime
PatientStatus IN (‘Active’, ‘Inactive’)
DoctorStatus IN (‘Active’, ‘Inactive’)
DepartmentStatus IN (‘Active’, ‘Inactive’)
AvailabilityStatus IN (‘Available’, ‘Booked’, ‘Unavailable’)
AppointmentStatus IN (‘Scheduled’, ‘Completed’, ‘Cancelled’, ‘No-show’)
ReviewStatus IN (‘Pending’, ‘Approved’, ‘Hidden’)
ActionType IN (‘INSERT’, ‘UPDATE’, ‘DELETE’)
DateOfBirth validation was originally proposed as a CHECK constraint. However, due to limitations of the installed MySQL version, which does not allow the use of CURRENT_DATE in CHECK expressions, this validation will be enforced through application logic or stored procedures instead. All other constraints, including PRIMARY KEY, FOREIGN KEY, NOT NULL and UNIQUE constraints, were successfully implemented in the database schema.
Uniqueness constraints
Unique constraints prevent duplication where one value or combination of values should occur only once. 
They include:
· Doctor.RegistrationNumber;
· Doctor.EmailAddress;
· Department.DepartmentName;
· MedicalRecord.PatientID;
· Appointment.AvailabilityID;
· Treatment.AppointmentID;
· Feedback.AppointmentID;
· DoctorID, AppointmentDate and AppointmentTime;
· PatientID, AppointmentDate and AppointmentTime.
Mandatory values
NOT NULL constraints are applied to fields required for the correct operation of the clinic, including patient names, doctor details, department names, appointment dates and foreign key values.
[bookmark: _Toc237298036]Referential Actions and Record Retention 
Deletion rules must be applied carefully because clinical and appointment information form part of the clinic’s historical record. 
A patient should not normally be deleted after an appointment or treatment has been recorded. Similarly, deleting a doctor could remove the professional context of previous consultations. Foreign keys connected to historical records should therefore use restricted deletion rather than automatic cascade deletion. Status attributes provide 
a safer alternative. A patient, doctor or department can be marked as inactive while remaining connected to existing records. Cascade deletion should be limited to circumstances where removing dependent information would not damage the clinic’s history. For instance, incomplete data entered during an abandoned registration could potentially be removed before appointments 
or treatments exist. However, the prototype adopts a cautious approach and prioritises record retention.
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Overall, the proposed schema provides a normalised and internally consistent representation of the clinic’s principal operations. A well-structured database design should also provide sufficient flexibility to accommodate changing organisational requirements while maintaining appropriate data integrity [6]. Its main strengths are controlled appointment scheduling, separation of administrative and clinical information, preservation of historical records and traceability through auditing. The introduction 
of DoctorAvailability allows the clinic to confirm that appointments are made within valid working periods. 
Appointments form a controlled connection between the patient, doctor and selected slot. Treatment preserves the clinical outcome while Feedback allows the clinic to review the quality of completed consultations. 
The design also supports transactional appointment booking in which patient, doctor and availability validation, appointment creation and slot reservation are completed atomically using COMMIT or ROLLBACK [7].
However, the prototype has several limitations. Prescriptions information is stored in a text field rather than in separate Medication and Prescription entities. The design also assumes that one doctor belongs to one primary department. A larger healthcare system could introduce further entities for medications, diagnostic tests, referrals, application users, security roles and permissions. The importance of structured database design and implementation is also demonstrated in specialist information systems where relational databases support the systematic management of operational data [8].
Despite this limitation, the proposed model provides a coherent, normalised and scalable foundation for implementation in MySQL. It reflects the operational workflow of MedAssist Clinic, preserves important historical relationships and supports the later implementation of transactions, stored procedures, auditing mechanisms and performance optimisation. 

[bookmark: _Toc237298038]Implementation Documentation
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Figure 2. The completed MedAssist Clinic database showing the ten relational tables created in phpMyAdmin.
Figure 2 demonstrates the completed ten-table database implemented in MySQL/phpMyAdmin. Tables were created in dependency order using InnoDB to support foreign-key enforcement and transactional processing.
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[image: ]
Figure 3. Implementation of database constraints in the Patient table.
Figure 3 demonstrates the implementation of primary-key, NOT NULL, ENUM, default and optional-value constraints within Patient, supporting domain and entity integrity.
Figures 4–11 demonstrate realistic sample data inserted across the principal tables. The dataset was used to verify foreign-key relationships, one-to-one and one-to-many associations, appointment scheduling, treatment recording and feedback processing, and subsequently provided the test data for stored procedures, transactions and triggers.
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[image: ]Figure 4. Example records successfully inserted into the Department table.
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Figure 5. Sample records inserted into the Patient table.
[image: ]
Figure 6. Model records inserted into the MedicalRecord table.
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Figure 7.Sample records inserted into the Doctor table.
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Figure 8. Image of records inserted into the DoctorAvailability table.
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Figure 9.Picture with  records inserted into the Appointment table.
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Figure 10.Sample records inserted into the Treatment table.
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Figure 11. Sample records inserted into the Feedback table.

[bookmark: _Toc237298042]Trigger and stored procedure execution

[image: ]
Figure 12.AuditLog table showing the audit record automatically created by the AFTER INSERT trigger.
Figure 12 confirms successful execution of the AFTER INSERT trigger. Creating an Appointment automatically generated an AuditLog record containing the action, affected record, responsible user and timestamp, demonstrating that auditing operates independently of manual user input.


[bookmark: _Toc237298043]Stored Procedure and Transactional Scenario

The sp_BookAppointment procedure was implemented to combine validation
 and booking operations within a single transaction. It operates on the custom tables, relationships and sample data created for the MedAssist Clinic system. The procedures were developed to satisfy the functional requirements of this project and demonstrate transaction handling, conditional, validation, COMMIT and ROLLBACK logic within 
the designed environment [9]. 

[image: ]
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Figure 13.Appointment successfully created using the sp_BookAppointment stored procedure.

[image: ]
Figure 14. Doctor availability updated after successful appointment booking.
Figures 13–14 demonstrate a successful transactional booking. The procedure validated the patient, doctor and availability status, inserted the Appointment and changed the selected DoctorAvailability record from Available to Booked before committing the transaction
[image: ]
Figure 15.Stored procedures implemented in the MedAssist Clinic database.
Figure 15 presents the stored procedures implemented in the MedAssist Clinic database. The sp_BookAppointment procedure manages appointment booking through validation and transaction handling, while sp_UpdateAppointmentStatus controls appointment status changes. Both procedures use transactional logic to support data consistency through COMMIT and ROLLBACK operations [7],[9].
[image: ]
Figure 16. Successful execution of the sp_UpdateAppointmentStatus stored procedure.
Successful execution of the sp_UpdateAppointmentStatus stored procedure, confirming that the appointment status update transaction completed successfully. 
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Figure 17.Appointment record after executing the sp_UpdateAppointmentStatus stored procedure.
The updated appointment record shows that AppointmentStatus was successfully changed from Scheduled to Completed and CompletionTime was automatically populated, confirming successful transaction processing and database consistency.
[image: ]
Figure 18.Stored procedures created for the MedAssist Clinic database.
The implemented stored procedures support appointment booking, appointment status updates and the deletion of available appointment slots.[image: ]
Figure 19.  Successful execution of the sp_DeleteAvailabilitySlot stored procedure.
The procedure completed successfully and deleted the selected available time slot within a database transaction using COMMIT.
[image: ]
Figure 20. Availability slot removed after executing the sp_DeleteAvailabilitySlot stored procedure.
The DoctorAvailability table confirms that the record with AvailabilityID = 6 was successfully removed and that the transaction was completed using COMMIT.
[image: ]
Figure 21. Conditional rollback in the sp_DeleteAvailabilitySlot stored procedure.
Attempting to delete availability slot linked to an existing appointment triggered a custom error message. The transaction was rolled back, preventing deletion and preserving referential integrity. 
[image: ]
Figure 22. Result returned by the fn_GetDoctorAverageRating function.
The fn_GetDoctorAverageRating function calculates the average patient rating for a selected doctor. For DoctorID = 1, the function returned an average rating of 5.00, confirming that it correctly aggregates patient feedback stored in the database.

[image: ]
Figure 23. Results produced by the fn_GetDoctorAverageRating function.
Image demonstrates the results produced by the fn_GetDoctorAverageRating user-defined function for multiple doctors. The returned values confirm that the function correctly calculates and aggregates ratings using appointment and feedback data stored in the MedAssist Clinic database.
[bookmark: _Toc237298044]Performance Tuning Enhancement
To improve database performance, indexes were implemented on the Appointment table. Primary keys and unique indexes enable MySQL to locate records efficiently without performing full table scans [10]. Figure 24 presents the EXPLAIN execution plan, demonstrating that MySQL uses the UQ_DoctorAppointment index during query execution. The query accesses only one row, confirming that index optimisation is working correctly. Figure 25 presents the indexes created for the Appointment table, including the PRIMARY KEY and unique composite indexes. These indexes prevent duplicate bookings while significantly improving query performance during appointment searches. As the number of records increases, indexed queries require fewer disk operations and execute considerably faster than full table scans. The indexing strategy therefore improves scalability and supports efficient transaction processing in the MedAssist Clinic database.

[image: ]
Figure 24. EXPLAIN execution plan demonstrating the use of the UQ_DoctorAppointment composite index.
Figure 24 shows the EXPLAIN execution plan for a query searching appointments by doctor and appointment date. MySQL selected the UQ_DoctorAppointment composite index, confirming that the query uses index optimisation rather than performing a full table scan.
[image: ]
Figure 25. Indexes implemented on the Appointment table, including primary and composite unique indexes.
Figure 25 presents the indexes implemented on the Appointment table. The primary key uniquely identifies each appointment, while the composite unique indexes prevent duplicate bookings and improve query performance during appointment searches.








[bookmark: _Toc237298045]Part B

The next stage of the project focused on the development of a database-driven web application for MedAssist Clinic using PHP and MySQL. The application was designed
 to provide controlled access to patient information and demonstrate interaction between the website and the relational database. The implemented functionality includes user authentication, role-based access control, patient search and CRUD operations for adding, viewing, editing and deleting patient records. Security measures were also incorporated, including session-based access control, password hashing and prepared statements to reduce the risk of SQL injection. The following sections demonstrate the implemented functionality using screenshots from the completed MedAssist Clinic application.
User authentication was implemented to control access to the MedAssist Clinic web application. Users are required to log in before accessing protected areas of the system. The application also distinguishes between administrator and non-admin users, allowing permissions to be assigned according to the user’s role. This prevents unauthorised users from modifying patient information and provides different levels of access according to staff responsibilities [11].

[image: ]
Figure 26. MedAssist user authentication login page.
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Figures 27-28. Restricted patient access for a non-admin staff user.
Following authentication, non-admin users are provided with read-only access to patient records. Editing and deletion functions are restricted, demonstrating role-based access control and reducing the risk of unauthorised data modification [11]. 

Patient Management and CRUD Operations
The MedAssist Clinic application provides CRUD functionality for managing patient records. Authorised users can view patient information, while administrators have additional permissions to add, edit and delete records. These functions demonstrate the interaction between the PHP application and the MySQL database and allow patient information to be managed dynamically. 
[image: ]
Figure 29. Administrative access to patient record management.
Admin users can edit and delete patient records, while non-admin staff have read-only access. This distinction ensures that changes to patient data are limited to authorised users.
[image: ]
Figure 30. Hashed user passwords stored in the staffroles table.
Passwords are stored in hashed form rather than as plain text, reducing the risk of exposing the original user credentials if the database is accessed without authorisation. Password hashing therefore provides an additional security measure for the authentication system and helps protect user credentials from unauthorised access [12].
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Figures 31-32. Searching for a patient by name.
The search feature allows users to find specific patient records quickly by entering a patient’s name.
[image: ]
Figure 33. Prepared statement used for patient search.
The search query uses bound parameters to handle user input securely, reducing the risk of SQL injection[13]. 
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Figure 34. Session-based access control for the patient page.
The system checks for an active user session before allowing access to patient records. Unauthenticated users are redirected to the login page. 
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Figure 35. Role-based access protection for the patient edit page.

The edit page checks the user role before granting access. Only admin users can modify patient records, while other users are redirected to the patient list. 
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Figure 36. Access control and secure deletion of patient records.
Patient records can only be deleted by an authenticated admin user. The deletion also uses a prepared statement to securely process the patient ID. 
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Figure 37. Testing restricted delete access for a non-admin user.
The test demonstrates that a user without admin privileges is unable to delete patient records. The user is returned to the patient list without any changes to the selected record.
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Figure 38. Testing restricted edit access for a non-admin user.
The test shows that edit functionality is restricted to authorised users. A non- admin user attempting to access the edit page is returned to the patient list without modification privileges. 
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Figure 39. Invalid login attempt rejected by the authentication system.
Incorrect login credentials are rejected and the user remains on the login page, preventing unauthorised access to patient records.
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Figure 40. SQL injection test using the patient search function.
An SQL injection pattern was entered into the search field to test how the application handles potentially malicious input. 
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Figure 41. Result of the SQL injection test.
The attempted SQL did not expose patient records. The input was handled as a search value, demonstrating the protection provided by the prepared statement.
A further access-control test was performed by attempting to access the patient page without an authenticated session. The purpose of this test was to verify that protected patient information could not be accessed after the user had logged out. 
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Figure 42. Prevention of unauthorised access to the patient page.
When an unauthorised user attempts to access the patient page directly, the system redirects them to the login page, preventing access to protected patient data. 
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Figure 43. Patient records available for editing by an administrator.
The administrator is authorised to edit patient information through the patient management interface.
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Figure 44. Patient record selected for administrative management.	
The administrator can locate a specific patient record and access the available Edit and Delete functions. 
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Figure 45. Patient record displayed in the Edit Patient form.
The administrator can access the selected patient record and modify the stored information using the Edit Patient form. 
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Figure 46. Successful update of a patient record.
The updated phone number is displayed in the patient list, confirming that the changes were successfully saved to the database. 
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Figure 47. Patient record selected before deletion.
The administrator has access to the Delete function, allowing the selected patient record to be removed from the database. 
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Figure 48. Test patient record stored in the database before deletion.
The patient table confirms that the test record was successfully stored in the database before the delete operation was performed. 

[image: ]
Figure 49. Test patient record before deletion.
The test patient record is displayed before deletion, with the Delete option available to the administrator. 
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Figure 50. Successful deletion of a patient record.
The test patient record is no longer displayed in the patient list, confirming that the delete operation was completed successfully. 

In the MedAssist Clinic web application, data security was an important consideration because the system accepts user input and retrieves patient information stored in
 a MySQL database. One of the security threats considered during the development process was SQL injection. This type of attack attempts to manipulate a database query by submitting malicious SQL through application input fields. If an application does not process such input securely, an attacker may potentially gain unauthorised access to information or manipulate data stored within the database [14].
An unsecured application may directly include user input in an SQL query. Malicious input can then alter the conditions of the query, for example by making a condition always evaluate as true. As a result, the database may return more records than the user is authorised to access. 
In the MedAssist Clinic application, the patient search function was selected for SQL injection testing because it accepts input directly from the user. A malicious SQL pattern was entered into the search field to determine whether the input could change the intended database quey. As shown in Figures 40 and 41 the attempted injection did not return additional patient records. Instead, the input was processed as a search value and no unauthorised patient information was exposed. 

To reduce the risk of SQL injection, the patient search functionality was implemented using a prepared statement the prepared statement separates the SQL query structure from the value entered by the user. The search value is passed as a bound parameter rather than being directly inserted into the SQL statement. This means that potentially malicious input is treated as data instead of executable SQL code, reducing the possibility of manipulating the original query [9]. 
Figure 33 shows how a prepared statement was applied within the MedAssist Clinic application. The value entered into the patient search field is passed as a bound parameter before the query is executed. The security test shown in Figures 40 and 41 confirms that the attempted SQL injection did not return any additional or unauthorised patient records. 
The MedAssist Clinic application uses additional security controls alongside prepared statements. Patient data is protected through authentication, session management and permissions based on the user’s role. As shown in Figures 34 and 35, access to protected areas is checked against the active session and the privileges assigned to the user. The results presented in Figures 37-39 also demonstrate that non-admin users are prevented from carrying out restricted actions, while incorrect login details do not provide access to the system. 
Together, the implemented security measures provide several layers of protection for the prototype application. Prepared statements reduce the risk of SQL injection, while authentication and role-based control restrict access to sensitive functions. However, the successful result of one SQL injection test does not demonstrate protection against every possible attack. In a production environment, all user input and database queries would require consistent validation, secure query handling and further security testing. 
[bookmark: _Toc237298046]Conclusion and Reflection

The MedAssist Clinic project demonstrates the complete development of a relational database solution, from the initial database design to its integration with a PHP- based web application. The database was designed around the clinic’s main operational requirements, including patient and doctor management, appointments, treatments, availability and feedback. The relational structure was normalised to Third Normal Form
(3NF) and implemented in MySQL using primary and foreign keys, integrity constraints, transactions, stored procedures, triggers, auditing and indexing. The project was then extended through a PHP web application connected directly to the database, providing patient search and CRUD functionality. Security was also incorporated through user authentication, session management, role-based permissions and prepared statements. Practical testing demonstrated that administrator and non-admin users were given different levels of access and that protected patient information could not be accessed without successful authentication. 
The completed prototype meets the main requirements of the MedAssist Clinic scenario and shows how a relational database can be successfully integrated with a web application. One of the main strengths of the system is the combination on of database integrity with security controls that protect patient information and limit sensitive operations to authorised users.
However, the current application is still a prototype and there are areas that could be developed further. The interface could be improved, additional user roles 
and permissions could be introduced and more extensive security testing would be required before the system could be used in real healthcare environment.
 Future development could also extend the web application to include appointment booking, medical records and treatment management. Stronger validation and authentication mechanism could provide additional protection for sensitive information.
 These improvements would make the application more complete, secure and suitable for the future growing healthcare organisation. 
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