I. SECURITY THREAT AND CONTROL MODELS[1]
A. Compliance Standards and cloud security controls.
1. Identification, authentication and authorization: Multi-tenancy requires that consumers share common resources in public domain. Identification of correct resources to authorized users is an important aspect of this security control. The users should be identified by key management and passwords. Cloud providers should also provide access controls to users, so that they can give rights to other authorized users. Compliance model: STIG[2]. 
Below shows some standards of STIG model, more standards can be found in STIG and might also be adopted to this document.
Finding ID: V-222400
Severity: High
Title: Validity periods must be verified on all application messages using WS-Security or SAML assertions.
Description: When using WS-Security in SOAP messages, the application should check the validity of the time stamps with creation and expiration times. Time stamps that are not validated may lead to a replay event and provide immediate unauthorized access of the application. Unauthorized access results in an immediate loss of confidentiality.

Finding ID: V-222612
Severity: High
Title: The application must not be vulnerable to overflow attacks.
Description: A buffer overflow occurs when a program exceeds the amount of data allocated to a buffer. The buffer is a sequential section of memory and when the data is written outside the memory bounds, the program can crash or malicious code can be executed. Security safeguards employed to protect memory include, for example, data execution prevention and address space layout randomization. Data execution prevention safeguards can either be hardware-enforced or software-enforced with hardware providing the greater strength of mechanism. Buffer overflows can manifest as stack overflows, heap overflows integer overflows and format string overflows. Each type of overflow is dependent upon the underlying application language and the context in which the overflow is executed. Integer overflows can lead to infinite looping when loop index variables are compromised and cause a denial of service. If the integer is used in data references, the data can become corrupt. Also, using the integer in memory allocation can cause buffer overflows, and a denial of service. Integers used in access control mechanisms can potentially trigger buffer overflows, which can be used to execute arbitrary code. Almost all known web servers, application servers, and web application environments are susceptible to buffer overflows. Proper validation of user input is required to mitigate the risk. Notably, limiting the size of the strings a user is allowed to input to a program to a predetermined, acceptable length. A code review, static code analysis or active vulnerability or fuzz testing are methods used to identify overflows within application code.

Finding ID: V-222430
Severity: High
Title: The application must execute without excessive account permissions.
Description: Applications are often designed to utilize a user account. The account represents a means to control application permissions and access to OS resources, application resources or both. When the application is designed and installed, care must be taken not to assign excessive permissions to the user account that is used by the application. An application operating with unnecessary privileges can potentially give an attacker access to the underlying operating system or if the privileges required for application execution are at a higher level than the privileges assigned to organizational users invoking such applications/programs, those users are indirectly provided with greater privileges than assigned by organizations. Applications must be designed and configured to operate with only those permissions that are required for proper operation.

Finding ID: V-222585
Severity: High
Title: The application must fail to a secure state if system initialization fails, shutdown fails, or aborts fail.
Description: Failure to a known safe state helps prevent systems from failing to a state that may cause loss of data or unauthorized access to system resources. Applications or systems that fail suddenly and with no incorporated failure state planning may leave the hosting system available but with a reduced security protection capability. Preserving information system state information also facilitates system restart and return to the operational mode of the organization with less disruption of mission-essential processes. In general, application security mechanisms should be designed so that a failure will follow the same execution path as disallowing the operation. For example, security methods, such as isAuthorized(), isAuthenticated(), and validate(), should all return false if there is an exception during processing. If security controls can throw exceptions, they must be very clear about exactly what that condition means. Abort refers to stopping a program or function before it has finished naturally. The term abort refers to both requested and unexpected terminations.

Finding ID: V-222554
Severity: High
Title: The application must not display passwords/PINs as clear text.
Description: To prevent the compromise of authentication information such as passwords during the authentication process, the feedback from the information system must not provide any information that would allow an unauthorized user to compromise the authentication mechanism. Obfuscation of user-provided information when typed into the system is a method used in addressing this risk. For example, displaying asterisks when a user types in a password is an example of obscuring feedback of authentication information. Another method is to display authentication feedback for a very limited time, usually in fractions of a second. This occurs during password character entry where the password characters are displayed for a very small window of time and then automatically obfuscated. This allows users with just enough time to confirm their password as they type it while limiting the ability of "shoulder surfers" to covertly witness the values. A common tactic employed to circumvent password obfuscation is to copy the obfuscated password and paste it to a text file. Proper obfuscation techniques will not paste the clear text password.

Finding ID: V-222425
Severity: High
Title: The application must enforce approved authorizations for logical access to information and system resources in accordance with applicable access control policies.
Description: To mitigate the risk of unauthorized access to sensitive information by entities that have been issued certificates by DoD-approved PKIs, all DoD systems (e.g., networks, web servers, and web portals) must be properly configured to incorporate access control methods that do not rely solely on the possession of a certificate for access. Successful authentication must not automatically give an entity access to a restricted asset or security boundary. Authorization procedures and controls must be implemented to ensure each authenticated entity also has a validated and current authorization. Authorization is the process of determining whether an entity, once authenticated, is permitted to access a specific asset. Information systems use access control policies and enforcement mechanisms to implement this requirement. Access control policies include identity-based policies, role-based policies, and attribute-based policies. Access enforcement mechanisms include access control lists, access control matrices, and cryptography. These policies and mechanisms must be employed by the application to control access between users (or processes acting on behalf of users) and objects (e.g., devices, files, records, processes, programs, and domains) in the information system. This requirement is applicable to access control enforcement applications (e.g., authentication servers) and other applications that perform information and system access control functions.

2. Virtualization and resource abstraction: Virtualization introduces issues like inter virtual machine attacks, hypervisor security etc. Virtual machine setup should include firewall implementation. This security control is only supported by CSA. Here we use compliance standard DMTF-CADF [3], 
Below is a brief introduction of DMTF-CADF. More detail can be found in http://www.dmtf.org/about/policies/disclosures.php.
The CADF specification applies semantics to activities on resources within a cloud environment using a common data model using the concept of an event. CADF provides for multiple event types, and the model is common to all of them (i.e. activity, monitor and control events).
Table 1 describes the event model components and the semantics for each component.
Table 1 – Required CADF event model components
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				Figure 1 – CADF event model: Basic components
3. Data encryption, key management: Data encryption and secure key management provides data confidentiality and integrity. Standard: FIPS 140-2 [4].
4. Application security: Application security is overall security of the applications running on the cloud. It includes secured SDLC (software development lifecycle), authentication and authorization. Compliance standards: PCI DSS [5], ISO 27002 [6].
5. Security risk assessment and management: Cloud providers should implement the authorization and risk assessment for utilizing shared resources. Standards: STIG [2], ISO27002 [6].
6. Privacy, electronic discovery and other legal issues: This focuses on managing the physical location of data and accessing it confidentially. To achieve this security control, documents, terms of services and privacy policies should be reviewed. Compliance model: EDRM- PSRRM [7].
EDRM-PSRRM Model provide a baseline for the investigation, here we briefly demonstrate this model.
A. Early Case Assessment
Once a triggering event occurs, begin by assessing the case. This information serves as a foundation for developing overall case strategies as well as early data assessment. Below is a checklist of items to consider during early case assessment.
· Type of triggering event
· Facts of case
· Case value
· Outside counsel
· Case strategy
· Date range
· Key words
· Key departments/custodians including former employees
· Case merit, risk analysis
· Legal hold requirements
B. Early Data Assessment
1. Records Management Interviews
This summary assumes the records manager understands the case background, the legal hold and their role in this litigation.
Roles and responsibilities of the records manager – Indicates the level of involvement records manager may have in the identification of potentially relevant data sources. Also helps sort out who knows what with respect to the location of information.
Sample questions:
· What is this role within the organization?
· Is this position involved with electronic discovery?
· How does this role interact with the Legal and IT departments?
· Does this position have any documentation related to the roles and responsibilities as records manager?
Records management program/policy – Indicates if records management plan(s) or policy(s) exist that may impact electronic discovery and whether they are enforced. May identify types of information relevant to the litigation. Identifies if company has a litigation readiness plan in place. Addresses changes and audits of records management program/policy. Helps identify what policies are needed or are in place if a custodian leaves the company.
Sample questions:
· Does the company have a records management program/policy? If so, when did program or policy originate? Are there different versions?
· What types of information does the records management program/policy cover? Are there types of information or areas in the company that are not covered?
· Is the records management program/policy enforced? If so, is all of it enforced or just certain parts?
· Is the records management program/policy in writing? If so, how long has it been in writing?
· Is there a litigation readiness plan? If so, when did plan originate?
Retention schedule – These questions identify what retention/destruction policies are and have been in place during the relevant time period. The legal team may need to suspend or identify a work around for some of these policies to prevent the destruction of potentially relevant data. The history of these schedules provides insight into what information may or may not exist at the time of the triggering event. Audit of retention schedules may be used to demonstrate how well the plan is enforced.
Sample questions:
· Does a retention schedule exist? If so, since when?
· What types of information does the retention schedule cover? Are there types of information or areas in the company that are not covered?
· Is the retention schedule enforced? If so, since when?
· Is the retention schedule in writing? If so, since when?
· Do you have in-place retention or a collect-and-preserve model?
Possible locations of relevant data – These questions help to determine what relevant information exists and where it is located from the record manager’s perspective. They also can help determine if files are indexed or searchable in any way. If the records manager is the most knowledgeable regarding the storage of any electronically stored information the IT interview questions should be asked. Gathering any documentation relating to the location of data will be helpful in assessing all data sources.
Sample questions:
· Are there paper documents or objects in employee’s offices that may be relevant?
· Are potentially relevant paper documents or objects stored centrally? (libraries, file cabinets, warehouses, etc.)
· How is electronic information stored?
· Who is the person most familiar with the following computer systems and electronically stored information? (Please provide contact info. if known)(if records manager is most knowledgeable ask questions under IT interview)
· Email servers
· Voice mail
· File servers or DMS
· Archives
· Back-ups
· Portable devices
· Intranet, extranet, social networking
· Databases
· Legacy systems
· Network shares, home drives
· Desktops, laptops
· SharePoint, matter management, etc.
· Applications, structured data
· Do you have any pertinent documentation related to the location of data? (data maps, diagrams, lists, etc.)
Access to relevant data – These questions help to determine how accessible the data is, any potential issues with preservation and whether or not any relevant data is currently scheduled for destruction.
Sample questions:
Paper:
1. Are there indices? Are they accurate? Are they searchable?
2. Is potentially relevant paper scheduled for destruction?
Electronic:
1. Is the potentially relevant data text searchable?
2. Using what tools?
3. Who is the most knowledgeable about search capabilities and limitations?
4. Is any potentially relevant data difficult to preserve, find and/or retrieve? How so?
5. What departments are likely to have relevant data?

2. IT Interviews
This summary assumes the IT staff understands the case background, the legal hold and their role in this investigation. Depending on the size of the corporation and the roles of IT you may have to interview multiple individuals within the IT department. Below are the basic topics and questions to consider for an IT Interview. There are numerous questions that could be asked in follow-up during an IT interview.
Email servers – These questions are used to determine what type of email system is utilized as well as specific details about the email system. It is important to gather and document as much information as possible about the email system to enable identification and collection of potentially relevant data. Do not forget to find out what happens to terminated employees email.
File servers – These questions are used to determine whether or not employees have the ability to store electronic data on the company network and details on their storage practices. It is important to gather and document as much information as possible about the file servers to enable identification and collection of potentially relevant data. Do not forget to differentiate between custodial and non-custodial data sources.
Sample questions:
· Do all users have home directories on the network?
· Is this their default storage directory?
· Do you have group directories and/or public shares?
· Are there specific shares that may contain relevant data for this case?
· Is there a standard naming convention for the home drives for users?
· Is there a universal drive letter assigned?
Laptops/desktops – These questions are used to determine whether or not employees have the ability to store electronic data on their company computer and details on their storage practices. It is important to gather and document as much information as possible about the laptops/desktops to enable identification and collection of potentially relevant data.
Sample questions:
· What is your policy on users saving files on their assigned PCs?
· Do you have an encryption policy (full disk and/or individual file)?
· Can users install applications on their assigned PCs?
· By default, are emails stored in local PSTs/NSFs on employee computers? Is it different on laptops vs. desktops?
· Is auto archive enabled by default?
Transactional data – These questions are used to identify structured data systems. It is important to gather and document as much information as possible about the transactional systems to enable identification and collection of potentially relevant data. Do not forget to differentiate between custodial and non-custodial data sources.Off-site media.
Sample questions:
· What is the name of the off-site storage vendor?
· What is the address and telephone of the facility?
· Who is the contact?
· What type of data do they store?
· Does the vendor have relevant data that is not accessible from your current systems?
Web-based applications & cloud computing
Sample questions:
· What type of web-based systems do you use that may have relevant data? SharePoint? Intranet? Extranets? Social media? Collaboration sites? Software as a service? Management systems or databases?
· Are these maintained by you behind your firewall?
· Are they searchable?
· Is there potentially relevant data that cannot be searched or collected?
· Is the system locked down or can users create sites without your knowledge?
Portable devices – These questions help to determine what relevant information exists and where it is located. Do not forget text messages.
Sample questions:
· What are the general types of PDAs/cell phones that employees use? Blackberries? iPhones? Droids?
· Are they issued by or owned by the company?
· Is email synched to your server?
· Are text messages captured by your server?
· Is voice-mail stored on your server?
7. Compliance, audit and accountability: After implementing the required compliances, regular audits should be conducted to ensure data security. Compliance standards: DMTF [3].
8. Data center operations, maintenance: Security controls for data centers include configuration and personnel background check to allow entry into secured data center location, physical privacy of data center and authentication. Standards: PCI DSS [5], ISO27002 [6].

B. Threats to cloud computing and how to protect from threats by using security compliance models.
The key threats to cloud security include:
1. Data breaches: affect the confidentiality of data and eventually the organization. Data encrypted so that even if it is stolen, the attacker cannot use it. 
2. Data loss: can happen due to hardware failure or malicious attacks on the system. Data backup policies should be implemented to overcome this type of threats. 
3. Account or service traffic hijacking: affects the confidentiality and integrity of the users. Hackers can steal users’ personal data like bank credentials. Anti-phishing and fraud detection policies should be implemented to reduce these. 
4. Insecure interfaces and APIs: Users and providers communicate through interfaces and APIs. APIs should be able to encrypt the data and transfer through the interfaces. 
5. Denial of service: is to prevent valid users from accessing their data. The attacker can change the encryption key or can slow down the system to prevent users from using the service. To prevent this type of attacks, the users and cloud providers should develop a mechanism so that the attackers cannot distinguish the patterns of communications.
6. Malicious Insiders: are people within the organization who can access and misuse the data. Legal action is advised for this type of threat. 
7. Abuse of cloud services: Attackers can misuse the multitenancy feature of cloud to hack into other organizational data. Cloud providers should protect against consumers accessing other users’ data. 
8. Insufficient due diligence: Currently many organizations are adopting cloud for cost savings without being aware of the other threats. Awareness programs should be developed so cloud consumers can understand cloud technologies. 
9. Shared Technology vulnerabilities: Cloud providers deliver their service in scalable way by sharing the resources. This sharing strategy should be implemented in every domain in cloud computing and also for monitoring the system.

II. The important to review policies and standards[8]
Regular policy review and revision are an important part of every policy and procedure management plan, and it's something your company should put time, energy, and resources into.
Outdated policies can leave your organization at risk. Old policies may fail to comply with new laws and regulations. They may not address new systems or technology, which can result in inconsistent practices.
Regularly reviewing your policies and procedures keeps your organization up to date with the latest regulations and technology, as well as consistent with the industry's best practices. Your policies are more consistent and effective, and they help protect the organization, the employees, and the people you serve.
References
[1] A. Hendre and K. P. Joshi, "A Semantic Approach to Cloud Security and Compliance," 2015 IEEE 8th International Conference on Cloud Computing, 2015, pp. 1081-1084, doi: 10.1109/CLOUD.2015.157.
[2] STIG, Application Security and Development STIG, 2014
[3] DMTF CADF, June 2012, Cloud Auditing Data Federation http://www.dmtf.org/sites/default/files/standards/documents/DSP2028_1 .0.0a.pdf
[4] FIPS 140-2, Jan 2011, security requirement for cryptographic models, http://csrc.nist.gov/publications/fips/fips140-2/fips1402.pdf
[5] PCI-DSS, oct 2010, requirement and security assessment, https://www.pcisecuritystandards.org/documents/pci_dss_v2.pdf
[6] Introduction to ISO 27002, http://www.standards.bz/iso-27002.html
[7] EDRM-PSRRM, Privacy and Security risk reduction model, http://www.edrm.net/resources/psrrm
[8]  PowerDMS, Dec 2020, “Why it is important to review policies and procedures” https://www.powerdms.com/policy-learning-center/why-it-is-important-to-review-policies-and-procedures
image1.png
Model Component

OBSERVER

INITIATOR

CADF Definition

The RESOURCE that generates the CADF Event Record_based on its observation
(directly or indirectly) of the Actual Event.

The RESOURCE that initiated, originated, or instigated the event's ACTION, according to
the OBSERVER.

ACTION

The operation or activity the INITIATOR has performed, attempted to perform or has
pending against the event's TARGET, according to the OBSERVER

TARGET

OUTCOME

The RESOURCE against which the ACTION of a CADF Event Record was performed,
was attempted, or is pending, according to the OBSERVER.

Note: a TARGET (in the CADF Event Model) can represent a plurality of target resources.

The result or status of the ACTION against the TARGET, according to the OBSERVER.





image2.png
A

to CADF Event Consumer

CADF Event
Record

A
Reports

Observer

Observes

A 4

Outcome

Initiator Action Target

Actual Event




