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[bookmark: _Toc7615170]Abstract
This paper is the experimental first stage of the creation of a new Cloud Service Model (CSM) called Core Network Services as a Service (CNSaaS). This experiment was carried conducted, to identify the most efficient technologies and configurations to utilise within the final CNSaaS CSM along with the research and framework of the new CSM. 
The experimental stage of the project was conducted within a computer laboratory that consisted of three Operating Systems (OS); Unix-FreeBSD v12, Linux – Ubuntu v18 and Windows server 2019 – Datacentre Edition that were installed as Virtual Machines (VM) within a Tier-1 hypervisor (Hyper-V) to provide core networking services to three separate Small-Medium-Business (SMB) client Local Area Networks (LAN) from a centralised LAN via an emulated Wide Area Network (WAN) that was implemented using; 7 Cisco routers that were a mixture of 1900 and 2900 series LAN based routers that were configured within  a ‘Hub and Spoke’ WAN topology. The 1900 routers installed within the emulated WAN were connected using serial WIC 2.8Mb/s interfaces.
The Hub and Spokes were configured by utilising a Site-to-Site Generic Routing Encapsulation (GRE) Virtual Private Network (VPN) that were configured with Advanced Encryption Standard-256 (AES-256), to secure the communications between the ‘Hub’ and each of the ‘Spokes’. Two WAN protocols were also experimented upon which were; Border Gateway Protocol (BGP) and Multiple Protocol Label Switching (MPLS). 
The benchmarking metrics that were measured were; Latency, Packet loss and Throughput, along with VM OS hardware utilisation benchmark metrics generated by the hypervisor using the Windows PowerShell VM-measure module from the hypervisor parent OS. 
The Latency and Packet loss data was collected using 1000 Internet Control Message Protocol (ICMP) packets across 3 tests, that were conducted 30 minutes apart, 3 permutations in relation to hop count of this experiment were performed on each OS as a controlled measure. 
The throughput metrics were collected using each of the OS file servers mapped drives from the individual clients they were servicing, that tested the Upload and Download throughput speeds between each of the clients and their corresponding servers using a 100MB file. The results for the throughput test were inconclusive because they produced a false positive of 100% throughput, this was theorised to be caused by the low throughput serial WIC interfaces that were utilised within the experiment, that created a 2.8Mb/s bottleneck at the emulated WAN segment of the experimental network.
Packet Loss was recorded as 0% across all benchmarking tests, which was also theorised to be a possible false positive because of the minimal amount of traffic and data types that was being generated within the experiment network within the computer laboratory because of the lack of end users.
The final conclusions that were drawn from the experiment was that; FreeBSD v12 was the most efficient VM OS that recorded a ‘Mean’ average latency of 0.89ms ±0.09ms within the ‘Hub’ LAN,  which was calculated to be 93.26% more efficient than the Linux-Ubuntu v18 OS and 187.64% more efficient than the ‘Windows Server 2019 Datacentre Edition’ OS within the experimental network. The one standard deviation σ error from the WAN latency calculations was calculated to be ±0.09ms, this value was transferred to each of the VM OS’s when the WAN latency was subtracted from the initial mean average OS latency. 
MPLS was calculated to be the most efficient WAN routing protocol, although high hardware utilisation was observed within MPLS with packets traversing more than 3 routers, the latency was dramatically increased when each OS spoke was positioned at the furthest location within the network, which was 4 hops. 
BGP was more efficient within the 4-hop permutation of the experiment. This anomaly was theorised to be caused by the additional added 32-bit overhead of the MPLS labels within the IP header of each packet being processed along with the Label Switching Protocol (LSP) adding high hardware utilisation to each of the routers within the topology, within the low-grade LAN based 1900 and 2900 series Cisco routers. The results from the experiment were backed up by the initial MPLS research conducted.
The network was observed to be very stable as each of the 3 individual tests performed on each OS client spoke from each experiment were performed 30 minutes apart and reported identical data across all three tests.
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[bookmark: _Toc7615176]1.0 Introduction
Within modern day computing, the ‘Cloud’ services sector [1] of the Information Technology (IT) industry is highly lucrative, because IT networking hardware and knowledgeable staff within this specialised field are expensive overheads for Small-to-Medium Business’s (SMB) [2], especially if the focus of the SMB does not include specialised IT engineering as its core business services i.e. Law firms, Dental practices, Doctors surgery’s, Accounting firms, Photography studios etc. IT expenditures within these companies are viewed as non-profitable overheads, so outsourcing core networking IT services and the maintenance of these services along with the hardware for a fraction of the current cost would be very attractive to SMB’s around the globe.
X as a service (XaaS) [3] is a marketing business model developed by the IT industry to describe remote IT services that end users i.e. company’s, individuals etc can purchase. There are many forms of XaaS available within todays cloud services market that all offer bespoke network, software, virtualisation and hardware features that will be researched and analysed in further detail within the research literature section of this report.
Core Network Services as a Service (CNSaaS) is unique in the fact that it will aim to encompass and remotely deliver all facets of Local Area Network (LAN) [4] engineering services to SMB’s from; bespoke core administrative services within a LAN architecture to; configuration and maintenance of internetworking hardware i.e. Routers and Switches delivered across a large geographical area i.e. internally within a country and/or internationally via a public Wide Area Network (WAN) [5] i.e the  Internet. To visualise the far-reaching implications of the CNSaaS Cloud Service Model (CSM) a geographical physical WAN network topology can be found in figure 1. 
[image: ]
[bookmark: _Toc7615219]Figure 1: CNSaaS Geographical Physical WAN Topology [6]
For the purpose of the first experimental stage of CNSaaS CSM, a sample selection of core network services will be implemented and then remotely delivered from an emulated Cloud Service Provider (CSP) [7] [8] Network Operations Centre (NOC) [9] LAN segment; to three emulated SMB LAN segments across an emulated WAN as a way of experimentation within a computer laboratory and test the efficiency of CNSaaS core functionality and how it would function within a production environment, which is the first stage of the creation of the CNSaaS CSM along with the business framework and related market research. 
The main purpose of the CNSaaS experimental project is to identify the most efficient Operating System (OS)  [10] and WAN Exterior Gateway Routing Protocol (EGRP) [11] [12] to utilise within the final CNSaaS deployment model. 
Each of the emulated SMB’s within the experiment will be each serviced by a different server OS architecture i.e. Linux – Ubuntu v18 [13], Unix-FreeBSD v12 [14] and Windows Server 2019 Datacentre Edition [15] from a Tier-1 hypervisor [16]–[18] (Hyper-V [19], [20]) virtualised environment located within the emulated CSP LAN NOC, with the objective of collecting ,measuring and analysing network metrics; Latency [21] [22], [23], Packet loss  [23], [24], [25] and Throughput [23], [26], [27] by utilising 1000 Internet Control Message Protocol (ICMP) [28], [29] packets being sent simultaneously from each SMB LAN end client Windows 10 [30] end client terminal to each of their servers located within the emulated CSP LAN NOC, in order to identify the most efficient  server OS to be utilised within the final CNSaaS deployment model. 
Two separate WAN routing protocols; Border Gateway Protocol (BGP) [31], [32] and Multiple Protocol Label Switching (MPLS)  [33]–[35] will also be beta tested in two iterations of the CNSaaS experiment, that will each comprise of three permutations of SMB LAN to CSP LAN NOC router hop count location within the CNSaaS network, this action will be taken as a controlled measure to further observe and then objectively identify from the network metrics generated from experiments the most efficient WAN routing protocol to be utilised within the final CNSaaS deployment model. The collected benchmark metric data will then be calculated using various mathematical statistical data analysis methods to isolate the latency to within two decimal places of a millisecond that is being generated within the WAN from both routing protocols and the CSP NOC LAN OS’s. 
The ‘Halo Cloud Services’ CSP CNSaaS logical network topology can be found in figure 2. 
[image: ]
[bookmark: _Toc7615220]Figure 2: CNSaaS CSM Network Topology
The core network services that will be delivered to each of the LAN’s will include; Dynamic Host Configuration Protocol (DHCP)  [36], [37], File Services  , Domain Name Services (DNS) [38], [39] , Active Directory (AD) [40] and Hyper Text Transport Protocol (HTTP) [41]Web Services. 
These services will be provided by a ‘Tier-1’ hypervisor server to provide a virtualised environment to host each of the OS’s as Virtual Machines (VM) [42], [43] that will be used for experimentation. The ‘Tier-1’ hypervisor will deliver the services remotely and securely from the emulated CSP NOC LAN datacentre [44] across an emulated public Internet as previously discussed. 
The connection between the emulated CSP LAN NOC and each of the emulated SMB clients will be secured with an encrypted end-to-end tunnel by utilising a suite of network protocols to create a Site-to-Site Internet Protocol version 4 (IPv4) Virtual Private Network (VPN)  to each of the business client’s LAN’s. [45], [46]
The real-world CSP LAN NOC datacentre that will deliver the final most efficient CNSaaS model will be an external IT CSP company that specialises in delivering network services remotely to businesses within a ‘Hub and Spoke’ Wide Area Network (WAN) network topology [47]–[49]. Each SMB’s server OS (the identified most efficient OS from this experiment) will be stored at the CSP NOC LAN as a Virtual Machine (VM) for the tier-1 hypervisor to utilise. 
The proposed bespoke CNSaaS CSM framework is not currently available within todays cloud services market and is estimated to outsource a large majority of all IT services hardware and staff within a non-IT services SMB that are currently being provided internally within a SMB. The CNSaaS model would negate the need for; core network infrastructure hardware and highly skilled specialised IT networking staff whom monitor/maintain these devices, which are very large overheads for a non-IT services company, thus providing large economic savings within the IT networking realm of each SMB that utilise CNSaaS.
[bookmark: _Toc7615177]1.1 Aims and Objectives
The aim of this project is to further research, develop, experiment, implement and then benchmark (analyse) core network services delivered across an emulated public Internet, configured within a ‘Hub and Spoke’ WAN topology via a Site-to-Site Generic Routing Encapsulation (GRE) [50], [51] over IPv4  tunnel secured by IP security (IPsec) [52], [53] suite of protocols to form a VPN in order to create a logically extended secure LAN, to offer the CNSaaS cloud services model to SMB clients whom are not knowledgeable within the IT Industry from a computer network/systems engineering perspective. 
The end goal of this project will be for SMB clients to outsource and centralise a large majority of their internal IT LAN operations to an external CSP company that will deliver, monitor and maintain these services remotely, securely and efficiently from a NOC datacentre location as previously discussed. 
The first stage of the CNSaaS project is the previously discussed experiment to identify the most efficient configuration of the final CNSaaS CSM as previously discussed. The CNSaaS experiment has been broken down into five manageable objectives so that the project can be completed to a high standard that will produce meaningful raw data. 
All of the objectives identified below will need to be obtained to achieve the overarching aim of identifying if the CNSaaS CSM is a practical and efficient solution to an ever-growing SMB client consumer IT problem and if so what technologies to utilise within the CNSaaS CSM moving forward. 
These objectives are as follows:
Objective 1: Research, design and implement a NOC LAN that comprises of a; Tier-1 hypervisor (Hyper-V), Cisco Layer-2 2900 series Switches, Cisco 1900 and 2900 Router with network security and efficiency as the focus.
Objective 2: Research, design and implement three small client LAN’s that comprise of; Cisco Layer-2 2900 series Switch, Cisco 2900 Routers with Windows 10 end clients.
Objective 3: Research and implement a Unix - ‘Free BSD v12’ Server, Linux – ‘Ubuntu v18.04’ Server and Windows 2019 datacentre server that will all be stored within a centralised location CSP LAN NOC housed within a Tier-1 hypervisor (Hyper-V) as VM’s that will utilise the physical server hardware resources to provide; DHCP, File services, DNS, HTTP Web services, AD and/or Samba (Unix/Linux equivalent of AD) services for three separate SMB LAN’s located in various Autonomous Systems (AS) within an emulated WAN.
Objective 4: Research and implement an ISP WAN within a computer laboratory with emphasis on BGP and MPLS for connectivity, efficiency and throughput. Also, secure the emulated WAN connection between the hub (NOC) datacentre LAN and spokes (SMB LAN’s), by utilising a Site-to-Site GRE over IPv4 VPN tunnel to provide end-to-end encryption of network traffic between each of the Customer Edge (CE) routers configured at the proposed spoke sites. 
Objective 5: Converge the network segments from objectives 1-4, test and/or troubleshoot connectivity and then benchmark the CNSaaS with two separate experiments with each experiment containing three permutations of SMB spoke to CSP LAN NOC placement within the experimental topology, by utilising 1000 ICMP packets and a file server from each of the OS’s to measure throughput (Upload and Download), and then utilise data analysis mathematics to separate each OS LAN latency from the WAN latency to identify the latency within each OS and WAN protocol to within two decimal places in order to identify and then provide the most efficient server OS and WAN communication protocol configuration of the final CNSaaS cloud model to business clients. 
[bookmark: _Toc7615178]1.2 Content included within this CNSaaS Project Document 
This paper includes comprehensive background research of all the technological and business components that make up the overall aim of the CNSaaS experimental CSM, along with the design, development and analyses stages of the project, thorough data analysis and evaluation, accompanied by final conclusions drawn from the outcome of the CNSaaS experiment. A personal reflection of the network/systems engineer’s journey throughout the project and future CNSaaS implementation considerations will also be discussed.
[bookmark: _Toc7615179]2.0 Research and Development Methodology
This project has been identified as a network/systems experimental development project as there are many similar CSM’s available, that encompass a large majority of the technologies that will be utilised for the CNSaaS solution proposed but none that provide the overarching aims and objectives of the CNSaaS CSM mission statement. [54]
The philosophical research methodology chosen for this project will be positivistic because a real-world working solution to an IT business problem is the final goal of this research experimental project based on the quantitative data generated from the CNSaaS network. [55], [56]
The research will include academic white papers on all facets of computer networking that encompass the CNSaaS CSM along with vendor specific documentation and published networking theory books by reputable authors within the networking industry.
The research into each of the individual segments of the proposed CNSaaS CSM experiment will also include the development and implementation syntax, protocols, technologies, hardware and network architecture topology designs that will need to be fully researched and understood in order to implement each of the technologies successfully to complete the experimental project with the desired successful outcome.
The approach that will be utilised is ‘deductive’ since logical decisions will be made after analysing the data from three OS experiments (3 permutations each) and the data produced from the WAN routing experiments to identify the most efficient configuration for the final CNSaaS deployment to verify the reliability and validity of the system.  [57]
The ‘Spiral’ Methodology [58] has been chosen as the development strategy for this project. It’s a combination of the agile waterfall [59] and iterative models [60]as it can be adapted for the CNSaaS network/systems development project as opposed to other development methodology’s that are aimed at developing a prototype (build) software products in one linear cycle, that requires end user testing. 
These methodologies do not map across easily within an experimental computer network architecture project that aims to deliver transparent services to end devices comprising of many separate entities, that relies on performance metrics as its testing bed without end user testing and feedback during the initial experiment, as opposed to the spiral model that allows for flexibility within these areas.
By utilising the ‘Spiral’ methodology, the project can be separated into manageable segments called ‘Spirals’ each representing the first four objectives of the CNSaaS project that can be individually iterated using the spiral cycle invariants; research/planning, design, implementation and then troubleshooting/risk analysis.  The last spiral; ‘objective 5’ within the project will be the integration of all the completed network segments (Spirals); to create and further troubleshoot the entire network. Benchmark analysis of the entire system will also take place at the final spiral. [58]
The secondary research strategy processes that will be followed for this project are as follows:
[bookmark: _Toc513629785][bookmark: _Toc7615180]2.1 Cloud Services Review
A technical review of traditional CSM’s that utilise similar cloud technologies as the proposed CNSaaS CSM, will be researched and further analysed to identify any problems with; protocol compatibility or specific hardware requirements that may arise during the development of the CNSaaS model. 
This research process will be conducted to save time within the development stage of the project by negating the need to solve problems that may have already been previously identified and solved by other researchers/vendors.
Research within the field of business management and economics will also be conducted with focus on; SMB IT costs and IT services that are delivered to end clients internally within SMB’s will be analysed at this stage to identify the validity of CNSaaS within the real world, to evaluate the economic savings and the  internal IT services that could be outsourced if SMB’s were to adopt the CNSaaS solution. 
[bookmark: _Toc513629786][bookmark: _Toc7615181]2.2 Document Review
CNSaaS has been identified as an experimental development project, therefore there will be a lot of emphasis within research of vendor documentation/academic white paper reviews due to the masses of technologies that are available within this field and the vendor specific products that will be utilised during the project.
This stage of the research will identify the correct hardware/software technologies that will be utilised within the design of CNSaaS i.e. routers, servers, OS’s, LAN/WAN protocols etc and the network/systems engineering theory that will need to be applied successfully to complete this experimental project to avoid design/configuration issues later within the project. 
[bookmark: _Toc513629787][bookmark: _Toc7615182]2.3 CNSaaS Network and Systems Development
This stage of the research process will identify the correct configuration command syntax, OS versions and installation industry best practices for each of the identified technologies, and the vendor specific hardware that will be utilised i.e. Cisco, Microsoft, Linux, Unix within the designing and development of the proposed network.
[bookmark: _Toc7615183]3.0 Research Literature and CNSaaS Implementation
This section includes comprehensive background research that was conducted to fully understand all the technological barriers and problems that encompass the CNSaaS cloud model in order to realise a working solution to the problem.
[bookmark: _Toc7615184]3.1 Cloud Services and Centralisation
The ethos behind cloud computing is to aggregate expensive server hardware and the computational power that they possess within one location i.e. datacentres that can then be delivered remotely to end clients. Portions of these server’s hardware resources i.e. Central Processing Unit (CPU) and memory (non-volatile and volatile) housed within the datacentres are then remotely leased to end clients using various virtualisation platforms i.e. Virtual Machines (VM’s), containerisation etc to perform various computational tasks and/or to store large amounts of data for a fee.  [61], [62]
This modern cloud computing model is only practical within the Internet ‘Information Age’ we live in today because of the infrastructure that has been put in place over the last decade to deliver ultra-high-speed data throughput to residential homes and businesses around the world, making centralised computing a viable alternative to expensive modern in-house services. [63]
3.1.1 X as a Service (XaaS)
X as a Service (XaaS) [3] is a generic marketing term used within the IT industry to describe a network infrastructure services model that can be delivered remotely to end clients across a public WAN i.e. the Internet. Companies whom provide these services are referred to as Cloud Service Providers (CSP). The CSP leaders in this industry are; Amazon Web Services (AWS) [64], Microsoft Azure [65] and Google Cloud [66] .  
There are many versions of ‘X as a Service’ (XaaS) currently available within today’s market that are all offered by the CSP market leaders. XaaS can be broken down into three CSM categories that are utilised by SMB’s and Corporations around the world for services tailored to their business needs. 
For the purpose of the CNSaaS model, the three foremost CSP models will be the main focus of this research because they are not only similar in architecture, but they also utilise the same infrastructure hardware/core CSP technologies as the proposed CNSaaS model. [67]
The three primary CSM can be found in figure 3.
[image: ]
[bookmark: _Toc7615221]Figure 3: Three main CSM categories comparison illustration [68]
3.1.1.1 Infrastructure as a Service (IaaS)
This CSM offers clients the rental of a CSP’s underlying data centre infrastructure that contain many servers that would typically be located at the client’s premises. This infrastructure is very expensive to purchase and maintain for non-IT services SMB. [69]
The CSP IaaS model leases a small portion of their datacentre server’s computational power and Storage Area Network (SAN) [70]. The client is responsible for installing the server OS’s VM’s, configuring/maintaining the; E-Mail services, database services, web services, web applications and file services that end IT engineering staff within a company can access through a web browser portal via the public Internet. [71]
IaaS provides a client with a leased portion of a datacentre’s underlying network infrastructure i.e. Servers, SAN etc that is managed by the CSP and configured by the client as opposed to the infrastructure being located internally within an SMB.
This model allows the client to implement, configure and manage their own; VM’s, business applications, web applications, storage etc to run a range of customised services for their business through a secure Hyper Text Transport Protocol Security (HTTPS) [72] web browser interface that utilises Secure Socket Layer (SSL) [73] and Transport Layer Security (TLS) [74] for encrypted communications, that can be accessed by the client via an Internet browser as previously discussed.[67][75]
[bookmark: _Hlk525906338]After researching IaaS cloud services model, an understanding of its inherent advantages and disadvantages was established to identify potential single points of failure within the CNSaaS model and also the proven benefits of this model that would also complement the CNSaaS project, these advantages/disadvantages are as follows; [76][77][78]
Advantages: 
1. An economically viable solution for non-IT companies who can’t afford an expensive networking infrastructure and large specialised networking IT team.

2. Clients have full control of their VM’s and can either use pre-configured versions or configure their own instances and run whatever OS they prefer.

3. IaaS is considered the most secure cloud model currently available because of the granular control over data, VM’s etc with an option for a virtual firewall instance to be installed within each VM. 

Disadvantages:
1. Advanced network administration knowledge is needed to maintain and configure these services, also the clients are responsible for backing up all of their data.

2. Relies heavily on a stable Internet connection with high throughput. Without WAN connectivity, access to services would not be possible.

3. Can be very expensive if services aren’t monitored correctly that are being paid for when they are not being used, as the CSP subscription implements an itemised billing system that can confuse most non-IT companies i.e. per CPU cycles used, RAM used, Storage used, services used, VM instances etc.

4. [bookmark: _Hlk536608124]This CSM utilises HTTPS SSL/TLS (port 443) for secure delivery of services which are accessed via a client’s web browser as previously discussed. This method of WAN connectivity does not logically extend a LAN such as a site-to-site GRE VPN tunnel provides, which does not allow for core internal LAN network services to be delivered via the WAN using this method. HTTPS is also vulnerable to attacks by malicious actors (hackers) using exploits such as; POODLE [79], Heartbleed [80], [81] and BREACH [82]. Forged SSL/TLS certificates  are also a vulnerability that can be exploited by malicious actors [83]. [84] [82] [83][85]

Whereas a site-to-site GRE VPN utilises military grade Advanced Encryption Standard (AES) 256-bit encryption [86]. AES-256 has not been successfully exploited/cracked that is why it utilised by the military for secure communication of sensitive information. [87]


3.1.1.2 Platform as a Service (PaaS)
PaaS provides clients with the underlying datacentre network infrastructure equally to IaaS. In this model everything including the database, middleware etc is managed by the CSP, apart from the applications and the user data generated by the applications, allowing web application developers to use the infrastructure as a testing platform (test bed) for web application development/management and then to publish their applications for end users to utilise. Vendor specific applications can also be run in this model by the client.  Configuration and WAN delivery of this service is identical to IaaS. [67][88][89] 
[bookmark: _Hlk525907106]After researching PaaS cloud services model, an understanding of its inherent advantages and disadvantages was established to identify potential single points of failure within the CNSaaS model and also the proven benefits of this model that would also complement the CNSaaS project, these advantages/disadvantages are as follows;[76] [77], [78]
Advantages: 
1. Minimum networking knowledge is required and no large overheads of infrastructure costs.

2. Granular control over applications/user data for user analytics and performance metrics of software.

3. System integration support between cross platforms for software applications.

Disadvantages: 
1. No control of VM’s and the underlying infrastructure processing the data that could potentially pose a security risk.

2. Patching and updating of software applications is the client’s responsibility, this will not only cost money and time but would also require knowledgeable staff to execute the processes.

3. This model utilises a shared platform with other customers data that could also pose a security risk.

4. [bookmark: _Hlk536608961]This CSM also utilises HTTPS SSL/TLS for secure delivery of services that does not logically extend the LAN to deliver external services and is not as secure as a site-to-site GRE tunnel VPN as previously discussed within the IaaS; Disadvantages sub-section.


3.1.1.3 Software as a Service (SaaS)
SaaS provides business clients with applications such as Outlook E-Mail, Office 360, Dropbox etc that can be accessed by their staff via a web browser, eliminating the need for installation, patches, configuration, servers etc. This model is a plug and play model as the CSP manages the underlying network infrastructure, patches, servers, applications and middleware. [67] [90], [91]
After researching SaaS cloud services model, an understanding of its inherent advantages and disadvantages was established to identify potential single points of failure within the CNSaaS model and also the proven benefits of this model that would also complement the CNSaaS project, these advantages/disadvantages are as follows; [76][77], [78]
Advantages: 
1. No networking knowledge required and no large overheads of infrastructure costs.

2. Best value for money out of all the CSP models because only the software that is being utilised is paid for by the client and not the underlying network infrastructure.

3. The underlying network infrastructure and software are all provided by and managed by the CSP for rapid deployment of applications.

Disadvantages: 
1. The client has no control of the data being processed for business analytics. 

2. Only a limited amount of applications available for this service which do not include core network services.

3. The CSP has full control and transparency of client data that could become a major security and data protection issue if the data is mishandled by the CSP.

4. This CSM also utilises HTTPS SSL/TLS for secure delivery of services that does not logically extend the LAN to deliver external services and is not as secure as a site-to-site GRE tunnel VPN as previously discussed within the IaaS; Disadvantages sub-section.

3.1.2 Summary of Section
After further analysis of the foremost CSM that are offered within today’s market by CSP’s, it has been concluded that IaaS is the closest model in comparison to CNSaaS. However, IaaS does not offer initial configuration and remote administration by the CSP as CNSaaS will provide. Also, IaaS does not provide internal core services such as DHCP, DNS, AD and File services that are delivered to end clients within a SMB LAN as CNSaaS aims to provide, and then further expand the model with tailored internal services to each SMB such as; Voice  over Internet Protocol (VoIP) etc  along with remote infrastructure management of the SMB’s; Routers, Switches and End devices. 
Although IaaS can  benefit a company and slightly reduce IT overheads it does not remove all internal IT core infrastructure services, server infrastructure hardware and highly skilled staff away from an SMB that are the largest overheads within IT infrastructure management, as the CNSaaS model aims to provide to SMB’s as its primary mission statement, that would result in large economic savings for the SMB clients if successful.
In regard to the disadvantages identified within the cloud services research, the most problematic would be the single point of failure with reliance to a single ISP WAN connection to the SMB from the CSP NOC. If connectivity was interrupted or lost all services provided by CNSaaS would fail.
To mitigate this issue, it is proposed that the CNSaaS CSP would advise SMB clients to utilise the services of two separate ISP’s that could not only be used as a redundant measure for connectivity in the event of a temporary ISP WAN failure but also for additional throughput and as a load balancing measure whilst both ISP WANS are functional. The CNSaaS CSP NOC would also utilise multiple ISP’s for redundancy and load balancing purposes.
Although this solution would slightly enhance the cost of CNSaaS, the service would still be viable from an economic standpoint, as the proposed additional cost of the redundant ISP single point of failure countermeasure would be a fraction of the overall savings that the proposed CNSaaS model aims to deliver. 
CNSaaS will also be a lot more secure for the SMB client in respect to delivery of services as opposed to the current IaaS model offered by CSP’s, as all services will be distributed via a site-to-site GRE over IPv4 VPN tunnel directly to the SMB client’s ISP router, removing the security risk of exposing the NOC hypervisor servers and the SMB clients to the public Internet where malicious actors could infiltrate the client’s network and/or services. Each clients VM will also be stored within a separate partition at the NOC SAN for additional security and network segmentation. 
CNSaaS would also implement a linear transparent system to billing of services provided to SMB’s, as opposed to confusing charges for CPU cycles and MB of RAM utilised by the client, as the majority of CSP’s currently implement within their itemised billing structure. The CNSaaS model would utilise a laymen’s approach to billing; charging only a monthly fee for services provided by the CNSaaS CSP based on the number of end devices being serviced and the allotted storage space assigned to each end user. This approach would be more appealing to non-IT services companies who don’t understand the fundamental architecture of computer/server systems and cloud technologies. This method of billing avoids unexpected large charges for an SMB at the end of each billing period that may exceed their allotted budget.
[bookmark: _Toc7615185]3.2 Local Area Network (LAN) Components and Functionality
A LAN can be defined as two or more physical connected computer devices sharing information within a single internal network. A LAN typically covers a geographical area the size of a building. Common Internetworking devices that are implemented within a LAN are; Routers [92], Layer-2 and/or layer-3 switches [93], wireless Access Points (AP) [94], wireless LAN controllers [94] and servers . An example of a SMB LAN can be found in figure 4.
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[bookmark: _Toc7615222]Figure 4: Example basic SMB LAN Topology AP,WLAN Controller and Layer-3 Switch not shown here) [95]
LANS are defined through the working group 802.3 ethernet standard by the Institute of Electrical and Electronics Engineers (IEEE) [96]. The Carry Sense Multiple Access/Collision Detection (CSMA/CD) [97] algorithm is utilised within the 802.3 standard for data collision detection at Layer-1 (Physical) and sending/receiving negotiation parameters between network devices at the MAC sub-layer of Layer-2 (Data-link Layer) within the Open Systems Interconnections (OSI) model [98][99].
Within the following sub-sections of this section of the report, all aspects of a LAN that will be utilised within the CNSaaS experiment will be researched and explored in detail for a greater understanding of the technologies and architecture that will need to be deployed within the development stage of this project to produce a working CSM.
3.2.1 Router Functionality, Layer-3 Protocols and Architecture
[bookmark: _Hlk522274179]A router is defined within the OSI model as a layer-3 (Network Layer) device, which is the gateway of the LAN to either another internal LAN or a WAN. Its primary function is to route IP Packets between LAN’s and/or broadcast domains. A router does not forward broadcast messages in order to contain the large volume of broadcast traffic generated within a LAN. 
A LAN router learns routes from either a dynamic Interior Gateway Routing Protocol (IGRP) [11]  such as; Open Shortest Path First (OSPF) [100], Enhanced Interior Routing Protocol (EIGRP) [101] or Routing Information Protocol version 1 + 2 (RIP) [102] that use mathematical algorithms to autonomously route packets based on hop count, metrics and/or cost.[103] 
Manually configured static routes are also utilised in small networks and for redundancy purposes such as a floating static route and default static route for split tunnelling of packets destined to unknown destinations i.e. the Internet [104]. 
The routes learned from an  IGRP are stored within the routers routing table, that is called the Routing Information Base (RIB) , the best route to a destination which is predefined by the IGRP’s algorithm metrics are then stored within the Forwarding Information Base (FIB) to speed up the routing process decisions, similar to how cache memory works within a Central Processing Unit (CPU).[105]
Summary of Sub-Section 
For routing traffic between each of the spokes and the hub, a static route will be used with the destination configured as the CSP NOC VM OS’s IP address and the outgoing interface will be configured as the GRE tunnel.
A ‘default static route’ will also be configured at each of the SMB LAN’s ISP router interfaces outside of the VPN tunnel facing the public WAN, aimed at traffic destined for the public Internet i.e. public Websites etc. This configuration will be applied to reduce the throughput between the SMB spokes and CSP NOC LAN GRE VPN tunnel for traffic engineering and Quality of Service (QoS) prioritisation of client-to-server traffic, in order to prevent a bottleneck within the tunnel and also to reserve bandwidth for the core network services operations between the SMB end clients and the hypervisor. This method of traffic segmentation is referred to as ‘Split Tunnelling’ within the networking industry.
Seven Cisco 1900 series LAN based routers will be utilised within the emulated WAN segment of the experiment and 1 x 2900 series LAN based router will be utilised within each of the emulated SMB LAN spokes which is a total of 4 x 2900 routers being utilised within the experiment. The mixture of the series of routers utilised within the experiment is because of the limited amount of Cisco 1900 LAN series routers within the computer laboratory where the experiment will be conducted. ISP grade routers would have been [referred to have been utilised within the emulated WAN but these devices are very expensive, and the network engineer did not have access ISP grade equipment. 
3.2.1.2 Network Address Translation (NAT)
NAT is a protocol that was developed to translate a private IP address into a public IP address to solve the shortage of IPv4 addresses (2^32=4.29 Billion) due to the architecture of the 32-bit dotted-decimal IP address notation and the large amount of end devices (23.14 Billion in 2018) connected to the Internet. 128-bit IPv6 addresses (2^128=340 Undecillion) were also developed to combat this issue but has not fully been adopted within the industry partly because of the success of NAT and the reluctance of network engineers to learn IPv6 due to lack of knowledge/experience. [106]
There are 3 versions of NAT; [107]
Static NAT; This configuration of NAT maps private-to-public IP addresses on a 1:1 basis which is mostly used within industry for public Internet facing server-to-client communications. 
Dynamic NAT; This configuration of NAT maps private-to-public IP addresses on a many-to-many basis from a pre-configured pool of public addresses. This version of NAT is rarely used as it is considered a waste of public IP addresses and also expensive for a client to purchase a large amount of IP addresses from their ISP.
Port Address Translation (PAT); This version of NAT is the most widely used. It translates private-to-public addresses on a many-to-1 basis using only one public IP address. It achieves this by changing the source port number within the IP packet header so that it can map private IP addresses-to-source port when traversing NAT with the requested IP packets on the return journey. 
Summary of Sub-Section
Within the CNSaaS project, ‘PAT’ will be configured within the CE router at each of the SMB LAN spokes for end device WAN communication traffic destined for the public WAN i.e. the Internet, utilising a ‘Split Tunnelling’ method as previously discussed.
3.2.2 Switch Functionality and Layer-2 Protocols
A switch is defined within the OSI model as a layer-2 (Data-link Layer) device, its primary function is to switch ‘Frames’ between end devices within a LAN. This is achieved by each port learning the Media Access Control (MAC) [108] address associated with an end device by broadcasting the frame to all ports within a switch, apart from the port it received the message on to prevent switching loops, to determine the port the end device is connected to that contains the destination MAC address. Once the port-to-MAC address mapping has been created it is then stored within its Content Addressable Memory (CAM) [109] for future communications without the need to flood the ports as a broadcast message to learn the mapping again, this method speeds up the LAN communication process at layer-2. [110]
Each port within a switch is also a collision domain. A collision domain prevents ethernets frames from colliding within the contentionless based Ethernet 802.3 technology averting errors at Layer-1 (Physical Layer). [111]
Layer-3 switches are also available to purchase. These devices give an administrator flexibility to configure a port as either a switchport or a routed port. The added routed ports within Layer-3 switches provide functionality to remove bottlenecks that are created within an  internal Virtual Local Area Network (VLAN) routing [112] configuration  in a large enterprise network, but they are more expensive to purchase. [113]
Summary of Sub-Section
Three Cisco 2900 Series SMB LAN Layer-2 switches and one Cisco 3500 series Layer-3 switch, that each contain 24 fast ethernet 100Mb/s port interfaces will be utilised within the CNSaaS laboratory to build the layer-2 LAN segments of the CNSaaS experiment network along with the layer-2 protocols analysed within this section.
3.2.3 Summary of SMB LAN Section
Understanding the fundamentals operations of Layer-2 /3 LAN devices and the protocols that interact at each of these layers of the network is paramount for successful implementation of the CNSaaS experiment, so that the correct network topological architecture can be identified, tailored and then utilised along with the correct protocols, technologies and configurations, in order to gain granular control and a deeper understanding of how all of the data is being transmitted within the network. 
Troubleshooting a problem within the network heavily relies on the underpinning networking knowledge and theory previously discussed in this section of the paper in order to pinpoint configuration/hardware/software issues that may occur so that they can be swiftly rectified. 
The protocols and technologies that were described within this section of the report were selected and highlighted because they play an important role within the CNSaaS experiments that all need to be fully understood before being implemented within the CNSaaS model to successfully achieve LAN connectivity at both the emulated NOC and the emulated SMB client’s LAN to prevent compatibility issues.
[bookmark: _Toc7615186]3.3 Network Operations Centre (NOC)
A LAN Network Operations Centre (NOC) or Network Management Centre (NMC) as it is also referred to, is a small-to-medium sized datacentre that comprises of powerful hypervisor server clusters, that centralises the management and monitoring of internetworking devices remotely, using alarm (traps) systems notifications provided by networking monitoring tools such as; SolarWinds, WhatsUp Gold etc of link/device/protocol failures along with the severity and priority of the issues using a ticketing framework.  [114]
A NOC also provides a secure backup service of client data within an external SAN or an internal SAN owned and operated by the NOC for an additional fee.
A NOC employs highly skilled network/systems engineers that monitor, troubleshoot and manage business client’s on-premise networks 24 hours a day 7 days a week within a rotating shift pattern to achieve their mission statement. An example illustration of a NOC can be found in figure 5.
[image: ]
[bookmark: _Toc7615223]Figure 5: Example Network Operation Control (NOC) [115]
A NOC utilises ultra-high speed, symmetrical (Upload/Download) fibre optic Internet bandwidth and are often directly connected to the ISP’s backbone to achieve maximum throughput and efficiency that results in low latency connectivity for a large monthly fee. The majority of NOC clients are web hosting companies, ISP’s and corporations who own large enterprise high availability networks that need to be fully operational 24/7 to prevent economic losses due to network failure. These networks are often very complex and expensive to maintain internally so are outsourced for remote management to a NOC. [9]
3.3.1 Summary of Section
The real-world final CNSaaS model NOC will not only be responsible for the initial configuration, monitoring and management of client networks and the Internetworking equipment housed within them i.e. routers and switches but also security operations/management within the SMB client LAN networks i.e. Hardware/Software firewalls, real time threat analysis etc that traditionally a Security Operation Control (SOC) [116] would be responsible for, along with the systems engineering maintenance/configuration of the server VM’s housed within the CSP NOC datacentre [44] that will remotely provide, manage and monitor core network services along with upgrades/patches of end/internetworking devices at each of the SMB LAN’s as previously discussed.
[bookmark: _Toc7615187]3.4 Wide Area Network (WAN)
A WAN can be defined as a wired media network connection between two or more LAN’s over a large geographical area i.e. cities and/or countries sharing information. The Internet is made up of a multitude of WAN’s all interconnected around the globe. WAN routing protocols are implemented to route IP packets to the correct regional Autonomous System (AS) [117] that governs a group of public IP addresses that further connect to LAN’s within that region. 
The majority of WAN’s are owned by ISP’s also known as because they are very expensive to implement and maintain, for this reason an ISP’s WAN connection is leased to customers for a monthly subscription fee [118]. Traditionally within the Internet era of networking there has only been one Exterior Gateway Routing Protocol (EGRP) [119] to route between various AS WAN’s and LAN’s around the globe, this protocol is called Border Gateway Protocol (BGP) [31]. Within the last 5 years another method for WAN routing has become popular within the industry that routes IP packets using a label switching technique as opposed to an IP address lookup, this new protocol is called Multiple Protocol Label Switching (MPLS) [120]. Both these protocols will be analysed and discussed in detail within this section of the report.
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3.4.1 Border Gateway Protocol (BGP) Autonomous Systems (AS) 
An AS with reference to BGP and the Internet as a whole, is a predetermined prefix that is assigned to a geographical WAN region that governs a large group of IP addresses, in order to map IP Addresses-to- AS Number (ASN) [121] WAN locations. ASN’s are distributed by the Regional Internet Registrar (RIR) [122] to ISP’s around the world, to identify WAN location within the longitude and latitude of the earth, so that IP packets can be routed to the correct WAN that an IP packet destination address belongs to, all AS’s are unique for this reason.[122]

The RIR is broken up into four regions that span the globe;
· 
· ARIN governs the Americas and Africa.
· LACNIC governs the Caribbean and Latin America.
· APNIC governs Asia and Australasia.
· RIPE governs Europe.

Similar to IP addresses there are public and private ASN’s. The traditional public ASN’s range from 1-64,512 and the private ASN’s range from 64,512-65,535. Private ASN’s are not routable on the Internet and public ASN’s can only be configured by ISP’s registered with their regional RIR. Configuring public routable ASN’s on an internet facing interface that has not been registered with the RIR is a criminal offence. [121]
Due to the large amount of ISP’s and WAN’s around the globe ASN’s have been updated from 16-bit (2^16=65,535) ASN’s to 32-bit (2^32=4.29 billion) ASN’s for scalability within the fast-expanding modern Internet.
3.4.2 BGP Architecture
BGP-4 is a WAN inter-domain path-vector routing protocol, that utilises TCP for transportation on port 179. BGP utilises the ‘Best Path Selection (BPS)’ algorithm to route between AS, negating loops in the process [123]. BGP is configured within the ISP’s WAN inside the Provider Edge (PE) routers and the core WAN routers called Provider (P) routers. BGP routers are also referred to as ‘Speakers’, these ‘Speakers’ form neighbour relationships or ‘Peering’s’ with other BGP peers. Neighbour relationships can be formed internally inside the same AS, this configuration is called internal-BGP (iBGP) or externally between AS, this configuration is called external-BGP (eBGP). [124]
eBGP is the most widely used configuration of the protocol that is utilised by ISP’s within the WAN to route packets as previously discussed, that is why eBGP is also referred to as the routing protocol of the Internet. The focus of this project will pertain to eBGP when discussing the protocol and the configurations within late sections of this paper.
eBGP utilises Finite State Machine (FSM) [125] logic tables to form neighbour relationship peering sessions between speaker routers located in neighbour AS’s and can either be physically connected i.e. one hop away or logically connected i.e. multiple hops away. BGP ‘Speakers’ only attempt a TCP ‘Peering’ session with other BGP ‘Speakers’ when manually configured to do so by a network engineer, this architecture allows for granular control of AS neighbouring by the ISP. Once neighbour information is exchanged, and a relationship is fully established by eBGP FSM and the eBGP BPS algorithm can then be utilised to advertise their ASN to their neighbour. Customer LAN public IP addresses are also advertised to neighbours by ISP PE routers located in various AS’s for BPS to plot the best path to a particular AS that contains several NEXT_HOP attributes to the destination AS when requested, this path is referred to as the AS_PATH [126] in eBGP. [127] 
The majority of ISP ‘P’ routers have very large routing tables because of the multitude of networks being advertised within the WAN,  a router with a large routing table is very resource intensive, to combat the finite hardware utilisation, a process called route summarisation  if often used to decreases the size of these routing tables and in turn utilise less hardware resources to achieve higher throughput and lower latency. [128]
BGP’s routing table is stored within the RIB that has a version number that is periodically updated if there is a change in the WAN topology. BGP’s RIB is split into three tables. The first table is called the Adjacent-RIB-out (Adj-RIB-out) which advertises local routes to BGP neighbours that are stored here. [129]
The second table is called the Adj-RIB-in, this table stores routes advertised by neighbours. The third table is the Local-RIB (Loc-RIB), local routes are stored here, along with the next hop addresses that are present within the FIB. [129]
3.4.3 BGP Functionality
The BGP process initiates within a  CE router located within a ISP customer’s LAN sending a packet to an unknown destination outside of its own network, the packet is then forwarded to the Provider Edge (PE) router that starts the eBGP routing process by reading the destination public Internet Protocol (IP) addresses located within the IP packets header and then distributing the packet to its neighbour Provider (P) core router that is located within a pre-defined AS that the IP address is associated within its Adj-RIB-In.
The IP packet is then routed through various ‘P’ routers and AS’s where the process is repeated until the IP packet reaches the destination PE router associated with the AS of the IP destination address, the AS route that the packet takes to get to its destination is known as the AS_Path.  Once the packet reaches its destination AS which is the end of the AS_Path, the IP packet is then forwarded to the CE router located within the LAN destination where the IGRP or static route, forwards the packet to its final destination within the LAN. 
This process is very complex and puts a lot of overhead on the core ‘P’ routers within the WAN reducing throughput and adding latency to the communication process. Even though this routing protocol is not perfect it is considered within industry as a reliable protocol that routes the majority of the Internet’s traffic around the world. [130][127]
3.4.4 Summary of BGP Section
On reflection of the research into eBGP and its functionality, it has been concluded that this EGRP will be the correct protocol to utilise for the CNSaaS cloud model to emulate the WAN segment of the network because this is the protocol that ISP’s use to reliably route their traffic within their WAN’s as previously discussed, so using eBGP will give a more accurate reflection of how the CNSaaS model would function within a real world environment whilst analysing performance metrics generated from the computer laboratory experiment.
3.4.5Multiple Protocol Label Switching (MPLS)
MPLS was first devised in 1997 by the Internet Engineering Task Force (IETF), even though it was developed in 1997 it is still considered a new technology because implementation of the protocol was initially expensive and complex, so adoption of MPLS within the WAN by ISP’s and large enterprises has only become a viable alternative to BGP-4 within the last 5 years as the protocol has been further developed/understood by network engineers, and the infrastructure has been put in place to support MPLS, making it more affordable and practical within modern day networking. [131]
3.4.5.1 MPLS Functionality and Architecture
Layer-3 MPLS is a modern WAN suite of protocols, that distributes packets contrarily to the traditional BGP protocol, by routing with labels instead of IP addresses. MPLS can be defined as layer-3 routing at layer-2 speeds, because of this MPLS is regarded as a layer 2.5 protocol within the OSI model since the MPLS 32-bit label is positioned in between the layer-2 and layer-3 addresses within an IP packet header called the MPLS ‘Shim’. [132]
 An illustration of an IP MPLS packet can be found in figure 6.
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[bookmark: _Toc7615224]Figure 6: MPLS 32-bit Header (Layer-2.5) [133]
MPLS functions by first reading the destination  IP address within the IP packet header at the ingress node which is the ISP Provider Edge (PE) router called the Label Edge Router (LER) within MPLS and then ‘Tagging’ (labelling) the IP packet with a short path label within the range of 16 to 100,000 by utilising the industry standard open vender protocol; Label Distribution Protocol (LDP) to ‘Tag’ IP packets and Cisco Express Forwarding (CEF) to forward the labelled packets or the CEF equivalent for other vendors. The ‘Tags’ that LDP applies to the packets are stored within the Label Forwarding Information Base (LFIB), these labels correspond with the next hop MPLS router of the IP packets destination.[132] [34]
The LFIB is populated by the Label Information Base (LIB) that maps label-to-Forwarding Equivalency Class (FEC) from routes stored within the Forwarding Information Base (FIB), similarly to how Address Resolution Protocol (ARP) maps IP-to-Media Access Control (MAC) Addresses. Because the FIB is utilised to determine the best path, a dynamic routing protocol i.e. BGP, OSPF, EIGRP must be utilised in conjunction with MPLS to populate local routes in order to function. Once the LFIB has been populated, an MPLS neighbour relationship is established with other MPLS routers within the network.[132][33] 
This is achieved by sending MPLS ‘Hello’ messages to the multicast address 224.0.0.2 via User Datagram Protocol (UDP) port 646 transport method, Layer-4 (Transport Layer) of the OSI model to establish a connection and the correct Transport Control Protocol (TCP) connection parameters to use, so that the MPLS enabled neighbour routers can communicate via TCP using the neighbour routers LDP ID. [132][33]
All LER’s LIB’s are advertised to MPLS ISP ‘Provider’ (P) routers located within the core of the ISP WAN called Label Switching Routers (LSR), by exchanging Label Mapping Messages (LMM) to Map prefix (IP addresses) to label assignment for MPLS convergence, this process is repeated throughout the LSP. The labelled packets can then be distributed throughout the LSP once MPLS neighbour convergence has taken place. [134] [135]
LSR’s do not read the IP packet header to look for the IP address as a traditional routing protocol would, rather the short path label applied by the LER so that it can ‘Pop’ (remove) the label it has read and ‘Swap’ (replace) it for a label that corresponds with the next router within the LSP from its own LFIB to  distribute the packet to the next LSR that the label is associated with. [132]
This process is repeated until the packet arrives at the LER egress node within the LAN destinations where the label is ‘Popped’ (removed) for the last time. The LER at the ‘PE’ router LAN destination then distributes the packet using a traditional routing method i.e. BGP to the CE router within the IP packets destination LAN. The IP packet is then internally routed using an Interior Gateway Routing Protocol (IGRP) i.e. OSPF, EIGRP, RIP or a static route until it reaches the end device that requested the packet.[132]
This label switching functionality negates the need for the LSR’s within the WAN to read the long IP address associated with the packets header then search its large FIB that is populated by the RIB with routes advertised by an IGRP, EGRP or manually configured static routes for the correct path to send the packet to its final LAN destination. MPLS massively reduces the overhead on the ‘P’ core routers located within the WAN because of this functionality. MPLS is transparent to the customer as all of the mechanics and configurations/functionality are located and executed within the ISP’s WAN ‘P’ and ‘PE’ routers similarly to eBGP. [132]
Although MPLS is more efficient at switching packets within the core of the WAN, the initial application of the 32-bit label depicted in the above figure 6 to each packet traversing the MPLS network  by the LER ingress router and then the removal of the 32-bit label at the egress LER along with the additional overhead of the LDP within each of the WAN routers, these combined processes puts a substantial amount of CPU and RAM overhead on the hardware housed within these routers, that’s why MPLS is most commonly used by ISP’s and Enterprise networks that utilise high end core routers at the edge of their networks that have vast amounts of processing and memory hardware stored within them which are very expensive to purchase for a SMB. [136][137]
3.4.5.2 Summary of MPLS Section
After analysis of the research into MPLS and the benefits that it can offer a network in relation with throughput and latency as the data suggests, it has been decided to also include an MPLS over eBGP overlay configuration within one iteration of the CNSaaS model experiment to analyse it against eBGP’s standalone functionality, to investigate if it can improve the throughput and latency of IP packets flowing back and forth between the ‘Hub and Spokes’ within the ISP WAN, by utilising BGP’s RIB and FIB databases to populate MPLS’s  LIB, to map IP-to-label routes within MPLS’s LFIB in order plot the most efficient LSP in order to achieve reachability within the emulated WAN between LER’s and LSR’s whilst routing with labels instead of lengthy IP address and routing table lookups, to identify if an MPLS overlay would make  the CNSaaS model more efficient and reliable within the real world. Calculated analysis of the MPLS overhead will also take place because of the low-grade LAN routers being utilised within the CNSaaS experiment.
3.4.6 Hub and Spoke Design Architecture
A ‘Hub and Spoke’ topology is a centrally managed WAN design architecture. It consists of a ‘Hub’ that is the central LAN component within the network that contains the core internetworking equipment i.e. core routers, core switches and servers for the underlying network. The hub is a gateway for each of the spokes that are generally smaller LAN sites that are logically connected to the hub via a WAN IPv4 Site-to-Site GRE VPN tunnel to create a converged network or extended LAN over a large geographical area. 
Utilising this WAN network topology gives a network administrator granular control, consolidation and efficiency of network resources i.e. file services, web services, user services (AD), security permissions etc. Individual administration and monitoring of multiple remote networks can be very expensive and complicated, so this solution is implemented when a corporation (enterprise) comprises of multiple locations spread out over a large geographical area connected via a Site-to-Site VPN, illustrated in figure 7.  [47], [48], [138],[139]
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[bookmark: _Toc7615225]Figure 7: Traditional Hub and Spoke WAN Topology [140]
3.4.6.1Summary of Sub-Section
This WAN design architecture is perfect for the CNSaaS model because it allows for centralisation and maximum security of the NOC (Hub) to the smaller SMB LAN’s (spokes) to deliver internal LAN services to create a logically extended secure LAN. This architecture also offers granular remote and secure administration of the spokes which is one of the keys aims of the CNSaaS CSM.
3.4.7 Summary of WAN section
As with many technologies within Network Engineering where more than one protocol will achieve the same result i.e. delivering a packet from ‘A’ to ‘B’, there are usually trade-offs as each of the protocols will have its own advantages and disadvantages that must be analysed in great detail in conjunction to what the business requirements are for the network and if the strengths of the protocol/architecture  outweighs its weaknesses when implementing/designing a WAN model within a production network.
Within the CNSaaS CSM as previously discussed a standalone iteration of eBGP will be implemented and then benchmarked within the emulated WAN to analyse performance metrics. Then a second iteration (experiment) will take place by utilising an MPLS overlay configuration on top of eBGP which will also be benchmarked and analysed in detail to determine the most reliable/stable and efficient WAN protocol configuration to implement within the CNSaaS CSM for maximum optimisation of the final CSM.
[bookmark: _Toc7615188]3.5 Network Cable Media Types
Network Cables (Media) are defined at layer-1 (Physical Layer) of the OSI model. The cables that are will be utilised within the computer laboratory CNSaaS experiment are; 
Category-5 enhanced (Cat-5e) RJ45 Cable; These cables are part of the IEEE 802.3 Ethernet workgroup; the outer shield is made from plastic whilst the core is made from copper so that it can carry data that has been modulated at the MAC-Sub-Layer (Layer-2) within the NIC into electrical signal pulses. Cat-5e cables have a maximum throughput of 1Gb/s over 100 metres. They can be configured as a ‘Straight-Through’ or ‘Cross-over’ cable, these names derive from the pin configuration within the Ethernet Regional Jack-45 (RJ-45) connector at each end of the cable that is used to connect the cable to a computer device. ‘Straight-Through’ cables are utilised when connecting dissimilar devices i.e. Router-to-Switch, where as a ‘Crossover’ cable is utilised when connecting similar devices i.e. Router-to-Router. These cables are most commonly used within a SMB LAN environment.  [141], [142]
Serial Cable; Serial cables were traditionally used within the WAN by ISP’s to control the bandwidth speed to customers with legacy protocols such as ‘Frame-Relay’ [143] and ‘Asynchronous Transfer Mode’ (ATM) [144]. 
Serial cables throughput are dependent on the serial interface used such as, WAN Interface Cards that have a throughput of 2Mb/s [145] which is not viable in today’s high-speed Internet, but are most commonly used within training environments to emulate WAN connectivity as a cheaper alternative to single mode fibre optic cabling which is most commonly used within todays modern WAN’s to achieve high throughput speeds of 10Gb/s up to a distance of 10Km [146]. 
3.5.1 Summary of Section
Within the CNSaaS laboratory deployment Cat-5e cables will be installed at the LAN segments of the CNSaaS experiment within the Gigabit Ethernet interfaces. The emulated WAN interfaces that will be utilised within the experiment will be WIC serial interfaces because of the low Gigabit port density within the LAN routers being utilised within the experiment located within the computer laboratory Cat-5e will not be viable to implement at the emulated WAN, this is not an efficient configuration scenario, but unfortunately serial HWIC interfaces are the only available interfaces within the computer laboratory to emulate the WAN segment of the CNSaaS experimental topology. ICMP packets are only very small packets with the default packet size being 32-Bytes from a Windows 10 client [147], so the experiment data will not be skewed within the ICMP latency tests of the CNSaaS experiment.
[bookmark: _Toc7615189]3.6 Server OS Architectures
Servers within an internal LAN topology provide critical core network services such as; DHCP, DNS, File Services and AD to end clients, they also provide non-core but equally important IT business services such as; Application, E-Mail and Internal Web Services (Intranet) etc. 
Systems administration/engineering is a field within the IT industry that focuses on developing, configuring, maintaining and delivering these services via an internal core networking infrastructure utilising server OS’s and virtual environments such as Hypervisor or Containerisation [148] technology to achieve this. [149]
Systems administrators/engineers specialise within server hardware and OS software technologies that range from open source Linux [150] and/or Unix [151] server variants to Microsoft Windows servers [152], these diverse vendor OS’s each have unique specialised features and functionalities, but all have the same primary purpose of delivering IT services to end clients within a network. 
To maximise available hardware resources within production network environments, industry best practices recommend server OS’s only utilise a Command Line Interface (CLI) for terminal input, so the hardware resources are maximised efficiently, because a Graphical User Interface (GUI) is very resource intensive and has no advantageous bearing on the quality of the services being delivered to the end clients. 
GUI’s were developed to simplify the administration of servers for systems engineers, because historically configuring/maintaining a server using CLI syntax is considered a lot more difficult for less skilled systems administrators, the cost of this simplification GUI method means less granular control of configurations and also unwanted high hardware resource usage, because of this, datacentres and other large enterprises, serving a very large amounts of end clients adopt the CLI method of systems engineering to efficiently utilise their hardware resources. [153], [154]
The focus within this paper in regard to the Unix and Linux server OS’s will be a CLI only installation/configuration to maximum the available hardware resources as previously discussed and a GUI installation of Windows Server OS to emulate the most common practices within production networks, in order to achieve more accurate results akin to the real world at the benchmarking stage of the project.
3.6.1 OS Kernel and Shell functionality
The Kernel within an OS acts as an intermediary between the system hardware and the shell. The kernel is responsible for passing high level data from the Shell and translating it to low level binary data to the hardware, the effectiveness within how the kernel achieves this is what makes an OS efficient, device drivers rely heavily on this process in order for hardware devices to function within an OS, the basic principles of this architecture stem from the ‘Von Neuman Architecture’. [155]
The shell which is most commonly referred to as the CLI is where the user data is interpreted into Input/Output (I/O) requests to the low-level kernel software or direct shell syntax inputs, this 3-ring process is illustrated in figure 8.
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[bookmark: _Toc7615226]Figure 8: OS 3 Ringed Architecture [156]
3.6.2 Linux – ‘Ubuntu v18.04’
Linux was created in 1991 by Linus Torvalds [157] with a vision of an ‘Open Source’ OS platform for technology enthusiasts around the globe to utilise for free, it was heavily based on the then expensive but very efficient Unix OS architecture created by Bell Labs lead researcher Ken Thompson et al in the 1970’s, for large corporations and government mainframe server use, because of this Linux can be described as an ‘Open Source’ alternative to Unix. [157] 
When referring to Linux, it is not the whole OS that is being referred to but rather the raw kernel underneath that translates I/O requests from the shell interface to the hardware as previously discussed, which acts as an intermediary between the two. The Linux kernel does this very efficiently that is why it has grown to become the most popular open source OS Kernel within the core systems engineering server OS industry. [157], [158]
There are many variants of Linux such as; Red Hat – Linux [159], Debian – Linux [160], Fedora – Linux [161],  Ubuntu – Linux [13] etc, that all utilise the open source Linux kernel and file system structure but have varied shells that each have their own unique functionality. Most variations of Linux come with the BASH terminal Shell [162] that will be discussed in further detail within this section of the report and optional GNOME GUI [163], though there are now many open source shells and GUI’s available that can be tailored to create a bespoke Linux variant. 
The Linux architecture is supported by a large open source community of ‘Contributors’ around the globe, that are each highly qualified specialists within their respected fields to maintain and keep Linux a free OS accessible to all. [164]
3.6.2.1 Linux File System
The Linux filesystem has no user restrictions and allows advanced system root ‘Administrator’ users the ability to configure all parts of the file system that contains everything from the kernel, shell, binary programme files and configuration files as a ‘Superuser’ as it is referred to within Linux OS’s. [165] 
This is possible because of Linux’s simplistic linear tree like architectural structure of the file system that starts from the root and branches off to every part of the file system i.e. user folder, ect (programme configuration files, that can be edited/tailored with a simple text edited), bin (programme files) etc. [150]
This linear file structure approach allows for powerful I/O redirections of all files stored on the system and the data they contain to easily interact with one another with a few simple commands, even the HDD and its partitions are seen by the OS as a single file system which is an invaluable tool for systems engineers for automating laborious tasks and overcoming system issues. [158]
However, the ease in which important system files like the kernel can be configured and manipulated without user warning prompts can have catastrophic implications if the end user does not have advanced knowledge within the task that they are performing, their actions could ultimately lead to a complete system failure. That’s why core Linux installations without GUI are viewed as an advanced OS for knowledgeable systems engineers.
The Extended File System version 4 (EXT4) [166] filing system is currently utilised by the majority of Linux OS’s. EXT4 consists of two major partitioning systems call ‘Data’ and ‘Swap’, the data partition is used as expected for containing hard data, whereas the ‘Swap’ partition allows for load balancing of system memory at the hardware level between processes, this method maximises the system hardware resources and minimises the probability of a system failure when system memory is low making Linux a high availability server OS. [167]
3.6.2.2 Born Again SHell (BASH) Terminal
The CLI BASH input terminal is globally renowned for being the most intuitive and efficient CLI terminal available in today’s market that all Linux variants utilise. BASH has a unique yet powerful functionality where raw data can be ‘piped’ using I/O redirect requests from one file and/or directory into another, which is an invaluable tool for systems administrator for converging/sorting small data sets into larger data sets or the inverse for data aggregation. This is just one example of the utilisation of this function which is only limited to the engineer’s problem-solving skills. [162]
BASH scripts can also be created to automate mundane tasks and many more repetitive tasks carried out by a systems administrator utilising the BASH syntax formulated into a script with a file extension of .sh.  [168]
Due to the simplistic yet powerful nature of the BASH shell and its global popularity within systems engineering, it has most recently been adopted and made available by major competing OS vendors within the OS industry i.e. Windows, Unix variants etc. 
Although due to the file structure of Windows the BASH terminal CLI does not translate very well and a lot of its more powerful features can’t be utilised effectively along with the user restrictions and source code access Microsoft imposes within its OS’s. 
Installation of software and/or tools is effortless within the BASH CLI using a tool called ‘Aptitude’  [169]that has the ability to download and autonomously install software using open source dedicated depositories. The Git clone tool feature to Linux/Unix is also very useful when a specific tool is not available within the Linux/Unix depository that allows a systems admin to clone into the open source code distribution site ‘Git’ via the BASH CLI terminal to download and install the tool/software effortlessly.[170]
Summary of Sub-Section
Within the CNSaaS project a Linux - Ubuntu server will be utilised as a VM to serve the ‘Edinburgh’ SMB client with a CLI installation, utilising the BASH terminal for server configuration and maintenance, in order to benchmark its performance against Unix and Windows OS architectures within a production environment across a WAN as previously discussed.
3.6.3 Unix - ‘FreeBSD v12’
As Linux is referred to as a Unix ‘Open Source’ alternative, ‘Free (Berkeley Software Distribution)’ (FreeBSD) can be described as a direct ‘Open Source’ descendant of Unix. Because Linux was heavily based on the Unix architecture, their file structures are very similar. FreeBSD also utilises ‘Swap and Data’ partitions similarly to Linux. Whereas Linux is a standalone kernel that has many custom shells and GUI’s available. Unix-FreeBSD is a complete package containing both the Unix kernel which is disputed to be slightly more efficient than the Linux kernel and the integrated shell. Because the kernel and shell were specifically built as one complete package it is also disputed that FreeBSD is more efficient at passing data from the shell to the hardware layers through to the kernel. This is one of the main reasons this experimental project was undertaken, to benchmark which of the Unix like ‘Open Source’ OS’s are the most efficient within a production environment along with and compared to the commercial Microsoft - Windows OS. [171]
3.6.3.1 Unix – FreeBSD Architecture
The traditional native FreeBSD file system is Unix File System (UFS) [172], the current version of that file system is UFS 2. The most recent updated file system that can be utilised instead of UFS2 is called the Zettabyte File System (ZFS) [173], which is a lot more efficient at passing I/O requests compared to UFS2 and EXT4.  ZFS is a transactional file system that utilises storage pools to manage file space similarly to EXT4 and UFS2.  
ZFS offers virtually unlimited data and metadata storage that can hold up to 1 billion Terabytes of data, this is achieved by using a flexible tree-like file structure where each new system is a ‘child’ of the previous structure. Using I/O redirects to manage file hierarchy a systems engineer can move and untether these file structures from the parent structures and move them to points outside the main ZFS structure. ZFS also autonomously tracks data within the structure stored on the system that allows for real time tracking of file space which furthermore speeds up I/O operations within the OS as a whole, this is very powerful when used in conjunction with a SAN at a datacentre. ZFS is unparalleled in this respect to other file systems such as Linux EXT4 and Windows FAT32 and NTFS file systems. [174]
The linear file structure, architecture and super user privileges within FreeBSD are very similar to Linux i.e. utilises swap partitions etc, as Linux was based on the Unix architecture so their comparatively very similar in that respect. [175]
 However, FreeBSD does have a unique feature called the ‘Jail’ mechanism that is implemented at the Application layer, that allows a systems engineer to virtualise multiple partitions within the same OS for additional security and efficiency of workloads, this functionality utilises the hardware very efficiently if implemented correctly by the systems engineer, that acts as a ‘Sand-Box’ environment to partition configured segments of the file system from one another. [176]
As with Linux there is a large open source community of highly skilled contributors that update FreeBSD regularly to maintain the highly regarded open source OS, most Linux tools are also compatible with FreeBSD.
Summary of Sub-Section
Within the CNSaaS experiment ‘Bash’ will be installed as opposed to the default FreeBSD CLI TCSH because ‘Bash’ is the CLI syntax that the systems engineer within the project is most proficient with using and it is arguably the most efficient CLI within systems engineering. The ZFS file system will also be utilised within the experiment because of the efficient and robust functionality of the file system as previously discussed.
3.6.4 Microsoft – ‘Windows Server 2019 Datacentre Edition’
Windows server is predominantly a GUI server OS that utilises ‘Roles’ as services that an administrator can install to service end clients for various functions i.e. HTTP, DHCP, File Services, AD etc. Although Windows server can be administered using the ‘Core’ shell version which is a CLI that utilises Windows PowerShell [177] syntax for operations, many administrators find this over complicated, restrictive and ‘buggy’ in comparison to BASH. Because of this Windows server is mostly administered utilising the GUI mode which is very resource intensive because of this, along with Microsoft known large software package sizes often referred to as ‘Bloatware’ [178]. Windows server is not open source and has to be bought from Microsoft who provide a licence for use within a LAN for both the Server and Desktop versions. [179]
3.6.4.1 Windows Server Architecture
The current native Windows file system is New Technology File System (NTFS) [180], that replaced the older version of file system called File Allocation Table 32 (FAT32) [181] that utilises a hierarchical file structure as opposed to the ‘flat’ linear file architecture approach utilised by Linux/Unix. Unlike Unix and Linux OS’s, Windows has lots of complicated user/file restrictions that limits what can be achieved by a Windows systems administrator compared to Linux and Unix systems, this is partly because of the protected source code that Microsoft aims to protect that cannot be accessed by systems engineers along with its over complicated architecture in comparison to Linux and Unix. These restrictions make troubleshooting and automating mundane tasks a lot more complicated and lengthier for systems administrators.
Windows utilises ‘Swap’ memory as a ‘Page’ file [182] as opposed to a partition on the HDD which requires it to interact with the core file system partition, then the OS shell which is then passed to the kernel and finally the underlying hardware itself acting as an intermediary which is a lot less efficient, reliable and effective making it a counterintuitive approach when compared to the Linux/Unix method for server hardware efficiency.
Summary of Sub-Section
Although Windows Server has its limitations and pitfalls it is considered to be a lot more easier and intuitive to configure/administer than Unix or Linux because of the GUI and feature role installation that are GUI wizards, because of this a lot of SMB and small enterprises utilise Windows as their primary server OS because most systems administrators are trained and are familiar with Windows, so filling job roles as a Windows systems administrator is a lot easier and salaries are a lot less compared to Unix/Linux systems engineers that are highly skilled positions. 
Unix/Linux servers are usually deployed within Internet datacentres and Large Enterprise environments for high levels of hardware efficiency and availability within a network environment with a very large amount of end clients/users as opposed to Windows.
3.6.5 Summary of Section
Within the CNSaaS experiment each server OS will be installed as a VM that will be housed within the SSD of the server, a CLI installation will be performed for the Linux /Unix OS’s and a GUI installation for the Windows Server OS to emulate a real-world controlled environment within the CNSaaS experiment to retrieve accurate benchmarking metric data of OS performance within the CSM akin to industry practices.
[bookmark: _Toc7615190]3.7 Core Network services
Core network services can be defined as services that are delivered to a client but are transparent to the end user, however without these services the end client would be isolated from the LAN and WAN. 
There are many network/systems services that are available to an administrator to make their network more efficient and/or bespoke but not all of them can be regarded as ‘Core’ services, because without them the network and end client would still be able to function within the network. For the purpose of this project, the primary core networking services that have been previously defined within this paper will be analysed in this section of the report and then implemented within the CNSaaS prototype model to test their efficiency when being delivered across a WAN.[183]
3.7.1 Dynamic Host Configuration Protocol (DHCP)
DHCP is one of the most widely used network protocols that is at the heart of any network. It is utilised to distribute IP addresses to end clients within various subnets. The DHCP technology functions by utilising a combination of UDP broadcast and unicast messages commonly referred to as ‘DORA’;[184] 
Discover: This is the initiating broadcast message sent from an end client to discover a DHCP server to let it know it would like an IP address within the LAN subnet it resides.
Offer: This is the unicast response message sent from the DHCP server to the end client that includes an offer of an available address within its DHCP pool.
Request: This is the broadcast message that sent back to the DHCP server requesting the previously offered IP address.
Acknowledge: This unicast message is sent to the client from the DHCP server to acknowledge the request for the previously offered IP address. After this message is sent the DHCP server assigns the address to the client and removes it from the pool of available addresses within the server.
The DHCP server utilises port 67 to send unicast messages to the client and the DHCP client transmits broadcast messages using port 68. DHCP is a tool for not only autonomously providing IP addresses to end clients along with their default gateway and local DNS serve. DHCP is also very useful tool for IP address management which is invaluable for systems administrators managing a network [36].
 An illustration of the DHCP DORA process can be found in figure 9.
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[bookmark: _Toc7615227]Figure 9: DHCP configuration process between client and server [185]
Summary of Sub-Section
Within the CNSaaS project a DHCP relay agent will be configured at each of the SMB LAN CE routers default gateway interfaces to encapsulate the DHCP broadcast messages into unicast messages so the DHCP packet can be routed through the VPN tunnel, so that each of the SMB end clients can access their VM server OS stored within the CSP SAN run by the hypervisor cluster to retrieve their end client private IP address. 
A tool called ‘DHCPd’ will be utilised for the Linux/Unix VM’s and the DHCP service role will be utilised for the Windows VM.
Each SMB will have a private IP addressing scheme for the hub and each of the spokes, including the tunnel address to each SMB private OS within the hub datacentre. The IP address scheme can be found in Table 1.
	CNSaaS 
Locations
	Type 
	IP Scheme
DHCP Pool
	Public IP
Point-to-Point
	Site-to-Site
VPN Tunnel 
	Gateway
	Server Address

	Swansea NOC Datacentre
	Private
Hub
	172.20. 0.0/24
	10.0.20.0/30
	[n].[n].[n].2/30
	172.20.0.254/24
	172.20.0.253/24
Management

	London (Windows)
SMB 1
	Private
Spoke 
	172.16.1.0/24
	10.0.1.0/30
	1.1.1.1/30
	172.16.1.254/24

	172.20.0.1/24

	Belfast (Unix)
SMB 2
	Private
Spoke
	172.16.2.0/24
	10.0.2.0/30
	2.2.2.1/30
	172.16.2.254/24

	172.20.0.2/24

	Edinburgh (Linux)
SMB 3
	Private
Spoke
	172.16.3.0/24
	10.0.3.0/30
	3.3.3.1/30
	172.16.3.254/24

	172.20.0.3/24

	Internet WAN
	Public
	10.0.0.0/24
	10.0.0.0 /30
	N/A
	N/A
	N/A


[bookmark: _Toc7615269]Table 1: CNSaaS IP Address Scheme
A Class B Variable Length Subnet Mask (VLSM) IP address scheme with a Classless Inter Domain Routing (CIDR) ‘Slash’ notation of; /16 has been chosen for each of the SMB spokes for future scalability of SMB ‘Spokes’ and ease of network management by donating each SMB client to the third octet. This IP address scheme allows for 254 end device connections for each SMB spoke, with a maximum of 256 spokes.
3.7.2 Domain Name System (DNS)
DNS is utilised within networking to map/translate numeric base 10 IP addresses to human readable languages i.e. IP addresses to website names; 8.8.8.8 = www.google.com. [186]
Within an internal LAN, the primary DNS server is configured as the the domain controller for the LAN where all network addresses are resolved to their locations i.e. host names for servers, separate domains within the network, for example if a server host name was called host1 (192.168.1.200) and it resided within the www.swanseanetwork.com domain then the DNS server would treat this as a sub-domain and assign it the name www.host1.swanseanetwork.com to be accessed via a  web browser. This hierarchy naming convention is called a Fully Qualified Domain Name (FQDN) [186].
DNS forwarders can also be configured to forward DNS queries to other DNS servers external from the LAN the primary server resides in. This method is often used if the primary DNS server does not have the database name-to-IP translation entries the end client has requested, for example to resolve website addresses external to the LAN that may reside within the Internet a DNS forwarder may be utilised such as Googles DNS server (8.8.8.8)  that is one of the largest in the world.[187]
Summary of Sub-Section
Within the CNSaaS CSM, a DNS server will be configured for each of the SMB’s to provide reachability to the server VM, SAN and various domains within each of the LAN’s that can be accessed by the end clients. 
The FQDN for each of the SMB’s within the CNSaaS experiment is as follows:
1. London SMB (Windows) = host.london.wales

2. Belfast SMB (FreeBSD) = host.belfast.wales

3. Edinburgh SMB (Ubuntu) = host.edinburgh.wales

A forwarder will not be configured within the CSM because split tunnelling will be utilised to prevent high volumes of Internet requests and traffic flowing through the VPN to the CSP NOC, Internet bound traffic will utilise the robust Google 8.8.8.8 DNS server for Internet bound traffic that will leave the LAN directly through the WAN gateway. SAMBA48 internal DNS server will be utilised for the Unix/Linux OS’s and the AD internal DNS server will be utilised for the Windows server.
3.7.3 Active Directory (AD)
AD was created by Microsoft for ‘Windows’ to manage users within a network. AD creates ‘Domains’ to segment a network for ease of administration management and security within the network which are referred to as ‘Forests’, each LAN may contain one or more domains that are all controlled by the primary domain which is called the Domain Controller (DC) . Within AD, groups can be configured for end users that are utilising certain segments of domains and/or multiple domains, to manage users accessing these segments/domains of the network,  to achieve this policies are applied called ‘group policies’, AD then creates Kerberos ‘tickets’ (security Certificates) from the group policies and assigns/applies them to the user to donate their access rights within the network. Users are created (Username and Password) and then added within an AD group that have certain restrictions/privileges within certain domains within the LAN for accessing certain network resources for security reasons. This method allows an administrator to converge user management and user access within network domains/subnets within a LAN effortlessly. [188]
Within Linux/Unix the equivalent AD technology is called SAMBA [189] that allows a Linux/Unix administrator to apply group user policies in the same manner as AD. Roaming user profiles can also be configured using AD which allows a user’s profile and the data stored within a user profile to be stored within a SAN or local HDD that can be accessed by any other end device that is connected to the domain when a user logs in with their credentials. 
There are a lot more functionality within AD such as AD Federation Authority (FA) etc that does not apply to this project so will not be discussed within this paper, only the traditional basic AD functionality has been discussed within this section. [40]
Security authentication and tickets within AD/SAMBA are managed using ‘Kerberos’ [190] which will be discussed in further detail within the Network Security section of this report. Security can also be managed within AD using the AD Certificate Service (CS) which is considered less secure than Kerberos within the networking industry by network security professionals because these CS certificates can be easily forged by malicious actors as opposed to Kerberos that is a lot more diverse in this respect that has a lot less vulnerabilities making this security protocol a lot more difficult to exploit [188]. 
Summary of Sub-Section
Within the CNSaaS project, basic AD will be configured for user management and groups will be created that will each have varied privileges/restrictions depending on their role within the SMB i.e. Staff, HR, Managers, Accounts. Roaming profiles will also be configured for each of the users within each of the SMB LAN’s for security of data and data accessibility within the business. Kerberos will be utilised for AD/SAMBA-48 security instead of the AD-CS within the Windows server OS as previously discussed. Also, Kerberos can be utilised within Linux and Unix which will keep the security balanced across all server OS’s during the experiment in order to achieve accurate results and create a  controlled security environment. 
3.7.4 File Services
File services within a LAN allow users with proficient privileges to access partitions within the SAN or standalone HDD to access data stored as volumes utilising the SMB port 445. As previously discussed, certain data will only be accessible by certain staff members for security purposes such as; Intellectual Property, Accounts etc. Utilising AD/SAMBA-48 allows an administrator to create file shares and manage authorisation to certain partitions and data volumes within the HDD or SAN.[191][192]
Summary of Sub-Section
Within the CNSaaS CSM, file services will be configured for access to the hypervisors SSD with various partitions and volumes created for different types of data for data segmentation, efficiency and security purposes. This service will be provided by SAMBA-48 for the Linux/UNIX VM’s and an AD file services for the Windows 2019 VM. Each of the server OS’s file servers will then be mapped to each of the Windows 10 desktop end clients, to test the throughput of the network between each server within the throughput experiment of the project.
3.7.5 Internal HTTP Web Services
Internal HTTP web services are referred to as an ‘intranet’. An intranet is an internal website portal that is only accessible from within a LAN for a business to utilise for various reasons i.e. company news, communicate with staff and departments, post documents, provide a more user-friendly access to the file server data located within the SSD or SAN by utilising a web portal etc.  [41][193]
Summary of Sub-Section
Within the CNSaaS Project an Apache2 [194] web server will be utilised for the Linux/Unix VM’s and the Internet Information Services (IIS) [177] web server role will be installed within the Windows server 2019 VM to provide internal web services to each of the SMB’s that can be accessed via an end clients web browser within each of the SMB LAN’s.
3.7.6 Summary of Section
The core network services discussed are fundamental components for a modern LAN to function, that’s why these services have been incorporated into the CNSaaS prototype CSM, to experiment if they can be efficiently centralised and delivered via the Internet to provide basic LAN services. 
There are many more services that can be utilised within a LAN such as VoIP, application services etc that could be incorporated into the final production version of the CNSaaS CSM model within the future if the CNSaaS CSM experimental project is successful.
[bookmark: _Toc7615191]3.8 Virtualisation
Virtualisation is a modern technology that is utilised to efficiently use all of the expensive server hardware that is utilised within a LAN to provide services to end clients. Traditional virtualisation allows multiple OS’s to be packaged as VM’s [195] that are housed/installed within the SAN that utilises hypervisor technology to achieve this. Virtualisation allows for centralisation of services, maximisation of hardware efficiency and ease of management within a modern LAN.[196]
A more recent virtualisation technology called ‘Containerisation’ [197] is utilised to further maximise hardware efficiency which is referred to as ‘Micro’ services within the systems engineering industry. Containerisation will be further discussed within the Future Considerations sections of this paper. [148], [197]
3.8.1 Hypervisors
There are two main forms of hypervisors; Tier-1 and Tier-2 for the purpose of this project a Tier-1 hypervisor will be the main focus of hypervisor, because this is the most efficient version of a hypervisor, because a Tier-1 hypervisor interfaces directly with the hardware and not the underlying OS as a Tier-2 hypervisor does, which is very inefficient. [198]
 A Tier-2 hypervisor are most commonly used as a sandbox (Test Bed) for security/software engineers and also end users wanting the benefits of an extra OS for various reasons. [199]
Tier-1 hypervisors  are predominantly used within business LAN environments. [199] 
A comparison between the two types of hypervisor can be found in figure 10.
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[bookmark: _Toc7615228]Figure 10: Hypervisor Comparison [200]
A hypervisor allows for load balancing of hardware resources i.e. CPU and RAM utilisation between VM’s that can either be set dynamically or manually that are referred to as virtual CPU (vCPU) and virtual RAM (vRAM). A Tier-1 hypervisor also has the capability to dynamically expand the virtual HDD (vHDD) for each VM which is saved as a Virtual Hard Disk (VHD) file to efficiently utilise the expensive HDD storage available within a SAN or standalone HDD. The vHDD utilisation functionality can also be set manually by the systems engineer.[199] [198]
Each VM can be configured to have virtual NIC (vNIC) interfaces that can either be bridged to the hosts physical NIC by utilising an external virtual switch (vSwitch) for external communication outside of the VM environment between end devices within various subnets/domains the VM is configured to serve. [199][17]
An internal and private vSwitch can also be configured for communications internally between the VM’s, this configuration is predominantly utilised for test bed environments to isolate the VM servers from the live environment whilst testing new configurations. An IP address can also be configured on the vSwitch for remote management of the parent OS that houses the VM’s. [201][199]
3.8.1.1 Hyper-V
There are many hypervisor vendors available within today’s market that can be very expensive to purchase. Microsoft Server 2019 Datacentre edition OS provides a free Tier-1 hypervisor called Hyper-V that can be configured by the administrator for virtualisation of the server within the LAN segment as a role/feature within the OS. When the Hyper-V role is installed within the native Windows Server OS, the Hyper-V module injects itself beneath the native OS utilising a method of generating a -1 ring between the kernel and shell during the virtualisation of the native OS, creating a true tier-1 hypervisor along with driver support for various VM OS’s that can all be managed/configured within the ‘Hyper-V’ manager GUI tool interface. [20][202]
Hyper-V is a very efficient hypervisor that allows for multiple VM’s to be installed and run concurrently within it to service the network it resides within. Virtual switches can also be created within Hyper-V so that the VM’s can be networked locally and/or externally within a private cloud utilising the physical NIC attached to the host to achieve this. [202]
3.8.3 Summary of Section
Within the CNSaaS CSM experiment ‘Hyper-V’ will be utilised as it is provided with ‘Windows server 2019’ and is an efficient Tier-1 hypervisor within its own right as previously discussed, that is available for use within the computer laboratory where the experiment will be conducted under the University licence.
Each of the VM’s that will be utilised within the hypervisor within the CNSaaS CSM experiment will be configured for dynamic vCPU and vRAM utilisation in order to further benchmark the efficiency of the hardware by each of the VM’s so that the most accurate data can be obtained to get a true analysis of each VM OS’s performance within the experiment. Each VM will also have its own vNIC interface that will be configured with the IP address of the SMB IP scheme that the VM is servicing, that will be bridged to the hypervisor host NIC utilising an external vSwitch for connectivity to the CSP router that contains the VPN tunnels for each of the SMB’s.
[bookmark: _Toc7615192]3.9 Network Security
Security is paramount within modern day networking as ever more sophisticated attacks are leveraged against networks each day around the globe, due to this fact, every network/systems engineer must have thorough knowledge of all the potential security implications within the network their managing/designing even if security is not their core speciality. A VPN is a major aspect of securing data traversing the public Internet from one the source to the destination of the IP packet, that all systems engineers should fully understand and incorporate within their networks from remote access to external sites or remote workers etc. [203], [204] 
[bookmark: _Hlk527115722]3.9.1 Site-to-Site GRE over IPv4 Tunnels and VPN Security Protocols
A sit-to-site VPN is utilised by businesses to logically extend their LAN for internal communications between their other LAN’s businesses that are located within separate geographical locations by utilising the public WAN for packet transportation. This form of a VPN is mostly utilised by Campus Area Networks (CAN)  and large enterprises that have many branches and a headquarters located in different geographical locations that are configured within a hub and spoke topology as previously discussed, although a GRE VPN is very secure it does add additional hardware utilisation because of the additional 24-Bytes the tunnel information inserts into the IP header within each packet that traverses the tunnel.[50][51], [205]
3.9.1.1 Creating the Tunnel
The first stage of creating a site-to-site VPN is to configure a virtual tunnel interface at the gateway of each of the LAN sites routers that are being logically extended into each other. The virtual tunnel is configured by utilising the virtual tunnelling open source technology GRE, and then setting the tunnel mode GRE-over-IP for encapsulation of the packets traversing the tunnel. The outgoing interface, the tunnel IP address and the public IP address of the destination remote LAN must also be configured. This process creates a logical point-to-point connection to the remote destination traversing NAT in the process, but a GRE tunnel does not secure the connection it only creates the logical site-to-site connectivity.[51], [205]
3.9.1.2 Securing the Tunnel
In order to secure the tunnel, a suite of protocols called IP Security (IPSEC) [206] is utilised in order to encrypt the data packets being sent across the tunnel to prevent malicious actors intercepting the information by utilising a Man in the Middle (MITM) [207] attack within the WAN or by other data interception techniques the data is being routed through.
To secure the tunnel, end-to-end Internet Key Exchange (IKE) is implemented within two phases using Internet Security Association and Key Management Protocol (ISAKMP).[206]
ISKAMP Phase 1: Within industry Diffie-Hellman (DH) [208] asymmetric encryption is mostly used at this phase of an ISKAMP site-to-site GRE VPN for asymmetric Public Key Exchange (PKE) [209] of transport security negotiation parameters and creating the public encryption authentication keys from the secret keys configured by the security engineer. DH utilises a mathematical algorithm derived from two separate prime numbers, one from each side of the tunnel to obtain the same public key without having to ever broadcast the secret key via the unsecure public Internet. Once the encryption keys have been calculated they are hashed using Secure Hash Algorithm 3 (SHA3) 256-bit [210]  to create an agreed upon public key. This phase completes the IKE Security Association (SA) [211] between the two sites.[212]
ISAKMP Phase 2: This phase receives the securely negotiated public keys from phase 1 SA. Phase 2 of the IPsec process is where the traffic encryption policy is configured and applied.  Within industry the data encryption method that is mostly utilised within a site-to-site ISAKMP VPN is AES-256, as this encryption standard is viewed as ‘military grade’ which is the most secure data encryption algorithm currently available, the SA lifetime of the ISAKMP tunnel in seconds is also configure and established at this phase before it is terminated. 
The ISAKMP policy configured by the network security engineer i.e. cryptographic types; encryption and hashing methods at each phase, is configured and implemented at the outgoing interface used by the tunnel to encrypt the data as it leaves the tunnel interface and similarly decrypts the data at the other end of the tunnel. If both phases have been configured correctly and are initialised, the GRE tunnel then becomes a highly secure site-to-site IPv4 VPN.[212]
3.9.1.3Summary of Sub-Section
Designing and establishing a VPN tunnel correctly is the key to privately connecting and securing the communications between the hub and spokes to logically extend each of the LAN’s to the CSP NOC and also for client data integrity being transmitted via the Internet which is the overarching aim of the CNSaaS CSM; to be able to deliver secure internal core LAN services remotely. 
Within the CNSaaS experimental project, the IPv4 Site-to-Site GRE VPN will be configured using the configuration steps and parameters outlined above for the most secure VPN configuration. The GRE VPN tunnels will be configured at the CE router gateways at each of the LAN’s to achieve secure connectivity between the ‘Hub’ and the ‘Spokes’ to logically extend the LAN as previously discussed.
3.9.2 Kerberos
Kerberos is a third party network authentication protocol created by Michigan Institution for Technology (MIT) [213] researchers in the united states, it is utilised to identify users within a network using a secure Ticket Granting Ticket (TGT), ‘Ticketing’ system from the Key Distribution Centre (KDC) which is located at the local server, to authenticate user authenticity and permissions within domains/subnets of a LAN. Kerberos is commonly used in conjunction with AD and SAMBA as it is considered the industry standard security authentication protocol within a multi-user/multi-domain LAN as previously discussed.[214][190]
The tickets are symmetrically encrypted by the Ticketing Granting Service (TGS) secret key which is most commonly configured to encrypt the tickets using AES-256. The encryption type, ticket lifetime and secret key is configured by the network security engineer, each ticket is verified by the KDC for each user domain authentication request in conjunction with AD/SAMBA and many other technologies. [214]
Summary of Sub-Section
Within the CNSaaS CSM Kerberos will be implemented in conjunction with AD and SAMBA-48 for an additional layer of security at the application layer that will utilise AES-256 for encryption.
3.9.3 Summary of Section
The security considerations that were researched above were a key factor for secure site-to-site connectivity of all the spokes to the hub along with internal security factors that were researched to instil confidence within the SMB clients and the overall security of the client/user data stored within the final CNSaaS CSM.
These considerations must all be taken into account within the design phase of any network so that configuration/compatibility issues do not arise during the development stage along with key security components being overlooked that would make the network vulnerable to attack when put into production, a lot of the security considerations such as hardware/software firewalls , physical security, network policies, Intrusion Prevention Systems (IPS) etc have been left out of this research because it does not pertain to the first stage of CNSaaS CSM experiment, future security considerations for the CSM will be further researched and implemented for a complete security architecture of all the OSI layers within the CNSaaS CSM. This additional research and security architecture implementation will take place after the experimental first stage connectivity and identification of the most efficient server OS has taken place.
[bookmark: _Toc7615193]3.10 Network Metrics and Benchmark Analysis 
Connectivity within a large network can be analysed using three core metrics, that are used to benchmark and/or identify bottlenecks or configuration issues within a network, these metrics are as follows: [23]
Latency; Latency refers to the roundtrip time it takes for a packet to traverse a network from its source to its destination and then back to the source. This metric is measured in milliseconds. 
Throughput; This metric defines the speed in which the packet and/or frames traverse the network. This metric is measured in bits per second e.g. 1 Gb/s, Mb/s or Kb/s. 
Packet Loss; This metric refers to a Bit Error Rate (BER) where packets intermittently get dropped or lost whilst traversing the network to its destination, this metric is viewed as a percentage. 
A network architect will aim to optimise the connectivity of a network to have a latency <3ms, ultra-high throughput with a <1% packet loss for the most efficient configuration of a network. Utilising these metrics, a network engineer can verify if the network is operating at its full potential or if not, troubleshoot any issues using tools such as; ICMP which is most commonly referred to as ‘Ping’ and ‘Trace Route’ to identify the source of the connectivity and/or bottleneck issue. [215][23]
3.10.1 Summary of Section
Within the CNSaaS project these core metrics will be utilised to benchmark, calculate and then further analyse to determine the most efficient OS and WAN protocol to be utilised within the final CNSaaS CSM configuration.
The ICMP protocol will be utilised from each of the client spokes Windows 10, command prompt CLI terminal to each LAN’s corresponding server OS located at the CSP NOC LAN in order to collect Latency and Packet loss average roundtrip time data in milliseconds expressed as whole numbers. 
The average roundtrip time of 1000 ICMP echo request packets will be recorded as the raw data, this test will be carried out 3 times to account for possible network fluctuation and instability issues as a controlled measure. This experiment will be performed for both the BGP and MPLS iteration. Each of the BGP and MPLS experiment will also be performed for each possible permutation of the SMB LAN spoke to CSP NOC LAN location in relation to hop count as a controlled measure with the furthest possible router hop count (Shortest Path) will be 4 and the closest LAN hop count will be 2 (Shortest Path) hops with the central LAN within the CNSaaS experimental topology being 3 hops (Shortest Path) away from the CSP NOC LAN. The reported metrics will be recorded into a table for further analysis of the data.
To test the throughput of the network each of the VM OS’s file servers will be utilised to Upload and Download a 100MB file from a Windows 10 client machine, this experiment will also be carried out 3 times, 30 minutes apart to get a ‘Mean’ average of the data to account for network fluctuation and possible instability issues as a controlled measure. The reported throughput speed will then be recorded into a table for further analysis.
PowerShell will also be utilised on the server parent OS to obtain the VM network metrics using the ‘VM-Measure’ module to collect the vCPU and vRAM hardware utilisation from each of the OS’s. Likewise, this experiment will be carried out 3 times with each test conducted 30 minutes apart to account for network fluctuation and possible instability issues as a controlled measure. The reported metrics will then be recorded into a table for further analysis.
[bookmark: _Toc7615194]3.12 SMB IT Overhead Cost Analysis
Referring to the Gartner research who are one of the leading bodies within IT statistical analysis, a SMB is categorised as a company that has fewer than 100 employees [2]. A 2017 study [216]  conducted by the Centre for Economics and Business Research (CEBR)  within the cost of IT in SMB’s that had fewer than 50 employees, concluded that SMB’s have an annual average expenditure of £1,000,000, 24% (£240,000) of this figure was spent on staff, 20% (£200,000) was spent on paying for external services and 19% (£190,000) was invested into new IT technologies. SMB with more than 50 employees spent an average of £3,000,000 in the same year with the same percentage of expenditure within the various sectors of the business as the SMB’s with less than 50 employees. [217][218]
3.12.1 Summary of Section
These economic figures suggest there would be a demand for the CNSaaS CSM within SMB’s so that SMB’s could outsource the core of their IT network infrastructure within their businesses to substantially lower their IT overheads by removing the server infrastructure and also the knowledgeable IT networking staff that maintain them along with the maintenance of their core network infrastructure i.e. Routers and Switches.
[bookmark: _Toc7615195]3.13 Review of Research Literature
After reviewing the research literature that included the networking theory of Routing and Switching (LAN and WAN), Systems Engineering (Unix, Linux, Windows), Virtualisation and Site-to-Site VPN security technologies outlined within the Research and Development Literature section of this paper that all needed to be fully understood before the design and implementation/configuration stage of the  CNSaaS multi segment experimental network  could be undertaken. The research stage of the project was instrumental within designing the CNSaaS CSM which gave the network/systems engineer a deeper well-rounded understanding of all aspects of networking and the magnitude of the task ahead. 
The fruitful research was gathered from a range of sources using a combination of research papers, generic networking theory books, along with the vendor specific documents and protocols. The research concluded that theoretically the CNSaaS experiment can be successfully implemented to a high industry standard utilising the technologies and network theory researched during this project which the network engineer is confident will be prosperous moving forward into the development stage of the CNSaaS experimental project.
[bookmark: _Toc7615196]4.0 Implementation and Configuration of the CNSaaS Experiment
The implementation of the CNSaaS was conducted in a controlled computer laboratory using Cisco internetworking devices, Dell end client computers/server hardware. 
The configurations that were implemented within each of the network segments of the CNSaaS network were assembled and configured using vendor specific documentation relating to the experiment located within vendor specific books and vendor configuration/knowledge-based website pages for each of the hardware/software products utilised within the CNSaaS CSM topology.
[bookmark: _Toc7615197]4.1 Objective 1: CSP NOC LAN Hub Design and Implementation
The network architecture for this segment of the CNSaaS CSM experiment was implemented using; 1 x Cisco 2900 series routers, 1 x Cisco 3600 series Layer-3 Switch, 1 Dell server (I7 3.4Ghz Processor, 32GB RAM and a 128 GB Kingston SSD 500MB Read/Write data speeds) hardware. The parent server OS utilised was Windows Server 2019 – Datacentre Edition. An illustration of the topology can be found in figure 12.
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[bookmark: _Toc7615229]Figure 11: CNSaaS CSP NOC LAN Topology [6]
4.1.1 Development Notes
During the configuration of the Linux and Unix server VM’s, a compatibility issue was found within the new current version of SAMBA-48 and the Linux/Unix architectures whilst utilising the internal SAMBA-48 DNS server. The internal SAMBA DNS server was utilised for both the Linux and Unix VM’s which created an issue within the resolv.conf file that was being autonomously updated by the OS at the kernel level overriding the superuser FQDN configurations back to the default settings created for the SAMBA48 DNS server causing the DNS server to fail. This issue was overcome by removing the symbolic link created by the OS and issuing the [chflags schg /etc/resolv.conf] syntax for FreeBSD and the [sudo systemctl disable systemd-resolved] syntax for Ubuntu to disable the overriding kernel level function of the OS that was causing the issue. 
Also, future recommendations would be to use an external DNS server such as; BIND9 rather than the internal SAMBA DNS server because of the compatibility issues outlined above and also for more granular control of the ‘A’ records and efficiency of the DNS process. The SAMBA-48 AD and File server feature that were utilised, worked very efficiently without any troubleshooting issues after installation and configuration.
The rest of the core services that were implemented from the Research and Development Literature section of this paper was installed and configured without any troubleshooting issues.
The core service connectivity to each of the OS client’s screenshots can be found in Appendix ?? of this paper.
[bookmark: _Toc7615198]4.2 Objective 2: SMB LAN Spoke Design and Implementation
The network architecture for the three SMB LAN segments of the CNSaaS CSM experiment were implemented using; 1 x Cisco 1900 series router, 1 x Cisco 2900 series Layer-2 Switch 1 and 1 x Dell (I6 2.5Ghz, 16GB RAM and 1 TB HDD) Computer with Windows 10 academic edition client OS installed. An illustration of the topology can be found in figure 13.
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[bookmark: _Toc7615230]Figure 12: CNSaaS SMB's LAN Topology [6]
4.2.1 Development Notes
The SMB LAN spokes were all configured utilising the above topology discussed within the Research and Development Literature section of this paper. There were no troubleshooting issues or bugs found whilst configuring these network segments.
[bookmark: _Toc7615199]4.3 Objective 3: Hypervisor and Server VM OS’s Configuration
The virtualisation of the parent OS (Windows server 2019) was implemented using the Hyper-V role and Hyper-V Manager within the parent OS to install the three server VM’s along with a Windows 10 client VM that was utilised as a test bed before full network convergence. 
The Hyper-V Manger tool [219] was also utilised to configure the external vSwitches and the virtual interfaces for each of the VM’s. A screenshot depicting the installation and configurations outlined above can be found in figure 14.
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[bookmark: _Toc7615231]Figure 13: Hyper-V Server Manager VM Installation and Configuration [219]
4.3.1 Development Notes
The Hyper-V virtualisation and VM installation, along with the virtual networking were all implemented utilising the above topology discussed within the Research and Development Literature section of this paper. There were no troubleshooting issues or bugs found whilst configuring these network segments. The external vSwitch generated by Hyper-V was given an IP address shown within the IP table (table 1) for remote management of the server via the parent OS.
[bookmark: _Toc7615200]4.4 Objective 4: Wide Area Network (WAN)
The network architecture for the emulated WAN segment of the CNSaaS CSM experiment was implemented using 7 x Cisco 1900 series LAN routers. An illustration of the topology can be found in figure 15.
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[bookmark: _Toc7615232]Figure 14: CNSaaS Emulated WAN Topology [6]
4.4.1 Development Notes
The emulated WAN segment was configured utilising the above network topology and the theory and development approach discussed within the Research and Development Literature section of this paper. 
There were no troubleshooting issues or bugs found whilst configuring these network segments within the Cisco devices. Serial WIC interfaces were utilised as opposed to Gigabit routed Ethernet ports because of the limited number of available ports within the Cisco 1900 LAN based routers, unfortunately this created a throughput bottleneck of 350KB/s (2.8MB/s) within the CNSaaS experiment. 
[bookmark: _Toc7615201]4.5 Objective 5: Network Convergence
The convergence of all the network segments outlined within this section of the paper can be found in figure 16.
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[bookmark: _Toc7615233]Figure 15: CNSaaS Converged Logical Topology [6]
4.6.1 Development Notes
Utilising the development methodology previously discussed in this paper allowed for the individual testing and troubleshooting of all the network segments in order to isolate any issues that occurred within each segment, this development method expedited the troubleshooting process making it less complex  than if  an  issue was to occurred once full convergence had taken place, the development methodology identified at the start of the project allowed for a seamless convergence of the complete network topology with no issues to troubleshoot thereafter. 
[bookmark: _Toc7615202]5.0 Network Benchmarking Metric Collection of the Raw Data
As previously discussed within the Research and Development Literature section of this paper continuous ICMP messages were generated until 1000 packets had been sent/received from a client terminal to each client LAN’s corresponding server located within the CSM NOC LAN utilising the ‘-t’ switch within the Windows client CLI in order to benchmark the CNSaaS OS VM’s and the two WAN protocols BGP and MPLS. Upload and Download throughput speeds were measured utilising a 100MB file transfers from each of the corresponding server VM OS to the end clients within the LAN the server VM OS servers as a control measure, each benchmarking test was conducted three times and the mean average was calculated to reflect the true metric data to account for possible hardware/software fluctuations and disparities during each benchmarking test. 
[bookmark: _Toc7615203]5.1 LAN OS Client Spoke Placement in the WAN in Relation to Hop Count as a Controlled Measure
Hop count was included (shortest path) to the raw data tables as a controlled measure, with the hypothesised most efficient OS LAN (Unix – FreeBSD) spoke positioned furthest away (4 Hops) from the NOC CSP LAN and the second most hypothesised efficient OS (Linux – Ubuntu) spoke positioned the closest (2 Hops) to the NOC CSP LAN. Finally, the hypothesised least efficient OS server (Windows – Server) was positioned central (3 Hops) within the CNSaaS experimental network topology from the NOC CSP LAN also within the first controlled permutation of the SMB LAN placement experiments, to develop a baseline of the network and server OS. The hypothesis of the efficiency of each of the server OS and their overall placement was drawn from the research conducted within the Server OS Architecture research section of this paper.
A second and third permutation of SMB LAN placement in relation to the CSP NOC LAN was then performed so that each server OS generated data from each mathematically possible permutation of the LAN to WAN topological locations within the experimental network topology for further analysis. This rigorous experimental framework was implemented to collect objective non-biased data to retrieve a true representation of the final outcome from the CNSaaS experimental project 
The controlled topology LAN placement in relation to hop count, data analyses framework was created to observe if firstly; hop count had a bearing on the experiment because of the  small number of routers that were utilised within the computer  laboratory emulated WAN as opposed to the multitude of routers that are present within the public WAN, so results to the contrary could reflect a false positive because of the variation within the amount of router hops that each packet within the emulated laboratory WAN had to make in order to traverse the network for each round trip.
Secondly the controlled placement of each of the OS LAN spokes was put in place to analyse the proposed fluctuation within CPU utilisation from each of the routers between each of the WAN protocols (BGP and MPLS) as the research suggests that MPLS is a lot more resource intensive protocol compared  with BGP which would have an overall baring within the data output form the CNSaaS experiment, because low grade LAN routers were utilised within the computer laboratory  to create the WAN, as opposed to high end ISP routers that are utilised within the public WAN i.e. the Internet, so a false positive of data could be produced because of the LAN grade hardware that was utilised within the computer laboratory.
This framework would also produce data that could be analysed and to further observe the latency being produced within the emulated WAN so that the remaining latency could be calculated and then subtracted from the reported LAN VM OS latency to evaluate the true latency produced from each of the VM’s in order to establish which VM OS is the most efficient moving forward with the proposed CNSaaS CSM.
[bookmark: _Toc7615204]5.2 Tabulated Raw Data Output Collected from the Network Metric Benchmark Experiments
The data collected from each of the CNSaaS experiments were entered into tables that were then later exported into Microsoft Excel to create graphs so that the data could be visualised to evaluate what the data was representing so that conclusions could be drawn. Evidence of the raw data collected from the CNSaaS project that was utilised in the below tables can be found in the Appendices section of this paper.
5.2.3 BGP and MPLS Experiment Raw Data
The BGP and MPLS experiments; ICMP raw benchmarking data of 1000 packets and the file server throughput (Download and Upload) tests 100MB file. Each test was conducted within 30 Minute intervals of each one another. The raw data can be found below in Tables 2-7.
[bookmark: _Hlk6316313]5.2.3.1 SMB LAN Location in Relation to Hop Count First Permutation (Baseline Control)
[bookmark: _Hlk6312419]The raw data from the BGP experiment can be found in Table 2.
	[bookmark: _Hlk6049450]BGP Experiment 

	[bookmark: _Hlk6049603]
	Throughput (KB/s)
Maximum 355 KB/s
	Latency (Milliseconds)
	Packet loss %
	Hop Count

	[bookmark: _Hlk6048025]Server OS
	Download
	Upload
	ICMP 1000 Packets Roundtrip Average
	ICMP 
1000 Packets 
	WAN Provider Routers

	Test 1
	
	
	
	

	[bookmark: _Hlk6046476]Unix – FreeBSD 12
	355
	355
	1
	0%
	4

	Windows Server 2019
	355
	355
	3
	0%
	3

	Linux – Ubuntu 18
	355
	355
	2
	0%
	2

	[bookmark: _Hlk6046375]Test 2
	
	
	
	

	Unix – FreeBSD 12
	355
	355
	1
	0%
	4

	Windows Server 2019
	355
	355
	3
	0%
	3

	Linux – Ubuntu 18
	355
	355
	2
	0%
	2

	Test 3
	
	
	
	

	Unix – FreeBSD 12
	355
	355
	1
	0%
	4

	Windows Server 2019
	355
	355
	3
	0%
	3

	Linux – Ubuntu 18
	355
	355
	2
	0%
	2

	Mean Average
	
	
	
	

	Unix – FreeBSD 12
	355
	355
	1
	0%
	4

	Windows Server 2019
	355
	355
	3
	0%
	3

	Linux – Ubuntu 18
	355
	355
	2
	0%
	2


[bookmark: _Hlk6047554][bookmark: _Toc7615270]Table 2: BGP ICMP and Throughput Experiment First Permutation (Control)
The raw data from the MPLS experiment can be found in Table 3.
	MPLS Experiment

	
	Throughput (KB/s)
Maximum 355 KB/s
	Latency (Milliseconds)

	Packet loss %
	Hop Count


	Server OS
	Download
	Upload
	ICMP 1000 Packets Roundtrip Average
	ICMP
 1000 Packets 
	WAN Provider Routers

	Test 1
	
	
	
	

	Unix – FreeBSD 12
	355
	355
	3
	0%
	4

	Windows Server 2019
	355
	355
	2
	0%
	3

	Linux – Ubuntu 18
	355
	355
	1
	0%
	2

	Test 2
	
	
	
	

	Unix – FreeBSD 12
	355
	355
	3
	0%
	4

	Windows Server 2019
	355
	355
	2
	0%
	3

	Linux – Ubuntu 18
	355
	355
	1
	0%
	2

	[bookmark: _Hlk6048644]Test 3
	
	
	
	

	Unix – FreeBSD 12
	355
	355
	3
	0%
	4

	Windows Server 2019
	355
	355
	2
	0%
	3

	Linux – Ubuntu 18
	355
	355
	1
	0%
	2

	Mean Average
	
	
	
	

	Unix – FreeBSD 12
	355
	355
	3
	0%
	4

	Windows Server 2019
	355
	355
	2
	0%
	3

	Linux – Ubuntu 18
	355
	355
	1
	0%
	2


[bookmark: _Toc7615271]Table 3: MPLS ICMP and Throughput Experiment First Permutation (Control)
5.2.3.2 SMB LAN Location in Relation to Hop Count Second Permutation
The raw data from the BGP experiment can be found in Table 4.
	BGP Experiment 

	
	Throughput (KB/s)
Maximum 355 KB/s
	Latency (Milliseconds)
	Packet loss %
	Hop Count

	Server OS
	Download
	Upload
	ICMP 1000 Packets Roundtrip Average
	ICMP 
1000 Packets 
	WAN Provider Routers

	Test 1
	
	
	
	

	[bookmark: _Hlk6311996]Windows Server 2019
	355
	355
	4
	0%
	4

	Linux – Ubuntu 18
	355
	355
	2
	0%
	3

	Unix – FreeBSD 12
	355
	355
	1
	0%
	2

	Test 2
	
	
	
	

	Windows Server 2019
	355
	355
	4
	0%
	4

	Linux – Ubuntu 18
	355
	355
	2
	0%
	3

	Unix – FreeBSD 12
	355
	355
	1
	0%
	2

	Test 3
	
	
	
	

	Windows Server 2019
	355
	355
	4
	0%
	4

	Linux – Ubuntu 18
	355
	355
	2
	0%
	3

	Unix – FreeBSD 12
	355
	355
	1
	0%
	2

	Mean Average
	
	
	
	

	Windows Server 2019
	355
	355
	4
	0%
	4

	Linux – Ubuntu 18
	355
	355
	2
	0%
	3

	Unix – FreeBSD 12
	355
	355
	1
	0%
	2


[bookmark: _Toc7615272]Table 4: BGP ICMP and Throughput Experiment Second Permutation
The raw data from the MPLS experiment can be found in Table 5.
	MPLS Experiment 

	
	Throughput (KB/s)
Maximum 355 KB/s
	Latency (Milliseconds)
	Packet loss %
	Hop Count

	Server OS
	Download
	Upload
	ICMP 1000 Packets Roundtrip Average
	ICMP 
1000 Packets 
	WAN Provider Routers

	Test 1
	
	
	
	

	Windows Server 2019
	355
	355
	5
	0%
	4

	Linux – Ubuntu 18
	355
	355
	2
	0%
	3

	Unix – FreeBSD 12
	355
	355
	1
	0%
	2

	Test 2
	
	
	
	

	Windows Server 2019
	355
	355
	5
	0%
	4

	Linux – Ubuntu 18
	355
	355
	2
	0%
	3

	Unix – FreeBSD 12
	355
	355
	1
	0%
	2

	Test 3
	
	
	
	

	Windows Server 2019
	355
	355
	5
	0%
	4

	Linux – Ubuntu 18
	355
	355
	2
	0%
	3

	Unix – FreeBSD 12
	355
	355
	1
	0%
	2

	Mean Average
	
	
	
	

	Windows Server 2019
	355
	355
	5
	0%
	4

	Linux – Ubuntu 18
	355
	355
	2
	0%
	3

	Unix – FreeBSD 12
	355
	355
	1
	0%
	2


[bookmark: _Toc7615273]Table 5:MPLS ICMP and Throughput Experiment Second Permutation
5.2.3.3 SMB LAN Location in Relation to Hop Count Third Permutation
The raw data from the BGP experiment can be found in Table 6.
	[bookmark: _Hlk6312861]BGP Experiment 

	
	Throughput (KB/s)
Maximum 355 KB/s
	Latency (Milliseconds)
	Packet loss %
	Hop Count

	Server OS
	Download
	Upload
	ICMP 1000 Packets Roundtrip Average
	ICMP 
1000 Packets 
	WAN Provider Routers

	Test 1
	
	
	
	

	[bookmark: _Hlk6312545]Linux – Ubuntu 18
	355
	355
	3
	0%
	4

	Unix – FreeBSD 12
	355
	355
	1
	0%
	3

	Windows Server 2019
	355
	355
	2
	0%
	2

	Test 2
	
	
	
	

	Linux – Ubuntu 18
	355
	355
	3
	0%
	4

	Unix – FreeBSD 12
	355
	355
	1
	0%
	3

	Windows Server 2019
	355
	355
	2
	0%
	2

	Test 3
	
	
	
	

	Linux – Ubuntu 18
	355
	355
	3
	0%
	4

	Unix – FreeBSD 12
	355
	355
	1
	0%
	3

	Windows Server 2019
	355
	355
	2
	0%
	2

	Mean Average
	
	
	
	

	Linux – Ubuntu 18
	355
	355
	3
	0%
	4

	Unix – FreeBSD 12
	355
	355
	1
	0%
	3

	Windows Server 2019
	355
	355
	2
	0%
	2


[bookmark: _Toc7615274]Table 6: BGP ICMP and Throughput Experiment Third Permutation
The raw data from the MPLS experiment can be found in Table 7.
	MPLS Experiment 

	
	Throughput (KB/s)
Maximum 355 KB/s
	Latency (Milliseconds)
	Packet loss %
	Hop Count

	Server OS
	Download
	Upload
	ICMP 1000 Packets Roundtrip Average
	ICMP 
1000 Packets 
	WAN Provider Routers

	Test 1
	
	
	
	

	Linux – Ubuntu 18
	355
	355
	4
	0%
	4

	Unix – FreeBSD 12
	355
	355
	1
	0%
	3

	Windows Server 2019
	355
	355
	2
	0%
	2

	Test 2
	
	
	
	

	Linux – Ubuntu 18
	355
	355
	4
	0%
	4

	Unix – FreeBSD 12
	355
	355
	1
	0%
	3

	Windows Server 2019
	355
	355
	2
	0%
	2

	Test 3
	
	
	
	

	Linux – Ubuntu 18
	355
	355
	4
	0%
	4

	Unix – FreeBSD 12
	355
	355
	1
	0%
	3

	Windows Server 2019
	355
	355
	2
	0%
	2

	Mean Average
	
	
	
	

	Linux – Ubuntu 18
	355
	355
	4
	0%
	4

	Unix – FreeBSD 12
	355
	355
	1
	0%
	3

	Windows Server 2019
	355
	355
	2
	0%
	2


[bookmark: _Toc7615275]Table 7: MPLS ICMP and Throughput Experiment Third Permutation
5.2.4 Latency to Hop Count Ratio within the Emulated LAN
5.2.4.1 Calculating the Emulated WAN Latency
The calculations discussed below were undertaken so that the WAN latency data could be separated from the overall latency observed within each of the experiments, to gain a better understanding of the true latency disparities between each of the VM OS’s that were utilised within the experiments.
After further analysis of the raw data collected from the three permutations of the SMB LAN Location in Relation to Hop Count data. Further calculations of the permutated hop count to latency ratio data were performed utilising mathematical statistical analysis; ‘Mean’ [n value + n value + n value / n values] and ‘Midrange [Midrange = (Highest Value – Lowest Value) / 2] formulas to establish the correlation between hop count and latency within the emulated WAN in decimalised form. 
The ‘Midrange’ formula was applied to the ‘Mean’ of the permutation data because when the ‘Mean’ formula was applied to the ‘Mean’ of the permutation data, the reported lowest value was 2ms, this value is known to be incorrect because it  is greater than the lowest value reported within the original raw dataset parameters  ≥1ms and ≤5ms, when the ‘Midrange of Mean’ calculation was applied the results were within the original raw data parameters that reflected a true representation of the original raw data.
	Emulated WAN - Latency to Hop Count Ration – Range Calculation  

	[bookmark: _Hlk6385375]
	BGP
	MPLS

	[bookmark: _Hlk6386299]Unix
	Latency
	Latency

	Permutation 1
	1
	3

	Permutation 2
	1
	1

	Permutation 3
	1
	1

	[bookmark: _Hlk6389073]Mean*
	1
	1.67

	[bookmark: _Hlk6386326]Windows
	Latency
	Latency

	Permutation 1
	3
	2

	Permutation 2
	4
	5

	Permutation 3
	2 
	2

	Mean*
	3
	3

	Linux
	Latency
	Latency

	Permutation 1
	2
	1

	Permutation 2
	2
	2

	Permutation 3
	3 
	4

	Mean*
	 2.33
	2.33

	Midrange of Mean*
	0.5ms
	0.69ms


[bookmark: _Toc7615276]Table 8: Latency to Hop Count Ratio – Midrange of Ranges Calculation
5.2.4.2 Calculating the Virtual Machine OS Latency 
The VM OS latency raw data was calculated by subtracting each WAN protocols recorded latency from the ‘Midrange of Mean’ calculation performed in table 8 at each hop within the experimental network topology. The calculated ‘Midrange of Mean’ WAN latency was divided by four and multiplied by the number of hops that each OS LAN took within the WAN during each permutation, so the calculated WAN latency could be deducted from the VM OS LAN at each hop of the network. The derived formula [Midrange of Mean / 4 * (n Routers)] could be utilised to determine the assumed latency within the CNSaaS emulated WAN if the experiment was to be scaled up for future investigation.
The ‘Mean’ formula was further utilised to correlate the data from each of the OS permutation for both the BGP and MPLS experiments.
The ‘Mean’ from each of the calculated OS ‘Mean’ values at each hop within the emulated WAN was then further calculated to isolate the WAN latency from the CSP NOC VM OS LAN latency.
The one standard deviation formula [220]; σ illustrated in figure 17 was then calculated from the ‘Mean of Mean’ calculation results from the BGP and MPLS VM OS assumed calculated latency, to determine the error rate within the performed calculations in decimalised form, to observe the error rate ± tolerance of each server at the CSP NOC VM OS LAN after the final calculations had been performed.
[image: ]
[bookmark: _Toc7615234]Figure 16: Standard Deviation Formula σ 
The tabulated raw data from the discussed calculations within this section of the paper can be found in Table 9.
	[bookmark: _Hlk6666665]    Calculated Emulated WAN Latency

	[bookmark: _Hlk6467133]VM OS
	Latency (Milliseconds)

	Hop Count = 4
	BGP (-0.5ms)
	MPLS (-0.69ms)

	Unix
	0.5
	2.31

	Windows
	3.5
	4.31

	Linux
	1.5
	 3.31

	Hop Count = 3
	BGP (-0.38ms)
	MPLS (-0.52ms)

	Unix
	0.62
	0.48

	Windows
	2.62
	1.48

	Linux
	1.62
	1.48

	[bookmark: _Hlk6469442]Hop Count = 2
	BGP (-0.25ms)
	MPLS(-0.35ms)

	Unix
	0.75
	0.65

	Windows
	1.75
	1.65

	Linux
	1.75
	0.65

	Mean
	BGP 
	MPLS 

	Unix
	0.62
	1.15

	Linux
	1.63
	1.81

	Windows
	2.63
	2.48

	Mean of BGP and MPLS
Final VM OS Calculated Latency

	Unix
	                                                     0.89ms

	Linux
	                                                     1.72ms

	Windows
	                                                     2.56ms

	[bookmark: _Hlk6666955]Calculated Mean WAN Latency Difference between BGP and MPLS

	Mean of the VM OS Mean
	BGP  
	MPLS 

	
	1.63
	1.81

	One Standard Deviation σ Calculated from the Mean of the VM OS Mean (BGP and MPLS)

	± 0.09ms


[bookmark: _Toc7615277] Table 9: Calculated VM OS Latency within a Tolerance of ± 0.09ms
The one standard deviation σ formula performed on the ‘Mean of Mean’ calculations can be found below:
	σ2 =
	
		Σ(xi - μ)2

	

	N




	=
	
		(1.63 - 1.72)2 + ... + (1.81 - 1.72)2

	

	2




	=
	
		0.0162

	

	2




	=
	
	0.0081



	σ =
	√0.0081

	=
	0.09ms


The latency to hop count experimental emulated WAN latency data that was calculated within table 9, could be further investigated by utilising the “2 factor ANOVA” data analysis method to observe statistically significant differences between the hop count location for both (BGP and MPLS) in regard to VM OS efficiency. This process would require considerably more raw data to be collected and correlated to accomplish, in order to provide a more accurate mathematical value of the VM OS Latency within the CNSaaS experimental network.
5.2.4.3 Calculated Mean WAN Latency Percentage Difference between BGP and MPLS ≤ 3 Hops
To get a true reflection of the efficiency differences between BGP and MPLS the permutation for each OS that comprised of >3 hops was removed from the ‘Mean’ calculation because the raw data >3 hops was skewed, this was creating an anomaly within the MPLS overall data so a true comparison between the efficiency of BGP and MPLS could not be observed from the Calculated VM OS Latency calculations  in table 9. The MPLS anomaly is theorised to be caused by the greater hardware utilisation of the MPLS protocol compared with the BGP protocol within the LAN grade routers utilised within the experiment.
The ‘Mean’ from the hop count that was ≤ 3 hops  was first calculated, then the ‘Mean of the Mean’ from both protocols was calculated and then finally the percentage difference was calculated from the ‘Mean of the Mean’ data [(BGP Mean of Mean - MPLS Mean of Mean) / BGP Mean of Mean * 100] to identify the percentage efficiency differences between the two protocols. 
The calculations previously discussed can be found in table 10. 
	Calculated Mean WAN Latency Percentage Difference between BGP and MPLS ≤ 3 Hops

	VM OS
	Latency (Milliseconds)

	Hop Count = 3
	BGP 
	MPLS

	Unix
	0.62
	0.48

	Windows
	2.62
	1.48

	Linux
	1.62
	1.48

	Hop Count = 2
	BGP 
	MPLS

	Unix
	0.75
	0.65

	Windows
	1.75
	1.65

	Linux
	1.75
	0.65

	Mean
	BGP 
	MPLS 

	Unix
	0.69
	0.57

	Linux
	1.69
	1.07

	Windows
	2.19
	1.57

	Mean of Mean
	BGP  
	MPLS 

	
	1.52ms
	1.07ms

	Percentage Difference

	29.61%


[bookmark: _Toc7615278]Table 10: Calculated Mean WAN Latency Difference between BGP and MPLS ≤ 3 Hops
5.2.5 Hypervisor VM Hardware Utilisation Raw Data
The VM OS Virtual Hardware Utilisation within the physical server experiment; vCPU and vRAM hardware utilisation test were conducted using Windows PowerShell ‘VM-Measure’ module. The PowerShell ‘VM-Measure’ commands were executed from the parent OS. Three tests were performed 30 minutes apart, the ‘Mean’ was then calculated to reflect the overall efficiency of each VM OS. The raw test data can be found in Table 11.
	[bookmark: _Hlk6048955]Server VM OS Virtual Hardware Utilisation Experiment

	[bookmark: _Hlk6669977]Server OS
	vCPU MHz
	vRAM MB

	[bookmark: _Hlk6669392]Test 1
	
	

	Unix – FreeBSD 12
	1228
	1024

	Windows Server 2019
	17
	1988

	Linux – Ubuntu 18
	2925
	1760

	Test 2
	
	

	Unix – FreeBSD 12
	1150
	1024

	Windows Server 2019
	17
	1988

	Linux – Ubuntu 18
	2890
	1760

	Test 3
	
	

	[bookmark: _Hlk6669965]Unix – FreeBSD 12
	1210
	1024

	Windows Server 2019
	17
	1988

	Linux – Ubuntu 18
	2910
	1760

	Mean
	vCPU MHz
	vRAM MB

	Unix – FreeBSD 12
	1196
	1024

	Windows Server 2019
	17
	1988

	Linux – Ubuntu 18
	2908
	1760


[bookmark: _Toc7615279]Table 11: VM Hardware Utilisation Benchmark Experiment
[bookmark: _Toc7615205]6.0 CNSaaS Raw Data Visualisation and Analysis
The mean average from the experiments that were performed from each of the benchmarking stages within the project were calculated from the raw data collected from the BGP and MPLS tests, along with the two-hardware benchmarking experiments previously discussed, the data was then visualised into graph form to analyse and then further correlate the data in order to identify any patterns  that emerged for further evaluation of the results, to determine the behaviour of the hardware/software technologies and configurations that were utilised within the CNSaaS experiments so that the most efficient iteration of the CNSaaS CSM could be identified.
[bookmark: _Toc7615206]6.1 BGP and MPLS Experiment Data Visualisation Analysis
6.1.1.1 SMB LAN Location in Relation to Hop Count (First Permutation) BGP Data Visualisation Analysis
[bookmark: _Hlk6316990]The data depicted in figure 18 from the first controlled BGP permutation test, identifies the Unix-FreeBSD server to have the least amount of latency (1ms) despite having to traverse 66% more routers (2 Hops) from the furthest location within the network compared with the Linux OS that was at the closest point to the CSP NOC LAN (2 Hops). 
The Windows server VM which was positioned within the midpoint of the network reported 3ms of latency, which was the least efficient OS within this test even though it traversed 33% less routers than Unix OS.
The Linux Ubuntu server was positioned at the closest location within the network to the CSP NOC LAN as previously discussed and reported 2ms of latency which is 50% more latency compared to the Unix OS that was positioned at the furthest point of the network which was the most efficient OS within the test even though the Linux OS traversed 66% less routers.
[image: ]
[bookmark: _Toc7615235]Figure 17: SMB LAN Location in Relation to Hop Count (First Permutation) BGP Data Analysis
The data was also very consistent across all three benchmarking tests within the first permutation of the BGP experiment, as there was no average latency fluctuation and 0% packet loss from any of the servers within the topology that observed the behaviour of 1000 ICMP packets which suggests the network is stable.
6.1.1.2 SMB LAN Location in Relation to Hop Count (First Permutation) MPLS Data Visualisation Analysis
The data depicted in figure 19 from this experiment, identifies that the Linux- Ubuntu LAN spoke had the least amount of latency 1ms within this test which is a 50% reduction from the BGP experiment also making it the most efficient OS within this test.
The Unix – FreeBSD LAN spoke had the highest amount of latency within the MPLS experiment (3ms) which is a 66% increase in latency from the BGP experiment also making the Unix OS the least efficient OS within the MPLS experiment. 
The Windows LAN recorded the second lowest amount of latency (2ms) which is a 33% reduction in latency from the BGP experiment. 
[image: ]
[bookmark: _Toc7615236]Figure 18: SMB LAN Location in Relation to Hop Count (First Permutation) MPLS Data Analysis
[bookmark: _Hlk6326445]The data was also very consistent across all three benchmarking tests within the first permutation of the MPLS experiment, as there was no average latency fluctuation and 0% packet loss from any of the servers within the topology that observed the behaviour of 1000 ICMP packets which suggests the network is stable.
6.1.1.3 BGP vs MPLS Hop Count and Latency Correlation Analysis Permutation 1
The data from both the BGP and MPLS first permutation experiments was further correlated to visualise the comparison and relationship between hop count and latency across both experiments. The correlated visualised data can be found in figure 20.
[image: ]
[bookmark: _Toc7615237]Figure 19: BGP vs MPLS Hop Count and Latency Correlation Analysis Permutation 1
The data comparison from the BGP and MPLS experiments suggests a direct correlation between hop count and latency within the MPLS experiment which had a significant impact on the network performance from each of the respective LAN’s which was a major contributing factor to the reported greater amount of latency within the Unix LAN MPLS experiment compared to the BGP experiment, that reported a 66% increase in latency in this test, making the Unix OS the least efficient OS within the first permutation of the MPLS experiment.
 However, the correlated data also suggests that within the Windows MPLS experiment there was reported decrease in latency of 33% when compared to the BGP experiment. 
The Linux OS also reported a decrease in latency of 50% within the MPLS experiment making the Linux OS the most efficient LAN within the first permutation of the MPLS experiment. 
This data suggests a direct correlation between hop count and latency within the MPLS experiment as packets were being routed at an accelerated rate within the MPLS experiment when the hop count was ≤ 3 hops in comparison to the BGP experiment.
6.1.2.1 SMB LAN Location in Relation to Hop Count Second Permutation BGP Data Visualisation Analysis
The visualised raw data depicted in figure 21 from the second BGP permutation experiment, identifies the Unix-FreeBSD server to have the least amount of latency within the BGP experiment (1ms) which is expected because of the decrease in hop count to the closest location in the experimental WAN to the CSP NOC LAN of 2 hops,  in relation to the first permutation where the reported latency was 1ms from the furthest point within the network of 4 hops which suggests the true latency for the Unix OS test is >1ms and <2ms. 
The visualised raw data from the BGP Linux OS test similarly reports the latency has not changed from the first permutation from the least number of 2 hops within the network, even though the hop count was increased by 1 hop to the midpoint location within the network of 3 hops. This data suggests that the latency within Linux is between >2ms and <3ms in relation to BGP when correlated with the permutation 1 and permutation 2 test data.
The visualised raw data from the BGP second permutation test depicts the Windows server OS reporting a 33% increase in latency to 4ms at the furthest location within the network compared with the first permutation test data of 3 hops, which was the midpoint location within the network .When the data is  correlated from the first permutation test to the second permutation, the hop count rose equally with the latency to  33%. 
[image: ]
[bookmark: _Toc7615238]Figure 20: SMB LAN Location in Relation to Hop Count Second Permutation BGP Data Analysis
The data was also very consistent across all three benchmarking tests within the second permutation of the BGP experiment equally to the first permutation, as there was no average latency fluctuation and 0% packet loss from any of the servers within the topology that observed the behaviour of 1000 ICMP packets which suggests the network is stable.
6.1.2.2 SMB LAN Location in Relation to Hop Count Second Permutation MPLS Data Visualisation Analysis
The visualised MPLS data within the second permutation of the MPLS experiment depicted in figure 22 was consistent with the hop count to latency pattern identified in the first permutation of the MPLS experiment, with the furthest OS (Windows – 4 Hops) in relation to the location of the CSP NOC LAN, identifying a 1ms (33%) increase in latency compared to the BGP experiment. 
The Unix OS that was positioned at the closest location point to the CSP NOC LAN (2 Hops) reported a 66% reduction in latency compared to the first MPLS permutation making it the most efficient OS within the second permutation of the MPLS experiment. This data when compared with the first and second permutation of the MPLS experiment suggests that when the hop count is ≤ 3 hops the latency is >1ms and <2ms.
The Linux OS that was positioned within the centre of the network in relation to WAN hop count within the second permutation of the MPLS experiment reported a 50% increase in latency 2ms that was equal to the 50% increase in hop count of 1 hop. This data when compared with the first and second permutation suggests that when the hop count is ≤ 3 hops the latency is >2ms and <3ms.
The pattern of decreased latency when the hop count ≤ 3 hops observed within the first permutation of the MPLS experiment can also be observed within the second permutation of the MPLS experiment.
[image: ]
[bookmark: _Toc7615239]Figure 21: SMB LAN Location in Relation to Hop Count Second Permutation MPLS Data Analysis
The data was also very consistent across all three benchmarking tests within the second permutation of the MPLS experiment equally to the first permutation, as there was no average latency fluctuation and 0% packet loss from any of the servers within the topology that observed the behaviour of 1000 ICMP packets which suggests the network is stable.
6.1.2.3 BGP vs MPLS Hop Count and Latency Correlation Analysis Permutation 2
The data from both the BGP and MPLS second permutation experiments was further correlated to visualise the comparison and relationship between hop count and latency across both experiments. The correlated visualised data can be found in figure 23.
[image: ]
[bookmark: _Toc7615240]Figure 22: BGP vs MPLS Hop Count and Latency Correlation Analysis Permutation 2
The correlation between BGP and MPLS within the second permutation of the experiments identifies a direct correlation between hop count to latency ratio across both BGP and MPLS experiments, with MPLS reporting an increase of latency when the hop count is >3 hops when compared to the BGP experiment.
6.1.3.1 SMB LAN Location in Relation to Hop Count Third Permutation BGP Data Visualisation Analysis
The visualised raw data depicted in figure 24 from the third BGP permutation experiment, identifies the Unix OS to have the least amount of latency of 1ms within this test after 3 hops to the CSP NOC LAN, which was expected because it also reported 1ms of latency in the first permutation of the experiment where Unix was located at the maximum amount of hops within the network and also the second permutation of the experiment where Unix was positioned at the minimum amount of hops within the network. The previously identified Unix latency range that was >1ms and  <2ms concludes that Unix is the most efficient OS within the BGP experiment across all three of the BGP permutations.
[bookmark: _Hlk6571342]The Linux OS had the most amount of latency of 3ms within the third permutation of the BGP experiment which is a 33% increase in latency from the first two permutations of BGP experiment, making it the least efficient OS within the third permutation. After analysing the results from the first and second permutations of the BGP experiment, it can be observed that Linux has an overall latency that is >2ms and <3ms. This identified range of between 2 and 3 milliseconds concludes that Linux is the second most efficient OS across all three of the BGP permutations.
The Windows OS reported a latency of 2ms within the third permutation of the BGP experiment when it was positioned the closest to the CSP LAN NOC of 2 hops making it the second most efficient OS within this permutation of the BGP experiment, which is a 66% decrease in latency from the second permutation at 4 hops  and a 33% decrease from the first permutation at 3 hops. After analysing the results from the first and second permutations of the BGP experiment, it can be observed that the Windows OS has an overall latency that is >3ms and <4ms. This identified range of between 3 and 4 milliseconds concludes that Windows is the least efficient OS across all three of the BGP permutations.
[image: ]
[bookmark: _Toc7615241]Figure 23: SMB LAN Location in Relation to Hop Count Third Permutation BGP Data Analysis
The data was also very consistent across all three benchmarking tests within the third permutation of the BGP experiment equally to the first permutation, as there was no average latency fluctuation and 0% packet loss from any of the servers within the topology that observed the behaviour of 1000 ICMP packets which suggests the network is stable.
[bookmark: _Hlk6397126]6.1.3.2 SMB LAN Location in Relation to Hop Count Third Permutation MPLS Data Visualisation Analysis
The visualised MPLS data within the third permutation of the MPLS experiment depicted in figure 25 was also consistent with the hop count to latency pattern identified in the first and second permutation of the MPLS experiment. The Linux OS that was positioned with the maximum amount of hops from the CSP NOC LAN within the third permutation of the MPLS experiment had a 66% increase in latency from the first permutation of the experiment and a 33% increase in latency from the second permutation, this increase in latency matches the previously identified hop count to latency ratio pattern from the first and second permutation .
The Windows OS that was positioned closest to the NOC CSP LAN reported a decrease in latency of 60% from the second permutation and a 33% decrease in latency from the first permutation of the MPLS experiment. The latency from the first and third permutation of the MPLS experiment suggests that the Windows latency when the hop count is ≤ 3 hops is >2ms and <3ms.
The Unix OS that was positioned at the centre of the network (3 Hops) reported a 0% change in latency from the second permutation and a 33% decrease in latency from the first permutation.
The results analysed from the first and second permutations of the MPLS experiment when compared with the third permutation suggest a direct correlation between hop count to latency ratio pattern, that was detected within the MPLS experiments and also the relationship between the decrease in latency where the hop count is ≤ 3 hops observed within all three permutation, along with the disproportionate increase of latency when the hop count is >3 hops of the MPLS experiment. This data suggests a direct correlation between router hardware utilisation and the MPLS protocol as the research suggested.
[image: ]
[bookmark: _Toc7615242]Figure 24: SMB LAN Location in Relation to Hop Count Third Permutation MPLS Data Analysis
The data was also very consistent across all three benchmarking tests within the third permutation of the MPLS experiment equally to the first and second permutation, as there was no average latency fluctuation and 0% packet loss from any of the servers within the topology that observed the behaviour of 1000 ICMP packets which suggests the network is stable.
6.1.3.3 BGP vs MPLS Hop Count and Latency Correlation Analysis Permutation 3
The data from both the BGP and MPLS second permutation experiments was further correlated to visualise the comparison and relationship between hop count and latency across both experiments. The correlated visualised data can be found in figure 26.
[image: ]
[bookmark: _Toc7615243]Figure 25: BGP vs MPLS Hop Count and Latency Correlation Analysis Permutation 3
The correlation between BGP and MPLS within the third permutation of the experiments identifies a direct correlation between hop count to latency ratio across both BGP and MPLS experiments similarly to the correlation within the second permutation of the experiment, with MPLS reporting an increase of latency when the hop count is >3 hops when compared to the BGP experiment.
6.1.4.1 Virtual Machine Operating System Latency Mean Average Analysis
Utilising the calculations performed on the initial raw data collected from the benchmarking experiments that were initially expressed as whole numbers (Integers) to subsequently identify the approximated latency generated within the emulated laboratory WAN, which were then subtracted from the calculated overall WAN latency from the initial raw data, in order to identify the most efficient sever OS to a value within two decimal points (float). The values that were returned from these calculations were then further calculated by applying the ‘One Standard deviation’ formula σ (sigma) to these results to return a tolerance of ±0.09ms from the approximated emulated WAN latency as previously discussed. The calculated raw data was then visualised in graph form to identify the most efficient OS and the identified tolerance error rate parameters from the calculations for each of the OS’s. The visualised raw data can be found in figure 27. 
[image: ]
[bookmark: _Toc7615244]Figure 26: Virtual Machine Operating System Latency Mean Average Analysis with one standard deviation σ
After further analyses of the above graph, the Unix-FreeBSD OS was observed to be the most efficient OS within the experimental CNSaaS network, the calculated ‘Mean’ differences between the three OS’s, identified that the Unix OS was 93.26% more efficient than the Linux-Ubuntu server which was the second most efficient server OS within the experiment and  187.64% more efficient than the least efficient server OS within the experiment which was; ‘Windows server 2019-Datacentre Edition’. 
The Linux-Ubuntu server was calculated to be 48.83% more efficient than the Windows OS utilised within the experiment. 
The one standard deviation formula reflects the margin of error of the above calculations to a tolerance of ±0.09ms.
6.1.4.2 Emulated WAN Hop Count to Latency Ratio (BGP and MPLS) Midrange Calculation Analysis
The ‘Mean’ emulated WAN latency for BGP and MPLS data previously calculated, were individually divided by four and then multiplied by the number of router hops within the path from the furthest LAN position within the network to the CSP NOC LAN, to create a visual representation of the latency to hop count correlation within the experimental network so that an approximated tangent could be identified to emulate the behaviour of the network if additional routers were implemented within the experimental network between the LAN spokes and the Hub, to observe the additional latency that each hop would create.
The visualised data illustrating the latency within the WAN can be found in figure 28.
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[bookmark: _Toc7615245]Figure 27: Emulated WAN Hop Count to Latency Ratio (BGP and MPLS) Midrange Calculation Analysis
[bookmark: _Toc7615207][bookmark: _Hlk6738547]6.2 Calculated Mean WAN Latency Variance between BGP and MPLS ≤ 3 Hops Analysis
The raw calculated data for the ‘Mean’ differences between BGP and MPLS ≤ 3 Hops was further visualised to analysis the behaviour between the two WAN protocols after the MPLS anomaly was removed from the permutation’s experiments contain >3 routers within the emulated WAN. The visualised data illustrating the Mean differences between BGP and MPLS ≤ 3 hops can be found in figure 29.
[image: ]
[bookmark: _Toc7615246]Figure 28: Calculated Mean WAN Latency Variance between BGP and MPLS ≤ 3 Hops Analysis
After the additional hop was removed from the ‘Mean’ average calculations that caused an anomaly within the original data, which is theorised to represent the increased overhead within the LAN routers hardware when the hop count is >3 hops from the additional overhead of the MPLS protocol. 
The MPLS protocol was calculated to be 29.61% more efficient on average than the BGP protocol as the visualised graph depicts a significant amount of reduction in latency within MPLS compared to the correlated data visualised within the above graphs that contained >3 hops within the network. 
This further investigation from the original raw data supports the theory that the MPLS efficiency dramatically decreases when the hop count is ≤ 3 hops when compared with the BGP mean data ≤ 3 hops. This data also supports the research conducted within the MPLS protocol that can be found in the Research and Development Literature section of this paper.
[bookmark: _Toc7615208]6.3 OS VM Hardware Utilisation Benchmark Analysis 
The raw ‘Mean’ data calculations from the server VM OS virtual hardware utilisation experiment were visualised in graph form to analysis the most hardware efficient server OS within the CNSaaS experiment. The illustration of this data can be found in figure 30.
[image: ]
[bookmark: _Toc7615247]Figure 29: VM Hardware Utilisation Benchmark Analysis
After further analysis of the above graph, the data suggests that there is an anomaly within the vCPU usage within the resource intensive GUI Windows server that is suspiciously low. The low vCPU usage of the Windows VM is theorised to be because the Windows VM OS is utilising the ‘Windows Hyper-V’ parent OS’s CPU utilisation which is also a Windows OS, this data points towards a false positive within the vCPU utilisation within the Windows VM depicted in the above graph. This theory is also supported from the Virtual Machine Operating System Latency Mean Average Analysis that concluded the Windows VM OS to be the least efficient OS within the CNSaaS experiment. When the anomaly is discounted it can be assumed from the previous calculated OS VM efficiency that the vCPU usage of the Windows server is greater than both the Linux and Unix vCPU utilisation.
The graph also depicts once the Windows vCPU anomaly is discounted that the Unix FreeBSD server was utilising 143% less vCPU than the Linux server, because of the Windows anomaly the vCPU percentage difference cannot be calculated from the available data. Further investigation using a third party hypervisor such as: VMware ESXi would need to be performed to remove the Windows vCPU anomaly in order to analyse the vCPU usage differences against Linux and Unix servers.
Regarding the vRAM utilisation from each of the VM’s, the Unix VM was utilising 71.88% less RAM hardware resources than the Linux VM and 94.14% less RAM hardware resources than the Windows VM.
The Linux VM utilised 12.96% less RAM hardware than the Windows VM.
From the above analysis it can be concluded that the Unix VM was the most hardware efficient VM, Linux was the second most hardware efficient VM and Windows was the least hardware efficient VM within the CNSaaS experiment. This analysis is also supported by the previous Virtual Machine Operating System Latency Mean Average that was previously undertaken.
[bookmark: _Toc7615209]6.4 BGP and MPLS Throughput Analysis of Mean Data
The data comparison across all three OS file servers and both WAN protocols yielded 100% throughput of available bandwidth across all tests from the lowest throughput segment of the network which was the WIC serial interfaces 355 KB/s (2.8 Mb/s) within the emulated WAN. The visualised raw data graph can be found in figure 31.
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[bookmark: _Toc7615248]Figure 30: BGP and MPLS Throughput Analysis of Mean Data
The graph depicts 100% throughput (Upload/Download) from each of the OS’s utilised within the experiment, this is a possible false positive result because of the low throughput serial WIC interfaces utilised within the experiment along with the minimal amount of end user traffic traversing the network and being processed by each of the OS within the CSP NOC LAN. Therefore, an objective analysis cannot be performed from this metric data without further investigation utilising Gigabit throughput speed interfaces within the emulated WAN.
[bookmark: _Toc7615210]7.0 Evaluation of Data Analysis
After analysing the visualised raw data, an impartial evaluation was then conducted from each of the experiments in order to conclude what the data from each of the experiments conducted suggested about the behaviour of the network with the introduction of technologies that are designed to achieve and provide the same services but are built with very different architectures, from the systems engineering sector of various OS’s to the network engineering WAN protocol sector of networking as a whole. Each of the technologies utilised within the experiment are used within the networking industry today separately within various business network topologies around the globe. 
[bookmark: _Toc7615211]7.1 BGP vs MPLS ICMP Experiments
After evaluating the visualised raw data analysis from the ICMP; BGP and MPLS permutation experiments, it can be suggested that the LAN grade router hardware utilised within the experiment had a significant impact within the emulated WAN segment of the network’s performance in relation to the MPLS experiment as the research suggested and was previously theorised, this decrease in efficiency >3 hops was because of the added MPLS field within the IP header that contains 32 bits of additional data that is inserted into each packet at the ingress LER and the removal of the label within the packet at the egress LER along with the additional hardware utilisation of the MPLS protocol within each of the routers within the experiment. MPLS utilises a lot more of the routers hardware resources to switch packets using labels instead of IP address packet header and routing table lookups as the research and the data from the experiments suggests. 
However, the reduction of latency in relation to hop count within from the Calculated Mean WAN Latency Variance between BGP and MPLS ≤ 3 Hops Analysis suggests that the Layer-3 MPLS WAN protocol was 29.61% more efficient  at routing packets after the label switching protocol had been processed by the router hardware within the emulated WAN, this data also suggests that during the permutation experiments the majority of the bottleneck within the network was at each of the servers and a small portion at the emulated WAN segment when the hop count was <4 hops across both experiments and when the hop count was ≤ 4 hops within the BGP experiments, this was observed from the calculated raw data and the analysis from the Virtual Machine Operating System Latency Mean Average Analysis  section of this paper, so it can be concluded from this information that the latency within the emulated WAN had no baring within the CNSaaS experiment outcome of the most efficient server OS. During the MPLS experiment it can be observed from the data that the server OS portion of the bottleneck was then transferred to the WAN segment once the MPLS overhead was introduced to the network when the number of router hops was >3 which had a significant baring on the latency that was collected within the OS MPLS permutations that contained >3 hops that resulted in an accumulative increase in latency throughout the WAN. 
The conclusions that can be drawn from the experimental data and analysis is that if high end ISP grade routers had of been utilised within the experiment then the order of OS LAN spoke efficiency would have remained the same from the BGP experiment and the MPLS experiment, that would have possibly further reduced the latency at each of the LAN spokes once MPLS was introduced within the high grade ISP networking equipment and in turn further bolstering the overall performance of the network at Layer-3, concluding that MPLS although very resource intensive is a lot more efficient at routing packets as opposed to BGP.
Unix-FreeBSD was identified as the most efficient  OS at processing data that was theorised to be because of the combination of the ‘Swap’ partition that Unix- FreeBSD utilises along with the highly efficinet ZFS file architecture and CLI, as opposed to Linux that was the second most efficient server OS within the experiment that utilises an EXT4 file system that also utilises a swap partition and CLI, thus further theorising that the added efficiency between Linux and Unix was the kernel and file system that was utilised. Windows was the least efficient OS at processing data this was theorised to be because of the GUI, counterintuitive ‘Page’ file caching, Bloatware and NTFS file architecture but the easiest to configure and manage because of the friendly GUI interface that is favoured by the majority of Administrators around the globe within industry because of this.
In regards to the packet loss data within the experimental CNSaaS CSM network, the data collected cannot be objectively evaluated because the results suggest a possible false positive due to the very low amount of end client traffic generated within the network, this metric could only be quantitively analysed within a live environment with a large amount of different data types i.e. TCP, UDP; application, Voice, Video data etc traversing the network along with traffic engineering and a medium-to-high volume of traffic being generated by a multitude of end user clients. For this data to be quantitively analysed further investigation would have to be conducted within a live network environment with a mixture of traffic data types traversing the network and a multitude of end users to observe the true packet loss within the network across the 3 server OS’s
[bookmark: _Toc7615212]7.2 OS File Server Throughput Experiment
Within relation to the throughput of the network, a true conclusion cannot be drawn from the visualised data because of the low throughput of the WIC serial interfaces that were utilised within the computer laboratory used to conduct the experiments as opposed to Cat-5e Ethernet or Fibre Optic cables. The WIC serial interfaces provide a maximum throughput of 2.8 Mb/s which calculates to 355 KB/s, this reduced the overall throughput of the network to the lowest throughput segment of the network which was within the WAN WIC serial interfaces, creating a bottleneck of 355KB/s during data transfer within the network topology at the WAN segment, this resulted in a possible false positive of 100% throughput from each of the server OS’s file server upload and download tests as previously discussed. The minimal amounts of end clients utilising the server and creating traffic within the network would also have a bearing on the throughput.
However, the latency data from the ICMP tests suggest that the Unix-Free BSD server would possibly yield the highest throughput within the emulated WAN if Gigabit per second interfaces were utilised at this segment within a future experiment, within this scenario the bottleneck of the throughput would then transfer to the NOC CSP LAN VM OS and would  rely on how efficient the server VM OS’s processed the data. Further investigation of this theory would need to be conducted to be able to confirm this hypothesis.
[bookmark: _Toc7615213]8.0 Conclusions
The final conclusions to be drawn from CNSaaS experiment is that in order to utilise the layer-3 MPLS protocol, high end ISP grade routers are needed to gain the full added routing efficiency benefits that this modern WAN protocol provides, otherwise MPLS becomes counterintuitive. However, within the real world outside of a computer laboratory, ISP provide the MPLS protocol layer-3 WAN service for an additional fee which is transparent to the client LAN that is utilising the service, so moving forward with the CNSaaS CSM, MPLS would be a much greater efficient WAN protocol delivery solution as opposed to standalone BGP, but cost analysis would first have to be performed to evaluate if the costs outweigh the benefits of a standard ISP Internet connection that utilises eBGP to lower the overall consumer cost for the end clients that will be receiving the services provided by the CNSaaS CSP.
 In relation to the systems engineering segment of the network, Unix-FreeBSD was proven to be the most efficient server OS to utilise moving forward with the CNSaaS CSM, as the results from the VM OS hardware utilisation experiment reflected, that Unix-FreeBSD has a very small footprint in terms of hardware efficiency along with an efficient integrated kernel and shell that provides increased data processing that sequentially provides a high performance, low latency network delivery to end clients. 
Furthermore, by utilising Unix-FreeBSD from a business perspective the server hardware housed within the CSP NOC could deliver services to far more SMB clients than if a Windows or Linux-Ubuntu server was utilised which would result in higher profits and less expensive server hardware. Also, as previously discussed Unix-FreeBSD is open source, so a commercial license would not have to be obtained in order to utilise the product which would further increase economic savings at the CSP NOC.
Centralisation in regard to the modern form of cloud computing is an ever-growing progression within computing in the Internet ‘Information Age’ we live in today. Therefore, understanding the most efficient technologies to utilise whilst creating a CSM is paramount to provide an efficient cost effective business solution to an ever growing consumer problem, which is why the experiments outlined within this paper were conducted as the first stage of the design of a new CSM aimed at SMB to outsource 95% of IT operations within these businesses to provide an affordable complete IT solution within the ever growing complex network technologies industry that has emerged within the last decade. 
The proposed CNSaaS CSM that would not only provide core network services and the network hardware that provides these services but also NOC engineering maintenance and troubleshooting expertise. Therefore, CNSaaS is a unique CSM that would fill a gap in the cloud services market that has overlooked SMB to allow these less economically funded businesses to concentrate on their respective fields of expertise whilst totally outsourcing the expensive non-profitable growing complexity IT segment of their businesses.
Please refer to the Future Considerations section of this paper to outline further streamlining and testing of efficiency within the CNSaaS CSM in order to create the final iteration of CNSaaS to SMB market.
[bookmark: _Toc7615214]9.0 CNSaaS Project Reflection
Within the CNSaaS experimental project journey, I feel I have learnt a lot of new skills within systems engineering, network engineering, data analytics and research which are all separate fields within the  IT industry that are each very broad subjects in their own rights,. The skills gained during the CNSaaS project, ranged  from learning about each of the different advanced server OS file system architectures and terminal shell syntaxes, along with the many  tools that are used within each of the aforementioned OS’s i.e. UNIX, Linux and Windows servers, which I was not very familiar with at the start of this project as I would of classed myself as a Cisco network engineer rather than a systems engineer.
I have also learnt some very advanced skills within Cisco network engineering that has vastly broadened my architectural design, security and advanced WAN routing and switching knowledge e.g. IPsec VPN Site-to-Site security Tunnels, MPLS, advanced BGP and many more technologies which are all topics above the scope of a degree level student, which I knew from the outset of this project as I wanted to not only be innovative but push myself to the limit  as a person to gain as much knowledge within networking as quickly as possible to grow professionally and to be prepared for the barrage of networking technologies being used within modern businesses today, which was a contributing factor to why I chose do design and peruse this project although I knew it was very large and would be complex at times, the technology utilised within the CNSaaS experimental project are very current and on par with the technologies currently being used within industry today, which I feel will make me more attractive in an employability sense to networking companies within industry.
I also enjoyed the data analytics section of the project as with the data I collected, the more calculations that I was making, the more the behaviour of the data was speaking to me which is something I have never experienced before during this course or my previous career and look forward to doing more data analysis in the future and also learning the more advanced mathematics that is utilised by ‘Big Data’ analysts within industry.
I thoroughly enjoy networking as it feels more like a hobby than a career to me, which is a great balance which I am glad I finally perused as a career as I have only found this industry later on in my life as I am now 30 years of age and feel I have a lot to catch up with and learn which this project has helped me do and also grow, not only professional and academically but also personally.
[bookmark: _Toc7615215]10.0 Future Considerations for CNSaaS 
Future considerations would be to use a virtualised containerisation solution in place of a Hypervisor VM environment to further test hardware efficiency using the identified OS; Unix-FreeBSD as the host to possibly further maximise hardware efficiency and management of SMB clients along with reducing expensive server hardware costs. A container template could also be created comprising of only the core services utilised within this paper along with a VoIP PBX server and the minimum required OS libraries and binary files to allow the container to function with maximum efficiency. A GUI wizard could also be created within the template for less skilled technicians to easily, initialise and quickly configure each new SMB client server that is required to be created.
Within the container the web server could also be utilised to provide a simplified web portal configuration manager for an appointed staff member with very limited network knowledge at each of the SMB’s to easily add/remove users and change their passwords along with the VoIP telephone numbers and AD user privilege policies via the VPN. 
By utilising a GUI web portal for appointed staff members at the SMB’s to make minor user/network changes, frees up the network engineers time within the NOC for critical network infrastructure management of all the SMB’s associated with the CNSaaS CSM, that will also reduce staff costs for a help desk, because password changes, user adds/removes are the most frequent requests a local administrator has from his/her end users within a SMB LAN which are usually very regular on a daily basis and takes up most of the network administrators time.
The future paper expanding on the CNSaaS CSM described above will be called; Containerisation of CNSaaS with Docker [221].
All the screenshots from the development stage of this project that were not included within this paper can be found as evidence within the Appendices section of this paper.
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[bookmark: _Toc7615218]13.0 Appendix – CNSaaS Experiment Evidence
This section contains all of the evidence gathered from the CNSaaS Experiments that were obtained using screenshot capture tool; ‘Microsoft Snipping Tool. 
13.1 Unix-FreeBSD12
The screenshots in figures 30-31 were taken from the first controlled permutation from the ICMP Latency and Packet Loss Experiment. 
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[bookmark: _Toc7615249]Figure 31: BGP Controlled Permutation ICMP Experiment 
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[bookmark: _Toc7615250][bookmark: _Hlk7610349]Figure 32: MPLS Controlled Permutation ICMP Experiment






The screenshots in figure 32 were taken from the Throughput Experiment.
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[bookmark: _Toc7615251]Figure 33: Throughput Experiment Unix
The Screenshots in figure 33-34 were taken from the Belfast End client core network service Windows10 Client.
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[bookmark: _Toc7615252]Figure 34: Domain Join to Samba from Windows Client Belfast
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[bookmark: _Toc7615253]Figure 35: Belfast FQDN Webserver Index Page, Mapped File Server Drive and Domain Information i.e. DHCP,DNS
13.2 Linux-Ubuntu 18.04
The screenshots in figures 35-36 were taken from the controlled first permutation from the ICMP Latency and Packet Loss Experiment.
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[bookmark: _Toc7615254]Figure 36:BGP Controlled Permutation ICMP Experiment

[image: ]
[bookmark: _Toc7615255]Figure 37:MPLS Controlled Permutation ICMP Experiment

No screenshots of the throughput test for this server were taken but can be viewed within the demonstration video.
The Screenshots in figures 37-39 were taken from the Edinburgh End client core network service Windows 10 Client.
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[bookmark: _Toc7615256]Figure 38: Linux Edinburgh Samba Domain Join Confirmation and DHCP, DNS Domain Information
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[bookmark: _Toc7615257]Figure 39: Edinburgh Linux Ubuntu Mapped Drive to SAMBA48 from Windows 10 CLient

[image: ]
[bookmark: _Toc7615258]Figure 40: Edinburgh Linux Ubuntu HTTP Server Index Page Accessed Via FQDN From Windows 10 Client
13.3 Windows Server 2019 Datacentre Edition
The screenshots in figures 40 - 41 were taken from the controlled first permutation from the ICMP Latency and Packet Loss Experiment.
[image: ]
[bookmark: _Toc7615259]Figure 41: London Windows Server BGP ICMP Experiment First Controlled Permutation

[image: ]
[bookmark: _Toc7615260]Figure 42:London Windows Server MPLS ICMP Experiment First Controlled Permutation
No screenshots of the throughput test for this server were taken but can be viewed within the demonstration video.
The Screenshots in figures 42-44 were taken from the London end client core network service Windows 10 Client.
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[bookmark: _Toc7615261]Figure 43: London Windows Server Client Domain Join and DHCP, DNS, Domain Information
[image: ]
[bookmark: _Toc7615262]Figure 44:London Windows Server Client File Server Mapped Drive
[image: ]
[bookmark: _Toc7615263]Figure 45: London Windows HTTP Server Index Page Accessed Via FQDN From Windows 10 Client
13.4 WAN and LAN Router and Switch Rack Physical Configuration
The following images in figures 45-49 were taken within the computer laboratory of the CNSaaS Experiment.
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[bookmark: _Toc7615264]Figure 46: Physical Routers and Switches for SMB Client Gateways
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[bookmark: _Toc7615265]Figure 47: Physical Routers for Emulated WAN with Serial WIC Connection
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[bookmark: _Toc7615266]Figure 48:Physical Routers for Emulated WAN with Serial WIC Connection and Router Gateway for emulated CSP NOC LAN
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[bookmark: _Toc7615267]Figure 49: Left Network Rack Containing Emulated WAN Routers and CSP LAN NOC Gateway Router
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[bookmark: _Toc7615268]Figure 50: Right Rack Containing the SMB LAN Router Gateways and Layer-2 Switches Along With CSP NOC LAN Layer-3 Switch
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at this site is working properly. You should replace this file (located at /var/uwu/html/index.html)
before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably means
that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site's administrator.

Ubuntu's Apachez2 default configuration is different from the upstream default configuration, and split
into several files optimized for interaction with Ubuntu tools. The configuration system is fully
documented in /usr/share/doc/apache2/README.Debian.gz. Refer to this for the full
documentation. Documentation for the web server itself can be found by accessing the manual if the
apache2-doc package was installed on this server.

The configuration layout for an Apache2 web server installation on Ubuntu systems is as follows:

/etc/apache2/
|-~ apache2. conf
/ -~ ports.conf
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/ -- *.conf
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/ -~ *.conf
|-~ sites-enabled
! *. conf

« apache2.conf is the main configuration file. It puts the pieces together by including all remaining
configuration files when starting up the web server.

«  ports.conf is always included from the main configuration file. It is used to determine the
listening ports for incoming connections, and this file can be customized anytime.

. Configuration files in the mods-enabled/, conf-enabled/ and sites-enabled/ directories contain
particular configuration snippets which manage modules, global configuration fragments, or virtual
host configurations, respectively.

«  They are activated by symlinking available configuration files from their respective *-available/
counterparts. These should be managed by using our helpers a2enmod, a2dismod, a2ensite,
a2dissite, and a2enconf, a2disconf . See their respective man pages for detailed information.

«  The binary is called apache2. Due to the use of environment variables, in the default
configuration, apache2 needs to be started/stopped with /etc/init.d/apache2 or apache2ctl.
Calling /usr/bin/apache2 directly will not work with the default configuration.
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