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[bookmark: _Toc500863748]List of Acronyms
· BYOT – Bring your own technology
· BYOD – Bring your own device
· CYOD – Choose your own device
· COPE – Company owned, personally enabled
· MDM – Mobile device management
[bookmark: _Toc500863749]Abstract
This assignment will explore what BYOD is and look at how it can be implemented in a real-life scenario. The purpose is to find the most effective way to execute BYOD which will be done by exploring the different techniques and methods that are currently in use by other individuals and organizations. Research will be conducted to identify problems and find solutions to them.
[bookmark: _Toc500863750]Introduction
In this report the threats and risks of a BYOD system will be analysed to identify the most comprehensive way to make the system as safe and secure as possible, mitigating as many risks as possible. Examples of related work an existing literature on the topic will be assessed and relevant information to the assignment will be extracted. The report will then look at how the problem will be tackled and an experiment will be conducted to test the solutions to the security problem; this will be done through the application Cisco Packet tracer. After this has been done the findings from the experiment and the research are going to be documented and discussed in detail to highlight what things worked and were effective and what things did not. Finally, the report will give a conclusion to summarise findings and to state important recommendations for if future work was to be done.

[bookmark: _Toc500863751]Related work
[bookmark: _Toc500863752]What is BYOD?
BYOD (synonymously BYOT) stands from ‘Bring your own technology’ and is the concept of employees having their own device, such as a smartphone, laptop or USB, connected to the business’ network.  The reason this is becoming more and more popular is because the technology possessed by employees is often more cutting edge and advanced compared with what the companies can buy in each year.[1] 

[bookmark: _Toc500863753]Advantages
BYOD has some significant advantages, one of these is that a user can use their own personal device, this negates the use of company devices that need to be taken home and will mean an employee need not have multiple devices as their device can be used personally or professionally. This is often classified as the 3 A’s; These are:
· Anything – The ability to use both a device for business use and personal use beyond the usual limits of email and telephone
· Anywhere – The ability to access both personal and private information anywhere in the world that has an internet connection available
· Anytime – The ability the use the device at any time to access personal and private information, whether that be during personal free time or during working hours.[2]
BYOD also not only allows for information to be accessed when needed but also promotes the idea of flexible working hours, this is because it enables employees to do work whenever needed.
BYOD is also statistically backed and proven to increase the productivity of employees, this is shown by the fact that 78% of Samsung employees reported that “using a single mobile device for data access helps them balance their professional and personal lives” [3] . Moreover across all businesses surveyed by IBM, 82% of employees reported that they believe “smartphones will play a “critical role” in employee productivity in the years to come” [4]. The reason often attributed to this increase in productivity is that employees as no longer tied to their desks if they want to do work, instead they can work on the go or finish work outside of working hours. In addition to this they are able to collaborate with other employees and as a team with much more ease because they are not stuck in one location [5].

[bookmark: _Toc500863754]Disadvantages/Risks
Although BYOD has many advantages of it’s use it also has it’s risks and can be very dangerous if it is not set up with the correct precautions and may have serious consequences regarding security. A company implementing BYOD must take into account what data it will allow employees to access and also what data it will allow customers to access. A BYOD system is susceptible to attacks that steal, compromise or delete data because the users can be targeted by Malware, Phishing, Packet sniffing & rootkits.
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[bookmark: _Toc500863756]Type of data
The type of data that will be on the Golding-Harvest Ltd system will be largely important and private information. This poses a security risk as it is data that is a prime target to hackers.  Golding-Harvest Ltd also plan on having data and resources that are stored both online and offline.
[bookmark: _Toc500863757]Data leak potential
Having data stored on personal devices is a massive threat to security, this is because the device could be infected with an application that syphers information from the BYOD software. Another threat could be with the trustworthiness of employees, although this is not a threat specifically to BYOD networks, having a device that can be accessed outside of a business building does make it much easier for an employee to steal important data from a company.[6] Mobile devices in particular has significant security risks, this is because most mobile devices are not thoroughly secured and protected against hackers and malware. This means that they can very easily be infiltrated and used to extract data by an attacker.
[bookmark: _Toc500863758]Differentiating Personal & Private use
The system of BYOD that is being suggested would require customers and employees the be able to use the BYOD network application for private use but still be able to use their device for personal use. 

[bookmark: _Toc500863759]Device Management systems
Device management systems are used as a means of enforcing the network policy. These systems are most common in the form of MDM which stands for mobile device management, this is because these devices are most prone to abuse and to infiltration/ hacking. MDM is usually a form of software that gives control to the IT team/admins, so they can secure the company network on the device. The goal of MDM is to optimize the security on the device whilst still maximising it’s functionality. MDM software can vary depending on the developer however their features usually allows the IT admin team to do the following:
· Wipe the data on the device remotely in the event of a potential security breach
· The ability to blacklist applications from their respective app store and block third party applications
· Enforce any encryption policies to keep company data secure
· Enforce any policies regarding passwords to ensure the device has a layer of defence against attackers
· Track the data/inventory on the device to identify which employees are in possession of which data
Device managements systems work by having a data centre that is stored on the company premises (or on a separate server using cloud based storage) that is accessed by the device through an agent. 

[bookmark: _Toc500863760][bookmark: _GoBack]Problem Formulation
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[bookmark: _Toc500863762]Different types of devices
Users of the BYOD system will most likely have many different types of devices, such as mobile, laptop, PDA or tablet. It would be important for all types of portable devices to be able to connect and receive data from the network to maximise the positive effects brought through a BYOD system. 
[bookmark: _Toc500863763]Different Operating System platforms
The users of the BYOD system will be using different operating systems which means that the system will have to be compatible with an array of different operating systems. A BYOD system would have to be accessible for all which means the user interface for accessing the data would have to available across all the different platforms and would also need to be cross platform, and example of this could be a web application. 
[bookmark: _Toc500863764]Different applications on user devices
Many of the employees that use the BYOD may not want to be restricted as to what applications they can and cannot use on their phone. This was shown through research conducted by the company Exinda who found that 43% of employees were “’very unwilling’ to give up the use of data-intensive smartphone apps like Spotify or Pandora in order to access company data”, and that 49% of employees would actually “opt out of accessing the company network if it meant giving up Android Backup Manager or iCloud access” [4]. For these reasons it would be important to have a strategy that allowed users to access the personal apps they would want to use whilst still being able to access the company network. Such concerns are especially true for customers, who would not want to have to stop using applications just, so they could access their personal company data remotely. 
[bookmark: _Toc500863765]Device loss, theft or failure
It is likely that some employees will lose or have their devices stolen, for this reason it is important to have a strategy that would prevent sensitive data from being extracted from the device. This is a very important aspect to take into account, especially considering “46.5% of enterprises that allow employee-owned devices to access their network have experienced data breach”[7].
It is also likely that customers could also suffer from device loss or theft and thus it is important to have a strategy that would prevent unauthorised people from accessing their account and personal information. This is especially important as Golding-Harvest Ltd would have to reimburse the customer of any losses (Assumption).
Devices could also fail which highlights another point which is that any data on the device needs to be retrievable, this includes any data that is downloaded to be used offline. With a BYOD system it would also be important to have precise record of who has access to data and who has the permissions to store said data.
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[bookmark: _Toc500863767]User Policy
The Employee may:
· Use the device to access any company owned resources
· Use the device for light communication. This does not include social media, games or other related apps
The Employee is not permitted to:
· Use the camera feature of a device during working hours
· Access websites that are non-work related whilst connected to the company’s network
· Install 3rd party applications that are not from a verified vendor e.g. Google play store
· Use the device whilst driving for emailing or messaging. Hands free communication is allowed
· Use the device for the purpose of:
· Sending or storing illegal files
· Harassing or abusing another person/business
· Sending or storing files that are owned by separate company
· Independent business not related to the company
The User will not receive a replacement device if the original is lost or stolen. 
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All devices must be examined and configured by a member of the IT support team before access is granted to the company network. Devices must also be examined when an employee quits to remove any company data.
The permitted operating systems for use with the BYOT system are:
· Android
· Blackberry
· Apple
· Windows
The list of compatible devices is as follows:
· Phone
· Tablet
· Laptop
The IT support team will only offer support for network related issues. Other issues are the responsibility of the device manufacturer. Exceptions to this are device problems that could implicate the device is compromised. 
Golding-Harvest Ltd will:
· Subsidise the cost of phone contracts 
· Subsidise the cost of internet dongle contracts
Golding-Harvest Ltd will not:
· Subsidise the cost of the device
· Subsidise or reimburse the cost for device repair
· Subsidise roaming charges outside of the UK
· Subsidise the overuse of minutes, texts or internet data as per the phone contract
Golding-Harvest Ltd reserve the right to suspend or deny access to the company network for any reason(s)

[bookmark: _Toc500863769]Security Policy
All devices are required to be protected by a sesquipedalian password that must be at least 10 characters in length containing a number and a symbol OR an unlock pattern OR a fingerprint.
All passwords and unlock patterns must be changed every 60 days. Password that have been one of the users last 10 passwords are not permitted.
The device must lock itself if it is idle for more than 10 minutes.
All devices must have a sufficient firewall to prevent from potential threats. This is determined by the IT support team. Additional software may need to be installed.
Android and Apple devices are not permitted to be jailbroken/rooted.
Access to Golding-Harvest Ltd data is restricted based upon the user’s profile. Customers will not be able to access sensitive data that is not related to themselves.
The Employee’s device will be wiped of data remotely if one of the following requirements are met:
· The device is lost
· The device is stolen
· The device is suspected of being compromised by a hacker or infiltrator
· The device is suspected of policy breach
Golding-Harvest Ltd are not liable for any data loss caused by remote data deletion. It is the responsibility of the Employee to back up their own data
Any devices that are stolen or lost must be reported within 24 hours.
Any devices use solely for personal use as strictly prohibited from accessing the company network.
The user is expected to take full responsibility for any risks associated with using a device connected to a BYOD network. Golding-Harvest Ltd are not liable.
Data from the Golding-Harvest Ltd system is not permitted to be downloaded or backed up on any devices other than those within the company building and the actual device being used with the BYOD system.
Golding-Harvest Ltd reserve the right to take disciplinary action against any employees that do not follow this policy. This includes termination of employee contract for severe infractions. 
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	Location
	Home (Customer)
	Home (Employee)
	Office Branch

	Security level
	1
	2
	3

	Managed by
	Customer
	Employee
	IT Support team

	Access
	Email, Accounts (own), Calendaring

	Email, Calendaring, File servers (limited access)
	Email, Accounts (all), Calendaring, File servers, Office peripherals (e.g. printers)
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This diagram illustrates the connections between each of the devices within the BYOD office network.

[bookmark: _Toc500863772]Results & Findings
From the research it was established that the BYOD system is a lot more complex than first meets the eye, this is because it requires an extensive policy to ensure that the network is not abused or taken advantage of. The implementation of a policy also serves as a way to increase productivity, this is because it allows users more freedom in the workplace thus creating a better environment for work. Findings from the research also highlights the big security risks that are associated with BYOD which may make it a less desirable type of network, other alternative that did come up during research were ones that looked to heavily improve the security which is lacking in BYOD, an alternative that stuck out was COPE (company owned, personally enabled) which had a scheme of CYOD (choose your own device); This system seemed to be quite similar to BYOD but with minimalised security risks, however it goes against the point of BYOD which is to increase productivity, it still limits the user heavily because they still need to use a company owned device, rather than their own. The implementation of the BYOD network in the above diagram did not go to plan as the network could not be configured properly to allow internet access, nor could a firewall be established. This highlights how difficult I can be to configure a BYOD network and also shows how if small parts of the setup are left out or forgotten it can make the whole network vulnerable.
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If the implementation of a BYOD network was to be done again, further research would be carried out to identify the best methods to ensure security on the system itself. This is because the BYOD network that was constructed lacked some security measure due to limitations in knowledge of how to use the Cisco Packet Tracer program. This lack of knowledge ultimately led to the system performing substandard to what would be expected of a full-scale BYOD network. In future work the policy for the network could be extended, this is to ensure that there will be no holes in the security of the system and would help consolidate the Users understanding what the system and network can/cannot be used for.
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