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[bookmark: _Toc25334]Abstract
The rapid popularization of network and the rapid development of network technology have brought great convenience to residents' work and lifestyle. However, complex applications and large-scale traffic data have brought great challenges to QoS control, network supervision and network security. As a key link, traffic classification, with the popularity of encrypted traffic technology and the rapid growth of application types and scales of network traffic, makes the classification accuracy and efficiency of traditional traffic classification technology with low automation unable to meet the needs of practical applications. At the same time, the unknown application traffic and even malicious traffic that appear at any time in the open network environment also bring great challenges to the traffic classification problem.Aiming at the problems of prior feature selection and low classification accuracy in traditional methods, a deep learning network traffic classification method based on subspace triple attention mechanism module is proposed. In this method, the traffic data feature map is divided into multiple subspaces according to the channel dimension. In each subspace, the one-dimensional feature coding calculation is carried out for the three channel branches respectively. The attention weight is calculated by capturing the cross dimensional interaction, which can effectively extract the feature information of the traffic data. In order to verify the effectiveness of the method, the ablation classification test of known class traffic is carried out on the two public datasets of USTC-TFC2016 and ISCX VPN-nonVPN , and then the benign and malicious discrimination test of unknown class traffic is carried out by using USTC-TFC2016 dataset alone. Experimental results show that the proposed method can achieve better classification results than the current best method on conventional traffic data sets and encrypted traffic data sets, and can accurately distinguish the properties of unknown traffic types.
Keywords: Network traffic classification; Deep learning; Attention mechanism; Encrypted traffic
1. [bookmark: _Toc2143]Introduction
In recent years, Internet technology has achieved rapid development and popularization in the world. Since the beginning of the epidemic, digital consumption represented by e-commerce, live broadcasting and games; Online livelihood services led by the government, such as epidemic prevention and control, back to work employment, and online taxation; The popularity of online classes and home office has further stimulated the rapid expansion of network users and network traffic. These changes have enriched residents' entertainment activities during the epidemic prevention and control period, brought great convenience to residents' living and working needs, and brought new growth points to the economy. Especially with the maturity and implementation of 5g, Internet of things, cloud computing and other technologies, it has provided solutions for many fields, such as industry, medical care, family, automobile, sports, entertainment and so on.
However, while enjoying the convenience brought to the country and residents by the development of network technology, efficient network management.The prevention and control of Internet security has become an urgent problem. The state's attention to network security also encourages many experts and scholars to research and innovate in network technology. Traffic classification technology divides Internet traffic into predefined categories, such as the nature of traffic (benign traffic or malicious traffic), the type of application (streaming media, VoIP, P2P applications, etc.), and the specific name of the application (youtube, Weibo, wechat, etc.). Different ways of predefined categories correspond to different application scenarios of traffic classification, as follows:
(1) Network security and intrusion detection
As of June 2021, 38.6% of Internet users had encountered network security problems. Among them, personal information leakage, network fraud, virus or Trojan horse invasion become the main incentives. According to statistics, 84% of companies adopting the Internet of things reported security vulnerabilities related to the Internet of things [1]. The above data shows that network threats do great harm to individuals and enterprises, and put forward a more urgent need for a safe and reliable intrusion detection system. The general approach of intrusion detection is to collect common malicious traffic, mine its characteristics and save them, and establish a feature library of malicious traffic. Malicious traffic is detected and intercepted by matching the characteristics of real-time network traffic. Therefore, classifying the nature of traffic is the most critical part of intrusion detection.
(2) Differentiated QoS policy
The increasingly large scale of traffic has brought a severe test to the performance of network transmission. Under the limited network resources, it is one of the most effective means to achieve load balancing to make full use of the different requirements of different application types (e-mail, file, streaming media, P2P applications, audio, video, etc.) for data transmission delay, bandwidth, packet loss rate and other indicators to deploy differentiated QoS strategies. Therefore, classifying traffic types is very important for managing bandwidth resources to ensure the QoS requirements of users.
(3) Network supervision
The purpose of network supervision is to provide users with a clean and safe network environment. According to statistics, China's current number of underage Internet users has reached 158 million. To create a healthy online environment for young people, we need to pay attention to some special
Such as adult games and adult live broadcasting software. Enterprises can also formulate regulatory strategies. For example, an electrical appliance company once counted employees' use of application names and use times unrelated to work during working hours through network supervision. Therefore, the classification of specific applications can facilitate network managers to track target applications according to regulatory policies, issue warnings to users or interrupt operations. In order to prevent network threats, it is necessary to distinguish benign traffic from malicious traffic, and use the classification results to deal with malicious traffic accordingly. In order to achieve QoS and network service supervision, it is necessary to classify the application types of specific traffic, and use the classification results to combine the different requirements of each application type for QoS for subsequent policy deployment and supervision. Port number concealment, network protocol privacy and traffic load encryption, which are widely used in new malicious traffic and new application traffic, make the accuracy of traffic classification methods based on port number or dpi fail to meet the requirements. Therefore, how to design a classification model to improve the classification performance of traffic in the environment of encrypted traffic is of great significance. At the same time, there are unknown traffic problems in all three application scenarios. In recent years, with the rapid development of 5g technology and Internet of things technology and the rapid expansion of network scale, various application types have emerged in endlessly. In addition to the known application types, there are also a large number of unknown and even malicious applications. Unknown traffic is the first traffic. According to statistics, unknown traffic constitutes 60% of the data flow and 30% of the bytes in some scenarios [2]. In order to better realize the prevention of network security, differential QoS policy deployment and network supervision, when dealing with an open and changeable network environment, the research of a complete classification method should include the following three functions: 1) classification of known traffic 2) detection of unknown traffic 3) class incremental update of classification model.
Network traffic classification technology can be divided into four development stages: (1) port-based network traffic classification method, focusing on the transport layer; (2) Network traffic classification method based on load characteristics focuses on application layer; (3) The network traffic classification method based on flow statistical characteristics,focusing on the link layer; (4) The network traffic classification method based on the original characteristics of the flow,focusing on the entire data packet.
With the iterative updating of network communication technology, various applications have widely used dynamic random port and encrypted traffic technology for data transmission, which makes the network traffic classification method based on port and load characteristics invalid in today's era.
The method based on flow statistical characteristics depends on the statistical characteristic data in the data packets transmitted from the link layer to the application layer, and is combined with machine learning methods, such as C4.5 decision tree, SVM, KNN, etc. The method based on machine learning can effectively classify the encrypted traffic data, and usually can also obtain a high classification accuracy. However, machine learning methods usually require feature engineering, that is, prior feature extraction of research data. Feature engineering brings extra work costs, which is not suitable for online application scenarios, but also has a great impact on the generalization of the model.
Some researchers have proposed a network traffic classification method based on deep learning through the improvement research of the shortcomings of the classification method of convective statistical features. This kind of method directly extracts features from the original traffic data, does not need to rely on prior knowledge to carry out feature engineering on the data, and makes full use of the advantages of deep learning network to automatically extract traffic features, which has become a research hotspot in recent years. The existing network traffic classification methods based on deep learning are mainly based on multi-layer convolution neural network, which improves the accuracy and classification efficiency compared with traditional classification methods. However, in some mobile application scenarios, the current deep learning traffic classification method is faced with the problem that the classification efficiency is general due to the high computational cost, and there is still room for improvement in classification accuracy.
In order to solve the shortcomings of the existing network traffic classification methods, this paper proposes a deep learning network traffic classification method based on the subspace triple attention module (STAM). It does not need to extract manual features in advance. The neural network directly extracts features from the original traffic data and obtains excellent classification results. This method introduces the method of subspace partition of feature map, and combines the advantages of the previous classical spatial attention and channel attention mechanism to improve it, so that the neural network can extract and fuse the features of traffic data in multi-space and multi-channel respectively. Through a series of comparative experiments on two public data sets, the results show that the classification accuracy of the proposed method in this paper is higher than other existing methods in network traffic data.

























2. [bookmark: _Toc6407]Literature Review
2.1 Port-based network traffic classification method
In the early stage of network development, the traffic identification method based on port number is usually used. Value range of port number is 0-65535. Among them, ports 0-1023 are assigned by the IANA organization for the specified protocol on the public network [3]. Port 1024-65535 is called the registered port number, which also includes user port (1024-49151) and dynamic port (49152-65535). Dynamic ports cannot be simply bound with applications, so the IANA organization only keeps the registration record of port number 0-49151. Because there were few kinds of applications at that time, and new applications would apply for port binding from IANA. Therefore, for the captured packets, only the port field needs to be parsed from the IP packet header and compared with the public port-application comparison table to complete the traffic classification.
Because some applications, such as P2P, use dynamic port numbers, and some applications use ports assigned to other applications for privacy and confidentiality. Relevant research shows that the method based on port number can only identify 30% - 70% of the traffic generated by specific applications [4], which shows that the technology based on port number can not meet the accuracy requirements. Therefore, researchers turn their attention to the packet load and ip packet header, and propose the deep packet detection technology.
2.2 Traffic classification method based on DPI
"Depth" means that compared with the method based on port number, which only mines the information of network layer and transport layer (source ip, destination ip, port number), DPI technology mines the load information of application layer, and uses more information to improve the accuracy of recognition. The recognition process of DPI is as follows: given a set of predefined patterns, also known as "signature", DPI will match the IP packet header and load of the packet byte by byte to get whether the packet matches one or more predefined patterns.
For a long time, deep packet detection technology has become the mainstream traffic identification technology. Relevant research has also developed a series of commonly used DPI open source projects, such as nDPI [5], PACE, and L7-filter. In the early stage of DPI development, some string matching algorithms such as Wu – Manber [6] and SBOM [7] can achieve fast character matching. As string signatures become more and more complex, regular expression matching becomes a more efficient matching method. Some NIDS (Network Intrusion Detection System) use regular expressions to define more than half of the matching rules. Finite state machine (FSM) can recognize regular expression language, so it is often used for regular expression matching. FSM consists of a set of nodes called states and a set of labeled directed edges connecting nodes. There is an "initial" state and a set of "accepted" states, and the accepted state represents one or more signatures. The matching process is as follows: starting from the initial state and the first byte of the payload, each time a byte is read from the payload, it jumps to the next state according to the label on the edge of the current state. When some acceptance states are reached, that is, the payload matches the corresponding signature. In most DPI applications, pattern matching based on automata has become the main method of signature matching due to its excellent performance. However, with the continuous development of network technology, DPI technology has gradually revealed its shortcomings. First of all, detecting the load data of a single packet requires a lot of labor costs and computational overhead; Secondly, the location of traffic signature is variable, and the fields of data packets corresponding to signatures of different application types are different. Therefore, in order to match different signatures, professional knowledge and sufficient signature libraries are required. Based on the above shortcomings, C. Mu [8] proposed a traffic signature automatic generation technology based on fixed bit offset mechanism for automatic extraction of traffic signatures. In another document [9], the author proposed the network traffic automatic signature software framework NTASG, which uses K-means algorithm to cluster data streams with similar behaviors, and the clustering results are used for signature extraction, and proposed the signature management algorithm sig-tree to manage the stored signature database.
However, with the rapid development of traffic encryption technology in recent years, such as VPNS (Virtual Private Network) technology, the accuracy of deep packet detection has also declined due to the encryption of packet load and the confusion and encapsulation of protocols [10]. In addition, HTTP2's multiplexing technology for packet load makes a single packet may not carry the signature information of the application, resulting in the failure of DPI technology.
2.3 Encrypted traffic classification method based on machine learning
As network users pay more attention to confidentiality and security, it is more difficult to obtain the original load information of data packets. Therefore, researchers transfer their research objects to data streams. The data stream is composed of data packets with the same quintuple according to the arrival time of the data packets. Five tuples are defined as source IP address, source port, destination IP address, destination port and protocol. With the wide application of machine learning classification algorithm, the characteristics that can represent the traffic categories become the focus of research. Because the features extracted from the ip flow will not invade the load of the data packets, the classification of encrypted traffic can be realized. Compared with the DPI method, the calculation efficiency is high, and it can cope with high-speed communication networks. In the current research, the characteristics of traffic are divided into three categories: statistical characteristics, graph characteristics and time series characteristics.
Statistical characteristics are generally extracted from the IP packet header fields, such as traffic duration, traffic idle time, inter-packet arrival time and packet length distribution. Moore [11] mined 249 statistical features from the data stream and evaluated the quality of these features. Lizhi Peng [12] designed 10 classifiers to evaluate statistical features respectively. Meng Shen [13] selects the optimal traffic feature set through three steps: feature preprocessing, feature evaluation and feature combination. Draper-Gil [14] proposed a new traffic data set and proposed the traffic feature extraction tool ISCXFlowMeter, which can automatically extract the statistical characteristics of traffic from the input original pcap file. The feature extraction method of the graph is to model the communication network into a graph composed of interconnected nodes, where the nodes are the hosts of communication in the network, and the edges are the communication between hosts. The graph theory is used to mine the feature information. The features of commonly used graphs include the structure attributes of graphs, the connectivity measures of graphs, and the features based on graphs, such as density or similarity [15]. Jusko. In J [16]'s work, the binary group (ip and port) is used as the node composition, because the application can open multiple ports for communication.
The timing characteristics of data flow are mainly reflected in the arrival time and packet size of data packets in the data flow. The change of timing characteristics of the application represents the unique communication mode of the application. Iglesias F [17] proposed a one-way time activity vector in his work. The vector integrates the active time of the data flow, the maximum and minimum values of the active or inactive continuous seconds of the data flow, and other features for traffic classification.
In the selection of classification model, the classical machine learning classification algorithm can be used to solve the traffic classification problem.
For tagged data sets, C4.5 decision tree [18] (wang), SVM [19] and random forest [20] (Aghaei) all show excellent performance. In view of the imbalance of traffic categories, Liu Z introduced the idea of cost-sensitive learning [21] and proposed a weighted cost matrix, which calculates the category weight by the proportion of the number of samples in each category and the cost of classification errors in each category. The author has excellent performance on 12 traffic data sets. In addition, the introduction of integration model can improve the generalization ability of classifiers. CalladoA [22] points out that no classifier can lead other classifiers in multiple evaluation indicators in all scenarios. Therefore, the author proposes to use the combination of classifiers (tree-based classifier, rule-based classifier, statistic-based classifier and SVM) to simulate different network classification scenarios, For each scene, the best combination of the above classifiers is selected through experiments.
Unsupervised model is also used for abnormal traffic monitoring, and the most commonly used is K-means clustering algorithm. Guang-Zhou LIN [23] improves the random initialization process of the cluster center of the classical K-means, and uses the difference of the data flow attributes to construct the initialization cluster center. A small number of labeled samples are used to map the clustering completed clusters and predefined traffic samples to complete the classification. However, this method does not take into account that unmarked data streams may contain new traffic tags. Du Y [24] applies k-means to the classification of encrypted P2P traffic. Amoli P.V [25] proposed a real-time unsupervised intrusion detection system to detect abnormal traffic in high-speed networks.
Although the machine learning algorithm achieves excellent results in traffic classification, its drawbacks are obvious:depth depends on feature quality and Machine Learning classifiers are only applicable to small-scale, low-dimensional, and small-category datasets. The two steps of extracting flow characteristics and Feature Engineering manually are very important and cannot be omitted. However, at present, there is no clear conclusion on which features best represent the flow category in academia. In the big data era, the number of categories and data volume of network traffic increase dramatically, which makes the tedious manual operation and computational costs for feature extraction and feature engineering more important.
2.4 Encrypted traffic classification method based on deep learning
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Fig.1  Comparison between machine learning method and deep learning method
Flow classification technology based on in-depth learning is called end-to-end system. Its feature is that it does not need to dig the characteristics of the data flow, but only needs to preprocess the original data package, that is, it directly acts as the input of the neural network after the characterization process. Neural network training replaces the steps of artificial feature extraction and feature engineering, does not require prior knowledge, and can mine deeper features of data flow.
Existing solutions have more differences in the representation of data flow, which corresponds to the choice of depth models that are good at different tasks.The process of characterizing data flow includes two levels: the filtering of data package information and the selection of mode. Filtering of packet information includes header fields, payload fields, or complete packets. The selection of modes is mainly picture mode and text mode.
On the filtering of packet information, Wei W[26] intercepts 784 bytes before two-way stream after five-component stream as a sample to represent all the characteristic information of a data stream. Lim [27] believes that the use of dynamic IP and dynamic port number technologies makes load information more suitable for classification than header information. Therefore, the author truncates the middle of the packet to get the load of the packet as characteristic information. He Y[28] proposed the non-zero load of the first n bytes of a session as characteristic information. In encrypted packets, the non-zero load of the first n bytes mainly includes handshake information of SSL/TLS and some load data. The author chose the best number of bytes n through experiments. Hwang[29], WangBo[30], Xie Guorui[31], and Tal Shapira[32] select IP and TCP/UDP headers to intercept packets to represent all the characteristic information of the packets. WangBo believes that the three headers of a packet, namely the Ethernet header, the IP header and the field information contained in the TCP/UDP header (such as ACK and Seq field information of the TCP header), can represent each traffic-specific behavior pattern. Xie Guorui retains a total of 14 fields for TCP and IP headers, while Tal Shapira retains only two characteristics, packet length and traffic arrival time. In another study, Wang Wei [33] characterized data streams as r*q, where R represents the number of packets in a data stream and Q represents the byte size of each packet. This method is designed to extract both temporal and spatial characteristics of data streams. This is also the widely used representation of data flow [34][35][36].

In the mode selection, Wei W [26] characterizes 784 bytes of data stream as 28*28 pictures, uses CNN which is good at mining picture characteristics for spatial feature extraction, compares the performance of 1DCNN 2DCNN, and concludes that 1DCNN is better at traffic classification. Yao Haipeng [34] uses a capsule network as an improved CNN to extract spatial characteristics characterized by picture traffic. The concept of capsules and dynamic routing algorithms are designed to efficiently process data streams to cope with large traffic data. Tal Shapira [32] proposed a FlowPic model, which uses 2DCNN to extract the spatial characteristics of flow represented by pictures. Ren Xinming [35]a tree-structured RNN, which divides a large classification into subclasses and sets up a classifier for each subclass. Different classifiers can complement each other in performance. The author's results on the ISCXVPNnonVPN dataset show that the tree RNs are ahead of the existing schemes in classification performance and model building time.
Hyun-Kyo Lim[27] characterizes truncated loads as text and proposes a three-layer LSTM model to extract text features. The author compares the combined models of multilayer LSTM, single-layer LSTM and CNN+LSTM.
Xie Guorui [31] also characterized 14 reserved header fields as text, using a self-attention model to extract the temporal characteristics of the header. Liu Chong [36] characterized byte-packet-data stream as letter-word-sentence text format, used LSTM to extract time series between bytes and packets, introduced attention mechanism, and proposed LSTM network based on hierarchical attention. The results show that the performance of hierarchical feature extraction is better than that of single-layer attention LSTM network. Jiang Tongtong [37] uses the same representation as Liu Chong, uses BiLSTM and TextCNN to complete the feature extraction of in-package time series, and multi-head attention mechanism to extract inter-package time series feature.
2.5 Deep learning related technologies
2.5.1 Convolution neural network
Convolution neural network is composed of several convolution layers and pooling layers alternately connected. It is a feedforward neural network, which is widely used in the field of image processing. In 2012, Alex Krizhevsky proposed the classic AlexNet [38] network, which is composed of five convolutional layers, three pooling layers and two full connection layers, and achieved the best classification effect in the ImageNet recognition competition of the year. AlexNet network. In 2014, Simonyan et al. proposed the VGG [39] model, using 3 * 3 convolution kernel instead of 7 * 7 convolution kernel while increasing the network depth, which played the role of reducing parameters and effectively improved the performance of the model. In 2015, He K et al. proposed ResNet [40] network, introducing residual connection in convolutional neural network, effectively solving the problem of gradient disappearance in depth network. However, with the deepening of the neural network, the requirements of the model for the system hardware equipment are also higher and higher. In response to this problem, the Google team has successively proposed the MobileNet [41] network and the improved MobileNetV2 [42] network based on the bottlenecks structure. These are two lightweight networks based on deep separable convolution, which improve the model speed while maintaining the model performance, and are suitable for mobile devices with limited computing performance. Based on the rethinking of the inverted residual block in MobileNetV2, Zhou Daquan et al. proposed a MobileNeXt [43] network based on the hourglass residual block. The network performs identity mapping and spatial transformation operations in higher dimensions, which can effectively reduce the information loss and gradient confusion in the neural network.
2.5.2 Attention mechanism
The attention mechanism in deep learning essentially refers to the mechanism that the neural network extracts a set of weight coefficients through automatic learning of samples, and strengthens the areas needing attention in the samples in the way of dynamic weighting while suppressing the unrelated background areas. In 2014, Volodymyr [44] proposed the visual attention model, and embedded the attention mechanism into the RNN model for image classification, which achieved remarkable results.
In [45], Hu Jie et al. proposed the Squeeze-and-Excitation (SE) module to model the correlation between characteristic channels by assigning different weight parameters to different channels, and achieved greater effect improvement with a small calculation cost. Because the convolution operation extracts features through the mixed information of cross-channel dimension and spatial dimension, Sanghyun Woo [46] proposed the convolutional block attention module (CBAM) to emphasize the meaningful features along these two dimensions. The experimental results show that CBAM can achieve better classification accuracy than SE model in ImageNet image classification. Hou Qibin et al. believe that SE network ignores location information, and propose a mobile network attention mechanism that embeds location information into channel attention, called coordinate attention (CA) [47]. The ablation experiment on ImageNet data set has proved that CA module can obtain weak advantages over other attention modules.
In view of the shortcomings of existing methods, this paper proposes a network traffic classification method based on subspace triple attention mechanism on the basis of deep learning method. Compared with the existing deep learning methods, this paper introduces a lightweight network structure embedded in the attention mechanism module, which realizes the extraction and fusion of multi-space and multi-dimensional features without significantly increasing the depth of the model, thus improving the classification performance of network traffic data.






















3. [bookmark: _Toc13075]Design and Implementation
3.1 System Overall Framework
The network traffic classification system based on STAM proposed in this paper is composed of data preprocessing module, network training module and model testing module. The overall system flow diagram is shown in Figure 2.
[image: ]
Fig.2  Process diagram of traffic classification
First, the original traffic data input data preprocessing module divides the dataset into training and test sets at a 9:1 scale, and labels them with categories. After preprocessing, the data and labels are converted into IDX3 and IDX1 formats, which can be directly input into the neural network. Secondly, the training set is input into our STAM feature extraction network, and the optimal model parameters during the training process are saved through multiple iterations of optimization training. Finally, the test set is input into the previously saved model, and the classifier is used to output the classification results of the test set samples.
3.2 Data Preprocessing
This paper uses two-way flow (session) as the basic unit of classification, because two-way flow contains more feature information than single packet and one-way flow, which can help improve the classification performance of the model. Figure 3 shows the byte information of packets in the pacp file viewed by wireshark software.
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Fig.3 Pcap data information
It can be seen that the packets in the pcap file have complete Ethernet frame headers, IP headers, TCP/UDP headers and encryption loads. The fields in the header part of the data packet (the header part in this article refers to the header of the transport layer and the network layer) store the status information of the data packet. In a data flow, the change of packet header field from time to time implies a specific behavior mode of this traffic category. In the research of feature-based traffic classification, the time series characteristics of the extracted data flow, such as the direction of the data packet, can be calculated from the port field of the packet header, and the length of the packet can be calculated from the length field of the packet header. In addition, some hidden temporal features of the packet header need to be extracted with the help of a depth model. Therefore, the header part of the packet represents the unique timing characteristics of the application. The load of the packet stores the user data of the application. In the research of traffic classification based on DPI, the "signature" related to the application category is mined from the application layer data, so the load data of the packet contains the pattern related to the application category. At the same time, the similarity of user data of the same application and the similarity of the same encryption algorithm for the load are reflected in the load part of the data package. Therefore, the load content of the data package represents the unique spatial characteristics of the application.

Based on the above analysis, the following data preprocessing methods are proposed in this section, which preprocess the header part and the load part of the data packet respectively, and unify the header length and load length respectively, which can conveniently truncate the connection between the header and the load of the data stream and send it into different depth models to complete the feature extraction. The whole preprocessing method consists of four parts: traffic filtering, traffic segmentation sample generation, and IDX file generation. The tools used in this part include the packet diversion tool splitcap, the python library scapy for packet filtering and processing, and the pcap processing tool editcap provided by wireshark.
[image: ]
Fig.4 Pcap data information

First, perform the traffic filtering operation to filter the data packets that are useless for the classification task, such as establishing and removing the SYN and FIN packets of the TCP connection, and resolving the domain name to the DNS data packets of the IP address. These packets are independent of application identification or traffic characteristics, so they need to be deleted [48]. Scapy library provides the positioning and filtering functions of data packets. The packet.flags&0x13 statement can locate SYN, ACK and FIN packets; The DNS in packet statement can locate DNS packets.
The second step is the traffic segmentation operation. Use the Splitcap tool to divide the data flow according to the five-tuple (source IP address, destination IP address, source port number, destination port number and protocol) of the data packet header field, and define the two-way flow as a session and serve as a classification sample. The data flow appearing later in this paper refers to bidirectional data flow.
Then, in order to meet the requirements of the neural network for the uniform size of the input data, it is also necessary to carry out the uniform operation on the length of the cleaned data. For data samples with a length of more than 784 bytes, we intercept the first 784 bytes as valid input, and for samples with a length of less than 784 bytes, we make up 0 for the insufficient part. For the data stream with uniform length, we can choose to convert it into grayscale image in binary format so that we can visualize the flow data from the representation, or skip this step and directly proceed to the next step. Finally, the data stream or gray image is converted into IDX format, which is also a common input file format in neural network.
3.3 Feature extraction network
3.3.1 Subspace triple attention module
Attention mechanism has been proved to have obvious effects in various deep learning tasks, and is usually used in image classification, image segmentation and other fields. In order to extract richer features from traffic data, this paper proposes a subspace triple attention module (STAM). Compared with large attention networks based on self-attention and other mechanisms, STAM is a lightweight network, which can be seamlessly inserted into various convolutional neural network structures, and does not need to increase too much computing consumption.
Inspired by the subspace structure of ULSAM [49], the STAM module divides the initial feature map formed after convolution into multiple subspaces according to the channel dimension. However, unlike ULSAM network, each subspace of STAM contains an attention module TAM (Triple Attention Module) that performs feature coding operations on the feature map in three channel dimensions. We call this subspace structure that integrates triple attention modules subspace triple attention module (STAM). The detailed implementation details of the subspace module and the triple attention module are introduced in detail.
(1) Subspace module
[image: ]
Fig.5  Diagram of Subspace Triple Attention Module
As shown in Figure 5, for the entire STAM module, give an intermediate characteristic graph F∈H×W×C as the input, where C represents the number of channels of the feature map, H and W represent the height and width of the feature map respectively. STAM divides the feature map F into N independent feature map groups [F1, F2, F3.....FN] in the channel dimension, and each feature map group has G feature maps. Each feature map group performs TAM attention calculation in the corresponding subspace, and outputs a feature map group with the same shape and size, as shown in formula (1):
	 	(1)
Where,represents the feature map group output from the nth subspace, represents the input feature map group in the subspace, and represents the TAM attention calculation function.
After the TAM module, we get a new set of feature map groups in each subspace branch, and then splice the N feature map groups to achieve multi-space feature fusion to get a new feature map , as shown in formula (2):
		(2)
Where  represents the tensor splicing operation on the channel dimension.
It can be seen from equation (2) that in the STAM network, the complexity of the model is directly related to the selection of the number of subspaces N. Different values will lead to different calculation costs and affect the model effect. Therefore, we should select the most appropriate N value according to the actual situation of different tasks. The value of N can be divided into the following three cases: (1) N=1: In this case, the concept of subspace no longer exists, and the feature extraction operation is only performed in a single feature group, which cannot achieve multi-space feature fusion. (2) 1<N<C: When N is between the intermediate value of 1 and C, the initial feature map is divided into N sub-feature maps, and different feature information can be captured in each subspace, which is conducive to extracting richer feature representation from network traffic data. (3) N=C: This means that the number of channels of the feature map in each subspace is only 1. At this time, the effect of the attention mechanism module in the subspace will be greatly affected, because we can only extract a small amount of spatial information from the single-channel feature map, and any information related to the channel dimension cannot be extracted. In addition, in this case, if the number of subspaces is too large, the calculation consumption will also be much larger, which further affects the performance of the model.
Based on the above discussion, it may be the best choice to select an appropriate intermediate value for N, but the specific value selection needs to be determined through comparative experiments. We will introduce the N-value comparison experiment in the next chapter.
(2) Triple attention module
Through spatial attention (SAM), we can extract the spatial information of feature map in two-dimensional plane. However, due to the channel dimension compression operation, we only extracted the common features in the overall feature map group, and the personality features in each channel feature map were ignored. That is to say, individual spatial attention cannot judge the importance of different channels in the feature map. Channel Attention (CAM) solves this problem, but its global pooling operation compresses the spatial dimension, resulting in the neglect of spatial information. In CBAM [46], the initial feature map realizes the extraction of channel information and spatial information through CAM and SAM. However, we believe that there is still room for improvement in this approach, because spatial information and channel information are extracted successively in two relatively independent modules, and the interaction information between some dimensions may be ignored in the whole process.
Based on the above analysis, we propose a triple attention module (TAM) combining the advantages of several classical attention mechanisms, and embed it in each subspace structure. TAM can take into account the mining of spatial information and channel features, and obtain the interaction between dimensions. The structure diagram is shown in Figure 6.
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Fig.6  Diagram of TAM
In TAM, the input feature graph X comes from the subspace division of the initial feature graph, and the shape is H × W × G. That is, X ∈ H × W × G。 For the inputted feature graph, we carry out one-dimensional feature coding operations on its three dimensions respectively to form three parallel network branches. According to the dimension of coding operation, we name these three branches C (channel), H (height) and W (width) respectively.
In branch C, perform Z-pool operation on X. Z-pool operation refers to the maximum pooling and average pooling operation on the channel dimension of the feature map, and then the two pooled feature maps are spliced on the channel dimension to form a feature map containing spatial information, with the shape of H × W × 2。 Z-pool operation reduces the dilution of local salient features by average pooling, and also strengthens the representation of secondary features ignored in maximum pooling, which combines the advantages of the two pooling operations. Z-pool operation can be expressed by formula (3):
		(3)
Where  and  represent the maximum pooling operation and average pooling operation on channel dimension C.
Next, perform a depthwise separatable convolution operation on the pooled characteristic graph. Depthwise separatable convolution decomposes ordinary convolution into depthwise convolution and pointwise convolution, which can effectively reduce the amount of parameters in the convolution neural network and improve the operation rate of the model. It is usually used in some lightweight neural networks. The deep convolution only extracts the spatial coding information within each channel, and the information coding between channels is completed by point-by-point convolution. The deep separable convolution process is shown in formula (4):
		(4)
Where PW represents pointwise convolution, and  represents 7 × 7 depthwise convolution. After completing the above convolution calculation, batch normalization (BN) and sigmoid activation are performed on the output features, which is conducive to accelerating the convergence of model training. In order to avoid the problem of gradient disappearance and network degradation, the active output and initial input characteristics are multiplied and then added to obtain the output characteristic graph of the C branch. This process is shown in formula (5):
		(5)
Where,  represents element-wise product, and  represents sigmoid activation function and BN operation.
For H branch and W branch, we follow the practice in CA [47], and carry out one-dimensional average pooling operation on X respectively on H and W dimensions to generate a pair of characteristic maps along the horizontal and vertical directions, as shown in Formula (6) and (7):
		(6)
		(7)
Where，∈1×W×G，∈H×1×G.
The above two transformations decompose the global average pooling calculation process in channel attention into two one-dimensional pooling operations, which can capture remote dependencies in one spatial direction and retain accurate location information in the other direction. In addition, compared with the separate channel attention mechanism, this method achieves pixel-level weight update for each feature map, which is conducive to achieving more detailed feature extraction for samples.
In order to effectively capture the interaction between channels, we will splice the two feature maps generated in formulas (6) and (7) and then pass through a shared point-by-point convolution layer, and generate the combined feature map Z after activation, as shown in formula (8):
		(8)
Where δ Represents a non-linear activation function, Z∈1×(H+W)×(G/R), where R represents the reduction rate of the parameter. Then we divide Z into two independent tensors, Zh and Zw, and then elevate the channel dimension through two point-by-point convolution layers, transforming them into two tensors  and with the same shape as  and , which are the output of two branches, H and W. The calculations are as follows: (9), (10):
		(9)
		(10)
Where  represents the sigmoid activation function,∈1×W×(G/R)，∈H×1×(G/R). Finally, we multiply the output of the three branches to get the output characteristic graph Y of the TAM module, as shown in Formula (11):
		(11)
	  Using the three parallel branches mentioned above, we can derive attention features extracted from the three dimensions. In Branch C, we obtain a set of feature maps containing spatial information through one-dimensional pooling of channel dimensions, which can help us extract important information in space. In H branch and W branch, we pool the corresponding two dimensions in one dimension to get a direction-aware and location-sensitive feature map, which is helpful to extract the interaction between dimensions. Finally, we multiply the output of the three branches to get a set of fused attention maps.
3.3.2 Infrastructure Network Architecture
	  As a plug-and-play attention mechanism module, STAM needs to be used in conjunction with convolution neural networks. Considering the potential application scenarios for traffic classification tasks for network lightweight requirements, we select MobileNeXt[42] from a classic lightweight network as the underlying network architecture to carry the attention module. The MobileNeXt network uses Sandglass Block as its basic structural unit. We embed the attention module proposed in this paper into the hourglass block, as shown in Figure 7:
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Fig.7  Sandglass structure embedded in attention module
As shown in the figure, at the beginning and end of the hourglass block, two depthwise convolution layers are placed to extract the spatial information inside the channel in high-dimensional space. The two pointwise convolution layers are located between the first and last two deep convolution layers, responsible for the expansion and reduction of channel dimensions respectively, and play a role in reducing the number of network parameters. Dashed lines represent residual connections and can be added as needed. Referring to Hou Q's practice in document [47], we inserted the attention module into the first deep convolution layer to extract attention in high-dimensional space, reducing the loss of information after activation. Compared to the bottleneck residual block in MobileNetV2[42], the sandglass block moves deep convolution from low-dimensional space to high-dimensional space, reducing by 1×1 The phenomenon of encoding spatial information caused by pointwise convolution can extract richer feature representations.
Combining the size and number of network traffic data samples, we designed a lightweight network architecture for network traffic classification, which is as follows:
Table 1  Architecture details of feature extraction network 
	No.
	Reduction
	Input dimension
	Output dimension
	Stride
	Operator

	1
	-
	28×28×1
	28×28×32
	1
	Conv2d 3×3

	2
	2
	28×28×32
	14×14×96
	2
	Sandglass block

	3
	6
	14×14×96
	14×14×144
	1
	Sandglass block

	4
	6
	14×14×144
	7×7×192
	2
	Sandglass block

	5
	-
	7×7×192
	1×1×192
	-
	Global avgpool

	6
	-
	1×1×192
	192
	-
	Flatten

	7
	-
	192
	128
	-
	Dense

	8
	-
	128
	k
	-
	Dense



As shown in Table 1, where Reduction represents the proportion of parameter reduction in the hourglass block, Stride represents the convolution sampling step, Operator represents the corresponding operation at each level of the network, and K represents the number of categories of samples. At the top of the feature extraction network, we set up a convolution layer with 32 output channels to generate the initial feature map. Considering that the size of a single data sample is only 28×28. We stack only three hourglass blocks embedded in the attention module behind the first convolution layer to try to avoid training getting trapped in over-fitting due to the complexity of the network model. Furthermore, due to the limited network depth in this article, we do not use residual connections in the hourglass structure. Then we pool and flatten them one by one to get a set of one-dimensional eigenvectors. At the bottom of the network, we add two full-connection layers, the second full-connection layer outputs the score of K categories, and the prediction probability of the final output K categories is activated by softmax layer.
3.4 Datasets
Two common datasets, USTC-TFC2016[26] and ISCX VPN-nonVPN[50], are used as experimental datasets. The USTC-TFC2016 dataset is composed of 10 benign and 10 malicious network traffic, and the ISCX VPN-nonVPN dataset is composed of 6 conventional encrypted traffic and 6 VPN encrypted traffic. The specific categories of the two datasets are described in Tables 2 and 3, respectively.
Table 2  USTC-TFC2016 dataset
	Category
	Name
	Attribute
	Category
	Name
	Attribute

	0
	BitTorrent
	Benign
	10
	Cridex
	Malware

	1
	FaceTime
	Benign
	11
	Geodo
	Malware

	2
	FTP
	Benign
	12
	Htbot
	Malware

	3
	Gmail
	Benign
	13
	Miuref
	Malware

	4
	MySQL
	Benign
	14
	Neris
	Malware

	5
	Outlook
	Benign
	15
	Nsis-ay
	Malware

	6
	Skype
	Benign
	16
	Shifu
	Malware

	7
	SMB
	Benign
	17
	Tinba
	Malware

	8
	Weibo
	Benign
	18
	Virut
	Malware

	9
	WorldOfWarcraft
	Benign
	19
	Zeus
	Malware



Table 3  ISCX VPN-nonVPN dataset
	Category
	Name
	Attribute
	Category
	Name
	Attribute

	0
	Chat
	Unencrypted
	6
	VPN-Chat
	Encrypted

	1
	Email
	Unencrypted
	7
	VPN-Email
	Encrypted

	2
	File transfer
	Unencrypted
	8
	VPN-File transfer
	Encrypted

	3
	P2P
	Unencrypted
	9
	VPN-P2P
	Encrypted

	4
	Streaming
	Unencrypted
	10
	VPN-Streaming
	Encrypted

	5
	VoIP
	Unencrypted
	11
	VPN-VoIP
	Encrypted



As shown in the table, for USTC datasets, we can classify the data into 2 or 20 categories according to benign malicious nature or specific application categories. For VPN datasets, we can also classify the data into 2 or 12 classes according to the nature of encryption and non-encryption or specific categories. In different classification task scenarios, we label the data with a different number of categories to categorize traffic according to actual needs.







4. [bookmark: _Toc21716]Results and Discussion
4.1 Experimental environment and settings
The computer operating system used in this experiment is Windows10 Home Edition, with 16GB memory, AMD Ryzen 7-5800H CPU, NVIDIA GeForce RTX 3060 Laptop GPU and 6GB video memory. The in-depth learning framework is Tensorflow2.4.0 and keras 2.4.0, and the experimental code is based on Python 3.7 programming.
The batch size during model training is set to 256. The optimizer used is the Adam optimizer. The default values of 0.9 and 0.999 are used for β1 and β2. Through multiple rounds of tests, the dynamic optimization method is used to set the learning rate. The initial learning rate is 0.02, and every 20 epochs attenuates to half. The index of detection is the accuracy of the model in the validation set. The training round is set to 200 rounds, and the EarlyStopping technique is also used to detect the accuracy of the model in the validation set. If the accuracy of the validation set is not improved within 20 rounds, the training will be terminated and the model parameters with the best effect will be saved.
The experiment part uses the USTC-TFC2016 data set to verify the ability of STAM to mine different characteristic information of benign/malicious traffic; Use the ISCXvpn-nonvpn data set to verify the ability of STAM to mine different characteristic information of conventional encryption/protocol encryption traffic. Use the classification performance of STAM model to deal with different classification tasks to illustrate the generalization ability of the model.
4.2 Evaluation Index of Experiment
For classification tasks, evaluation and validation indicators are usually calculated based on the following four experimental statistics: (1) TP, indicating that positive samples are correctly predicted to be positive sample categories; (2) TN, indicating that negative samples are correctly predicted as negative sample categories; (3) FP, indicating that negative samples are incorrectly predicted to be positive sample categories; (4) FN, indicating that positive samples are incorrectly predicted as negative samples. Based on the above four statistical results, we can calculate the following four evaluation indexes to evaluate the classification effect of the model: Accuracy, Precision, Recall and F1-score.
Accuracy represents the proportion of all samples that are predicted correctly and is often used to assess the global accuracy of classification models using the following formulas:

		(12)
Precision represents the ratio of the number of positive samples correctly classified to the number of samples that the classifier judges to be positive, and is often used to evaluate a binary classification problem. However, in the multi-classification problem, we can also calculate the precision value for each specific class, where the precision rate of the class I sample is calculated as follows:

		(13)
Recall means the ratio of the number of positive samples correctly classified to the actual number of positive samples. Similarly, for category i, we have:

		(14)
F1-score refers to the harmonic mean of the precision and recall rates. The F1-score of class i can be given by the following formula:

		(15)
4.3 Experimental Result
4.3.1 Subspace Number Selection Experiment
In the previous section, we discussed the possible effects of the number of subspace N in STAM on the experimental results. Below, we select an appropriate N value based on the classification task effect of two different datasets. The experimental results are shown in Figure 8.
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Fig.8  Influence of different N values on classification accuracy
Because the number of channels in the initial feature graph of the feature extraction network is 32, and when N=16 and N=32, the complexity of the model leads to lower training efficiency, so we choose to use N values of 1, 2, 4, 8 for classification experiments. In the ISCX VPN-nonVPN dataset 12 classification experiment, with the increase of N value, the classification accuracy gradually increases, and the best classification result is obtained when N=4, accuracy can reach 99.85%. When N=8, the classification effect decreases slightly. Consider that the model may slightly overfit due to increased computational complexity. In the USTC-TFC2016 dataset 20 classification experiment, all 4 seed spatial values achieved 100% classification accuracy, indicating that the model can fully learn the data characteristics without dividing the subspace structure. Based on the above analysis, we set the N values to 4 and 1 respectively in the ISCX VPN-nonVPN and USTC-TFC2016 dataset classification experiments.
4.3.2 Benign/Malware Traffic Classification Experiment
Benign/Malware Traffic Classification Experiments were performed on the USTC-TFC2016 dataset. Firstly, all benign and malicious traffic data were labeled with 20 categories of 0-19 according to the category label in Table 2, respectively, to perform the experiment of routine/malware traffic 20 classification. The test set is input into the model saved after training. The classification confusion matrix of the original results after processing is shown in Figure 9. The classification evaluation indexes of benign and malware traffic are shown in Table 4 and Table 5, respectively.
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Fig.9  USTC-TFC2016 Dataset 20 Classification Confusion Matrix 
Table 4  Evaluation Index of Benign Traffic Classification
	Category
	Precision(%)
	Recall(%)
	F1-score(%)
	Number of samples

	0
	100.00
	100.00
	100.00
	752

	1
	100.00
	100.00
	100.00
	600

	2
	100.00
	100.00
	100.00
	689

	3
	100.00
	100.00
	100.00
	863

	4
	100.00
	100.00
	100.00
	724

	5
	100.00
	100.00
	100.00
	725

	6
	100.00
	100.00
	100.00
	632

	7
	100.00
	100.00
	100.00
	633

	8
	100.00
	100.00
	100.00
	667

	9
	100.00
	100.00
	100.00
	788


Table 5  Evaluation Index of Malware Traffic Classification
	Category
	Precision(%)
	Recall(%)
	F1-score(%)
	Number of samples

	10
	100.00
	100.00
	100.00
	822

	11
	100.00
	100.00
	100.00
	670

	12
	100.00
	100.00
	100.00
	637

	13
	100.00
	100.00
	100.00
	513

	14
	100.00
	100.00
	100.00
	850

	15
	100.00
	100.00
	100.00
	607

	16
	100.00
	100.00
	100.00
	963

	17
	100.00
	100.00
	100.00
	850

	18
	100.00
	100.00
	100.00
	652

	19
	100.00
	100.00
	100.00
	603


As can be seen from the above chart, the STAM model proposed in this paper can adequately extract the traffic characteristics of USTC-TFC2016 dataset, and the accuracy of traffic identification for benign and malicious categories reaches 100%. From the experimental results, we can infer that there may be some distinct characteristics in each category of network traffic data, which also provides an experimental basis for the implementation of the identification of unknown traffic properties.
4.3.3 Traffic Classification Experiments for General Encryption/Protocol Encryption
General Encryption/Protocol Encryption Traffic Classification experiments were performed on ISCX VPN-nonVPN datasets. We labeled all categories of traffic data with 12 categories of 0-11 labels according to the category labels in Table 3. We performed a general encryption/protocol encryption traffic classification experiment, and the classification accuracy on the test set could reach 99.85%. The 12 classified confusion matrices obtained after processing are shown in Figure 10, and the classification evaluation indexes for each category are shown in Table 6.
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Fig.10  ISCX VPN-nonVPN Dataset 12 Classification Confusion Matrix
Table 6  ISCX VPN-nonVPN dataset classification evaluation index
	Category
	Precision(%)
	Recall(%)
	F1-score(%)
	Number of samples

	0
	100.00
	100.00
	100.00
	600

	1
	100.00
	100.00
	100.00
	600

	2
	100.00
	100.00
	100.00
	600

	3
	100.00
	100.00
	100.00
	104

	4
	100.00
	100.00
	100.00
	188

	5
	100.00
	100.00
	100.00
	600

	6
	99.27
	99.75
	99.51
	407

	7
	96.67
	96.67
	96.67
	30

	8
	99.02
	99.02
	99.02
	102

	9
	97.83
	93.75
	95.74
	48

	10
	100.00
	100.00
	100.00
	66

	11
	100.00
	100.00
	100.00
	600


The experimental results show that the STAM network achieves a high classification accuracy for each specific category of traffic, in which the classification effect of conventional encrypted traffic is better than that of protocol encrypted traffic, which also corresponds to the more difficult characteristics of protocol encrypted traffic to be identified. At the same time, we can also observe that the accuracy rate of traffic classification in categories 7, 8 and 9 is relatively low. This may be due to insufficient sample size, which results in insufficient extraction of the characteristics of such traffic and belongs to the category imbalance problem in the classification task.
4.3.4 Experimental results comparison
In order to better reflect the superiority of the method proposed in this paper on flow classification, ablation experiments and comparison experiments with other existing related work are designed in this section. The ablation experiment used ISCX VPN-nonVPN dataset with higher model classification performance, and the relevant comparative experiments used USTC-TFC2016 and ISCX VPN-nonVPN dataset.
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Fig.11  ISCX VPN-nonVPN dataset Ablation Experiment
As shown in Figure 11, five sets of ablation experiments have been performed, in which Baseline indicates that the infrastructure uses an hourglass structure with no attention module added in Figure 7, while the other groups reflect the effect of the classification by adding different attention modules. From the ablation results, we can see that the classification effect can be significantly improved by adding different attention modules to the model. The STAM module proposed in this paper performs best among several attention modules, with the highest classification accuracy of 99.85%. STAM produces more computational cost than other attention modules, but it is still a lightweight network considering that the size of the STAM-based model is less than 2MB. The STAM module can be added to the classification network to increase the computational cost appropriately in exchange for higher classification accuracy when the equipment conditions permit.
Table 7 Experimental results of different methods on traffic datasets 
	Method
	Dataset
	Accuracy(%)

	Capsule Network
	USTC-TFC2016
	98.3

	SAM
	USTC-TFC2016
	98.73

	2D-CNN
	USTC-TFC2016
	99.17

	STAM
	USTC-TFC2016
	100

	CSCNN
	ISCX VPN-nonVPN
	97.7

	1D-CNN
	ISCX VPN-nonVPN
	86.6

	CNN and SAE
	ISCX VPN-nonVPN
	94

	CLD-Net
	ISCX VPN-nonVPN
	92.89

	STAM
	ISCX VPN-nonVPN
	99.85


As shown in Table 7, the method presented in this paper achieves the highest classification accuracy on both USTC-TFC2016 and ISCX VPN-nonVPN public datasets, with 100% and 99.85% respectively, compared with other related research work. The comparison results show that our method can accurately identify the characteristics of various types of traffic data and complete the classification, which has practical application value in the field of network traffic identification.
4.4 Visualization of experimental results
4.4.1 Visualization of overall classification effect
In the previous section, we quantitatively analyzed the traffic classification results through specific experimental data. In order to show the classification effect more visually and qualitatively, we can embed the data samples from the high-dimensional space into the more intuitive low-dimensional space through the T-SNE[51] (T-Distributed Stochastic Neighbor Embedding) method to achieve the overall visualization of the samples. T-SNE is an unsupervised nonlinear dimensionality reduction algorithm, which is often used as a visual tool to verify the effectiveness of models and algorithms. Its core idea is that the distribution of data points can still ensure spatial similarity when mapping similar data points in high-dimensional space to low-dimensional space. T-SNE uses K-L divergence as a measure of the similarity between the two distributions, and uses gradient descent method to optimize the high-dimensional distribution P and low-dimensional distribution Q. The visualization experiment in this paper uses samples from the USTC-TC2016 data set and the ISCXvpn2016 data set to use t-SNE to reduce to 2 dimensions and project to a two-dimensional plane. The single sample in this experiment is a 784-byte sample after pretreatment.
The visualization results of the original sample distribution of the two data sets, USTC-TFC2016 and ISCX VPN-onVPN, are shown in Figure 12. (Note: The original flow data in this section refers to the original flow data after pretreatment)
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Fig.12 Sample distribution of raw flow data
Scatters of different colors in Figure 12 represent sample points of different categories of data, and circles with digital labels represent distribution center points of samples of each category. It can be seen from the figure that quite a number of samples in the original traffic data overlap in different degrees, and the intra-class distribution of samples in various categories is also relatively scattered, so it is necessary to extract features from the original data before classification.
After inputting the two original data sets into the feature extraction network, take the output of the last full-connection layer for T-SNE dimensionality reduction operation, and get the visual sample distribution diagram after feature extraction, as shown in Figure 13.
[image: ]
Fig.13 Distribution of data samples after feature extraction
It can be seen from the figure that after feature extraction, there is almost no overlap between samples of each category, and most samples in each category are also clustered. Although the intra-class sample distribution of a small amount of category data is still discrete, there is an obvious spatial distance between the intra-class sample and other category samples, which is convenient for us to distinguish the feature distribution between different categories.
4.4.2 Single sample feature extraction visualization
In order to demonstrate the ability of the spatial feature extraction module to extract traffic key byte features, this section also uses the Grad-CAM technology [52] to visualize the network feature extraction results of STAM. Grad-CAM technology is a paper on the visualization of CNN feature extraction results published by RR Selvaraju et al. on CVPR in 2017. It is used to visualize the area of the original image that the feature extraction model focuses on. The calculation process is summarized as follows: the output score of the network is used to calculate the gradient and average value of all pixel points of the feature map of all channels, and the feature values that have a positive impact on classification are retained. Use bilinear interpolation algorithm to interpolate the image, restore the class activation image to the size of the input image and output.
Grad-CAM is a visualization method for convolution neural network. It obtains the weight of each feature map by calculating the global average of the gradient, which helps to understand which local positions in a single data sample make the final classification decision of the model. A total of four sample data are selected from the two data sets of USTC-TC2016 and ISCX VPN-onVPN. Each sample data is input into the four feature extraction networks of CNN, SE, CBAM, and STAM respectively. Then the output features are visualized by using the Grad-CAM method for class activation. The resulting thermal diagram is shown in Figure 14.
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Fig.14 Grad-CAM visual thermal diagram
In the thermal diagram of Figure 14, the color of each pixel represents the importance of the pixel region to the sample classification decision. The closer it is to red, the more important it is for the decision of sample classification. On the contrary, the closer it is to blue, the less significant it is for the decision of classification. It can be seen from the thermal maps of various networks that the red areas of the thermal maps of CNN networks are relatively scattered, and the dark areas of the thermal maps are more concentrated after the attention mechanism is added, and the color of the dark areas is further deepened. This shows that the attention mechanism can help the neural network to focus on the areas with more prominent features, while ignoring or weakening the weight of the areas with less classification decision-making. This is because after the output of the ordinary convolution layer is passed through the attention mechanism module, the characteristics of different bytes and different channels are filtered in one step, making the important bytes and channel characteristics information play a decisive role in the network decision, while the weight of the unimportant bytes and channels is smaller. This part of the visualization results show that the 2DCNN model can accurately extract the effective spatial feature information of the load bytes, and the attention mechanism can further screen the important feature information, and different types of attention mechanisms can also be different for the sensitive areas of the same sample. Compared with the other two attention mechanism networks, STAM network has the darkest thermal diagram and the most concentrated red area distribution, which shows us qualitatively the excellent feature extraction ability of STAM in traffic data sets.


















5. [bookmark: _Toc25621]Conclusions and Recommendations
5.1 Conclusions
In view of the growing scale of network traffic and the increasingly serious network security problems, efficient and reliable network traffic classification method as an important means of network supervision and intrusion detection has become a hot research direction. The advantage of deep learning in processing large-scale and high-dimensional data has become the mainstream technical means of current traffic classification problems.
In view of the limitations of single feature extraction of traffic in current work, and the problem that the closed traffic classification model cannot adapt to the open and changeable network environment, this paper makes corresponding improvements. The main work of this paper is as follows:
(1) Summarize the advantages and disadvantages of traditional traffic classification methods and end-to-end traffic classification methods. Firstly, the useless information of the original traffic data is fully filtered by using the prior knowledge in the field of traffic classification to compress the dimension of a single sample and the size of the entire data set. Secondly, the differences in the characteristic patterns and encryption methods of the packet header and the load part are pointed out. Finally, a novel network traffic preprocessing method is proposed. The header part and the load part are processed separately and the dimensions are unified, and output as IDX format file, which is convenient for use as the input of the subsequent neural network. The visualization of the preprocessing results proves that the preprocessing method proposed in this paper can extract the characteristic information related to the traffic category.
(2) The visualization of the original data of different categories shows different characterization characteristics, so a series of preprocessing operations such as flow segmentation, flow cleaning, length unification, image generation and IDX conversion are performed on the flow data to approximate the flow classification problem into the image classification problem. Aiming at the problems of prior feature selection and low classification accuracy in traditional methods, this paper proposes a network traffic classification method based on subspace triple attention module (STAM). This method first divides the initial traffic data feature map into subspaces according to channel dimensions, Then, in each subspace, one-dimensional feature coding is performed on three dimensions to extract space and channel features and capture cross-dimensional interaction information. Finally, the attention module is combined with several hourglass blocks to form the feature extraction network architecture in this paper, which can fully mine the characteristics of traffic data. The classification experiment results on the two public data sets of USTC-TC2016 and ISCX VPN-onVPN show that the proposed method can not only accurately distinguish the categories of conventional traffic and malicious traffic, but also achieve excellent classification results on encrypted traffic data sets, and is ahead of other relevant work in classification accuracy.
5.2 Recommendations
In view of the current problems in the field of network traffic classification, this paper proposes a series of solutions based on the deep learning method, and applies them to solve the problem of network malicious traffic detection. These methods have achieved good results in public data sets, but we can do further research on the research content of this paper.
The research object of this paper is mainly known types of network traffic data, but the real network environment is far more complex than the data set. New and unknown traffic types will appear at any time in the real network environment. In the traditional traffic classification method, the model will classify all the test set samples into a known class. For the traffic of a new class, this classification result is obviously wrong. Therefore, in order to cope with the open and complex network environment, the traffic classification method should not only be able to correctly classify the known traffic, but also have the ability to detect unknown class samples. The work of detecting unknown samples can be divided into several types: (1) Determine the unknown of the collected traffic, that is, determine whether the traffic of multiple categories in the sample belongs to the unknown type of traffic. (2) The unknown category samples are internally clustered to separate the traffic of various categories from the randomly distributed samples. (3) To judge the nature of unknown samples, that is, to judge the malicious/benign degree of unknown traffic. The above are my suggestions for further work. Since unknown traffic is more common than known traffic in reality, the above work is more practical than the classification of known traffic that has been completed in this paper. It is worth further research.
















6. [bookmark: _Toc19505]Reflection
This paper has made some improvements to the existing research on the classification of large-scale encrypted traffic in the network era, but there are still some deficiencies in the research process that deserve reflection:
(1) In order to facilitate the comparison with other existing work, this paper selects the data set that is open on the network and has a certain research basis. Compared with various complex real-time network traffic in real life, the traffic of known data sets has certain limitations, which cannot fully evaluate the general effect of this method in various problems. Therefore, in the next step, I will try to collect richer and more types of traffic data from the real environment to verify the robustness of the classification performance of the STAM model proposed in this paper in more network environments.
(2) The data set used in this paper has some sample imbalance problems. In the VPN dataset, some samples have a large number and some types of samples fail to provide enough data for training due to the collection of the original dataset. Compared with machine learning, the training of deep learning often needs to use a large number of data sets for model fitting, so the insufficient amount of data will affect the experimental results to a certain extent. On the one hand, we can collect more abundant data by ourselves in the future, and on the other hand, we can conduct further research on data imbalance. In this paper, we have directly trained the model without considering the problem of data imbalance. If we can sample a small number of samples and enhance the data, we may obtain better classification results.
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