Network Operating Systems and Services 
ACCA5023

Networking and Cyber Security BSc

Timothy Ferfers
1903054

Build, Deploy, Configure and Manage a Type 2 Hypervisor Platform Based Virtualised Network
[Part 1]



Table of Contents

Creating Four Virtual Machines and Installing	3
Configuring the Virtual Network	11
Observational Tasks	17
Type 1 & Type 2 Hypervisors: Differences, Benefits, Drawbacks, and Examples.	17
The Significance of The Subnet Mask in IPv4 Addressing	18
Cloud Computing in Enterprise Networking	19
Examination of Encountered Terminologies	20
References	22





	[bookmark: _Toc66010551]Creating Four Virtual Machines and Installing 


	[image: ] 
	[image: ]
	[image: ]

	[image: ]
	[image: ]
	[image: ]

	The screenshots above detail the process followed to create the Server1 VM. The same steps are Taken for the creation of Server2.
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	The screenshots above detail the process followed to create Client1 VM. The same steps are Taken for the creation of Client2.
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	Here, the 4 created Virtual Machines can be seen in Oracle VirtualBox.
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	This is the selection and installation of a Windows Server 2019 ISO file. SATA Port 1 shows that the ISO file has been successfully attached. This process is repeated for Server2.
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	This is the selection and installation of a Windows 10 ISO file. SATA Port 1 shows that the ISO file has been successfully attached. This process is repeated for Client2.
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	By ticking ‘Enable PAE/NX’ (Page Address Extension/No Execute), the VM benefits from greater accessibility to PAR of the host machines CPU. This step is repeated for Server2, Client and Client2.
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	The maximum display memory (128MB) is selected for Server1. The purpose of this step is to further improve the performance of the VMs. This step is repeated for Server2, Client and Client2.
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	Server1 is being set up with Windows Server 2019.
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	Now the setup is complete, a strong password is created for the Administrator account. Windows Server 2019 Datacentre (Desktop Experience) has been successfully installed on Server1. This process is repeated for Server2.
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	Client1 is being set up with Windows 10 Pro.
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	Now the setup is complete, a strong password is created for the main account on the machine. Windows 10 Pro has been successfully installed on Client1. This process is repeated for Client2.
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	Configuring ‘PublicNet’ network adapter for Server1 in through Virtual Box.
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	Appropriately renaming the Ethernet network connection to ‘PublicNet’.
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	Here, the PublicNet connection is manually assigned an IPv4 Address.
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	Configuring ‘PrivateNet1’ network adapter for Server1 in through Virtual Box.
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	Appropriately renaming the new Ethernet network connection to ‘PrivateNet1’.
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	Here, the PrivateNet1 connection is manually assigned an IPv4 Address.
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	The name of the network adapter for Client1 is named ‘PrivateNet1’; The same as Server1.
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	Appropriately renaming the Ethernet network connection to ‘PrivateNet1’.
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	Here, the PrivateNet1 connection is manually assigned an IPv4 Address.
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	 Server2 Adapter 1 named ‘PublicNet’.
	Server2 ‘PublicNet’ manual IPv4 adress assignmet.
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	Server2 Adapter 2 named ‘PrivateNet2’.
	Server2 ‘PrivateNet2’ manual IPv4 address assignment.

	The previous Steps for configuring PublicNet and PrivateNet1 on Server1 are repeated on Server2. The distinctions between their configurations are highlighted by these screenshots.
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	Client2 Adapter 1 named ‘PrivateNet2’.
	Client2 ‘PrivateNet2’ manual IPv4 address assignment.

	The previous Steps for configuring PrivateNet1 on Client1 are repeated on Client2. The distinctions between their configurations are highlighted by the screenshots above.
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	Ensuring Windows Defender Firewall is disabled on both Server1 and Client1. This ensures that the firewall will not interfere when their connectivity is tested with a ping.
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	Server1 successfully pings Client1.
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	Ensuring Windows Defender Firewall is disabled on both Server2 and Client2 . This ensures that the firewall will not interfere when their connectivity is tested with a ping.
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	Server2 successfully pings Client2.
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Hypervisor refers to the software used to facilitate the running of multiple virtual machines on one physical host machine. The hypervisor is responsible for ensuring multiple VMs are allocated resources from the host, independently of each other [1].
Type 1 Hypervisors are situated on the host machine, running directly off the hardware (Also known as the “bare-metal” or “native” hypervisor). Since a Type 1 hypervisor has direct access to the host machines hardware, it removes the need to load any underlying OS for the VM, or otherwise expend host resources on drivers / additional software (unlike Type 2) and ensures the entirety of the hosts resources are dedicated to running the VMs [1], [2].
All of the physical host machines resources are available to the Type 1 Hypervisors, ensuring the best possible performance and stability the hardware can offer.
Once a host machine has a Type 1 hypervisor installed, it will only be capable of serving this single purpose as a virtual machine host. This is the trade-off for the excellent performance of the VMs.
Examples of Type 1 Hypervisor vendors include: Citrix XenServer, vSphere, RHEV, Microsoft Hyper-V [1, p.177], [3], [4].
In a similar fashion to a typical computer program; a Type 2 hypervisor is installed and runs as over an existing Operating System. This also means that the hypervisor runs as a process, therefore it must rely on the OS distributing the necessary hardware resources to it. [1], [2]
Unlike Type 1, Type 2 does not need an entire host machine to itself, it can be installed on top of an existing machine among other applications.
Despite not needing a whole machine to itself, Type 2 hypervisors still underperform in comparison to Type 1. This is due to the nature of Type 2 sharing resources and being loaded over an OS.
Examples of Type 2 Hypervisor vendors include: Oracle VM (VirtualBox), VMware Server, Microsoft Virtual PC [4].
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When it comes to IPv4 Addressing, there is one component which is responsible for determining whether the host is connected via the local subnet or otherwise on a  remote network: the subnet mask. The subnet mask is representative of the IP address of the host which it is masking. The subnet mask follows the same 32-bit structure as an IPv4 Address, composing itself of numbers which represent the network and host proportions of the address it is masking [5].
For example: a typical Class C address would have the following subnet mask: ‘255.255.255.0’. The first three octets in the address represent the set networks portion of the IP address. Whereas the final octet is 0, representing the variability of the hosts portion of the IP address [5]. The subnet mask itself can dictate the range of available IP addresses within a single network. This subnet mask means about 254 hosts can be assigned within this subnet.
Any connected IPs within the same subnet benefit from direct communication, whereas any node assigned under a different subnet mask must communicate through a router. Therefore, multiple subnet masks can be used to sort a networks IPs into subnets (sub-network) for organisational purposes and greater communication between nodes, etc. [6]
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Computer networks fundamental use is the sharing of resources and information between the end points within it. As the many businesses use this in today’s world, new ways to of sharing resources come into play. One such networking technology that is rising is the implementation of cloud computing hosting enterprise networks.
Many organisations IT departments often operate with a mixture of legacy applications, new hardware or generally struggle to keep all they technologies up to standard with the different models and versions ever releasing. This can lead to difficult management and poor visibility for the staff in charge of these services. [1 p.32], [7].
Whereas many IT departments operate with a mixture of software and hardware of varying condition and state, this does not have to be the case with cloud-based networking. One of the major benefits of cloud computing is the prospect fully realised architecture of services and resources it offers, which is all managed and maintained by the host offering these services.
Enterprise benefits from cloud-based networking through its high availability. This means the many services on offer can be accessed readily at any time, most networking-oriented cloud facilities also ensure little downtime when any services are restarted without causing any full system downtime [8]. Scalability is also a huge factor in cloud computing; depending on the changing requirements of the client, most cloud-services hosts will allow the purchase of additional or less resources to the clients’ current network/cloud configuration. 
Despite the positive impact cloud networking can offer, there are possible drawbacks. Different cloud services can offer different things, many may offer the same popular features but disregard other smaller services that could go unnoticed until they are required. Sometimes a cloud service could require a premium for a service that would otherwise be already included by another provider. In the event that the servers of the cloud undergo a disaster, redundancy, and backups of their copies of your data are not guaranteed. The cloud services host may demand a premium to ensure redundancy or backups of the data they hold for your organisation. 
An example vendor of cloud services in industry includes Amazon Web Services (AWS), which is used by many large companies [9]. Another big vendor is Microsoft’s Azure: considering the popularity of Microsoft software / products and their interoperability, Azure has many benefits. Other examples of prominent vendors include IBM, Dell Technologies (VMware) & HPE [10].
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During the creation and configuration of the virtual machines for this project, many unique terminologies have cropped up. It is important to recognise and display understanding of this technical vocabulary.
Virtual Machine refers to image or emulation of a computer system. These function the same way a real physical system with the same OS and software etc [11, pp.9-10]. There are many benefits to using a virtual machine over a real system, such as testing out software on a system without affecting a real machine.
Whether creating, managing, or troubleshooting a network, connection between devices can be verified by sending an Internet Control Message Protocol (ICMP) request, more commonly referred to as a ‘ping’. By sending a ping from one system to another, the user can test the connection between the devices. If a ping received successfully target system, it will send a response back to the computer which initially sent the ping. This back-and-forth between systems is a simple method to test the connectivity between two or more devices on a network [12]. The response time is also displayed on most systems to allows the user to view any discrepancies in response time. This command is effective for troubleshooting  as any errors in the IP addresses of the systems involved as it would result in no response to the ping, etc. Both Mac OS and Linux systems have the capability to send and receive ping through a network, however Mac OS X in particular can sometimes deny ping requests due to certain firewall settings [13]. It is possible to disable this setting in the firewall settings of a Mac OSX device. The many different distributions of Linux system typically support ICMP, however the method for sending and receiving this can vary between versions.
The server is a machine which is dedicated to the storage of resources to be utilised by its network. Server management can refer to the creation, maintaining or altering of one or more servers.  One of the aims in server management is optimisation, to ensure the network can access what it requests as timely as possible. Other aspects include running efficiency kept to an acceptable level, secured environment, room for future expansion if the requirements of the network changes [11, p.549][12]. There are versions of Linux built to serve the high demands of a typical server, ubuntu is a popular distribution which can be used for servers. It is highly flexible and open source, allowing for a lot of customisation, far more than a Windows server could allow [14]. Mac OS is notoriously user friendly and promotes ease of use in almost every area a user can interact with. While certainly not as customisable as  Linux system, Mac systems are notoriously stable and fully capable of running a server. Like Windows, Mac OS servers come with the facilities for account management, directories  file sharing, etc. Only majorly differentiating in its uniform appearance, where Windows and Linux often change over time and updates [15]. 
In computing, a firewall is the name of the network security software which monitors and can filter the incoming and outgoing network traffic of the device it resides on. The rules of its filtering and analysis can be altered to make exceptions or add to the filtering criteria. The firewall on a computer system operates its security at the ports of a computer, which is where traffic passes through. Even incoming data passing through the system and bound reach another device can still be filtered out if the firewall actively blocks it. Firewalls can also be implemented on the gateway of a network to filter incoming traffic from outside the network such as the internet [16]. With the Ubuntu Linux distribution, a firewall can be set up, plus different policies and exception can also be created and modified as with Windows Defender [14]. Whereas Mac OS X also uses a built in in firewall, it differs slightly to Windows Defender. Features on some Mac desktops such as “Stealth mode” will even deny ping requests on the same network etc. [13].
When creating virtual machines on a computer system, there is often the option to activate a setting called ‘enable PAE/NX’. This settings name come from ‘Physical Address Extension’ / ‘No Execute’. Page Address refers to the extended page table hierarchy used by the CPUs to access a physical address space from this 64-bit table. However, this is feature is an extended version, which allows a supported CPU to access more than the standard 4GB of physical memory [17]. The No Execute bit in this situation signifies the segregation of a section of the page table, meaning that section cannot be executed. In relation to the virtual machine, enabling this feature would essentially grant the virtual machine more accessibility to the host machines hardware resources through the CPU, therefore potentially improving performance. Linux versions 2.3.23 and later are known to support PAE/NX in the same manner as Windows, provided that the CPU also supports this feature [18]. Mac OS does support PAE, specifically, versions 10.4 to 10.5 [19, p.100]. However, this functionality was later replaced in later software versions and models for x86-64-bit CPUs and IA-32e paging [19, p.102].
The typical first time set up of a Windows machine will prompt the user with an Out-Of-Box Experience, often abbreviated to OOBE. This is a period where the user can choose essential optional options regarding how the windows system will install. These choices include basic choices such as default language, keyboard layout, location (region), user licence agreements, network connection set-up, drivers install, etc. Followed by optional features such as OneDrive, Microsoft Account, Cortana integration, etc [20]. When setting up the virtual machines and networking them together, the PING request would be automatically denied if OOBE has is active / has not been completed on the desired machine. The OOBE is not unique to windows, however Linux does not initially include user friendly set-up steps. Instead, Linux-based OS such as Ubuntu do include OOBE as it has been created with user-friendliness in mind [21]. As with Windows, Mac OS also has a first-time setup screen of sorts. Mac OS uses what is called “Setup Assistant” to run users through the important choices they need to make when preparing a system for first use [22].
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