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	Survey
	Review
	Experiment
	Development

	1.Engagement with Literature Skills
	
	
	
	

	Introduction
	/5
	/5
	4/5
	/5

	Literature Review
	/20
	/35
	15/20
	/15

	Comments:
The introduction provides a strong and relevant overview of cybersecurity and password security within modern digital environments. The student clearly establishes the importance of password-based authentication and appropriately links weak password habits to cybersecurity vulnerabilities and data breaches. The project aim and objectives are clearly stated and aligned with the proposed experimental approach. The discussion surrounding human behaviour, convenience versus security, and password reuse effectively sets the context for the project. The structure of the report is also clearly outlined which improves readability and flow. However, while the introduction demonstrates good understanding, some sections remain descriptive rather than analytical. There are also noticeable grammatical issues, awkward sentence construction, and repetition throughout the chapter which slightly reduces the academic quality of the writing. Greater precision in academic expression and deeper critical framing of the research problem would strengthen the section further. Overall, this is a good undergraduate introduction with clear project direction and relevance.

The literature review demonstrates a good breadth of research into password security, password cracking methods, password hardening techniques, and human behaviour in password management. Nino appropriately discusses brute-force attacks, dictionary attacks, rainbow table attacks, entropy, hashing, salting, passphrases, and password managers. The inclusion of both technical and behavioural aspects strengthens the review and demonstrates a broad understanding of password security concepts. The comparative analysis of Bonneau, Yu & Huang, and Cheon et al. is particularly useful and helps establish the academic foundation for the project. Nino also makes a reasonable attempt to identify research gaps and position the project within those gaps. However, the literature review is largely descriptive throughout and lacks deeper critical analysis and synthesis between authors. Much of the content explains concepts rather than critically evaluating methodologies, strengths, weaknesses, or contradictions in prior studies. There is also heavy reliance on websites and secondary sources in several sections rather than consistently using stronger peer-reviewed academic literature. Additionally, referencing quality is inconsistent in places, and there are numerous grammatical and formatting weaknesses throughout the chapter. While the review demonstrates solid understanding and research effort, stronger academic critique and deeper evaluation would be needed for higher marks.



	 
	Survey
	Review
	Experiment
	Development

	2. Knowledge and Understanding Skills
	
	
	
	

	Methodology
	/5
	/5
	4/5
	/5

	Survey Design
	/15
	 -
	 -
	 -

	Requirements/Design
	 -
	 -
	 -
	/5

	Comments:
The methodology chapter is well organised and demonstrates a clear understanding of experimental research methods appropriate for this project. It appropriately explains the use of positivism, deductive research strategy, experimental design, and quantitative data collection. The explanation of dataset generation, hashing, dictionary attacks, brute-force simulation, entropy evaluation, and data visualisation is logically structured and well aligned with the project objectives. Ethical and legal considerations are appropriately discussed, particularly the decision to avoid real-world leaked password datasets and instead use synthetic password generation. The methodology is realistic, safe, and technically appropriate for undergraduate level. The inclusion of reproducibility through seeded datasets also demonstrates good experimental awareness. However, some sections remain repetitive and overly descriptive. Greater academic justification for methodological decisions and stronger linkage between methodology and research questions would improve the scholarly depth. There are also a number of grammatical and wording issues throughout the chapter. Nevertheless, the methodology overall demonstrates good planning, technical understanding, and sound experimental design.





	 
	Survey
	Review
	Experiment
	Development

	3. Cognitive and Intellectual Skills
	
	
	
	

	Results & Discussions
	/25
	/25
	18/25
	/25

	Conclusions and Recommendations 
	/10
	/10
	8/10
	/10

	Comments:
The implementation and evaluation sections demonstrate substantial practical work and strong independent technical effort. Nino successfully implemented a Python-based password simulation environment using hashing, entropy calculations, dictionary attack scripting, brute-force estimation, CSV exportation, and graph visualisation. The use of multiple seeded datasets to test consistency is particularly commendable and strengthens the reliability of the findings. The graphs and visual representations significantly improve the readability and interpretation of the results. The findings clearly demonstrate the relationship between password complexity and vulnerability to cracking attempts. The benchmarking against Kelley et al.’s study also adds value to the discussion and shows reasonable awareness of how the findings compare to prior research. However, there are several limitations that reduce the overall strength of the analysis. Much of the discussion remains descriptive rather than deeply analytical. Statistical analysis is limited, and there is little exploration of alternative explanations, experimental validity, or deeper critical interpretation of the results. The brute-force attack limitation significantly affected the practical depth of the experiment, resulting in estimated calculations rather than actual brute-force cracking performance. While the student handled this limitation reasonably through adaptation, the experiment ultimately becomes more simulation-based than fully experimental for brute-force testing. Additionally, some graphs and figures contain inconsistent numbering, and writing clarity issues remain throughout the chapter. Despite these weaknesses, the practical implementation demonstrates good technical competency and strong effort for undergraduate level.

The conclusion effectively summarises the overall project, methodology, findings, and key outcomes. Nino clearly demonstrates that the project objectives were largely achieved and appropriately reflects on the relationship between password complexity, entropy, and resistance to attacks. The recommendations regarding passphrases, password managers, and stronger password creation practices are realistic and directly linked to the findings of the experiment. The project also demonstrates awareness of the limitations of the experiment and appropriately discusses opportunities for future research involving real-world datasets and deeper entropy analysis. However, some sections become repetitive and restate earlier findings rather than offering deeper critical reflection. More detailed discussion around the broader implications of the findings for cybersecurity practice would strengthen the chapter further. Overall, this is a strong conclusion and recommendation section demonstrating good understanding of the project outcomes.



	 
	Survey
	Review
	Experiment
	Development

	4. Practical Skills
	
	
	
	

	Development
	 -
	 -
	 -
	/15

	Experimental Design
	 -
	 -
	12/15
	 -

	Comments:
The project demonstrates good technical implementation and a clear attempt to simulate password cracking behaviour within a controlled Python-based environment. The use of separate modules for hashing, entropy, dictionary attacks, brute-force logic, data visualisation, and CSV exportation demonstrates good software structure and organisation. The synthetic password generation approach was appropriate from both ethical and practical perspectives. The project also demonstrated good awareness of reproducibility through seeded datasets and multiple simulation runs. The graphical analysis and benchmarking components strengthen the practical value of the project. However, the experimental design remains limited by the inability of the brute-force attack to fully operate under realistic conditions due to computational constraints. As a result, theoretical brute-force estimation replaced actual brute-force cracking results, reducing the practical depth of the experiment. Furthermore, the attack simulations remained relatively basic and did not incorporate more advanced password cracking approaches such as probabilistic models, GPU acceleration, or hybrid attacks. Despite these limitations, the project still demonstrates good practical competency and a solid technical foundation for undergraduate level.

	 
	Survey
	Review
	Experiment
	Development

	5. Transferable Skills for Life and Professional Practice
	
	
	
	

	Reflection
	/10
	/10
	9/10
	/10

	Quality of Report
	/10
	/10
	7/10
	/10

	Comments:
The reflection chapter is reasonably strong and demonstrates honest evaluation of the project process, challenges faced, and lessons learned. The student appropriately reflects on the achievement of the project aim and objectives and demonstrates awareness of both strengths and limitations of the work completed. The discussion surrounding the computational limitations of brute-force attacks and the need to adapt the methodology demonstrates good problem-solving awareness and independent thinking. The reflection on dataset duplication risks and experimental consistency also shows good understanding of project management considerations. However, while the reflection is thoughtful, it could be strengthened further through deeper discussion of personal technical growth, research skills development, project management strategies, and lessons learned about cybersecurity experimentation more broadly. Overall, this is an excellent reflective section with clear evidence of engagement and self-evaluation.

The report is well structured overall and follows a clear academic layout with logical chapter progression. The inclusion of diagrams, graphs, tables, architectural designs, screenshots, console outputs, and implementation explanations significantly strengthens the presentation quality and demonstrates substantial independent work. The report also includes appendices, references, and clear project organisation which contributes positively to professionalism. However, there are noticeable weaknesses in academic writing quality throughout the report. Numerous grammatical issues, inconsistent sentence structures, repetitive phrasing, spacing issues, and formatting inconsistencies reduce the overall professionalism of the document. Some figure numbering inconsistencies are also present, and several references rely heavily on websites rather than stronger academic sources. While the referencing format is generally acceptable, there are inconsistencies in citation formatting and source quality. Despite these issues, the report overall demonstrates a good standard of technical communication and project presentation for undergraduate level.








