Rhys Davies Network Operating Systems and Services






Manage and maintain network resources, and its services applying suitable policies and drafting security and redundancy practices.
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[bookmark: _GoBack][image: A screenshot of a computer

Description automatically generated with medium confidence]
Server1 and client1 were powered up, signing into an administrative account on client1.
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Description automatically generated with medium confidence]
A new folder was created on client1’s local drive called Share_Files_NOSS.
[image: A picture containing text, screenshot, computer, indoor

Description automatically generated]
A text file called Important_File was created within the Share_Files_Noss folder.
[image: A picture containing text, screenshot, indoor

Description automatically generated]
The advanced security settings for the Share_Files_NOSS folder were navigated to.
[image: A picture containing text, screenshot, indoor

Description automatically generated]
The disable inheritance button was clicked, whereby the window which can be seen in the screenshot above appeared. Remove all inherited permissions from this object was then clicked.
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Description automatically generated with medium confidence]
All permissions were then wiped from the folder. Apply was then clicked.
[image: A picture containing text, screenshot, computer, indoor

Description automatically generated]
A windows security window then opened, where the yes button was clicked.
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Description automatically generated]
The network admin then went to edit the permissions, then clicked on the add button. The window which can be observed above then appeared, and the username of the administrative account was entered.
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Description automatically generated]
The window then closed down and the account was added to the permissions list.
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Description automatically generated]
Full access was then given to the administrative account and apply was clicked.
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Description automatically generated]
The Important_File’s properties were checked, showing that it has inherited the same permissions as the folder which it is within.
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Description automatically generated]
A user account (NWT-KF) was added to the permissions list of the folder. The user was given read and execute access to the folder, but not write and modify. Full control was not given. The changes were applied.
[image: Graphical user interface, application

Description automatically generated]
The file within the folder was then opened and edited by the administrator’s account, whereby it was allowed, and changes were made.
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Description automatically generated with medium confidence]
The user account was then logged into.
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Description automatically generated with medium confidence]
When trying to make then save changes to the text file on the user account, instead of saving the currently open file with the changes, it directs the user to save their own copy of the file with the changes that they made, indicating that they aren’t allowed to alter the original file in any way.
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Description automatically generated]
When trying to save the changes as a new file in the same folder, the save is blocked due to access restrictions, so the folder cannot be altered by the user.

[bookmark: _Toc102922333]Share Permissions
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Description automatically generated]
On server1, on the server manager in the file and storage services, shares was clicked on. In the shares section, tasks was clicked on to make a new share.
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Description automatically generated]
The share wizard is then opened. The first part of the wizard is to select the type of file share that is desired. At this point, the quick share was selected, and the next button was clicked.
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Description automatically generated]
The select by volume option was selected at this stage, whereby the next button was clicked.
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Description automatically generated]
The share name was then assigned as Share_Files_NOSS$, whereby the default local and remote paths were left unaltered. Next was clicked.
[image: Graphical user interface, text, application

Description automatically generated]
Enable access-based enumeration and allow caching of share were checked on the other settings section which can be seen above, this allows users to only see files they have access to and allows then to see the files when they are offline, next was then clicked. 
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Description automatically generated]
The permissions section was then reached, where the customize permissions button was clicked. The inheritance was then deleted so that new permissions could be set up.
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Description automatically generated]
The administrator accounts (administrator and Rhys) were given full control.
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Description automatically generated]
Then the user accounts (guest and Kian) were given access to read and execute.
[image: Graphical user interface, application

Description automatically generated]
Once the permissions were set up, next was clicked.
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Description automatically generated]
On the final section, the details were checked, then create was clicked.
[image: Graphical user interface, application

Description automatically generated]
The creation of the file share was successful.
[bookmark: _Toc102922334]Accessing the file share/server over the network
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Description automatically generated]
Client1 was started, the Kian account was logged into and file explorer was opened. This PC was right clicked on, whereby map network drive was clicked.
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Description automatically generated with medium confidence]
On the map network drive window, the default drive option was left as Z and the remote path (\\DC1-NWT\Share_Files_NOSS$) was entered. Finish was then clicked.
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Description automatically generated]
To verify that the share worked, a text file called Message_To_Users was created within the share area on server1.
[image: A picture containing text, screenshot, indoor, computer

Description automatically generated]
A message was written and saved as the text file.
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Description automatically generated with medium confidence]
Back on the client VM, the file share was checked, whereby the newly created text file appeared in the location.
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Description automatically generated]
The file was then opened to reveal the message which had been written on server1, this shows that the file share had been successfully set up and is working properly.
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Description automatically generated with medium confidence]
As the user account was logged into, changes could not be saved to the file and a new file could not be saved in the location, showing that the access levels had also been set up correctly.
[bookmark: _Toc102922335]Configuring User Environment and Computer Environment, ‘Network Group Policy Objects’

[bookmark: _Toc102922336]GPO 1: Moderating Access to the Control Panel.
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Description automatically generated]
On server1, active directory users and computers was navigated to, whereby nosstask.msft was right clicked and new organisational unit was clicked.
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Description automatically generated]
The organisational unit was named Non Admin Users, then ok was clicked.
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Description automatically generated]
A new user was created in this OU.
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Description automatically generated]
With a password.
[image: Graphical user interface, application

Description automatically generated]
Finish was clicked at this point.
[image: Graphical user interface, application

Description automatically generated]
The group policy management console was then opened, whereby the new OU was found, right clicked and create a GPO was clicked.
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Description automatically generated]
The GPO was named NoCtrlPanAccess and ok was clicked.
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Description automatically generated]
The new GPO was right clicked, and edit was clicked.
[image: Graphical user interface, text, application

Description automatically generated]
User configuration was clicked, then policies, then administrative templates, then control panel. Prohibit access to control panel and PC settings was then double clicked.
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Description automatically generated]
Enabled was checked, then the apply and ok button were clicked.
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Description automatically generated]
[bookmark: _Hlk101281322]The command prompt was opened, and the command gpupdate /force was executed. The policy updates completed successfully.
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Description automatically generated with medium confidence]
The new user account was logged into on client1.
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Description automatically generated with medium confidence]
When trying to open the control panel on the user account, the error that can be seen above appeared and the user was not able to open the control panel.
[bookmark: _Toc102922337]GPO 2:  Removing Access to the Command Prompt.
[image: A screenshot of a computer

Description automatically generated with medium confidence]
Back on the group policy management window, a new GPO was created for the Non Admin Users.
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Description automatically generated with medium confidence]
The GPO was named NoCmdPrmptAccess and ok was clicked. The GPO was right clicked and edit was selected.
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Description automatically generated with medium confidence]
In user configuration, policies, administrative templates, system was clicked. Prevent access to the command prompt was double clicked.
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Description automatically generated with medium confidence]
Enabled was checked, then apply and ok were clicked.
[image: A picture containing text, screenshot, computer, indoor

Description automatically generated]
On the command prompt on the server, the command gpupdate /force was used again to update the group policies.
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Description automatically generated with medium confidence]
The command prompt was opened on the user account on client1 but couldn’t be used.
[bookmark: _Toc102922338]GPO 3: Restricting Access to Removable Media Drives.
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Description automatically generated]
A new GPO is created and named NoRemDriveAccess. Ok was clicked. Then the GPO was right clicked and edit was selected.
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Description automatically generated]
In user configuration, policies, administrative templates, system, removable storage access was clicked and all removable storage classes: deny all access was double clicked.
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Description automatically generated]
Enabled was checked, whereby apply and ok were clicked.
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Description automatically generated]
The gpupdate /force command was used in the command prompt.
[image: Graphical user interface, application

Description automatically generated]
The settings of client1 had to be altered to be able to demonstrate the GPO working, a USB had to be added to the list of USB filters in the USB section of the settings.
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Description automatically generated with medium confidence]
When the user was signed into on client1, file explorer was opened to find that the USB was not to be seen in the list of devices and drives.
[bookmark: _Toc102922339]GPO 4:  Restricting Software Installs
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Description automatically generated]
On server1 in the active directory users and computers, a new OU was created.
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Description automatically generated]
It was named NWClientComputers.
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Description automatically generated with medium confidence]
The client’s computer was found in the computers container, whereby it was right clicked and move was selected.
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Description automatically generated]
The new OU was selected and ok was clicked.
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Description automatically generated]
In group policy management, a new GPO was made for the new OU, which was named NounauthSoftInstallS. 
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Description automatically generated]
The new GPO was edited, whereby in computer configuration, Administrative Templates, Windows Component, Windows Installer, Prohibit User installs was clicked.
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Description automatically generated]
It was enabled and applied.
[image: Graphical user interface

Description automatically generated]
The update policy command was used as before.
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Description automatically generated]
On the user account, an installer program was found within the windows files, where when clicked, nothing would happen.
[bookmark: _Toc102922340]GPO 5: Enforcing Password Policy in the ‘nosstask.msft’ domain.
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Description automatically generated]
A GPO wasn’t created this time as there’s already an existing GPO to manage password policies. The existing GPO needed to be edited, whereby it needed to be found within the default domain policy, as seen in the screenshot above.
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Description automatically generated with medium confidence]
On the policy management editor, within the computer configuration’s policies, in the windows security settings was the password policy, which was edited.
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Description automatically generated with medium confidence]
The screenshot above shows what the password policies were altered to be.
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Description automatically generated with medium confidence]
The command prompt was opened to run the gpupdate /force command.
[image: Graphical user interface

Description automatically generated]
A new user account was created.
[image: Graphical user interface, application

Description automatically generated]
The attempted password was 7 characters long, whereby at the final creation section, the user would not be created as the password was too small.
[bookmark: _Toc102922341]Task 2 - Routing and Packet Filtering Within Core TCP/IP Services and Critical Failover/Redundancy Practices
[bookmark: _Toc102922342]Utilising ARP and Routing Tables
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Description automatically generated]
On server1, on the command prompt, the command ARP -A was used to view network addresses of the VM, such as the MAC address and NICs. 
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Description automatically generated]
The route print command was then used to see the route table to view statistics about which IPs the server has communicated with before, their default gateways and their metric.
[bookmark: _Toc102922343]Deploy core services (FTP Server)
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Description automatically generated]
Server2 was started up.
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Description automatically generated]
Server manager was started.
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Description automatically generated]
Add roles and features was clicked, whereby the wizard appeared and next was clicked.
[image: Graphical user interface, text, application

Description automatically generated]
A role-based installation was selected, next was clicked.
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Description automatically generated]
At this section of the wizard, the correct server to install the features on should be selected from the list, in this case, server2 was the only option, so next was clicked.
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Description automatically generated]
Web server (IIS) was the feature which was desired, so it was clicked on and the add features button was clicked. Next was then clicked to get to the next section of the wizard.
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Description automatically generated]
No additional features were required, so next was clicked at this stage.
[image: Graphical user interface, application

Description automatically generated]
An informative panel about IIS was then displayed, whereby next was clicked.
[image: Graphical user interface, application

Description automatically generated]
At the select role services section, the FTP server and services checkboxes were ticked, and the next button was clicked.
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Description automatically generated]
The install button was clicked at this stage.
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Description automatically generated]
The installation finished.
[image: Graphical user interface, text, application

Description automatically generated]
Once the install was finished, computer management was navigated to.
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Description automatically generated with medium confidence]
Users was navigated to, where it was right clicked, and new user was clicked.
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Description automatically generated]
A new user was created with the name of ftpuser22.
[image: Graphical user interface, text, application

Description automatically generated]
The IIS manager was navigated to.
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Description automatically generated]
In the IIS manager, a new FTP site was added.
[image: Graphical user interface, application

Description automatically generated]
The site was named MYFTPSITE and the physical path was set to C:\inetpub\ftproot. Next was clicked.
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Description automatically generated]
At this section, no ssl was selected and next was clicked.
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Description automatically generated]
At this section, authentication was set to basic, allow access to was set to specified users and the server’s name followed by the new user account were entered.
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Description automatically generated]
Additionally, read and write were checked, then finish was clicked.
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Description automatically generated]
Back on the IIS manager, the FTP messages of MYFTPSITE was double clicked.
[image: Graphical user interface, text, application

Description automatically generated]
A message was written in the banner field and apply was clicked.
[image: Graphical user interface, application

Description automatically generated]
File explorer was then opened, whereby the ftproot folder was found and the properties were opened.
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Description automatically generated]
In the security settings, a new account would be added to the list. The ftpuser22 account was found and selected.
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Description automatically generated]
Apply and ok were clicked. 
[image: A screenshot of a computer

Description automatically generated]
A new folder was created in the ftproot folder called MyFtpuploads.
[image: Graphical user interface, application

Description automatically generated]
Windows firewall was then checked, it needed to be off for the next steps.
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Description automatically generated with medium confidence]
Server2 was then started, and a new folder was created in the C drive called MYFTPFiles.
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Description automatically generated]
A text file called myftpfile2upload was created within the new folder.
[image: A picture containing text, screenshot, computer, indoor

Description automatically generated]
The command prompt was opened and ftp 192.168.11.1 was entered
[image: A picture containing text, screenshot, computer, indoor

Description automatically generated]
The following procedures seen above were carried out to connect to the server and sign in.
[image: A screenshot of a computer

Description automatically generated with medium confidence]
The steps shown above was what was done to upload the file to the server.
[image: Graphical user interface, application

Description automatically generated]
Although before that could be done successfully, the user ftpuser22’s permissions had to be changed to full control on the server.
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Description automatically generated with medium confidence]
The file was successfully uploaded to the server using FTP.
[bookmark: _Toc102922344]Installing and configuring the Routing and Remote Access Service
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Description automatically generated]
On server1, the server manager was launched. Add roles and features was clicked.
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Description automatically generated]
Next was clicked on the section seen above.
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Description automatically generated]
Role or feature-based installation was selected as before, next was clicked.
[image: Graphical user interface, application

Description automatically generated]
The server was selected for the installation.
[image: Graphical user interface, text, application

Description automatically generated]
Remote access was the role which was desired, so it was checked and next was clicked.
[image: Graphical user interface, application

Description automatically generated]
On the features section of the wizard, nothing was checked as no other features were needed. Next was clicked.
[image: Graphical user interface, text, application

Description automatically generated]
An informational section appeared explaining remote access, next was clicked. 
[image: Graphical user interface, application

Description automatically generated]
DirectAccess and VPN and routing were the desired role services, so they were checked and next was clicked.
[image: Graphical user interface, text, application

Description automatically generated]
An informational section about servers was then displayed, next was clicked.
[image: Graphical user interface, application

Description automatically generated]
At this stage, nothing was changed, and everything was left to default, next was clicked.
[image: Graphical user interface, text, application

Description automatically generated]
Install was then clicked.
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Description automatically generated]
The install completed successfully.
[image: Graphical user interface, text, application

Description automatically generated]
The configure remote access window was then opened, whereby deploy VPN only was clicked.
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Description automatically generated]
A new window called routing and remote access appeared, whereby the server was right-clicked and configure and enable routing and remote access was clicked.
[image: Graphical user interface, application

Description automatically generated]
The setup wizard was then launched and next was clicked. 
[image: Graphical user interface, application

Description automatically generated]
Custom configuration was selected.
[image: Graphical user interface, application

Description automatically generated]
LAN routing was the only service which was required at this stage, so it was checked and next was clicked.
[image: Graphical user interface, application

Description automatically generated]
Finish was clicked.
[image: Graphical user interface, application

Description automatically generated]
The service was started by clicking on the start service button seen above.
[image: Graphical user interface, application

Description automatically generated]
A new routing protocol was created for the server’s IPv4.
[image: Graphical user interface, application

Description automatically generated]
RIP version 2 was selected, ok was clicked.
[image: Graphical user interface, application

Description automatically generated]
RIP was added underneath IPv4, whereby it was right clicked, and new interface was selected.
[image: Graphical user interface, application

Description automatically generated]
Ok was clicked on both networks.
[image: Graphical user interface, application

Description automatically generated]
The exact same steps were taken on server2 as they both need the same systems set up in order to be able to allow their networks to communicate. 
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Description automatically generated with medium confidence]
Both servers were then started, where a ping attempt was made from server1 to server2’s public network, the ping was successful.
[image: Graphical user interface, application

Description automatically generated]
The RAM dedicated to the client virtual machines was then halved to ensure that the actual computer didn’t crash due to a lack of RAM, which occurred on the first attempt to run all VMs at once.
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Description automatically generated]
All VMs were started, and an attempt was made to ping from client1 to client2’s private network, which came back unsuccessful twice.
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Description automatically generated]
Client2 trying to ping client1’s private network also came back unsuccessful. 

[bookmark: _Toc102922345]IP Packet Filtering

[bookmark: _Toc102922346]Filter 1:  Stopping ‘anyone’ in PrivateNet 1from Pinging the Router Firewall Service.
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Description automatically generated]
On server1, routing and remote access was navigated to, whereby the properties of private net were opened.
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Description automatically generated]
A new inbound filter was created, with the IP of the router firewall service, a subnet mask of 255.255.255.255 and the ICMP protocol. Ok was clicked.
[image: Graphical user interface, application

Description automatically generated]
The filter to receive all packets except those which meet the criteria below was checked and ok was clicked.
[image: Graphical user interface, application

Description automatically generated]
A ping attempt was made on client1 to the server’s IP, which came back unsuccessful, whereby the ping block has worked.
[bookmark: _Toc102922347]Filter 2:  Restrict Access to FTP Service running on Server2 to only hosts in PrivateNet2.
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Description automatically generated with medium confidence]
On server1, the properties of the publicNet interface were navigated to.
[image: Graphical user interface, application

Description automatically generated]
A new outbound filter was made for publicNet, whereby the IP of server2’s private network was inputted along with a subnet mask, TCP as the protocol and 21 as the destination port.
[image: Graphical user interface, application

Description automatically generated]
The first filter action was checked as seen above.
[image: A picture containing text, screenshot, computer

Description automatically generated]
An attempt to connect to server2’s FTP connection was then made, whereby the client was blocked successfully.
[bookmark: _Toc102922348]Filter 3:  Only allow specific hosts in PrivateNet1 to access the FTPService running on Server2
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Description automatically generated]
On server2, the properties of privateNet2 were opened as seen above.
[image: Graphical user interface, application

Description automatically generated]
A new inbound filter was created, with a source network, the IP of client1 and the TCP protocol.
[image: Graphical user interface, application, Word

Description automatically generated]
The network admin then made sure that drop all packets except those that meet the criteria below was checked so that anything outside of the internal network which isn’t client1 is blocked from using the FTP services.
[image: Graphical user interface

Description automatically generated]
The command line was opened on client1, and an attempt to connect to the FTP service was made. As seen in the image above, the connection was not made. This is likely due to another filter or restriction which was recently set up above. However, the network admin still believes that these would be possible steps taken to only allow a specific client to access a private service.
[bookmark: _Toc102922349]Observations
[bookmark: _Toc102922350]Password Principles
Ensuring that passwords are strong can be highly important for businesses. A weak password to a user account could lead to a potential breach in a network. Administrative accounts are especially important to keep secure, a breach of an administrator account with high levels of access in the network could allow the intruder access to a large number of account details and network-stored data. A few good tips and general advice towards making passwords can be seen below:
· Use letters, capitals, symbols and numbers. This makes the password harder to guess and crack as there would be more diversity within the characters used, which would result in a larger range of potential passwords for the attacker to guess.
· Don’t use your name or names that can be associated with you within your password, that could make it easier to guess. If the attacker personally knows the user of an account, they might be able to guess their password easier than a stranger if the password can be associated with the user. 
· The longer the password is, the harder it is to guess or crack. With a longer password, the potential quantity of passwords increases significantly, making it harder for a machine or person to guess.
· Don’t make the password too secure, at the end of the day, you still need access, so make sure that you can remember it somehow, whether it be recorded somewhere or rememberable. According to John Opdenakker, “The human brain is not capable of remembering strong and unique passwords for a big number of accounts”. He believes that people should write down their passwords to ensure that they are remembered. However, they should be written in a book or on paper instead of storing the information on a device which is connected to the internet, where the passwords are much more vulnerable to the outside world. [1]
· If you have your password written down somewhere, always be sure to keep it secure. There’s not much point in a secure password if someone can just find it and use it. Consider keeping the passwords in a secluded and locked location, such as in a small safe or a boring book which nobody would want to read.
[bookmark: _Toc102922351]Failover Clustering 
A failover cluster is a system where a server could have one or more backup servers alongside it, whereby one of them will be turned on and replace the original server automatically when the original server fails. As the alternative server is running, the original server can then be fixed or maintained. According to Jacqueline Emigh, “The main purpose of a failover cluster is to provide either CA or HA for applications and services. Also referred to as fault tolerant (FT) clusters, CA clusters allow end users to keep utilizing applications and services without experiencing any timeouts if a server fails”. “CA” and “HA” stand for “continuous availability” and “high availability”. Some businesses can’t afford to allow their servers to be down for any amount of time. In the downtime, work might not be able to be done or their e-commerce website could miss out on hundreds or even thousands of sales. The failover cluster would be there to reduce the amount of downtime. [2]
Setting up a failover cluster does come with its disadvantages though. Having multiple computer systems would mean that you have to manage multiple computer systems. That could be more complex and definitely more expensive as more computer systems would cost more money. Power consumption and space required for additional systems should also be considered, as well as extra maintenance, possibly even extra staff to manage the additional systems depending on how many need to be maintained and how complex the systems are. [3] [4] [5]
A failover cluster can also be set up with virtual systems. The idea behind this is that if a role or feature of the server fails, a virtual system could be booted to take on the functionality of that role or feature which has just stopped working. There are a lot of roles and features of a server which could be highly important to keep functioning normally. An example could be the server’s remote access service. This service would allow employees to connect to the business’ private network from home. This could be essential for the employees to be able to work remotely, data and files available on the network could be required for productivity. If the business has a large number of remote employees, the remote access service could be invaluable to the business.  [image: ]
The image above shows the remote access server role, which can be selected in the add roles and features wizard of server manager. If the remote access server role was desired, the installation process would be carried out using server manager.
[bookmark: _Toc102922352]Enterprise Network Management
[bookmark: _Toc102922353]Network Policy – Data Breach Response Policy
Overview
This policy details the data breach response policy used by the business. It describes the policy itself (Policy), who the policy applies to (Scope) and the enforcement procedures put into place if the policy guidance is not followed (Enforcement). The policy, scope and enforcement sections of the policy were sourced from “SANS Institute”. [6] [7]
Policy 
This policy mandates that any individual who suspects that a theft, breach or exposure of Protected data or Sensitive data has occurred must immediately provide a description of what occurred via e-mail to Helpdesk@business.org, by calling 555- 1212, or with the help desk reporting web page at http://. This e-mail address, phone number, and web page are monitored by the organisation’s Information Security Administrator. This team will investigate all reported thefts, data breaches and exposures to confirm if a theft, breach or exposure has occurred. If a theft, breach or exposure has occurred, the Information Security Administrator will follow the appropriate procedure in place. [7]
Scope 
This policy applies to all whom collect, access, maintain, distribute, process, protect, store, use, transmit, dispose of, or otherwise handle personally identifiable information or Protected Health Information (PHI) of members. Any agreements with vendors will contain language similar that protects the fund. [7]
Enforcement
Any personnel found in violation of this policy may be subject to disciplinary action, up to and including termination of employment. Any third-party partner company found in violation may have their network connection terminated. [7]
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The business is said to operate in multiple locations nationwide, whereby the network administrator has created a network diagram to demonstrate how this could look, which can be seen above. The administrator’s idea is to have a central facility which houses the main company server. Essentially, this facility will be the location of the company network. Other facilities would then connect to the company network via the internet, this is called a peer-to-peer network. To ensure that the company data and network is secure and protected from the internet, a peer-to-peer VPN will be used to connect the facilities together safely over the internet. 
Having access to the company network is likely going to be mission critical, allowing employees access to the files and data they need to carry out work. Connecting the facilities together via the internet means that the connections between the facilities should never have to be worried about, if a path on the internet stops working, there is typically many other paths for data to travel. However, a strong internet connection and a large network infrastructure in each facility would likely be required to ensure that the facilities have a constant connection to the internet. The main facility would be most important as it would have all of the other facilities attempting to connect to it, so a strong connection and infrastructure would be essential for the main facility.
[bookmark: _Toc102922355]High availability practices 
The server would likely have virtual and physical failover clusters to ensure that all core services and roles of the network are fully functional and that the connection to the network is as available as possible. Strong and reliable internet connections would be required for each facility to ensure that employees have a decent connection time and a more constant connection. Network bandwidth should also be considered for larger facilities and the main facility, the facilities would require a good bandwidth to allow all the employees to connect and the main facility would require an especially strong bandwidth to cover for all of the facilities connecting to the company network all at once.
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Team 
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Image Source - SANS Cybersecurity Leadership Webpage. [8]
The cyber security team would likely have a structure similar to the one seen in the diagram above. This would consist of executives, directors, managers and security engineers and analysts. People within these roles would all work to ensure that the security of the business’ network is kept high, whether they are describing what needs to be done to keep it secure or executing the tasks which need to be completed to ensure the cyber security of the business. The business could also have multiple security teams, distributed for the multiple facilities.
Security Risks
Considering that the company would be using a peer-to-peer VPN to connect the facilities together, encryption would be used to ensure that the company’s data is kept secure as it is posted over the internet. However, “Quantum Computers” might one day be strong enough to decrypt this data. Quantum computing is currently not advanced enough to be able to break the current level of encryption, which is used today. But it’s still a possibility that one day encryption might not be good enough to protect data, whereby the company network structure would have to be replanned. [9]
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