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[bookmark: _Toc72968909]1. Introduction
In this report, the functions and uses of a general operating system will be discussed as well as the use of CLI commands and Batch and Bash scripts in a Windows and Linux environment. The use of all commands and scripts will be documented with images and references will be provided. Information on what each of the commands and scripts do and captions for images will be provided to help the reader better understand what is being done.

[bookmark: _Toc72968910]2. Functions of Operating Systems
Modern day operating systems have three main functions that they make use of in order to work properly and allow the user to interact with applications. The first of these functions is the user interface. The user interface is the first thing that anyone using a modern day operating system sees. User interfaces are carefully design with the users in mind[1] to make sure the operating systems are easy to use and applications can be found quickly. The user interface allows for interaction with applications installed onto the computer. The operating system is in charge of making sure the user’s inputs are translated into a format that the hardware can read to carry out the processes[2]. In addition to this, the operating system is also responsible for managing the resources available in the computer[3]. When looking for storage space within the volatile storage, the operating system marks spaces as ‘free’; upon being instructed to fill these spaces, it changes the marker that is used on them to ‘allocated.’ Once the data is done being used, the operating system then returns the marker in the space to free so that it knows it can call upon this space for new data, should that be required[4].
	The user can only interact with the application layer and in some cases the operating system itself. This is done so that it is easy to understand and navigate for the user and there will be no concern for where to find things. When operating systems are first installed, a few key programs are pinned to the taskbar and start menu equivalents (See figure 1). There are some applications and processes that are more rudimentary, such as the command prompt in Windows 10, which allows the user to navigate the operating system with a series of specific commands rather than through an application with a well-developed graphical user interface. Operating systems are essential for the use of computers. Without the operating system to manage different storages and processes, a plethora of errors may occur which often renders the computer completely impossible to use. The ease of access provided by operating systems makes them a requirement for any electronic system in modern times. 
[image: How to personalize your Windows 10 | Windows Community]
Figure 1. Default windows 10 taskbar.
[image: Operating Systems] 
Figure 2. How the OS interacts with user inputs and hardware requests.

[bookmark: _Toc72968911]3. CLI Commands in Windows
The command line in Windows is a basic and useful text interface that allows you to enter commands with a number of advantages of using regular applications[5]. Once a command has been entered into the command line, it is passed onto the operating system to run. A number of things can be done through the command line and a few of those will be demonstrated here.
The ‘systeminfo’ command is very useful if there is a need to find out the hardware specification of the computer currently in use. This command gets all of the most important information about the computer and displays it in a simple and easy to read format. It will present the user with information about the processor in the computer, the version of Windows being run at the time, and even how the boot device has been configured. 
[image: ]
Figure 3. ‘systeminfo’ command output.
Every device is issued a media access control (MAC) address by the manufacturer when it is made. MAC addresses can be utilised in networks to limit which devices can and cannot connect to it. The ‘getmac’ command is an easy way to retrieve the MAC address of any device (see figure 4). This is especially useful if a network requires the MAC addresses of multiple devices. The ‘getmac’ command can be entered into the command line and the address will be output to the user in an easy to read format. Some devices may have more than one MAC; this is because each network adapter requires its own MAC address.
[image: ]
Figure 4. ‘getmac’ command output.
A command regularly used with network troubleshooting is ‘ipconfig’. This command shows the information relating to network adapters, DNS and DHCP. There are also a number of switches related to the ‘ipconfig’ command which show various types of information depending on the switch used[6]. These switches are IPCONFIG (/all, /release, /renew, /flushdns and /?). The “/?” switch can be used to output help with the other switches available for use with the ‘ipconfig’ command and is often very useful.
[image: ]
Figure 5. ‘ipconfig’ command output.

[bookmark: _Toc72968912]4. CLI Commands in Linux
Linux also has its own version of the command line. Similarly to the Windows operating system, it opens a small window allowing the user to input commands and displays outputs related to the commands entered. 
	Many of the Linux commands are related to the file paths and directories within the operating system. The command ‘ls’ can be used to view the contents of the current working directory[7]. ‘ls’ can also be used to see any other directories on the computer. In order to do this, the user would enter “ls/home/kali/documents” in the case of figure 6. There are a number of variations that can be used with the ‘ls’ command that can help with finding the directories that the user would like to view. The switches are ‘-r’, ‘-a’ and ‘-al’. Adding ‘-r’ to the ‘ls’ command lists all the files in the sub directories. ‘-a’ shows the user the hidden files on the system and ‘-al’ lists all of the files and directories with information about each of them such as owner, size and permission. 
[image: ]
Figure 6. ‘ls’ command and its variations.

If a user would like to install, change or remove a piece of software installed on the computer, then the ‘sudo’ command can be very useful. Sudo is an abbreviation for superuser do and is also a good way to protect the user from having their system exploited[8]. Using ‘sudo -s’ will ask for the password to the current user account. Once the password has been entered, it will switch to the root account and the user will have privileged access for management. However, ‘sudo’ also introduces new security risks and can be dangerous if not done properly.
[image: ]
Figure 7. ‘sudo’ command output.
When setting up networks with Linux machines, a useful command that enables users to see what is happening with their ports and connections is ‘netstat’. Netstat shows all the network ports and their incoming connections. Some Linux systems will not come with the netstat command by default. In order to get this command on those systems, the user would need to download a net-tools package containing the command. 
[image: ]
Figure 8. ‘netstat’ command output

[bookmark: _Toc72968913]5. Batch Scripts in Windows
Batch files can be very useful and can make the time spent at a computer much simpler and easier to handle for some users. A ‘batch script’ is a script file that contains a list of commands which are executed in order according to the list. Most batch scripts do not require any user input and will run from start to finish without the need for intervention[9]. 
	There are many uses for batch scripts in everyday computer use. If the command prompt is something that a user would need on a daily basis, they can create a batch script that opens a new command prompt window for them so that they can begin their work in a timely fashion. These scripts can also copy or delete files and folders, synchronize time, install network printers and create mapped drives[10]. When using command prompt, you can type ‘/?’ to get a list of options in relation to that command that could be integrated into a batch script to use on a computer. This is a good feature for users that are new to using batch scripts and would like some help with getting started.
Getting started with batch scripts can seem daunting. However, there are a few scripts available that are good introductions to batch scripting and will get a user familiar with how to setup the files. Using notepad is a great way to start your first batch scrip; simply open a new notepad file and enter the list of commands. Save the file and change the file type to all and then add “.bat” to the end of the file. This will turn it into a batch script, allowing it to be ran when clicked on.
[image: ]
Figure 9. Basic batch file that outputs ‘hello world’ and waits for a user input before closing.

In figure 10, a simple batch script has been created that will run the command ‘ipconfig’ so that the user can see all of the information relating to their IP and DNS. This would be useful if the user was required to do a large number of tasks relating to their network and DNS.
[image: ]
Figure 10. Batch script running the ipconfig command.
[bookmark: _Toc72968914]6. Bash Scripts in Linux
In Linux, a different version of batch scripts are available called ‘bash scripts.’ They serve a similar function to that of a Windows batch scripts and allow the user to run a list of commands. However, Linux bash scripts look slightly different when being created in a notepad or similar program. 
	At the start of each bash script, there must be a line that includes ‘#!/bin/bash.’ While this part can vary slightly, it usually looks exactly as written above. The ‘#!’ part of this line is known as the ‘shebang’, which basically means an operation or set of circumstances. Following this,  there is the path to the interpreter or program that is used by the computer to interpret the lines of code in a bash script[11]. There are also a few formatting notes, such as that the first line in the script must not contain any spaces.
	Using bash scripts, the user can create and run a script that will output the contents of a txt file that is on the system. In a similar vein to the aforementioned script, the user can also delete any txt files and append information into any txt files that are on the system storage[12].
[image: ]
Figure 11. Read a file bash script.
[image: ]
Figure 12. Read a file script output.
[image: ]
Figure 13. Append the file bash script.
[image: ]
Figure 14. Append the file output. (‘appendread.bash’ was ran more than one time, adding extra lines)
[image: ]
Figure 15. Delete the file bash script.
[image: ]
Figure 16. Deleted file output and proof of file deletion.

These are very basic uses for bash scripts. However, they do demonstrate the potential use of them should a user want them in order to improve their workflow or general use of a computer. Depending on the version of Linux installed on a machine, it may be more complicated to set up, so research should be done according to the version of Linux being used.

[bookmark: _Toc72968915]7. Conclusion
The command line interface is an incredibly useful tool to have on any operating system. They allow users to better navigate file directories if they have the knowledge, and gather important system info in a single command. They add a great level of ease of use to any system and have a relatively small learning curve in terms of general computer knowledge. Batch and bash scripts can be used to provide good login scripts and to automate some level of file management.
	Linux bash scripts require a slightly better understanding of the operating system and are not as easy to use as Windows batch scripts. However, they do offer a great amount of utility when created properly in order to do a specific task. Bash scripts provide the user with a way to personalise and customise administrative tasks and run multiple commands together. Although there is a slight difficulty in learning bash scripts, any Linux user should learn them as early on as possible to make their time with the operating system significantly easier. Windows is a more user friendly operating system and while batch scripts are also incredibly useful, a number of tasks can be done with just the command line interface.
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