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[bookmark: _Toc236766458]Task 1: Strategic Threat Analysis: The M&S and Co-op UK Cyber Attack
[bookmark: _Toc236766459]1. Introduction 
[bookmark: _Toc236766460]1.1 Background
Cyberattacks have shifted from opportunistic malware to highly sophisticated ransomware conducted by Advanced Persistent Threat (APT) groups using advanced tactics, techniques and procedures (TTPs) to evade detection and maximise financial impact. Modern offensive security goes far beyond pen testing. 
[image: ]
[bookmark: _Toc236766516]Figure 1: Live Cyber Threat Map
(Source: [1])
It comes with adversary emulation, and this helps organizations see how the attacks look like. The purpose of threat intelligence is to identify an attacker’s evolving behaviour to build proactive defences. The retail sector is a high-value target due to the massive amount of customer data, digital payments and interconnected supply chains it processes. According to data from the industry in 2025, ransomware attacks have increased significantly. Likewise, the average global cost of a data breach surpassed US$4.8 million.
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[bookmark: _Toc236766517]Figure 2: GLOBAL CYBER THREAT LANDSCAPE
(Source: [2])
[bookmark: _Toc236766461]1.2 Research Aim and Objectives 
The aim of this report is to analyse the timeline of M&S and Co-op incidents for mapping them on the MITRE ATT&CK framework that carries out a root cause analysis. 
· To analysis the attack timeline
· To evaluate the threat actor for this company 
· To analysis MITRE ATT&CK mapping
· To make the Root causes figure and analysis 
· To analysis the detection failures
· To give the strategic recommendations
[bookmark: _Toc236766462]1.3 Report Overview 
The report kicks-off with a summary of the M&S and Co-op incidents, followed by threat actor profiling, incident timeline, MITRE ATT&CK mapping, root cause analysis, and assessment of detection and response capabilities. It wraps up with strategies recommendations, critical discussion, evidence along with an appendix which contain OSINT findings and extra diagrams.
[bookmark: _Toc236766463]2. Organisations Information 
The M&S and Co-op are two of the biggest retail organisations in the UK and have millions of customers who shop at their stores and online. M&S is in the clothing, food and home and financial services sectors, whereas Co-op works in food retail, funeral care, insurance and legal services. Both organisations have made significant investments in technologies that enhance the customer experience through the use of cloud, omnichannel retailing, mobile apps, digital payment systems, as well as interconnected supply chains. Identifying management with technology highlights the digital transformation which increases their attack surface significantly to reliance on third-party suppliers, cloud infrastructure, remote access technologies [3]. 
Cybercriminals target retail organisations given disruptions to service affect revenue, customer trust, and continued viability of business organisations [4]. The interconnectedness of suppliers, logistics providers, payment processors and outsourced IT services increase cyber risk as attackers usually exploit trust relationships to move laterally through complex enterprise environments.
	Factors
	Marks & Spencer
	Co-operative Group 

	Industry
	Retail
	Consumer Goods

	Annual Revenue
	£13.8 billion (FY2024/25)
	£11.3 billion (FY2024)

	Employees
	~64,000
	~54,000

	Customers
	Millions of UK and international customers
	Over 6 million active customers

	Digital Services
	E-commerce, App (Online Food Ordering)
	Membership App, Digital Payments

	Attack Surface
	Cloud platforms, payment systems, supplier networks, customer databases, mobile applications
	Cloud services, retail stores, third-party vendors, membership systems, supply chain infrastructure


[bookmark: _Toc236766528]Table 1: Companies Details 
(Source: Co-Operative, 2025; [26])
[bookmark: _Toc236766464]3. Incident summary and timeline
	Date
	Attack Phase
	Organisation
	Key Event
	Evidence

	February 2025
	Initial Access
	M&S and Co-op
	Access was obtained through social engineering and employee credential compromises, as per reports.
	Several weeks before deploying the ransomware, the attackers established persistence. This is consistent with APT dwell times [5].

	February–April 2025
	Reconnaissance & Privilege Escalation
	M&S and Co-op
	The attackers went unnoticed while conducting credential harvesting, lateral attacks and internal discovery.
	The attackers extended the duration of their stay and carried out a reconnaissance mission to deep-dive the business model and later maximise the effectiveness of the ransomware attack [6]. 

	20–21 April 2025
	Ransomware Deployment
	M&S and Co-op
	Dragon Force ransomware impacted online ordering, payment systems, and logistics operations.
	Limiting the movement of the attacker did result in the disruption of the operations of the customers [7]. 

	22 April 2025
	Discovery & Public Disclosure
	M&S 
	M&S has recognised the cyber incident and is working with incident response specialists. NCSC has also been made aware of the situation.
	System recovery than availability highlight the serious compromise [8].

	25 April 2025
	Containment
	M&S and Co-op
	It was decided to suspend online ordering and other customer services to mitigate the attack.
	During a busy retail trading period, there was widespread operational disruption.

	30 April 2025
	Detection
	Co-op
	The Co-operative was notified about the malicious activity and the access was restricted. 
	The first set of defences showed that lessons were learned from the M&S incident and that attempt was made to minimize the attacker’s progression [9].

	2 May 2025
	Public Disclosure
	Co-op
	The Co-op said member data was accessed without permission but payment data was safe.
	Despite the containment measures activated as soon we detected the data theft; the incident was confirmed [10].

	May–July 2025
	Recovery & Remediation
	M&S and Co-op
	The two organisations fixed the systems that were affected, bolstered identity security and took other cyber resilience measures.
	According to the campaign, today’s enterprise environments have considerable vulnerabilities due to identity-based attacks.


[bookmark: _Toc236766529]Table 2: Timeline of key events
(Source: Self-developed)
The cyber incidents involving Marks & Spencer (M&S) and the Co-operative Group (Co-op) in 2025 are believed to be part of a coordinated campaign targeting the UK retail sector. Reports indicate that threat actors stole credentials through social engineering, thereafter using the compromised account to escalate privileges and deploy ransomware following reconnaissance. 
The sophisticated APT highlights the combining stealth that leads to identity-based attacks data theft to maximum operational disruption in the campaign system. 
[image: ] 
[bookmark: _Toc236766518]Figure 3: Timeline of the M&S and Co-op Cyber Campaign (February - July 2025)
(Source: Self-developed)
This figure 3 highlights the entire life cycle of the 2025 M&S and Co-op cyber operation from initial credential compromise to reconnaissance which highlight the ransomware deployment, public disclosure, containment across recovery. The timeline indicates that assailants were present longer, detection took longer, identity security is paramount, and the need for resiliency and rapid response.
[bookmark: _Toc236766465]4. Adversary TTP Mapping
[image: ] 
[bookmark: _Toc236766519]Figure 4: Mapping of the M&S and Co-op Cyber Campaign (2025)
(Source: Self-developed)
[bookmark: _Toc236766466]4.1 Identify and explain ten key Tactics
The 2025 cyber campaign against Marks & Spencer (M&S) and the Co-operative Group (Co-op) exhibited an attack chain reflecting the sophistication of contemporary ransomware. The attackers’ main modus operandi was identity compromise rather than software vulnerability exploitation, indicating the growing significance of human-centred attacks [11]. The initial phase of the campaign started with an Initial Access that was achieved through social engineering and compromised credentials. This allowed the attackers to bypass the perimeter security. According to the whole post, they went on to use PowerShell or other legitimate administrative tools for Execution. The users' systems highlight the network resources of the organization leading to Credential Access, where they obtained Active Directory credentials [12]. The Windows systems compromise the additional hosts by using trusted remote administration services for lateral movement [13]. It was then exfiltrated externally. Ultimately, the deployment of Dragon Force ransomware compromised essential business systems, halting online retail, payment services, and logistics. This sequence demonstrates a well-planned, multi-stage attack that has exploited both technical and social engineering capabilities with a view to maximising operational disruption, financial gain and reputational damage.
[bookmark: _Toc236766467]4.2 The MITRE ATT&CK ID and a short justification
[image: ] 
[bookmark: _Toc236766520]Figure 5: Attack Flow Diagram
(Source: Self-developed)
The campaign can be mapped to several MITRE ATT&CK Enterprise techniques. 
· Social engineering attacks against IT help desks used Valid Accounts (T1078) and Phishing (T1566) to obtain legitimate credentials [14]. 
· The Windows utilities highlight the PowerShell (T1059.001) system which lead to indigate the early reports to run commands. 
· Maintaining access to compromised accounts highlights the account manipulation (T1098). 
· Allowing attackers to obtain domain administrator privileges lead to maintaining the exploitation of Privilege Escalation (T1068).
· The Account Discovery (T1087) highlight the used of Active Directory credentials across (T1046) [14]. 
· Using the SMB and RDP across legitimate Windows protocols [15]. 
· The attackers archive Collected Data (T1560) across Web Services (T1567) to extract sensitive information [15].  
The UK National Cyber Security Centre (NCSC), Reuters, Microsoft Threat Intelligence, Google Mandiant and the MITRE ATT&CK knowledge base all publicly document how identity-based intrusion, credential theft and ransomware deployment are defining features of this campaign, supporting these mappings.
[bookmark: _Toc236766468]5. Root Cause & Security Control Failures
[bookmark: _Toc236766469]5.1 Technical Failures
The cyber hacks at M&S and the Co-op show that today’s ransomware attacks target identity infrastructure, not software flaws. According to public investigations, the attackers gained privileged access after stealing credentials and then exploited vulnerabilities in identity and access management to move laterally through the enterprise [16]. The breaches would not have happened if the systems were expected to be patched. In other words, the unpatched software or major configuration problems involved were made public in evidence only by cybersecurity firms, not by the firms that were breached. Overall, the breaches took weeks to execute, with inadequate segmentation and over-permissions allowing attackers to go unnoticed thanks to insufficient identity monitoring. The presence of these weaknesses shows that NIST CSF Protect (PR.AC), CIS Control 6 (Access Control Management) and ISO/IEC 27001 Annex A identity management controls do not operate as intended.  
[bookmark: _Toc236766470]5.2 Organisational shortcomings
The severe disruption across retail operations indicates that there is likely not enough implementation of Zero Trust, poor third-party risk management and insufficient segmentation between critical business systems. The slow detection highlights the restricted capacity to continuously monitor the incidents which indigate the use of outsourced service providers to connected supply chains [17]. 
[bookmark: _Toc236766471]5.3 Human factors
Multiple open investigations revealed that attackers impersonated employees through social engineering to trick IT help-desk personnel into resetting passwords and multi-factor authentication (MFA) credentials [18]. The above incidents show that security awareness training alone is not sufficient without phishing-resistant MFA, strong identity verification procedures and least-privilege access [19]. The initial setback in security control was noticed in the identity verification and access management systems that helped the attackers obtain legitimate credentials to breach the perimeter. 
[bookmark: _Toc236766472]6. Threat Actor Profile & Motive
[bookmark: _Toc236766473]6.1 If attribution is reported
The UK National Cyber Security Centre (NCSC) public reporting, alongside Reuters, Microsoft Threat Intelligence and Google Mandiant, has attributed the M&S and Co-op cyber campaign to Scattered Spider and Dragon Force ransomware group partnership. Scattered Spider is a hacking group targeting large businesses through deception. Hired by such organizations, the group specializes in identity-based fraud. The group prefers taking over privileged accounts instead of exploiting software vulnerabilities in order to enter a corporate environment. They are at a high capability level; they possess technical expertise and apply advanced operational planning, extended reconnaissance, credential theft, lateral movement and ransomware to achieve maximum financial extortion and operational disruption.
[bookmark: _Toc236766474]6.2 If attribution is unclear
It remains difficult to attribute definitively due to the affiliate-based ransomware-as-a-service (RaaS) model. The use of Dragon Force ransomware could suggest that different affiliates rather than one threat actor are behind the attack. Other organized cybercrime groups targeting identity theft and enterprise extortion could be possibilities. Nonetheless, a number of independent probes have consistently identified help-desk social engineering, credential theft and identity-theft-type intrusion as a hallmark of Scattered Spider activity. Based on the available technical evidence, we assess this activity as attributable to a Scattered Spider affiliate rather than espionage or state-sponsored actors. As the law enforcement investigation kicks off, we will update as work is done.
[bookmark: _Toc236766475]7. Detection & Response Analysis
[bookmark: _Toc236766476]7.1 Vendor 
Cybersecurity vendors like Microsoft Google Mandiant and CrowdStrike quickly analysed the campaign to identify identity-based attack techniques, help-desk social engineering credential theft and lateral movement. Share threat intelligence updates, including indicators of compromise (IOCs), with customers and security communities in a timely manner. Nonetheless, the attackers mainly made use of legitimate credentials and techniques leaving behind very few malicious signatures and hence detection gaps existed. This means that traditional antivirus and detection tools based on signatures were not very effective. The incident highlights the need for behaviour-based detection, identity threat detection and response (ITDR), User and Entity Behaviour Analytics (UEBA), and continuous threat intelligence integration to identify anomalous user activity.
[bookmark: _Toc236766477]7.2 Victim 
M&S and the Co-operative Group deactivated affected systems, called in forensics, informed the UK National Cyber Security Centre (NCSC), and reached out to customers and regulators to show a well-structured incident response. Nonetheless, it has been claimed that the attackers were present within the network for several weeks prior to the actual deployment of the ransomware. This suggests that there are gaps in continuous monitoring, identity security and lateral movement detection. A prolonged dwell time of attackers speaks of inadequate correlation by SIEM, poor monitoring of identities and privileged access, and delays in containment resulting in severe disruptions.
[bookmark: _Toc236766478]7.3 Third Parties
The UK NCSC, NCA, cyber incident response firms and threat intelligence providers were key third parties that helped with investigation, attribution and recovery. By working together, better information about the threat, which included this report, its indicators and mitigation was shared with others. Nonetheless, detection gaps remained because the initiation of the breach reportedly came from trusted third-party support processes and contracted identity verification mechanisms. 
[bookmark: _Toc236766479]8. Recommendations
[bookmark: _Toc236766480]8.1 Prevention
The M&S incident and Co-op show that identity security should be the number one cybersecurity focus. Enterprises must effectuate a Zero Trust Architecture where every user, device and application is continuously verified before granting access. According to the UK NCSC, credential theft could be thwarted through the utilization of phishing-resistant MFA with FIDO2 security keys instead of SMS-based authentication. Just segment the network for Active directory, payment applications, customer databases to stop lateral movement. The Active Directory changes in a central SIEM system led to highlight by PowerShell activity includes authentication logs across VPN sessions [19]. Suppliers and third parties must have regular security assessments and mandatory security awareness programs.  Measures that are low cost in nature like security awareness training (£5-20 per employee per year) can be implemented quickly. Zero Trust, PAM, and other similar measures have medium-to-high-cost requirements but offer good long-term risk mitigation.
[bookmark: _Toc236766481]8.2 Detection
Platforms like Microsoft Defender XDR, CrowdStrike Falcon or Google Chronicle can detect strange authentication patterns, impossible travel and others. Security teams need to deploy SIEM integrated with UEBA to correlate the authentication logs, endpoint telemetry, active directory events, DNS queries, PowerShell execution as well as network traffic [20]. 
[bookmark: _Toc236766482]8.3 Response
The response of NIST Cybersecurity Framework 2.0 lead to indigate the effectively respond of ISO/IEC 27035 across the organisation which lead to maintain the response [21]. Organisation led to highlight the tracking system which led to paying ransoms for tracking submissions made to endpoints in maintaining offline backups across all activity [22].
[bookmark: _Toc236766483]9. Conclusion  
The recent attack on Marks & Spencer (M&S) and the Co-operative Group (Co-op) by hackers highlights the human factor in cyber campaigns, which is more effective than relying on software flaws. The analysis also revealed that the persistence of the attacker before the deployment of Dragon Force ransomware was made possible by social engineering, credential compromise, privilege escalation and lateral movement. Mapping the campaign to the MITRE ATT&CK Enterprise Matrix revealed the entire attack lifecycle while highlighting shortcomings in identity management, network segmentation and continuous monitoring. The events also highlight that cyber resilience is the combination of using Zero Trust Architecture and phishing-resistant multi-factor authentication, privileged access management, behavioural detection and incident response planning. In conclusion, businesses must implement advanced security protocols that focus on a continuous threat-hunting process as well as consistently validating their security capabilities. This will better position them to anticipate possible fatal security events.


[bookmark: _Toc236766484]Task 2: Red Team Engagement: ABCD Ltd (Complete Penetration Testing)
[bookmark: _Toc236766485]1. Rules of Engagement (RoE)
[bookmark: _Toc236766486]1.1 Scope
The scope of this assignment is to cover virtual lab work of Amazon's isolation, including the Domain Controller, Linux web server and Windows client.
[bookmark: _Toc236766487]1.2 Permitted techniques
Authorised activities include, 
1. Reconnaissance
2. Vulnerability 
3. Service enumeration
4. Testing
5. Web application 
6. Escalation 
7. Credential 
8. Lateral 
[bookmark: _Toc236766488]1.3 Excluded systems
All production infrastructure and any public cloud services not related to the lab, any third-party environments, employees’ personal devices, any external Internet hosts, denial-of-service testing, deployment of destructive malware, deletion of data, and attacks on any system or network not defined in the scope. Testing must not impact any live customer information or business as usual services.
[bookmark: _Toc236766489]1.4 Safe-words
The "RED STOP" command that highlight client-authorised emergency termination
[bookmark: _Toc236766490]1.5 Escalation 
Anything of critical importance such as unwanted vulnerabilities, service instability and/or compromise outside the agreed scope should be promptly reported to the Red Team Lead and the Amazon project manager. Testing waits for the formal approval. The engagement log is used to document all occurrences, decisions, corrective actions, and approvals for audit.
[bookmark: _Toc236766491]1.6 Communication channels
Updates on daily progress are shared through meetings and secure emails between the Red Team, PM and the Amazon Security Team. Immediate telephone notification and secure message for critical incidents. The last version of the project includes all findings, evidence, risks identified and remediation actions suggested.
[bookmark: _Toc236766492]1.7 Ethical 
Amazon has granted written authorisation for all testing.  The UK Computer Misuse Act 1990, UK GDPR act highlights the contractual obligations which helps in testing to comply with the ethics [22].  Further, testing will be conducted in accordance with recognised ethical hacking standards [23]. The assessment embraces responsible disclosure principles, safeguards confidentiality, avoids unnecessary disruption and consequently, any evidence collected will be secured and confidential.
[bookmark: _Toc236766493]2. Threat Emulation Plan
[image: ]
[bookmark: _Toc236766521]Figure 6: Mapping to MITRE ATT&CK TTPs
(Source: Self-developed)
[bookmark: _Toc236766494]2.1 Objectives
· To analysis the Linux web server by using controlled exploitation
· To evaluate the active directory that leads to obtaining access within the Windows domain.
· To access sample sensitive files
· To evaluate the Amazon's prevention, detection and incident response by using MITRE ATT&CK-
[bookmark: _Toc236766495]2.2 Success criteria
The external system in this isolated lab environment led to engagement successful predefined objectives [24]. Collecting network evidence for every stage with recording weaknesses in documenting detection opportunities in producing relevant recommendations for remediation security controls [25].  
[bookmark: _Toc236766496]2.3 The sequence of attack phases
The campaign uses a structured Red Team process based on MITRE ATT&CK Enterprise methodology. The assessment starts with scouting and listing of the targets exposing services and attack surfaces. The vulnerable web application is exploitatively accessed, which later results in an execution and persistent presence in the environment [26]. Privilege escalation helps to gain administrative authority which needs discovery methods to utilise users’ capabilities before entering in credential access [27]. The Windows client has the ability to access the authorized sensitive sample data that lead to identify the Laterona will be moved.
[bookmark: _Toc236766497]3. Lab Environment Design
[bookmark: _Toc236766498]VM-1: Windows Server acting as Active Directory Domain Controller
[image: ]
[bookmark: _Toc236766522]Figure 7: Diagram of VM1
(Source: Self-developed)
VM-1 is Windows Server 2022 Active Directory Domain Controller (Amazon-DC01), which provides identity and authentication services for the simulated enterprise environment. The server was hosted on a private IP address 10.0.1.10 within an isolated AWS VPC. The main functions that were installed consisted of Active Directory Domain Services (AD DS), Domain Name System (DNS), Kerberos authentication, Lightweight Directory Access Protocol (LDAP) and Group Policy Management. The domain Amazon.local was created to authenticate the domain users and administer security policies in all connected systems [28]. The Windows Defender Firewall was kept on with only necessary ports allowed for Active Directory services. The allowed ports are DNS (53), Kerberos (88), LDAP (389), SMB (445) and RDP (3389).
[bookmark: _Toc236766499]VM-2: Linux web server hosting a vulnerable web application
[image: ]
[bookmark: _Toc236766523]Figure 8: Diagram of VM2
(Source: Self-developed)
The DVWA was hosted on an Ubuntu Server 22.04 LTS on the VM-2 to mimic an insecure public-facing retail application. The server identified as Amazon-WEB01 has a private IP address of 10.0.1.20 on the AWS VPC that is isolated. Core services were Apache2, PHP, MariaDB/MySQL, DVWA and OpenSSH for remote administration. HTTP (80) & HTTPS (443) were opened for web services, while SSH (22) was limited for authorized administrative access. The configuration of MariaDB was done only for local database connectivity and was not exposed externally. The Apache access logs, Apache error logs, PHP logs, MySQL logs and the Linux syslog were all helpful in monitoring and forensic analysis. The customer-facing retail platform of Amazon. is represented by this virtual machine [29]. The customer-facing systems will be the main target to demonstrate and exploit in a controlled and safe manner (e.g. web application compromise, remote code execution and initial network access).
[bookmark: _Toc236766500]VM-3: Windows 10/11 client or a file-server hosting ‘sensitive’ dummy data
[image: ]
[bookmark: _Toc236766524]Figure 9: Diagram of VM3
(Source: Self-developed)
VM-3 was set up as a Windows 10 Enterprise client representing a worker’s workstation and file server in the Amazon domain. The private IP address of the hostname Amazon-CLIENT01 is 10.0.1.30. But an important detail is it is joined to the Amazon.local Active Directory domain for authentication. Overall technical details show it uses Kerberos and LDAP. Different tools such as Microsoft Office, PowerShell, and SMB help to simulate an authentic office workstation that hosts organizational documents, file sharing. The confidential corporate data directories shared also had sanitised dummy files that were a facsimile of the actual system [30]. NTFS access permissions were enabled to support auditing by using the Windows Defender, as these have Windows Firewall, Event Viewer logging, PowerShell logging for forensic analysis. The only services which were available were essential services such as SMB (445), RDP (3389) for admins and RPC (135). During the Red Team assessment, this virtual machine represented the final target for sanctioned lateral movement.
[bookmark: _Toc236766501]4. Exploitation Requirements
[bookmark: _Toc236766502]Exploit A: Remote code execution against the web application on VM-2.
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Kali-Attacker
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[bookmark: _Toc236766525]Figure 10: EXPLOIT A IN Web-Target-VM2 Terminal
(Source: Self-developed)
The initial exploit targeted VM-2, an Ubuntu based Linux server installed with (DVWA) Damn Vulnerable Web Application in docker. The goal was to show how a vulnerable public-facing web app can provide an attacker with initial access to the enterprise. Before the exploitation of the HTTP service, network reconnaissance was conducted to check whether the application was reachable from the Kali attacker machine.
Due to DVWA's purpose, it contains an insecure configuration that has the potential to allow the DVWA web application to be vulnerable. A controlled visit to gain remote code execution that made the web application that exploited the situation [31]. Directive command use of appropriate operating system utilities for laboratory environments so, the only endorsement were no harmful payloads or malware.
User privileges to access the application directories to prove the successful exploitation included the command shell execution on the web server, verification of the operating environment confirmation [32]. The exercise produced a range of artefacts, including the logs of Apache access and error, Linux authentication and shell history. The screenshots taken before and after the exploit demonstrate access without compromising the laboratory environment.
[bookmark: _Toc236766503]Exploit B: Privilege escalation or lateral movement inside the Windows domain (VM-1).
Kali-Attacker VM
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[bookmark: _Toc236766526]Figure 11: EXPLOIT B Kali-Attacker VM
(Source: Self-developed)
The other exploit exploited the VM-1, the Windows Server 2022 Active Directory Domain Controller configured for the Amazon. Local domain. The aim was to show how weak identity management can allow an attacker to obtain elevated privileges after initial compromise. The lab purposely contained a weak domain account (j.smith) meant for credential-based testing.
After gaining initial access, we performed domain enumeration, visualizing users, groups and services using approved Active Directory assessment tools. Gaining credentials in escalating privileges highlight two different techniques such as T1078 and T1068 which highlight the MITRE ATT&CK. The exercise used authorized administration in this assessment so, simulated these techniques using high-level techniques lead to using malicious software along with authentication testing in a controlled manner [33]. Also, privilege verification was captured via screenshots in domain authorisation. 
[bookmark: _Toc236766504]Exploit C: Client-side or service-side exploit to access sensitive files on VM-3.
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[bookmark: _Toc236766527]Figure 12: EXPLOIT C Instance ID
(Source: Self-developed)
The last target was VM-3, a Windows 10 client. VM-3 was a file server with a shared SensitiveData directory containing sanitised documents from the organisation. The aim was to showcase the final phase of Red Team engagement to assess whether sensitive business information can be accessed due to successful compromise of the enterprise environment.
The phase’s prerequisites were successful authentication in the Active Directory domain and authorised access to network file sharing. The assessment involved legitimate credential usage and native Windows file sharing protocols to mimic lateral movement in a controlled manner. This technique maps to ATT&CK T1021 (Remote Services) and T1005 (Data from Local System). The tests were performed using prepared dummy data sets only and not any confidential personal production information was accessed, altered or removed.
The success was evidenced by verified access to the SensitiveData shared folder and confirmation that designated sample documents were viewable. So, Windows file access audit logs that lead to indigate the security event logs screenshots which highlight SMB session records across the of successfully authorized [34]. During testing, none of the files were modified or deleted. This exploit completed the end-to-end attack chain by showing how vulnerabilities in authentication, access control and network segmentation could ultimately expose sensitive organisational information to an attacker in the compromised environment.
[bookmark: _Toc236766505]5. Tools & Techniques
[bookmark: _Toc236766506]5.1 Linux Logs
During the engagement, the activity on the Ubuntu DVWA web server was monitored through the use of Apache access logs, and Apache error logs and Linux Syslog. After the controlled exploitation took place, the logs revealed HTTP requests, authentication events and processor activity that were tested. Instead of being used as a weapon, the logs were analysed to reconfirm that the exploitation was successful and to see if defensive monitoring could identify the behaviour as malicious [35]. The gathered log files also helped with forensic analysis, as timestamps and source IP addresses were recorded along with application events [36]. Using native Linux logging showed how attackers may leave artefacts which can help incident responders later on.
[bookmark: _Toc236766507]5.2 Nmap
During the reconnaissance phase, Nmap was used to discover live hosts, open ports and available network services in the isolated virtual environment of Amazon. The tool was used to safely enumerate the Windows Server, Ubuntu web server, and Windows client before any exploitation was attempted. The data attained via Nmap aided in recognizing the attack surface and picking out suitable assessment techniques while remaining within the sanctioned Rules of Engagement. Given that Nmap is a non-intrusive network discovery tool, it was suitable for use for an academic Red Team assessment [37].
[bookmark: _Toc236766508]5.3 Metasploit
The controlled demonstration modular architecture allowed for a repeatable and documented exploitation, useful for teaching. The evidence produced by Metasploit included establishing a successful session and confirmation of permission granted on the target. The reason for selecting the framework is that it is an industry-recognized penetration-testing framework that is widely used to validate vulnerabilities in controlled laboratory environments [38].
[bookmark: _Toc236766509]5.4 SMB Client
SMB Client and other native Windows SMB utilities were used in the post-exploitation phase to verify legality of access to shared folders on Windows client. After successful authentication in the Active Directory environment, the tools allowed for controlled access files stored on network file shares containing sanitised corporate data. The artefacts that were produced included SMB session records and Windows file access logs which were then analysed. This would help evaluate the efficiency of monitoring and access control systems, in a corporate network simulation [39].
[bookmark: _Toc236766510]6. Operational Execution
The Red Team campaign took place in the isolated Amazon virtual laboratory on AWS, meaning that everything happened in a tightly-contained VPC. The setup had the following four virtual machines: Kali Linux for attacking, Windows Server 2022 for Active Directory Domain Controller, an Ubuntu server with Damn Vulnerable Web Application (DVWA), and incidentally a Windows client with a Sensitive Data shared folder. We performed reconnaissance with Nmap for active hosts and exposed service enumeration, followed by a controlled exploitation using Metasploit against the application [40]. After gaining initial access, credential-based testing enabled domain authentication, authorised credential-based testing enabled domain authentication and privilege verification, after which SMBClient was used to access the designated shared files. 
During the engagement, priority was given to stealth, using legitimate administrative utilities, while generating minimal network traffic and avoiding damage-causing payloads by using legitimate administrative utilities. PowerShell and Living-Off-the-Land techniques were only used for the correct administrative verification so as to reduce attack footprint and mimic realistic adversary behaviour. The evidence for each phase included the screenshots captured during reconnaissance, exploitation and post exploitation activity and Apache access logs, Linux Syslog and Windows Security Event Logs and packet capture from Tcpdump [41]. The artifacts proved successful execution, allowed forensic analysis, and supported further detection gap evaluation.
[bookmark: _Toc236766511]7. Containment & Safety
the approved testbed conducted in the fully isolated virtual laboratory which ensured that all offensive actions remained confined. So, the infrastructure was deployed within a dedicated Amazon Web Services (AWS) with security groups and firewall rules that limit communications to only the approved VMs. It ensured compliance with the Rules of Engagement so, no production systems in third-party services highlight the external victim infrastructure during the assessment.
[bookmark: _GoBack]Before conducting any intrusive testing, the Windows Server 2022 Domain Controller, Ubuntu DVWA server and Windows client were all backed up and a snapshot was taken of the system.  If the exploitation ever caused instability or inadvertent configuration changes, they could be quickly reverted. During the course of the engagement, only desktop sanitized dummy data was accessed, and there were no destructive actions taken, the deployment of ransomware or permanent modifications to the system. During testing, if any unexpected behaviour was observed, the documented rollback plan process highlights the activity of stopping immediate action. The affected virtual machine would be restored from its latest snapshot. Then, service functionality would be verified before resuming the testing [42]. The controlled recovery process guaranteed continuity of business which protected laboratory integrity to professional ethical hacking. 
[bookmark: _Toc236766512]
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CONTEXT
For the practical part of this project, the entire Red Team lab was built on Amazon Web Services because in a normal system it is hard to run all the VM’s with enough memory to run multiple virtual machines at the same time. A separate Virtual Private Cloud was created along with a subnet, security group, Internet Gateway, IAM role, and key pair so that all the machines could communicate inside an isolated environment. 
A total of four virtual machines were set up for the lab. The Kali Attacker machine, built using Ubuntu Server, was prepared with tools such as Nmap, Metasploit, Hydra, SMBClient, and Tcpdump for penetration testing. The AD DomainController VM1 was configured as a Windows Server 2022 Domain Controller for the abcd.local domain, and a weak user account named j.smith with the password Password1 was created for testing credential-based attacks. The Web Target VM2 was an Ubuntu server running the Damn Vulnerable Web Application inside Docker, while the Client FileServer VM3 was joined to the domain and contained a shared SensitiveData folder with sample confidential files. 
SETUP
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$ sudo docker ps
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$ sudo docker ps

CONTAINER ID IMAGE COMMAND CREATED
débaa3a9dl4b  vulnerables/web-dvwa "/main.sh" About a minute ago
$ curl -I http://localhost

HTTP/1.1 302 Found

Date: Sun, 02 Aug 2026 04:25:16 GMT

Server: Apache/2.4.25 (Debian)

Set-Cookie: PHPSESSID=1c7jug9npt2pkg9bbvevdhjq03; path=/
Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate
Pragma: no-cache

Set-Cookie: PHPSESSID=1c7jug9npt2pkg9bbvevdhijq03; path=/
Set-Cookie: security=low

Location: login.php

Content-Type: text/html; charset=UTF-8
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Up About a minute

PORTS
0.0.0.0:80->80/tcp,
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In alarm EC2 service status Open events
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DNS server in the parent zone to ensure reliable name resolution from outside the
domain “abcd.local". Otherwise, no action is required.

More about installation options

< Previous Next > Install Cancel





image63.png
Server Manage

Dashboa|

Local Setl g oy [ [l 1 | &

i Computers

File Action View Help

G HE T eETER

Manage

Tools

TASKS ¥

S 4 abed local

File and

s B

All Serve e SNSRI | rerme
Saved Queries

Saved Queries
Wsbedlocal  Domain

Type Description

Folder to store your favo...

Activation

00-00001-AA479 (Activated)

New Object - User

& Createin:  abedlocal/

First name: John

Last name:

Ful name: John

Userlogon name:
j smith]

EC2AMAZ-K211208
EC2AMAZ-K2112808
EC2AMAZ-K211208

SERVICES

All services | 13 total

Server Name

EC2AMAZ-K211808
EC2AMAZ-K211808
EC2AMAZ-K211808
EC2AMAZ-K211808

643 Wamning NTDS ISAM
1202 Error DFSR
6104 Error DFSR

Userlogon name (pre-Windows 2000)

@abed local

ABCD\

o
Display Name Sevice Name Status  Start Type
Active Directory Domain Services NTDS Running Automatic
Distributed Link Tracking Client  TrkWiks Stopped Manual
DFS Namespace Dfs Running Automatic

Workstation

LanmanWorkstation Running Automatic

TASKS ¥

TASKS ¥





image64.png
New Object - User

& Createin: abcdlocal/

When you click Finish, the following object will be created:

Full name: John
User logon name: j.smith@abed local
The password never expires.

| <Back |[CFn |





image65.png
e EC2 > Instances @ s 6

EC2 < @ Currently creating AMI ami-0155dfeabba78830b from instance i-0e0d00bb1b8bf5ate. Check that the AMI status is ‘Available’ befare deleting the instance or carrying out other actions related to

this AML.

Dashboard

AWS Global View 12 Instances (1/3) it @ ( Connect ) ( Instance state ') ( Actions v ) _-

Events _ Saved filter sets

(_choose itter set w | [ Q_Find instance by attribute or tag (case-sensitive) 1 @

¥ Instances

Instances 8 | Namegy v | Instance ID | Instancestate v | Instancetype v | Status check | Availability Zone ¥ | Public IPv4 DNS v | PubliciPva.

Instance Types (m] Kali-Attacker i-0fc857676297e6feb @ Running Qe t3.micro @ 3/3 checks passec  us-east-1d - 34.202.1684

Launch Templates -

(] Web-Target-vM2 i-05139ac781ab2cbff @ Running @ @ t3.micro @ 3/3 checks passec  us-east-1d - 98.86.225.22

Spat Requests.

Savings Plans [ AD-DomainControlle...  i-0e0d00bb1b8bf5ale @Running @ @ t3.micro @ 3/3 checks passec  us-east-1d = 35.171.151.6

Reserved Instances

Dedicated Hosts

Capacity Reservations

Instances

Capacity Manager
¥ Images

AMIs —

AMI Catalog i-0e0d00bb1b8bf5ale (AD-DomainController-VM1) B v
¥ Elastic Block Store

Volumes Details Status and alarms Monitoring Security Networking Storage Tags

Snapshots

Lifecycle Manager ¥ Instance summary Info
v Network & Security I,n_stan:e D ?hliz IPva address l;_rivate 1Pv4 addresses

o £

Security Graups [ i-0e0d00bb1b8bf5aTe [ 35.171.151.61 | open address |7 1 100.1.131

Elastic IPs IPv6 address Instance state Public DNS

Placement Groups - @ Running -

Key Pai

ey pairs Hostname type Private IP DNS name (IPv4 only)

Network Interfaces IP name: ip-10-0-1-131.ec2.internal I3 ip-10-0-1-131.ec2.internal

¥ Load Balancing
Answer private resource DNS name Instance type Elastic IP addresses

Load Balancers _ 3.micro _

Target Groups

Trust Stores Auto-assigned IP address VPCID AWS Compute Optimizer finding

a)

for AWS  Feedback [ Console Mobile App Terms  Cookie preferences




image66.png
© <2 > stances

EC2

Dashboard
AWS Global View 1
Events

¥ Instances
Instances
Instance Types
Launch Templates
Spot Requests
Savings Plans
Instances yed Instances
Dedicated Hosts
Capacity Reservations
Capacity Manager New
¥ Images
AMIs
AMI Catalog
¥ Elastic Block Store
Volumes
Snapshots

Lifecycle Manager

¥ Network & Security
Security Groups
Elastic IPs
Placement Groups
Key Pairs
Network Interfaces

¥ Load Balancing
Load Balancers
Target Groups
Trust Stores

<

Instances (1/4) info

- Saved filter sets

Last updated
less than a minute ago

(" choose fitter set ¥ | ( Q. Find Instance by attribute or tag (case-sensitive)

© =&

Ceamert) Cirtance st v) Caators +) (RS D

1 @

@ | Nameyp v | Instance ID | Instancestate ¥ | Instancetype ¥ | Status check | Availability Zone ¥ | Public IPv4 DNS v | PubliclPva .
(] Kali-Attacker i-0fc857676297e6feb @ Running @ @ t3.micro @ 3/3 checks passec  us-east-1d - 34.202.168.4
(@] Web-Target-VM2 i-05139ac781ab2chff @Running @ @ t3.micro @ 3/3 checks passec  us-east-1d - 98.86.225.22
a AD-DomainControlle... i-0e0d0Obb1b8bf5atle @ Running @ @ t3.micro @ 3/3 checks passec  us-east-1d = 35.171.151.6
[ Client-FileServer-VvM3 i-04708cf27e13bbb3f @ Running Qe t3.micro @ Initializing us-east-1d - 52.90.181.18
i-04708cf27e13bbb3f (Client-FileServer-vM3) @ v
Details Status and alarms Monitoring Security Networking Storage Tags

¥ Instance summary info

Instance ID
I i-04708cf27e13bbb3f

IPv6 address.

Hostname type
IP name: ip-10-0-1-120.ec2.internal

Answer private resource DNS name

Auto-assigned IP address

Public IPv4 address

[0 52.90.181.182 | open address 12

Instance state
@ Running

Private IP DNS name (IPv4 only)
151 ip-10-0-1-120.ec2.internal

Instance type
t3.micro

VvPCID

Private IPv4 addresses
15 10.0.1.120

Public DNS

Elastic IP addresses

AWS Compute Optimizer finding

nazon Web Terms

Cloudshell [ Agent Toolkit for AWS ~ Feedback [ Console Mobile App

Cookie preferences




image67.png
Settinas.

System Properties

Computer Name/Domain Changes X

You can change the name and the membership of this
computer. Changes might affect access to network resources.

Computer name:

EC2AMAZ-7Q3IN3C

Full computer name:
EC2AMAZ-7Q3IN3C

Member of
(® Domain:
|d:cdlocd

(O Workgroup:
WORKGROUP

pomputer

0K

|





image68.png
Hostname: EC2AMAZ-7Q3IN3C
Instance ID: i-04708cf27e13bbb3f
Private IPv4 address: 10.0.1.120
Public IPv4 address: 52.90.181.182
omput IPv6 address:

Instance size: t3.micro

Availability Zone: us-east-1d
Architecture: AMD64





image5.png
THREAT ACTOR
Scattered Spider + DragonForce

&, 1. Initial Access
« Social Engineering & Helpdesk Impersonation
* Credential Theft & MFA Reset

MITRE: T1566 | T1078

| 2. Execution & Persistence
« PowerShell Exccution
* Account Manipulation
* Living-off-the-Land (LOLBins)
MITRE: T1059.001 | T1098

Identity Protection

(Initial Access)

3. Privilege Escalation
« Active Directory Enumeration
* Credential Dumping
« Domain Administrator Access

MITRE: T1068 | T1003

SIEM Log Monitoring
(Execution)

@® 5. Lateral Movement
* Remote Desktop (RDP)
* SMB & Remote Services
MITRE: T1021

% 4. Discovery
* Account Discovery
* Network Discovery
* Service Enumeration
MITRE: T1087 | T1046

[T 6. Collection
» Customer Database
* Business Documents
« Payment Information
MITRE: T1560

UEBA Analytics
(Privilege Escalation)

EDR/XDR Detection
(Discovery)

Network Segmentation
(Lateral Movement)

& 7. Exfiltration
« Data Stolen
« Cloud/Web Service Transfer
MITRE: T1567

8. Impact

* DragonForce Ransomware & File Encryption

« Online Orders Offline & Payment Disruptions
« Supply Chain Delays

MITRE: T1486

DLP & Monitoring
(Collection & Exfil)

Immutable Backups
(Impact)

© 9. Incident Response
+ System Isolation & NCSC Notitication
« Digital Forensics & Password Reset
* Recovery & Remediation

IR Playbooks

(Incident Response)

@ BUSINESS IMPACT

* Online Services Unavailable
* Customer Data Exposure
* Revenue Loss
« Supply Chain Disruption
« Brand Reputation Damage
* Regulatory Investigation
* Recovery Costs

afEn e R D





image69.png
7 customers.csv - Notepad

File Edit Format View Help
Name,Email,Phone,Address

John Smith,john.smith@fakemail.com,555-0101,12 Elm Street
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$ sudo docker ps
CONTAINER ID IMAGE COMMAND CREATED STATUS PORTS NAMES

d6iaa3a9dl4b vulnerables/web-dvwa "/main.sh" 30 hours ago Up 18 hours 0.0.0.0:80->80/tcp, [::]:80->80/tcp dvwa
$
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$ cd ~
curl -L http://10.0.1.40/login.php | head -20$%

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 1523 100 1523 0 0 394.7k 0 0

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Strict//EN" "http://www.w3.org/TR/xhtmll/DTD/xhtmll-strict.dtd">

<html xmlns="http://www.w3.0rg/1999/xhtml">

<head>
<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />
<title>Login :: Damn Vulnerable Web Application (DVWA) v1.10 *Development*</title>
<link rel="stylesheet" type="text/css" href="dvwa/css/login.css" />

</head>

<body>

<div id="wrapper">

<div id="header">
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$ 1s -1 exec_result.html
-rw-r--r-- 1 ssm-user ssm-user 4764 Aug 3 06:17 exec result.html
$ tail -20 exec_result.html

<div class="clear">
</div>

<div id="system info">
<input type="button" value="View Help" class="popup button" id='help button' data-help-ur:

../../vulnerabilities/view_help.php?id=exec&security=low

' )"> <input type="button" value="View Source" class="popup button" id='source button' data-source-url='../../vulnerabilities/view source.php?id=execssecurity=low' )"> <div align="
left"><em>Username:</em> admin<br /><em>Security Level:</em> low<br /><em>PHPIDS:</em> disabled</div>
</div>

<div id="footer">

<p>Damn Vulnerable Web Application (DVWA) v1.10 *Development*</p>
<script src='/dvwa/js/add event listeners.js'></script>

</div>
</div>
</body>

</html>$ grep -A 20 "<pre>" exec result.html

<pre>PING 127.0.0.1 (127.0.0.1): 56 data bytes
64 bytes from 127.0.0.1: icmp_seq=0 ttl=64 time=0.043
64 bytes from 127.0.0.1: icmp seg=1 tt! i
64 bytes from 127.0.0.1: icmp_seq=2 tt.
64 bytes from 127.0.0.1: icmp_seg=3 ttl=64 time=0.048 ms
-—- 127.0.0.1 ping statistics —--
4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max/stddev = 0.043/0.049/0.056/0.000 ms
uid=33(www-data) gid=33(www-data) groups=33(www-data)
www-data
Linux débaa3a9dl4b 7.0.0-1009-aws #9-Ubuntu SMP PREEMPT Tue Jun 30 21:
</pre>

</div>

:37 UTC 2026 x86_64 GNU/Linux

<h2>More Information</h2>

<ul>
<li><a href="http://www.scribd.com/doc/2530476/Php-Endangers-Remote-Code-Execution" target="_blank">http://www.scribd.com/doc/2530476/Php-Endangers-Remote-Code-Exec
ution</a></1i>
="http://www.ss64.com/bash/" target="_blank">http://www.ss64.com/bash/</a></1i>
"http://www.ss64.com/nt/" target="_blank">http://www.ss64.com/nt/</a></1i>
<li><a href="https://www.owasp.org/index.php/Command Injection" target="_blank">https://www.owasp.org/index.php/Command Injection</a></1i>
</ul>
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$ sudo apt install -y python3-impacket

The following package was automatically installed and is no longer required:
pollinate

Use 'sudo apt autoremove' to remove it.

Installing:
python3-impacket

Installing dependencies:
python3-asgiref python3-dnspython python3-itsdangerous python3-ldapdomaindump python3-pycryptodome python3-werkzeug
python3-charset-normalizer python3-flask python3-1ldap3 python3-pyasyncore python3-pyinotify

Suggested packages:

python-charset-normalizer-doc python3-h2 python3-httpx python3-dotenv python-pyinotify-doc python-werkzeug-doc python3-watchdog
python3-aioquic python3-httpcore python3-trio python-flask-doc ipython3 python3-1xml
Summary :

Upgrading: 0, Installing: 12, Removing: 0, Not Upgrading: 3
Download size: 3088 kB
Space needed: 17.6 MB / 1903 MB available

Get:1 http://us-east-1l.ec2.archive.ubuntu.com/ubuntu resolute/main amd64v3 python3-asgiref all 3.11.0-1 [25.2 kB]

Get:2 http://us-east-1l.ec2.archive.ubuntu.com/ubuntu resolute/universe amd64v3 python3-charset-normalizer amdé64 3.4.4-2buildl [135 kB]
Get:3 http://us-east-1l.ec2.archive.ubuntu.com/ubuntu resolute/main amd64v3 python3-dnspython all 2.8.0-lubuntul [178 kB]

Get:4 http://us-east-1l.ec2.archive.ubuntu.com/ubuntu resolute/main amd64v3 python3-itsdangerous all 2.2.0-2buildl [15.4 kB]

Get:5 http://us-east-1l.ec2.archive.ubuntu.com/ubuntu resolute/main amd64v3 python3-werkzeug all 3.1.5-1 [170 kB]

Get:6 http://us-east-1l.ec2.archive.ubuntu.com/ubuntu resolute/main amd64v3 python3-flask all 3.1.3-lubuntul [85.0 kB]

Get:7 http://us-east-l.ec2.archive.ubuntu.com/ubuntu resolute/universe amd64v3 python3-ldap3 all 2.9.1-2buildl [241 kB]

Get:8 http://us-east-1l.ec2.archive.ubuntu.com/ubuntu resolute/universe amd64v3 python3-ldapdomaindump all 0.9.4-2buildl [17.3 kB]
Get:9 http://us-east-1l.ec2.archive.ubuntu.com/ubuntu resolute/universe amd64v3 python3-pycryptodome amd64 3.20.0+dfsg-3buildl [1113 kB]
Get:10 http://us-east-l.ec2.archive.ubuntu.com/ubuntu resolute/universe amd64v3 python3-impacket all 0.13.0-2 [1073 kB]

Get:11 http://us-east-l.ec2.archive.ubuntu.com/ubuntu resolute/main amd64v3 python3-pyasyncore all 1.0.2-3buildl [10.4 kB]

Get:12 http://us-east-l.ec2.archive.ubuntu.com/ubuntu resolute/main amd64v3 python3-pyinotify all 0.9.6-5buildl [25.5 kB]

Fetched 3088 kB in 0s (17.5 MB/s)

Selecting previously unselected package python3-asgiref.

(Reading database ... 184065 files and directories currently installed.)

Preparing to unpack .../00-python3-asgiref 3.11.0-1 all.deb ...

Unpacking python3-asgiref (3.11.0-1) ...

Selecting previously unselected package python3-charset-normalizer.

Preparing to unpack .../0l-python3-charset-normalizer 3.4.4-2buildl_amd64v3.deb ...

Unpacking python3-charset-normalizer (3.4.4-2buildl) ...

Selecting previously unselected package python3-dnspython.

Preparing to unpack .../02-python3-dnspython 2.8.0-lubuntul all.deb ...

Unpacking python3-dnspython (2.8.0-lubuntul) .
Selecting previously unselected package python3 itsdangerous.

Preparing to unpack .../03-python3-itsdangerous_2.2.0-2buildl all.deb ...
Unpacking python3-itsdangerous (2.2.0-2buildl) ...

Selecting previously unselected package python3-werkzeug.

Preparing to unpack .../04-python3-werkzeug 3.1.5-1 all.deb ...
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Selecting previously unselected package python3-werkzeug.

Preparing to unpack .../04-python3-werkzeug 3.1.5-1_all.deb ...

Unpacking python3-werkzeug (3.1.5-1) ...

Selecting previously unselected package python3-flask.

Preparing to unpack .../05-python3-flask_3.1.3-lubuntul_all.deb ...

Unpacking python3-flask (3.1.3-lubuntul) ...

Selecting previously unselected package python3-ldap3.

Preparing to unpack .../06-python3-ldap3 2.9.1-2buildl_all.deb ...

Unpacking python3-ldap3 (2.9.1-2buildl) ...

Selecting previously unselected package python3-ldapdomaindump.

Preparing to unpack .../07-python3-ldapdomaindump 0.9.4-2buildl _all.deb ...

Unpacking python3-ldapdomaindump (0.9.4-2buildl) ...

Selecting previously unselected package python3-pycryptodome.

Preparing to unpack .../08-python3-pycryptodome_3.20.0+dfsg-3buildl_amd64.deb ...

Unpacking python3-pycryptodome (3.20.0+dfsg-3buildl) ...

Selecting previously unselected package python3-impacket.

Preparing to unpack .../09-python3-impacket 0.13.0-2_all.deb ...

Unpacking python3-impacket (0.13.0-2) ...

Selecting previously unselected package python3-pyasyncore.

Preparing to unpack .../10-python3-pyasyncore 1.0.2-3buildl_all.deb ...

Unpacking python3-pyasyncore (1.0.2-3buildl) ...

Selecting previously unselected package python3-pyinotify.

Preparing to unpack .../ll-python3-pyinotify 0.9.6-5buildl_all.deb ...

Unpacking python3-pyinotify (0.9.6-5buildl) ...

Setting up python3-charset-normalizer (3.4.4-2buildl) ...

Setting up python3-pycryptodome (3.20.0+dfsg-3buildl) ...

Setting up python3-itsdangerous (2.2.0-2buildl) ...

Setting up python3-ldap3 (2.9.1-2buildl) ...

Setting up python3-werkzeug (3.1.5-1) ...

Setting up python3-dnspython (2.8.0-lubuntul) ...

Setting up python3-pyasyncore (1.0.2-3buildl) ...

Setting up python3-ldapdomaindump (0.9.4-2buildl) ...

Setting up python3-asgiref (3.11.0-1) ...

Setting up python3-flask (3.1.3-lubuntul) ...

Setting up python3-pyinotify (0.9.6-5buildl) ...

Setting up python3-impacket (0.13.0-2) ...

/usr/lib/python3/dist-packages/impacket/mssql/version.py:182: SyntaxWarning: 'return' in a 'finally' block
return string

Scanning processes...

Scanning linux images...

Running kernel seems to be up-to-date.

No services need to be restarted.

No containers need to be restarted.

No user sessions are running outdated binaries.

No.VM guests are running outdated hypervisor (gemu) binaries on this host.
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$ sudo apt install -y python3-pip

The following package was automatically installed and is no longer required:
pollinate

Use 'sudo apt autoremove' to remove it.

Installing:
python3-pip

Installing dependencies:

build-essential fakeroot gcc-15-base libc-dev-bin libfile-fcntllock-perl libpython3-dev lto-disabled-list
bzip2 g+t gce-15-x86-64-1inux-gnu libc6-dev libgcc-15-dev libpython3.1l4-dev make
cpp g++-15 gcc-x86-64-1inux-gnu libcel-0 libhwasan0 libquadmath0 manpages-dev
cpp-15 g++-15-x86-64-1linux-gnu libalgorithm-diff-perl libcrypt-dev  libisl23 libstdc++-15-dev  python3-dev
cpp-15-x86-64-linux-gnu g++-x86-64-1linux-gnu libalgorithm-diff-xs-perl libdpkg-perl libitml libtsan2 python3-wheel
cpp-x86-64-1inux-gnu gce libalgorithm-merge-perl libexpatl-dev liblsan0 libubsanl python3.1l4-dev
dpkg-dev gce-15 libasang libfakeroot libmpc3 linux-libc-dev rpcsve-proto
Suggested packages:
bzip2-doc cpp-15-doc g++-multilib gcc-multilib libtool gdb gdb-x86-64-1linux-gnu bzr
cpp-doc debian-keyring g++-15-multilib autoconf flex gcc—doc libc-devtools 1libstdc++-15-doc
gce-15-locales debian-tag2upload-keyring gcc-15-doc automake bison gce-15-multilib glibe-doc make-doc
Summary:

Upgrading: 0, Installing: 51, Removing: 0, Not Upgrading: 3
Download size: 89.1 MB
Space needed: 318 MB / 1859 MB available

Get:1 http://us-east-1l.ec2.archive.ubuntu.com/ubuntu resolute-updates/main amd64v3 libc-dev-bin amd64 2.43-2ubuntu2.3 [23.7 kB]
Get:2 http://us-east-l.ec2.archive.ubuntu.com/ubuntu resolute-updates/main amd64v3 linux-libc-dev amd64 7.0.0-28.28 [1619 kB]
Get:3 http://us-east-1.ec2.archive.ubuntu.com/ubuntu resolute/main amd64v3 rpcsvc-proto amd64 1.4.3-lbuildl [68.6 kB]

Get:4 http://us-east-l.ec2.archive.ubuntu.com/ubuntu resolute-updates/main amd64v3 libc6-dev amd64 2.43-2ubuntu2.3 [2276 kB]

Get:5 http://us-east-1l.ec2.archive.ubuntu.com/ubuntu resolute/main amd64v3 gcc-15-base amd64 15.2.0-16ubuntul [39.1 kB]

Get:6 http://us-east-l.ec2.archive.ubuntu.com/ubuntu resolute/main amd64v3 libisl23 amd64 0.27-1buildl [692 kB]

Get:7 http://us-east-l.ec2.archive.ubuntu.com/ubuntu resolute/main amdé4v3 libmpc3 amdé4 1.3.1-3 [55.0 kB]

Get:8 http://us-east-l.ec2.archive.ubuntu.com/ubuntu resolute/main amd64v3 cpp-15-x86-64-linux-gnu amdé4 15.2.0-1l6ubuntul [13.0 MB]
Get:9 http://us-east-1.ec2.archive.ubuntu.com/ubuntu resolute/main amd64v3 cpp-15 amd64 15.2.0-l6ubuntul [1044 B]

Get:10 http://us-east-l.ec2.archive.ubuntu.com/ubuntu resolute/main amd64v3
Get:11 http://us-east-1.ec2.archive.ubuntu.com/ubuntu resolute/main amd64v3
Get:12 http://us-east-1.ec2.archive.ubuntu.com/ubuntu resolute/main amd64v3
Get:13 http://us-east-l.ec2.archive.ubuntu.com/ubuntu resolute/main amd64v3
Get:14 http://us-east-l.ec2.archive.ubuntu.com/ubuntu resolute/main amd64v3
Get:15 http://us-east-1.ec2.archive.ubuntu.com/ubuntu resolute/main amd64v3
Get:16 http://us-east-1.ec2.archive.ubuntu.com/ubuntu resolute/main amd64v3
Get:17 http://us-east-l.ec2.archive.ubuntu.com/ubuntu resolute/main amd64v3
Get:18 http://us-east-1l.ec2.archive.ubuntu.com/ubuntu resolute/main amd64v3
Get:19 http://us-east-l.ec2.archive.ubuntu.com/ubuntu resolute/main amd64v3
Get:20 http://us-east-1.ec2.archive.ubuntu.com/ubuntu resolute/main amd64v3

cpp-x86-64-linux-gnu amd64 4:15.2.0-5ubuntul [5852 B]
cpp amd64 4:15.2.0-5ubuntul [22.4 kB]

libccl-0 amd64 16-20260322-lubuntul [53.8 kB]
libitml amd64 16-20260322-lubuntul [29.9 kB]
libasan8 amd64 16-20260322-lubuntul [3181 kB]
liblsan0 amd64 16-20260322-lubuntul [1397 kB]
libtsan2 amd64 16-20260322-lubuntul [2875 kB]
libubsanl amd64 16-20260322-lubuntul [1242 kB]
libhwasan0 amd64 16-20260322-lubuntul [1733 kB]
libquadmath0 amd64 16-20260322-lubuntul [156 kB]
libgcc-15-dev amd64 15.2.0-16ubuntul [2867 kB]

z1iblg-dev
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$ pip3 1nstall impacket --break-system-packages
Defaulting to user installation because normal site-packages is not writeable

Requirement already satisfied: impacket in /usr/lib/python3/dist-packages (0.13.0.dev0)

Requirement already satisfied: pyasnl>=0.2.3 in /usr/lib/python3/dist-packages (from impacket) (0.6.3)

Requirement already satisfied: pyasnl_modules in /usr/lib/python3/dist-packages (from impacket) (0.4.1)

Requirement already satisfied: pycryptodomex in /usr/lib/python3/dist-packages (from impacket) (3.20.0)

Requirement already satisfied: pyOpenSSL in /usr/lib/python3/dist-packages (from impacket) (25.3.0)

Requirement already satisfied: six in /usr/lib/python3/dist-packages (from impacket) (1.17.0)

Requirement already satisfied: ldap3!=2.5.0,!=2.5.2,!=2.6,>=2.5 in /usr/lib/python3/dist-packages (from impacket) (2.9.1)
Requirement already satisfied: ldapdomaindump>=0.9.0 in /usr/lib/python3/dist-packages (from impacket) (0.9.4)

Requirement already satisfied: flask>=1.0 in /usr/lib/python3/dist-packages (from impacket) (3.1.3)

Requirement already satisfied: charset normalizer in /usr/lib/python3/dist-packages (from impacket) (3.4.4)

Requirement already satisfied: blinker>=1.9.0 in /usr/lib/python3/dist-packages (from flask>=1.0->impacket) (1.9.0)
Requirement already satisfied: click>=8.1.3 in /usr/lib/python3/dist-packages (from flask>=1.0->impacket) (8.1.8)

Requirement already satisfied: itsdangerous>=2.2.0 in /usr/lib/python3/dist-packages (from flask>=1.0->impacket) (2.2.0)
Requirement already satisfied: jinja2>=3.1.2 in /usr/lib/python3/dist-packages (from flask>=1.0->impacket) (3.1.6)
Requirement already satisfied: markupsafe>=2.1.1 in /usr/lib/python3/dist-packages (from flask>=1.0->impacket) (3.0.3)
Requirement already satisfied: werkzeug>=3.1.0 in /usr/lib/python3/dist-packages (from flask>=1.0->impacket) (3.1.5)
Requirement already satisfied: dnspython in /usr/lib/python3/dist-packages (from ldapdomaindump>=0.9.0->impacket) (2.8.0)
Requirement already satisfied: cryptography<47,>=45.0.7 in /usr/lib/python3/dist-packages (from pyOpenSSL->impacket) (46.0.5)
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$ GetNPUsers py abcd.local/j. smlth -no-pass -dc-ip 10.0.1.131

sh: 10: GetNPUsers.py: not found

$ find / -iname "GetNPUsers*" 2>/dev/null

/usr/share/doc/python3-impacket/examples/GetNPUsers.py

$ python3 /usr/share/doc/python3-impacket/examples/GetNPUsers.py abcd.local/j.smith -no-pass -dc-ip 10.0.1.131
Impacket v0.13.0.dev0 - Copyright Fortra, LLC and its affiliated companies

™ i~ e ~S S A i e D i S e

[*] Getting TGT for j.smith
[-] User j.smith doesn't have UF_DONT REQUIRE PREAUTH set
$

i
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$ python3 /usr/share/doc/python3 1mpacket/examples/GetUserSPNs py abcd.local/j.smith:Passwordl -dc-ip 10.0.1.131
Impacket v0.13.0.dev0 - Copyright Fortra, LLC and its affiliated companies

No entries found!
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$ smbclient -L 10.0.1.131 -U j.smith%Passwordl

Sharename
ADMINS

c$

IPCS
NETLOGON
SYSVOL

Type
Disk
Disk
IPC

Disk
Disk

Remote Admin
Default share
Remote IPC

Logon server share
Logon server share

SMB1 disabled -- no workgroup available
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Session ID: root-kczdbr7je9foin33j9pu6pxk2q Instance ID: i-0fc857676297e6feb (Kali-Attacker)

$ smbclient -L 10.0.1.120 -U j.smith%Passwordl
session setup failed: NT_STATUS_LOGON_FAILURE
$ smbclient -L 10.0.1.120 -U abcd.locall\j.smith%Passwordl

Sharename Type Comment
ADMINS Disk Remote Admin
Cc$ Disk Default share
IPC$ IPC Remote IPC

SensitiveData Disk
SMB1 disabled -- no workgroup available
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$ smbclient //10.0.1.120/SensitiveData -U abcd.locall\j.smith%Passwordl
Try "help" to get a list of possible commands.
smb: \> 1s

. ] 0 Sun Aug 2 16:47:53 2026
.o DHS 0 Sun Aug 2 16:42:34 2026
customers.csv A 321 Sun Aug 2 16:45:28 2026
passwords.txt A 215 Sun Aug 2 16:47:53 2026

7863807 blocks of size 4096. 2721318 blocks available
smb: \> get customers.csv
Error opening local file customers.csv
smb: \> get passwords.txt
Error opening local file passwords.txt
smb: \> exit
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$ cd ~

ssm-user
root
ssm-user
ssm-user
ssm-user
ssm-user
ssm-user
ssm-user
ssm-user
ssm-user
tcpdump
ssm-user
ssm-user
ssm-user
ssm-user
ssm-user
ssm-user
ssm-user
ssm-user
ssm-user

$ pwd
/home/ssm-user
$ 1ls -la
total 109332
drwxr-x--- 3
drwxr-xr-x 4
-rw-r--r-- 1
-rw-r--r-- 1
drwxr-xr-x 5
-rw-r--r-- 1
-rw-r--r-- 1
-rw-r--r-- 1
-rw-r--r-- 1
-rw-r--r-- 1
-rw-r--r-- 1
-rw-r--r-- 1
-rw-r--r-- 1
-rwWXr-xr-x 1
-rw-r--r-- 1
-rw-r--r-- 1
-rw-r--r-- 1
-rw-r--r-- 1
-rw-r--r-- 1
-rw-r--r-- 1
1

~rW-Y=—T——

ssm-user

ssm-user
root
ssm-user
ssm-user
ssm-user
ssm-user
ssm-user
ssm-user
ssm-user
ssm-user
tcpdump
ssm-user
ssm-user
ssm-user
ssm-user
ssm-user
ssm-user
ssm-user
ssm-user
ssm-user

ssm-user

4096
4096
220
3771
4096
807
233
4167
4764
4116
111837184
1523
0

6144
4599
5389
5389
5472
4075

233
4676

Aug
Aug
Feb
Feb
Aug
Feb
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug

13

WWWWWLWwWwWwhwwwwwww

10:55
03:51
12:16
12:16
04:03
12:16
10:55
06:13
06:17
06:15
11:20
10:54
10:55
04:00
06:14
06:01
06:12
06:12
05:56
05:58
05:58

.bash_logout
.bashrc

.msf4

.profile
cookies.txt
exec_page.html
exec_result.html
exec_source.html
lab capture.pcap
login page.html
login result.html
msfinstall
ping.html
sec_page.html
security.html
security result.html
setup.html

setup cookies.txt
setup_result.html
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$ smbclient //10.0.1.120/SensitiveData -U abcd.locall\\j.smith%Passwordl
Try "help" to get a list of possible commands.

smb: \>
getting
smb: \>
getting
smb: \>

get customers.csv

file \customers.csv of size 321 as customers.csv (156.7 KiloBytes/sec) (average 156.7 KiloBytes/sec)
get passwords.txt

file \passwords.txt of size 215 as passwords.txt (209.9 KiloBytes/sec) (average 174.5 KiloBytes/sec)
exit
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$ cat customers.csv

Name,Email,Phone,Address

John Smith, john.smith@fakemail.com,555-0101,12 Elm Street
Sarah Johnson,sarah.j@fakemail.com,555-0102,45 Oak Avenue
Michael Brown,m.brown@fakemail.com,555-0103,78 Pine Road
Emily Davis,emily.davis@fakemail.com,555-0104,23 Maple Lane
David Wilson,d.wilson@fakemail.com,555-0105,56 Birch Court$
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Threat Actor Origins by %

Poidistan, 577%

Vietnam, 268%
Iron, 265%
Thailand, 1.92%
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China, 35
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Targeted Technologies by %
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= VPC > YourVPCs > Create VPC

Create VPC o

AVPC is an isolated portion of the AWS Cloud populated by AWS objects, such as Amazon EC2 instances.

VPC settings

Resources to create Info
Create only the VPC resource or the VPC and other networking resources.

© vPConly [ (0 VPC and more J

Name tag - optional
Creates a tag with a key of 'Name' and a value that you specify.

[ ABCD-Lab-vPC )

IPv4 CIDR block  Info

© IPv4 CIDR manual input
() 1PAM-allocated IPv4 CIDR block

1Pv4 CIDR

CIDR black size must be between /16 and /28.

IPV6 CIDR block Info s
© No IPv6 CIDR block

) IPAM-allocated IPv6 CIDR block

() Amazon-provided IPv6 CIDR block

) IPv6 CIDR owned by me

Tenancy Info
| Default v J

VPC encryption control ($) | info
Monitor mode provides visibility into encryption status without blocking traffic. Enforce mode prevents unencrypted traffic. Additional charges apply 12

© None () Monitor mode () Enforce mode
See which resources in your VPC are Requires all resources, except exclusions, in
unencrypted but allow the creation of your VPC to be encryption-capable and blocks

unencrypted resources. creation of unencrypted resources.

@
ha
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VPC

VPCID
Create subnets in this VPC.

[ VPC-067cf5c9Ra7974c 3¢ (ABCD-Lab-VPC) v ]
CreateSubnet

Associated VPC CIDRs

IPv4 CIDRs
10.0.0.0/16

Subnet settings
Specify the CIDR blocks and Availability Zone for the subnet.

Subnet 1of 1

Subnet name
Create a tag with a key of 'Name' and a value that you specify.

[ ABCD-Lab-Subnet

The name can be up to 256 characters long.

Availability Zone Info
Choose the zone in which your subnet will reside, or let Amazon choose ane far you.

L No preference v

IPv4 VPC CIDR block Info
Choose the VPC's IPv4 CIDR block for the subnet. The subnet's IPv4 CIDR must lie within this block.

(10000716 v

IPv4 subnet CIDR block

1 0/24

< > A v





image31.png
51
A

ity Groups > Create security group ®

Createﬁsecurity group i
yorou

CreateS:
A seeuriy ‘group acts as a virtual firewall for your instance to control inbound and outbound traffic. To create a new security group, complete the fields below.

Basic details
Security group name  Info
[ ABCD-Lab-s6 )

Name cannot be edited after creation.

Description  Info

\i Internal lab traffic only ]
VPC | Info
\i vpc-067¢f5¢96e7974c3c (ABCD-Lab-VPC) v ]

Inbound rules info

Type Info Protocol Info Portrange Info Source  Info Description - optional Info

[cusom v ] ((Q 10000719 XJ ( ) (oetete )

[ Atraffic

Outbound rules i

Type Info Protacol Info Portrange Info Destination Info Description - optional Info

| All traffic v | | Custom ¥ J [Q )

Delete

Add rule
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© 2 > instances

Dashboard
AWS Global View 1

Events

¥ Instances

Instances

Instance Tvbes
Instances

Launch Templates

Spot Requests

Savings Plans

Reserved Instances

Dedicated Hosts

Capacity Reservations

Capacity Manager New
¥ Images

AMIs

AMI Catalog

¥ Elastic Block Store
Volumes
Snapshots
Lifecycle Manager

¥ Network & Security
Security Groups
Elastic IPs
Placement Groups
Key Pairs.
Network Interfaces

Instances (1/1) infa

Last updated )
less than a minute ago Connect Instance state ¥ Actions ¥

- saved filter sets

| Choose fitterset w | | Q. Find Instance by attribute or tag (case-sensitive) | 1 B
@ | Namep v | Instance ID | Instancestate v | Instancetype ¥ | Statuscheck | Availability Zone ¥ | Public IPv4 DNS v | PubliciPva ...
[ Kali-Attacker i-0fc857676297e6feb @Running @ & t3.micro @ Initializing us-east-1d = =

i-0fc857676297e6feb (Kali-Attacker)

Details Status and alarms

v Instance summary info

Instance ID
I0) i-0fc857676297e6feb

IPv6 address

Hostname type
IP name: ip-10-0-1-24.ec2.internal

Answer private resource DNS name

8 v

Security Networking Storage Tags

Public IPv4 address Private IPv4 addresses

- I0 10.0.1.24

Instance state Public DNS

@ Running -

Private IP DNS name (IPv4 only)

[0 ip-10-0-1-24.ec2.internal

Instance type Elastic IP addresses
t3.micra -
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= EC2 > Instances > i-0fcB57676297e6feb > Connect to instance > 5 6

Connect to Linux instance

Connect to an instance to test, troubleshoot, deploy code, update software etc. You can use browser based methods or an S5H client.

Instance info
Instance vPC 12 Subnet 12 Security groups 12
0] i-0fc857676297e6feb (Kali-Attacker) 10 vpc-067cf5c96€7974c3c I0) subnet-09d78576ad33e3719 ID) 59-0d94d838453f070 (ABCD-Lab-5G)

© state: Running
© status: 3/3 checks passed

In web browser In SSH client

SSH info ¢ Connect assist
SSH key pair assigned at launch Public DNS Username

I3 abcd-lab-key = 0] ubuntu

/A This instance must have a public DNS or public IPv4 address to connect through SSH via the terminal. Connect with SSM or EC2 Connect Endpoint instead. For more complex scenarios or if you need to use the terminal to SSH.

( Use Session Manager Use EC2 Instance Connect Endpoint )

CloudShell % Agent Taolkit for AWS  Feedback [ Console Mobile App Privacy rms  Cookie preferences
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Create role X

Define the role and role permissions you want to create for your EC2 resource. For fully custom role creation create role in IAM. |

Role details

Role name

EC2-55M-Role J

Maximum 64 characters. Use alphanumeric and +

Use case
This role will allow your EC2 resource to call AWS services on your behalf. View trust policy.

Default policies (2)
These policies will be attached to the role and define what permissions your resource has to access or communicate with other services, APIs and accounts.

Policy name 12 a Type v Description Actions
#] ¥ AmazonSSMManagedinstanceCore AWS managed The policy for Amazon EC2 Role to en... Remove
[+ # CloudWatchAgentServerPolicy AWS managed Permissions required to use AmazonCl... Remove

Additional policy
In addition to the default policies, this policy will be attached to the role and determines what permissions your resource has to access or communicate with other services, APls and accounts.
© create new policy
() Use existing policy

") No additional policy

1o v opis 1a (=) Edit statement

Remove

CloudShell 5 Agent Taolkit for AWS  Feedback [ Console Mobile App ©2026, Amazon Web Services, Inc. or its affiliates.  Privacy  Terms  Cookie preferences
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= EC2 > Instances » i-0fcB57676297e6feb > Modify IAM role

@
A

Modify IAM role i

Attach an 1AM role to your instance.

Instance ID
IE) i-0fc857676297e6feb (Kali-Attacker)

1AM role
Select an IAM role to attach to your instance or create a new role if you haven't created any. The role you select replaces any roles that are currently attached to your instance.

| EC2-55M-Role v J © Create new IAM role
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$ sudo apt update && sudo apt upgrade -y
http://us-east-1.ec2.archive.ubuntu.com/ubuntu resolute InRelease
http://us-east-1.ec2.archive.ubuntu.com/ubuntu resolute-updates InRelease [137 kB]
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http://security.ubuntu.com/ubuntu
http://us-east-1.ec2.archive.ubuntu.com/ubuntu

/us-east-1.ec2.archive.ubuntu.com/ubuntu resolute-backports InRelease [136 kB]
/security.ubuntu.com/ubuntu resolute-security InRelease [137 kB]
/us-east-1l.ec2.archive.ubuntu.com/ubuntu resolute/universe amd6é4v3 Packages [16.3 MB]
/security.ubuntu.com/ubuntu resolute-security/main amdé64v3 Packages [341 kB]
/security.ubuntu.com/ubuntu resolute-security/main
/security.ubuntu.com/ubuntu resolute-security/main
http://security.ubuntu.com/ubuntu resolute-security/main
resolute-security/universe amd64v3 Packages [150 kB]
resolute-security/universe Translation-en [48.3 kB]
resolute-security/universe amd6é4 Components [43.2 kB]
resolute-security/universe amd64 c-n-f Metadata [3552 B]
resolute-security/restricted amd64v3 Packages [288 kB]

Translation-en [86.8 kB]
amd64 Components [32.8 kB]
amd64 c-n-f Metadata [4616 B]
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$ cd ~
$ curl https://raw.githubusercontent.com/rapid7/metasploit-omnibus/master/config/templates/metasploit-framework-wrappers/msfupdate.erb > msfinstall

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 6144 100 6144 0 0 154.7k 0 0

$ chmod 755 msfinstall
$ sudo ./msfinstall
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$ cd ~
$ curl https://raw.githubusercontent.com/rapid7/metasploit-omnibus/master/config/templates/metasploit-framework-wrappers/msfupdate.erb > msfinstall

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 6144 100 6144 0 0 154.7k 0 0

$ chmod 755 msfinstall

$ sudo ./msfinstall

Adding metasploit-framework to your repository list..Updating package cache..OK
Checking for and installing update..

Reading package lists... Done

Building dependency tree... Done
Reading state information... Done
Solving dependencies... Done

The following package was automatically installed and is no longer required:
pollinate
Use 'sudo apt autoremove' to remove it.
The following NEW packages will be installed:
metasploit-framework
0 upgraded, 1 newly installed, 0 to remove and 2 not upgraded.
Need to get 406 MB of archives.
After this operation, 903 MB of additional disk space will be used.
Get:1 https://downloads.metasploit.com/data/releases/metasploit-framework/apt lucid/main amd64 metasploit-framework amdé4 6.4.147~20260729055721~1rapid7-1 [406 MB]
Fetched 406 MB in 5s (84.9 MB/s)
Selecting previously unselected package metasploit-framework.
(Reading database ... 132938 files and directories currently installed.)
Preparing to unpack .../metasploit-framework 6.4.147~20260729055721~1rapid7-1_amd64.deb ...
Unpacking metasploit-framework (6.4.147-20260729055721~1rapid7-1) ...
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$ ed ~
$ curl https://raw.githubusercontent.com/rapid7/metasploit-omnibus/master/config/templates/metasploit-framework-wrappers/msfupdate.erb > msfinstall

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
i) 6144 100 6144 0 0 154.7k 0 0

$ chmod 755 msfinstall
$ sudo ./msfinstall
Adding metasploit-framework to your repository list..Updating package cache..OK
Checking for and installing update..
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
Solving dependencies... Done
The following package was automatically installed and is no longer required:

pollinate
Use 'sudo apt autoremove' to remove it.
The following NEW packages will be installed:

metasploit-framework
0 upgraded, 1 newly installed, 0 to remove and 2 not upgraded.
Need to get 406 MB of archives.
After this operation, 903 MB of additional disk space will be used.
Get:1 https://downloads.metasploit.com/data/releases/metasploit-framework/apt lucid/main amd64 metasploit-framework amd64 6.4.147~20260729055721~1rapid7-1 [406 MB]
Fetched 406 MB in 5s (84.9 MB/s)
Selecting previously unselected package metasploit-framework.
(Reading database ... 132938 files and directories currently installed.)
Preparing to unpack .../metasploit-framework 6.4.147-20260729055721~1rapid7-1_amd64.deb ...
Unpacking metasploit-framework (6.4.147-20260729055721~1rapid7-1) ...
Setting up metasploit-framework (6.4.147-20260729055721~1rapid7-1) ...
update-alternatives: using /opt/metasploit-framework/bin/msfbinscan to provide /usr/bin/msfbinscan (msfbinscan) in auto mode
update-alternatives: using /opt/metasploit-framework/bin/msfconsole to provide /usr/bin/msfconsole (msfconsole) in auto mode
update-alternatives: using /opt/metasploit-framework/bin/msfd to provide /usr/bin/msfd (msfd) in auto mode
update-alternatives: using /opt/metasploit-framework/bin/msfdb to provide /usr/bin/msfdb (msfdb) in auto mode
update-alternatives: using /opt/metasploit-framework/bin/msfelfscan to provide /usr/bin/msfelfscan (msfelfscan) in auto mode
update-alternatives: using /opt/metasploit-framework/bin/msfmachscan to provide /usr/bin/msfmachscan (msfmachscan) in auto mode
update-alternatives: using /opt/metasploit-framework/bin/msfpescan to provide /usr/bin/msfpescan (msfpescan) in auto mode
update-alternatives: using /opt/metasploit-framework/bin/msfrop to provide /usr/bin/msfrop (msfrop) in auto mode
update-alternatives: using /opt/metasploit-framework/bin/msfrpc to provide /usr/bin/msfrpc (msfrpc) in auto mode
update-alternatives: using /opt/metasploit-framework/bin/msfrped to provide /usr/bin/msfrpecd (msfrpcd) in auto mode
update-alternatives: using /opt/metasploit-framework/bin/msfupdate to provide /usr/bin/msfupdate (msfupdate) in auto mode
update-alternatives: using /opt/metasploit-framework/bin/msfvenom to provide /usr/bin/msfvenom (msfvenom) in auto mode
Run msfconsole to get started
Scanning processes...
Scanning candidates.
Scanning linux images...

Pending kernel upgrade!
Running kernel version:
7.0.0-1006-aws
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$
** Welcome to Metasploit Framework Initial Setup **
Please answer a few questions to get started.

Would you like to use and setup a new database (recommended)? Please answer yes Or no.
Would you like to use and setup a new database (recommended)? Please answer yes Or no.
Would you like to use and setup a new database (recommended)yes
Please answer yes or no.
Would you like to use and setup a new database (recommended)? yes
WARN: Unresolved or ambiguous specs during Gem::Specification.reset:
base64 (>= 0.2)
Available/installed versions of this gem:
- 0.3.0
- 0.2.0
logger (~> 1.6)
Available/installed versions of this gem:
- 1.7.0
- 1.6.4
WARN: Clearing out unresolved specs. Try 'gem cleanup <gem>'
Please report a bug if this causes problems.
Running the 'init' command for the database:
Creating database at /home/ssm-user/.msf4/db
Creating db socket file at /tmp
Starting database at /home/ssm-user/.msf4/db...waiting for server to start.... done
server started
success
Creating database users
Writing client authentication configuration file /home/ssm-user/.msf4/db/pg_hba.conf
Stopping database at /home/ssm-user/.msf4/db
Sstarting database at /home/ssm-user/.msf4/db...waiting for server to start.... done
server started
success
Creating initial database schema
Database initialization successful
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$
** Welcome to Metasploit Framework Initial Setup **
Please answer a few questions to get started.

Would you like to use and setup a new database (recommended)? Please answer yes or no.
Would you like to use and setup a new database (recommended)? Please answer yes oOr no.
Would you like to use and setup a new database (recommended)yes
Please answer yes Or no.
Would you like to use and setup a new database (recommended)? yes
WARN: Unresolved or ambiguous specs during Gem::Specification.reset:
base64 (>= 0.2)
Available/installed versions of this gem:
- 0.3.0
- 0.2.0
logger (~> 1.6)
Available/installed versions of this gem:
- 1.7.0
- 1.6.4
WARN: Clearing out unresolved specs. Try 'gem cleanup <gem>'
Please report a bug if this causes problems.
Running the 'init' command for the database:
Creating database at /home/ssm-user/.msf4/db
Creating db socket file at /tmp
Starting database at /home/ssm-user/.msf4/db...waiting for server to start.... done
server started
success
Creating database users
Writing client authentication configuration file /home/ssm-user/.msf4/db/pg_hba.conf
Stopping database at /home/ssm-user/.msf4/db
Starting database at /home/ssm-user/.msf4/db...waiting for server to start.... done
server started
success
Creating initial database schema
Database initialization successful

** Metasploit Framework Initial Setup Complete **

Framework Version: 6.4.147-dev-

$
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success
Creating initial database schema
Database initialization successful

** Metasploit Framework Initial Setup Complete **

Framework Version: 6.4.147-dev-

$ nmap --version

msfconsole --version

tcpdump --version

smbclient --version

hydra -hNmap version 7.98 ( https://mnmap.org )
Platform: x86_64-pc-linux-gnu

Compiled with: liblua-5.4.8 openssl-3.5.5 libssh2-1.11.1 libz-1.3.1 libpcre2-10.46 libpcap-1.10.6 nmap-libdnet-1.18.0 ipv6
Compiled without:

Available nsock engines: epoll poll select

$

Framework Version: 6.4.147-dev-

$ tcpdump version 4.99.6

libpcap version 1.10.6 (64-bit time t, with TPACKET V3)
OpenSSL 3.5.5 27 Jan 2026

64-bit build, 64-bit time t

$ Version 4.23.6-Ubuntu-4.23.6+dfsg-lubuntu2.2

$ Hydra v9.6 (c) 2023 by van Hauser/THC & David Maciejak - Please do not use in military or secret service organizations, or for illegal purposes (this is non-binding, these *** ig
nore laws and ethics anyway).

Syntax: hydra [[[-1 LOGIN|-L FILE] [-p PASS|-P FILE]] | [-C FILE]] [-e nsr] [-o FILE]
ME] [-ISOuvVd46] [-m MODULE OPT] [service://server[:PORT][/OPT]]
Options:
-R restore a previous aborted/crashed session
-1 ignore an existing restore file (don't wait 10 seconds)
-8 perform an SSL connect
-8 PORT if the service is on a different default port, define it here
-1 LOGIN or -L FILE login with LOGIN name, or load several logins from FILE
-p PASS or -P FILE try password PASS, or load several passwords from FILE
-x MIN:MAX:CHARSET password bruteforce generation, type "-x -h" to get help
-y disable use of symbols in bruteforce, see above
-r use a non-random shuffling method for option -x
-e nsr try "n" null password, "s" login as pass and/or "r" reversed login
-u loop around users, not passwords (effectivel implied with -x)
-C FILE colon separated "login:pass"” format, instead of -L/-P options
-M FILE 1list of servers to attack, one entry per line, ':' to specify port
-D XofY Divide wordlist into Y segments and use the Xth segment.
-o FILE write found login/password pairs to FILE instead of stdout
-b FORMAT specify the format for the -o FILE: text(default), json, jsonvl
-f / -F  exit when a login/pass pair is found (-M: -f per host, -F global)

[-t TASKS] [-M FILE

[-T TASKS]

] [-w TIME]

[-W TIME] [-f]

[-8 PORT]

[-X MIN:MAX:CHARSET]

[-c TI
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e EC2 > Instances s 6

EC2 < @ Currently creating AMI ami-0c129af33f8831822 from instance i-0fc857676297e6feb. Check that the AMI status is ‘Available' before deleting the instance or carrying out other actions related to

this AMI.

Dashboard

AWS Global View 12 Instances (1/1) info 21L:,:|:;ia;:: @ Connect ) ( Instancestate ¥ ) (_ Actions ¥ _.

Events Saved filter sets
f Choose filter set w | | Q. Find Instance by attribute or tag (case-sensitive) | <1 > | B
¥ Instances
Instances @ | Namep v | Instance ID | Instancestate v | Instancetype ¥ | Statuscheck | Availability Zone ¥ | Public IPv4 DNS v | PublicIPv4...
Instance Types [ Kali-Attacker i-0fc857676297e6feb @Running @ @ t.micro @ 3/3 checks passec  us-east-1d - -
Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts
Capacity Reservations
Capacity Manager New -
i-0fc857676297e6feb (Kali-Attacker) 8B v
¥ Images
AMls Details Status and alarms Monitoring Security Networking Storage Tags
AMI Catalog
¥ Elastic Block Store ¥ Instance summary info
Volumes Instance ID Public IPv4 address Private IPva addresses
i t
Snapshots I0 i-0fc857676297e6feb I0] 34.202.168.47 | open address 17 g 10.0.1.24
Lifecycle Manager IPV6 address Instance state Public DNS
- @ Running -
¥ Network & Security
Security Groups Hostname type Private IP DNS name (IPv4 only)
Elastic IPs IP name: ip-10-0-1-24.ec2.internal IE] ip-10-0-1-24.ec2.internal
Placement Groups Answer private resource DNS name Instance type Elastic IP addresses

- o $Z e = 24 207 169 A7 [Buklic 1ID1
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O s=

e EC2 > Instances

EC2 < @ Currently creating AMI ami-0c129af33f8831822 from instance i-0fc857676297e6feb. Check that the AMI status is ‘Available' before deleting the instance or carrying out other actions related to this X
AMI.
Dashboard Last updated
AWS Global View L2 Instances (1/2) it O e connect ) ( Instance state v ) ( Actions ¥ _-
Events Saved filter sets.
rchaasz filter set ¥ | | Q. Find Instance by attribute or tag (case-sensitive) | <1y @
¥ Instances
Instances lame v nstance nstance state v nstance type V¥ tatus checl wailability Zone ¥ ublic IPv: v ublic IPv:
a N; 4 I D I I S heck Availability Ze Public IPv4 DNS Public IPv4

Instance Types Kali-Attacker c857676297e6feb @ Running @ Q icro @ 3/3 checks passec  us-east-1d 34.202.168.
Launch Templates
Spot Requests (] Web-Target-vM2 i-05139ac781ab2cbff @Rumning @ @ t3.micro @ Initializing us-east-1d = 98.86.225.2
Savings Plans
Reserved Instances
Dedicated Hosts
Capacity Reservations
Capacity Manager New Instances
¥ Images
AMIs —
AMI Catalog i-0fc857676297e6feb (Kali-Attacker) 8 v
¥ Elastic Block Store
Volumes Details Status and alarms Monitoring Security Networking Storage Tags
Snapshots
Lifecycle Manager ¥ Instance summary info
¥ Network & Security I,n_st?nce D I;Ehllc IPv4 address R l;_rlvate IPv4 addresses
Security Groups 0] i-0fc857676297e6feb 1 34.202.168.47 | open address 17 5 100.1.24
Elastic IPs IPv6 address Instance state Public DNS
Placement Groups - @ Running -
Key Pail
ey Pairs Hostname type Private IP DNS name (IPv4 only)
Network Interfaces IP name: ip-10-0-1-24.ec2.internal [0 ip-10-0-1-24.ec2.internal
¥ Load Balancing
Load Balancers Answer private resource DNS name Instance type Elastic IP addresses
- t3.micro IE) 34.202.168.47 [Public IP]
Target Groups
Trust Stores Auto-assigned IP address VPCID AWS Compute Optimizer finding
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Session ID: root-15ddr4ygxcjzxgb77r3js29998

$ sudo apt update && sudo apt upgrade -y

sudo

sudo

sudo

sudo

sudo

sudo
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apt install -y docker.io

ystemctl start docker
ystemctl enable docker

ystemctl start docker

ystemctl enable docker

http://us-east-1l.ec2.archive.ubuntu.com/ubuntu
http://us-east-1l.ec2.archive.ubuntu.com/ubuntu
http://us-east-1l.ec2.archive.ubuntu.com/ubuntu
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http://security.ubuntu.com/ubuntu resolute-sec

1ab2cbff (Web-Target-VM2)

docker run -d -p 80:80 --name dvwa vulnerables/web-dvwasudo apt install -y docker.io

resolute InRelease

resolute-updates InRelease [137 kB]

resolute-backports InRelease [136 kB]

resolute/universe amd64v3 Packages [16.3 MB]

rity InRelease [137 kB]

resolute/universe Translation-en [6329 kB]

resolute/universe amd64 Components [4556 kB]

resolute/universe amd64 c-n-f Metadata [313 kB]

resolute/multiverse amdé64v3 Packages [291 kB]
resolute/multiverse Translation-en [127 kB]
resolute/multiverse amd64 Components [50.0 kB]
resolute/multiverse amd64 c-n-f Metadata [8276 B]
resolute-updates/main amd64v3 Packages [403 kB]
resolute-updates/main Translation-en [103 kB]
resolute-updates/main amd64 Components [62.2 kB]
resolute-updates/main amd64 c-n-f Metadata [5756 B]
resolute-updates/universe amd64v3 Packages [224 kB]

urity/main amd64v3 Packages [341 kB]
resolute-updates/universe Translation-en [72.7 kB]
resolute-updates/universe amd64 Components [161 kB]
resolute-updates/universe amdé4 c-n-f Metadata [4704 B]
resolute-updates/restricted amd64v3 Packages [298 kB]
resolute-updates/restricted Translation-en [57.3 kB]
resolute-updates/multiverse amd64v3 Packages [10.7 kB]
resolute-updates/multiverse Translation-en [2840 B]
resolute-updates/multiverse amd64 Components [216 B]
resolute-updates/multiverse amd64 c-n-f Metadata [256 B]
resolute-backports/main amd64 Components [212 B]
resolute-backports/main amdé4 c-n-f Metadata [112 B]
resolute-backports/universe amd64v3 Packages [640 B]
resolute-backports/universe Translation-en [300 B]
resolute-backports/universe amd64 Components [216 B]
resolute-backports/universe amd64 c-n-f Metadata [116 B]
resolute-backports/restricted amdé4 Components [216 B]
resolute-backports/restricted amd64 c-n-f Metadata [120 B]
resolute-backports/multiverse amdé4 Components [216 B]
resolute-backports/multiverse amd64 c-n-f Metadata [120 B]

urity/main Translation-en [86.8 kB]

urity/main amd64 Components [32.8 kB]

urity/main amd64 c-n-f Metadata [4616 B]

http://security.ubuntu.com/ubuntu
http://security.ubuntu.com/ubuntu
http://security.ubuntu.com/ubuntu
http://security.ubuntu.com/ubuntu

resolute-security/universe
resolute-security/universe
resolute-security/universe
resolute-security/universe

amd64v3 Packages [150 kB]
Translation-en [48.3 kB]
amd64 Components [43.2 kB]
amd64 c-n-f Metadata [3552 B]
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$ sudo apt install -y docker.io

The following package was automatically installed and is no longer required:
pollinate

Use 'sudo apt autoremove' to remove it.

Installing:
docker.io

Installing dependencies:
bridge-utils containerd dns-root-data dnsmasg-base pigz runc ubuntu-fan

Suggested packages:
ifupdown aufs-tools cgroupfs-mount | cgroup-lite debootstrap docker-buildx docker-compose-v2 docker-doc rinse rootlesskit zfs-fuse | zfsutils

Summary :
Upgrading: 0, Installing: 8, Removing: 0, Not Upgrading: 2
Download size: 74.0 MB
Space needed: 281 MB / 4308 MB available

Get:1 http://us-east-1.ec2.archive.ubuntu.com/ubuntu resolute/universe amd64v3 pigz amd64 2.8-1buildl [68.5 kB]

Get:2 http://us-east-l.ec2.archive.ubuntu.com/ubuntu resolute/main amd64v3 bridge-utils amdé4 1.7.l1-4ubuntu3 [34.8 kB]

Get:3 http://us-east-l.ec2.archive.ubuntu.com/ubuntu resolute/main amd64v3 runc amd64 1.4.0-Oubuntul [9B29 kB]

Get:4 http://us-east-l.ec2.archive.ubuntu.com/ubuntu resolute-updates/main amd64v3 containerd amdé4 2.2.2-0ubuntul.l [28.1 MB]
Get:5 http://us-east-l.ec2.archive.ubuntu.com/ubuntu resolute/main amd64v3 dns-root-data all 2025080400buildl [6022 B]
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Pending kernel upgrade!
Running kernel version:
7.0.0-1006-aws
Diagnostics:
The currently running kernel version is not the expected kernel version 7.0.0-1009-aws.

Restarting the system to load the new kernel will not be handled automatically, so you should consider rebooting.
Restarting services...

Service restarts being deferred:
/etc/needrestart/restart.d/dbus.service

systemctl restart getty@ttyl.service

systemctl restart networkd-dispatcher.service

systemctl restart serial-getty@ttySO.service

systemctl restart snap.amazon-ssm-agent.amazon-ssm-agent.service
systemctl restart systemd-logind.service

systemctl restart unattended-upgrades.service

No containers need to be restarted.

No user sessions are running outdated binaries.

No VM guests are running outdated hypervisor (gemu) binaries on this host.
$ docker --version

Docker version 29.1.3, build 29.1.3-0ubuntu4.1
s
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$ docker --version

Docker version 29.1.3, build 29.1.3-0Oubuntu4.1l

$ sudo systemctl start docker

$

$ sudo systemctl enable docker

$

$ sudo docker run -d -p 80:80 --name dvwa vulnerables/web-dvwa
Unable to find image 'vulnerables/web-dvwa:latest' locally
latest: Pulling from vulnerables/web-dvwa

0c57df616dbf: Pull complete

2cd72dba8257: Pull complete

b3d64a33242d: Pull complete

eb05d18be401: Pull complete

6cff5f35147f: Pull complete

3el7c6eaeb6c: Pull complete

098cffd43466: Pull complete

e9968e5981d2: Pull complete

Digest: sha256:dae203fel1646a86937bf04db0079adef295f426da68a92b40e3bl181£f337daa’7
Status: Downloaded newer image for vulnerables/web-dvwa:latest
débaa3a9d14b5bcc0b7ad87b39c788ab006235705874fc2ecced76097611884fF
$ hostname -I

10.0.1.40 172.17.0.1

s




