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Abstract 
The main purpose of the report has been to pinpoint the external and internal threats that the company faces in the industry. The report has been designed to create a set of security policies that are helpful for SteelForm Manufacturing Ltd. The specific measures which can be taken by SteelForm Manufacturing Ltd have been discussed in this section. The effective plan has been outlined for monitoring the progress of the network and responding. The discussion of the report was ended by addressing the required training and awareness programs for SteelForm Manufacturing Ltd, which were required to be conducted.




















Introduction
The main assessments of this report will be for addressing the key interactions of the security measures for the given company, SteelForm Manufacturing Ltd. The main purpose of the report will be to identify the external and internal threats which the company faces in the industry. The report will help in developing a set of security policies which will be helpful for the SFM. The specific measures which can be taken by the company will be discussed in this section. The effective plan will be outlined for monitoring the progress of the network and responding. At last, training and awareness programs will be conducted for the employees.
Identification of Threats
Internal threat:
Malware infections: 
The sources define that the influences of the malware infection towards the custom-engineered components producing companies influence operations, tightly integrated IT and stall production lines (Eggers, 2021). For example, SteelForm Manufacturing Ltd are facing these issues in the automotive and aerospace industries. The company is facing devastating operations and malware strikes, which are affecting their profitability and client trust. 
Phishing emails:
The current internal threat, which has been seen in the industry, is phishing emails that trick employees and devastate the intellectual property of companies. These issues are directly affecting the R&D and the CAD files of the business (Smith, 2025). For example, SteelForm Manufacturing Ltd are facing these issues in their company, which are affecting steel proprietary blueprints and routing vendor payments that are reducing the trust of their suppliers. 
Unauthorised access attempts:
The current internal issues that have been in existence in the industry are seen because of the unauthorised attempts which are affecting the Product Lifecycle Management of the company. As the thief of the IP is seen, it is influencing proprietary designs (Eggers, 2021). For example, the internal issues which are seen in SteelForm Manufacturing Ltd are related to the unauthorised access which was seen in the company. As the company was facing the operational disruption which are affecting the digital manufacturing instructions of the company. 
External threats
Data breaches:
The main issues which are noticed by the external threat in the industry are coming from the IT system outages, which are affecting changes in the proprietary material formulas. It has been found that the deployment of ransomware is affecting ERP data (Reed, 2024). For example, the external issues which are seen in SteelForm Manufacturing Ltd are based on the data breach which are affecting the financial measures of the business. Because of these external factors, the company is losing major OEMs. 
Industrial espionage:
The main aspects of industrial espionage in the industry are seen in enabling competitors to have the key information about the R&D changes in the company. The threats that are faced by the company are seen in the form of highly restricted CAD files (IIoT World, 2024). For example, the changes in the CNC machining parameters are due to the industrial espionage in the SFM.
Cyberattacks: 
Cyberattacks are one of the core and main threats which are faced by the industry during its business operations if its operating system is not strong. If the breach is seen in the system of the company, this instantly paralyses operations (Reed, 2024). For example, the external factors which are affecting the business operation of the SFM were related to the cyberattack that affected the company's locking of engineering workstations. 
Security Policies:
GDPR compliance:
The interaction of security policies which are required for the company to reduce their new networking issues in the business is taking the help of GDPR compliance. The proposed security policies are clear for operating in the company, as it helps attack surface for enforced data minimisation in developing the company's network. With the help of these industry standards, the company can mitigate the impact of breaches (Folorunso et al. 2024). The relevance of these security policies is high for the SFM as the company is facing internal issues related to malware infection and unauthorised access attempts. By taking the help of these security policies, the company can effectively reduce its influence and increase the networking environment in the business for the upcoming times. It has been found that the GDPR compliance is formed for meeting the expectation of network architecture, which can help SteelForm Manufacturing Ltd in preventing lateral movement for improving and developing their network segmentation (Marvin, 2023). As per the practical example, the influences of the GDPR compliance system in the BAE Systems are helping the company avoid massive regulatory fines, helping to safeguard the sensitive intellectual property and meet strict government vetting in the sectors. More on with the help of this, the company is enhancing their networking system, which is improving its customer and employee data across the networks (BAE Systems, 2026).
ISO 27001:
Prior to the effective analysis, it has been found that the application of ISO 27001 security policies for developing cybersecurity in the company is beneficial and holds up a clear structure. These security policies are beneficial for the company as it helps in the ISMS standard. The assessments of these influences reduce data breach risks in the company. With the help of these assessments, the company is getting help in streamlining security workflows. As the relevance of these policies is high for SteelForm Manufacturing Ltd, the company is facing key issues which are related to cybersecurity. For controlling the influences of these external issues in the company, the application of ISO 27001 is effective. As this solution can help the company build market credibility, mitigate threats, provide least-privilege access and clear baseline policies for the company's operation (Folorunso et al. 2024). As per the practical example, with the help of ISO 27001, Aston Martin safeguard intellectual property. The assessments of this system in the company allow the company to build market credibility. This solution is helping the company ensure compliance, which is beneficial for protecting connectivity in terms of cyberattacks (Aston Martin, 2026). 
Mitigation Measures:
Application of CIA Triad:
[image: ]
Figure: CIA Triad.
(Source: Joshon, 2025)
As per the effective analysis, it has been found that the implications of the CIA Triad are beneficial for the company, as it helps in reducing the influences of external and internal concerns which are faced by the company from the market. More on this helps in reducing the influence of cybersecurity and many other things (Joshon, 2025). The application of the CIA Triad to SteelForm Manufacturing Ltd is discussed below. 
Confidentiality: 
The key mitigation strategy which can be implemented for reducing malware infections in the company is taking the help of RBAC (Joshon, 2025). The role of this system is it helps in Limits employee access, which can help in maintaining control of the SFM on their data. For reducing the influence of the external threat in the SFM, like data breaches, the companies are required to focus on shielding sensitive data, which can help in mitigating the data breach issues of the business (Möller, 2023). From this, the IAM policies of the company can be controlled easily, which will help in reducing the external influences on the SFM. 
Integrity: 
To save the company from internal threat the business is required to focus on malicious modification, which can help the business to be safe from phishing emails which influences targeting procurement staff. The process of implication is first assessing the problem and then implementing the structure into it, which can be beneficial for SFM. On the other hand, taking the help of protecting intellectual property is beneficial for the company as it is safe from external issues (Möller, 2023). As it has been found in the above section, the SFM are facing industrial espionage by implementing these specific measures, the enhancement can be seen. 
Availability: 
The company is required to focus on negligent insiders, which can help the business manage the key internal threats related to the unauthorised access attempts in the SFM. On the other hand, by taking the help of the ransomware campaigns, the companies which face external threats get help in reducing the impact of cyberattacks in the business (Joshon, 2025). In this case, the SFM can get effective benefits while taking the help of these specific measures in their business. 
Monitoring and Response:
Creating a flow chart for the monitoring process in the company[image: ]
Figure: Flow Chart.
(Source: Dudar, 2024)
Preparation: 
The first step of the monitoring will be continuous network monitoring, which will be conducted with the help of SIEM and Anti-Virus. This interaction of the network monitoring progress is helpful for the company, as it helps in addressing the tools and the strategies which can be used for reducing the influence of incident response in the company (Dudar, 2024).  In the context of SFM are required to focus towards the SIEM and Anti-Virus to be pre-repaired for monitoring the network, which is used by the company to ensure it is safe from different threats. 
Detection and analysis: 
In this step, the company is required to focus on verifying and analysing the main parts of monitoring the security incidents in the company (Lagraa et al. 2024). For the SFM, the company is required to focus on this step to address the concerns of industrial espionage. 
Containment, eradication, and recovery: 
In this third step, the company is required to focus on assessing threats which can help the company in focusing towards the adoption of an effective and well-defined strategy for the company's development (Lagraa et al. 2024). These assessments of steps towards the SFM are vital as the company is focusing on strengthening protection against its different threats. 
Post-incident activities: 
In this section, the main focus of the SFM  will be on the Classify Severity Level, which will help in monitoring the response to security incidents in the company's operation. 

Training and Awareness:
General Awareness Training:
One of the effective and mandatory training programs that SteelForm Manufacturing Ltd requires is General Awareness Training. As per the sources, it has been found that these training programs help employees increase their awareness towards information security and for enhancing the knowledge regarding the safety measures of data privacy (Rožman et al. 2023). As this training program in the SFM is beneficial, it helps the company's information security policies and addresses the physical security of the employees. Based on this, it has been seen that this tanning program is helping in promoting security awareness among the staff of the SFM. 
Incident Management Workshops:
The application of Incident Management Workshops is beneficial for the company as it helps in conducting and informing about the DPIAs, which are beneficial for the employees to know about. This workshop is much more effective for the company as it helps the employees become familiar with the lawful basis and learn about executing breach notification, which is effective for the company to work on (DataGuard, 2025). For the SFM, this training program actually promotes safety awareness among SFM staff. The effectiveness of this company is beneficial for the company, which is helping to define the data processing for the staff. 
Recommendations
As per the effective measures, it has been found that the analysis was based on identifying the internal and external threats which were noticed in the SteelForm Manufacturing Ltd. Based on this, the effective recommendations which were mentioned for the company were based on security policies that were related to ISO 27001 and application of GDPR compliance. The mitigation measures of the company were addressed by applying the effective farmwork based on the CIA Triad. For monitoring the resources in the company, the implications of flow charts were seen. More on the training and awareness program, which were required to be adapted by the SteelForm Manufacturing Ltd, were Incident Management Workshops and General Awareness Training (Rožman et al. 2023). 
Conclusion
The purpose of the report was to determine the external and internal threats which the company faces in the industry. From the effective interaction, it was found that this company comes under the automotive and aerospace industries. As the SFM are noted to be falling into the medium-sized manufacturing business, which provides custom-engineered components to the industries. To ensure compliance in the company, effective training was provided to the employees for addressing new security policies.
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Appendix
Introduction 
[image: ] Speaker notes: 
The key interaction of this presentation will be for identifying the threats which were faced by SteelForm Manufacturing Ltd internally and externally. The presentation will address the key findings from the report section, where the assessments of security policies for the business will be discussed. The monitoring tools and response collection process will be addressed in this section. The effective recommendation for SteelForm Manufacturing Ltd will be mentioned. 
Identification of internal Threats:
[image: ] Speaker notes: 
As per the sources, it has been found that in the current times, the From the key finding malware infection has increased, which is affecting the targeting procurement staff of the company (Smith, 2025). It has been found that SFM are facing key internal threats which are related to malware infection, unauthorised access and email phishing. 
Identification of external Threats:
[image: ] Speaker notes: 
As per the effective sources, it has been found that a data breach involves changes to the proprietary material formulas. More on the key issues, which were recorded from these elements, was the deployment of ransomware (Reed, 2024). As per the effective analysis, the current external threats which were faced by the SFM were the industrial espionage and cyberattacks that were affecting the operational environment of the company. 
Security Policies: 
[image: ]
Speaker notes: 
The interaction of the proposed security policies to operate in the company's attack surface for enforced data minimisation in developing the company's network (Folorunso et al. 2024). As the application of GDPR compliance in the SFM is beneficial for developing their network. On the other hand, the other security policies which can be adopted by the SFM are the ISO 27001, which can help the company in safeguarding against cyberattacks. 
Mitigation Measures: 
[image: ] Speaker notes: 
The application of the CIA Triad to farmwork is beneficial as it helps the company assess their two different types of threat which are based on internal and external threats. As per the effective interaction, this framework is vital for addressing the key changes which are based on resolving the issues of the company (Joshon, 2025). The application of this framework was conducted for SteelForm Manufacturing Ltd, which was helping in resolving their internal and external threats. 
Monitoring and Response: 
[image: ] Speaker notes: 
Preparation: 
As this is known to be the first step, which can be observed by taking the help of SIEM and Anti-Virus (Dudar, 2024). The assessments of this preparation are beneficial for SteelForm Manufacturing Ltd for monitoring their progress. 
Detection and analysis:
As per the structure, this is the second step, which is applied in the SFM for the analysis of security incidents. 
Containment, eradication, and recovery: 
In the third step, the SFM are focusing on analysing the recovery times which can be taken by the tools to make the network strong. 
Post-incident activities: 
This is the last step which is prepared to be focused on by the SFM while conducting the effective analysis. 
Training and Awareness: 
[image: ] The adoption of General Awareness Training is essential for the company to focus on, which helps in Speaker notes: 
upskilling the knowledge of GDPR compliances into the employees (Rožman et al. 2023. While knowing about these types of compliance in the company, the confidence of the team increases. As per the training program, which is required in the SFM are high as it can be used for managing the ongoing professional growth.
Training and Awareness:
[image: ]Speaker notes: 
The adoption of Incident Management Workshops is beneficial for the company as it helps in skill-building opportunities for the company employees. As the interaction of managing psychological safety in the company (DataGuard, 2025). As per the training program, which is required in the SFM are high as it can be used to minimise panic and build a transparent communication process. 
Recommendation[image: ] Speaker notes: 
The assessments of key recommendations are based on knowing about the key factors for managing compliance and benefits in the business (Marvin, 2023). The application of security policies, which included ISO 27001 and GDPR compliance, the use of CIA Triad and a training and awareness program, including Incident Management Workshops and General Awareness Training. 
Conclusion
[image: ] Speaker notes: 
The presentation was for specifying the threats which were faced by SFM internally and externally. The presentation addressed the key findings from the report section, where the assessments of security policies for the business The monitoring tools and response collection process was defined in the presentation. The practical recommendation for SteelForm Manufacturing Ltd was noted. 
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