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Task 3

Quantitative Research:
Quantitative research would involve measuring specific performance metrics, such as
detection rates, false positive rates, response time, and resource utilization.

Data Collection: structured data collection methods, such as surveys, experiments, or
analysis of existing datasets. Quantitative data from network simulations, performance
logs, or participant responses should be the sources of information.

Analysis: Quantitative research employs statistical analysis techniques to analyse data,
identify pattems, and draw conclusions.

Qualitative Research:

Qualitative research would involve examining the experiences, opinions, and practical
considerations of network security professionals regarding the effectiveness of machine
learning algorithms and static solutions.

Data Collection: interviews, focus groups, and open-ended surveys to collect descriptive
data.

Analysis: Qualitative research involves thematic analysis, coding, and interpretation of
data to identify patterns, themes, and emerging concepts. Researchers would
transcribe and analyse interview or survey data, identify common themes or categories,
and extract meaningful insights.

Both quantitative and qualitative research strategies have their strengths and
limitations. Quantitative research provides numerical evidence for empirical objectivity
and allows for statistical analysis, while qualitative research offers insights and 3
deeper understanding of the research topic, most likely in this instance relating to
biases and usage satisfaction. A combination of both approaches, known as a mixed
methods approach, can provide a comprehensive and robust assessment. [5]
Quantitative Surveys: Design and administer surveys to collect quantitative data from
network security professionals and practitioners. Gather information on their
experiences, preferences, and perceptions.

Purpose: Analyse the survey responses using statistical methods to derive meaningful
insights and identify trends.

Experimental Research / Simulation Modelling: Measure and analyse key performance
metrics such as detection rates, false positive rates, response time, and resource
utilization.

Purpose: Collect qualitative data and quantitative data to analyse and identify trends in
a controlled environment.

Comparative Analysis / Case Studies: Perform a systematic comparative analysis of
existing literature, research papers, and reports.

Purpose: Compare contrasting opinions and ideas about specific models and
implementations, and what algorithms are currently being trialled and developed.
Expert Interviews: Conduct qualitative interviews with network security experts,
researchers, and practitioners who have experience.

Purpose: Gather insights, opinions, and experiences regarding the strengths,
limitations, and practical considerations of each implementation.

Longitudinal studies: As an ongoing study and analysis of current implementations over
an extended period to observe and measure the performance and effectiveness in real-
world network environments would be ideal but maybe hard to attain.

Purpose: Monitor and collect data on network traffic, intrusion attempts, and system
logs to evaluate the long-term effectiveness, adaptability, and scalability of each
approach.
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Task 3

In order to maximise the validity, reliability and generalisability of the data that is
gathered a definition of the target population must be reached so relevant samples
maybe taken. There would be little point asking questions about a topic to a person
that is not in or related to the field. This is particularly important with survey
distribution, but it is not the only factor that can improve our dataset, boundaries must
be formed around the data that is collected especially when it is a qualitative survey.
However, it is usually more beneficial to conduct interviews to obtain the most useful
qualitative data as the interview will be able to assign the answers and therefore
remains in control of the boundaries of the dataset.

If our dataset is too large then selection methods will be required, of which there are

two main categories:

« Probability sampling — usually used for qualitative analysis. [5]
« Non-probability sampling - usually used for quantitative analysis. [5]

Taking into consideration that the population definition has been correctly constructed,
probability sampling has the highest chance to be least bias as the selection of the
sample aims to be spread out.

Qualitative data can also be enumerated to form quantitative datasets which can
improve the generalisability when collecting qualitative data. [4]

Conversely, non-probability sampling tends to lead to biases, although in some
instances the biases is required. For example, i you were trying to research a topic in
detail you would want to acquire the opinions of those concerned with the field,
however, if you were trying to find an opinion about a subject a broader audience
maybe more beneficial.

Another factor in attaining the validity and reliability of information is choosing
appropriate keywords for searching. The more concise the language the more focus the
dataset can be.





image8.png
W Home | Research Project x  +

<« C (Y @& honkeypig.wixsite.com/research-project

“This site was designed with the WIX.com website builder. Create your website today.

Task 3

Interview

All questions on opinion to be evaluated on a scale of 1 to 5:
strongly disagree, disagree partially, impartial, partial agree, and strongly agree.
OR

Very dissatisfied, dissatisfied, impartial, satisfied, very satisfied.

What is your Job / Role
How many years’ experience in the field of security

N

How satisfied are you with machine learning working collecting and analysing data
across the network.
5. Should machine learning be allowed to make autonomous decisions without

supervision.

o

. Should network latency and fast processing times be more important than a strong

security solution.

~

. How comfortable are you in allowing machine learning to collect data from you
when using external system . (Websites, facebook, 3rd parties etc ...

References
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How satisfied are you with machine learning working collecting and analysing data
across the network.

Should machine learning be allowed to make autonomous decisions without
supervision.

Should network latency and fast processing times be more important than a strong
security solution

How comfortable are you in allowing machine learning to collect data from you
when using external system . (Websites, facebook, 3rd parties etc .

References
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Distributed Ledger
Technology (DLT)
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Task 1

Hardware development is an on going process and sets the boundaries for what is
possible and follows a pragmatic methodology, building on previous advances.
Limitations faced by hardware are centered around capacity, throughput (speed), and
power efficiency.

Software takes on a creative path to completion mixed with a pragmatic element of
design frameworks where the goal can be achieved in many different ways. The way
the software looks and flows can be as important and the funcitonality for professional
software.

After having reviewed the mindmap I have arrived at the conclusion that hardware
innovations are driven by limitations and software innovations are driven by what is
possible.

Of the innovations listed I would like to investigate an emerging field in machine
automation, and whether or not it can be applied in cyber security, to produce and

effective solution over the existing methods.

Research topic: How effective are machine learning algorithms in detecting and
preventing intrusion on private networks compared with static solutions

Task 2
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Task 2

In order to assess the suitability and effectiveness of machine learing over standard
static solutions, an understanding of pros and cons presented by static methods will
need to be identified and set against the value of the machine learning.
Therefore, we should first assess the inferred benefits and caveats of machine learning
50 that we can discover value in evolving rulesets compared with static rulesets.
In order to arrive at a philosophy of research for the purpose of analysing the
component parts of the research question a coherent epistemological stance must first
be considered, otherwise bias maybe introduced when deciding upon the final value of
the components of each solution.
It should be noted however, that we do not want to refer to value in an axiological
sense as we are concerned with the cold hard facts. An axiological assessment can only
be made after we establish the reality of situation.
Using a null hypothesis, an inference to what research strategy is required to satisfy the
context will be formed: -

« Machine Learning (adaptive knowledge) is more efficient and accurate than static

solutions,

« Machine learning is less efficient and accurate than static solutions.

« Machine learning is overall just as efficient and accurate as static solutions.
In order to deduce value from any of the currently proposed suppositions a definition of
what is efficient or accurate will need to have boundaries set. This will evolve our
research strategy in the direction of pragmatism and arrive in its final stages as
positivism. This shift in strategy has aims to be introspective and moves from a less
specific to a more specific strategy. This introspective analysis is supported by S. Pather
and D. Remenyl [1], stating,
"It is often the case that none of these approaches is actually satisfactory on its own
and that they need to be employed collaboratively to solve a research problem.”
In parallel, and in order to add weight to the evidence presented for the definition of
boundaries an interpretive strategy should be employed to gain qualitative statistics so
we can make inferences of bias pertaining to the empirical boundaries
Fitzgerald and Howcroft [2] discuss in detail the benefits of using more than a single
strategy, but they also go further in classifying dichotomous strategies pairing them via
difference:
*For example, qualitative techniques can complement quantitative ones in that they
can help to interpret and illuminate empirically-determined statistical relationships.”
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Task 2

In order to evaluate the research databases that are available for the given topic a list
has been compiled against the CRAAP principal in order to show relevance and
reliability.

Currency:

IEEE Xplore: IEEE Xplore provides up-to-date articles and papers in the field of cyber
security and machine learning, allowing you to access current research on the
effectiveness of machine learning algorithms in intrusion detection and prevention.
ACM Digital Library: The ACM Digital Library includes recent conference proceedings
and journals related to cyber security and machine learning, ensuring access to current
research on the topic.

Relevance/Reputation

SpringerLink: SpringerLink offers a wide range of reputable journals and conference
papers related to computer science and cyber security.

USENIX: USENIX hosts conferences and publishes proceedings on various aspects of
computer systems and cyber security. It is highly regarded within the research
community and features reputable authors and papers.

Authority:

IEEE Xplore, ACM Digital Library, SpringerLink, and USENIX are all established and
trusted platforms that host peer-reviewed articles and papers authored by experts in
their respective fields. The sources available through these databases are typically
authored by researchers, academics, and industry professionals with expertise in cyber
security and machine learning

Accuracy:

The databases mentioned provide access to peer-reviewed articles, which have been
reviewed to ensure accuracy and reliability.

Purpose:

The research databases listed provide scholarly and scientific information and are well
established. While biases can exist in individual papers, these databases are known to
present research objectively and aim contribute to the advancement of knowledge in
their fields.
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present research objectively and aim contribute to the advancement of knowledge in
ther fields.

Task 2

The question requires quantitative and qualitative datasets in order to satisfy the
hypothesis. To narrow the focus of the question will require a survey, or several surveys
to be completed by people in the field of machine learning and / or threat detection.
Research in algorithms utilised and the frequency should be usable from other case
studies. Interviews will also be extremely useful for judging the opinions of
professionals and practitioners as the qualitative data can be curated and matched
correctly to the questions true intention. This approach is understood and detail by
Schmidt et al [3],

“To correctly interpret the results of usability tests, it is important for researchers and
usability practitioners to know about factors that can influence and skew usability
metrics and the behaviour of participants.’

Task 3





