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Abstract
This report examines the design and implementation of a virtualised enterprise network for NOSS2027, connecting the Swansea and London sites through a secure wide area network (WAN). The proposed infrastructure incorporates a mixed operating system environment, featuring Windows Server and Debian Linux servers alongside Windows client devices. The report evaluates the organisation's current and future network requirements, analyses the benefits and limitations of the selected platforms, and assesses the security considerations associated with key enterprise services. In addition, it explores the requirements for a next generation network solution capable of supporting scalability, reliability, and enhanced management. The proposed NOSS2700 topology provides interconnected local area networks (LANs) at both locations, utilising virtualisation technologies to support efficient enterprise operations and future growth.
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Figure 1: Proposed NOSS2027 two-site enterprise network topology based on the supplied assessment design.
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The need is to have strong connectivity between the Swansea LAN (192.168.1.0/24) and the London LAN (192.168.2.0/24) with strong centralised identity and network-service management. Inter site connectivity needs to therefore be able to accommodate authentication traffic, address allocation and access to enterprise resources, not just as an Internet connection.
The /24 LANs that are in use now can support up to 254 hosts. This is significantly higher than the small deployment illustrated and will allow for reasonable capacity for more users, workstations, printers and servers. But as the network grew, within one /24 broadcast domain, we were eventually going to lose some management. If NOSS2027 expands significantly, it is recommended to create additional routed subnets and/or VLANs for users, servers and management systems to control the traffic and for easier security policy. The other way around is that the WAN network 20.0.0.0/30 has two addresses, 20.0.0.1 and 20.0.0.2, that are already used. It's only good for the current PTP connection and will not support another router connection without redesigning the WAN addressing.
Increased growth also makes for an increased resilience need. Currently, one of the key central services being provided at Swansea is DHCP. The example of Microsoft's DHCP is a service that can be used centrally to allocate client configurations, which can help you to avoid manual addressing and configuration errors [1]. However, if the availability of the central server or the WAN path fails, then there is a potential availability problem for London if the DHCP service is reliant only on a single central server and an inter site relay. Service redundancy or failover should be considered for future implementation, if deemed to be appropriate given the scale of the organisation.
As NOSS2027 adds users and files, domain traffic, monitoring and remote access, bandwidth will also grow. New sites would add to the routing complexity, and remote/hybrid working is increasing the demand for secure connectivity. As a consequence, maintainability should be designed to be consistent, have documented roles, be standardised for configuration, be centrally monitored and scheduled for maintenance, not through manual changes to individual systems.
[bookmark: _Toc243578625]Server Operating Systems Comparison
NOSS2027 is based on Windows 11 clients and integrated domain, DNS, and DHCP services; it is therefore ideal for the Swansea S-DC, which is based on Windows Server 2025. Microsoft sees improvements in management, security, and AD-related functionality as the highlights of WS2025 [2]. Its key strength in this design is, indeed, its compatibility. The same Windows domain services and technologies that are used at the principal site can be applied without installing a new cross platform compatibility layer, simplifying configuration. The main differences between Windows Server 2025 and Debian Linux CLI with respect to NOSS2027 operational needs are summarised in Table 1.
Table 1: Key comparison of Windows Server 2025 and Debian Linux CLI
	Criterion
	Windows Server 2025
	Debian Linux CLI
	NOSS2027 implication

	Domain integration
	Native support for Windows domain services
	Requires AD compatible configuration
	Swasnese S-DC is a better fit for Windows; London Debian needs some interoperability topping.

	Administration
	Microsoft management tools and PowerShell
	CLI, shell tools and package management
	Debian needs better Linux management abilities

	Licensing
	Commercially licensed
	No equivalent Windows Server licence
	Debian can lower costs of software usage.

	Resource use
	Greater system overhead
	Lightweight CLI deployment
	The London virtual server is efficient with Debian.

	Updates
	Microsoft servicing model
	Repository based package management
	Both need scheduled maintenance in order not to disrupt their services.

	Compatibility
	Strong integration with Windows 11 and Microsoft services
	Cross platform compatibility must be configured
	With mixed deployment, there is flexibility but complexity also.

	Best-fit role
	S-DC: Domain Controller, DNS and DHCP
	L-CD: Debian CLI, DHCP relay and compatible domain role
	The platforms need to be kept as specified in the provided topology.



With the expansion of NOSS27, costs for Windows Server licenses could rise with the infrastructure [3]. But the lower direct licensing expenses shouldn't be the only factor taken into account, as particularly expert Linux administration and cross-platform troubleshooting can add to operating expenses.
The key administrative implication of NOSS2027 will be the skills that will be needed in London. The administrators should learn to configure packages in the Debian command line, support interoperability with Windows/Linux computers, especially to troubleshoot authentication and network service configuration problems [4].
Whether on this platform or not, NOSS2027 should test and schedule updates; if either server is disrupted, it will have a detrimental impact on network services. The procedures for package maintenance should be followed in Deborah's style, i.e., by a repository-based management system [4].
Tech qualification is also a requirement for the proposed “child domain controller” job in London. Active Directory Domain Services, which is installed as a server, is not available out of the box with Debian. For the Linux host to be an AD compatible domain controller, it would need an appropriate interoperability implementation (e.g., Samba) and the authentication, DNS and replication parts correctly configured. This means that it is possible to deploy the mixed platform design, but that causes more complexity in the configuration, replication and troubleshooting of the environment than another Windows Server. 
[bookmark: _Toc243578626]Network Services and Roles
DHCP should automatically assign an IP address and other configuration details to client devices. S-DC is known as the Swansea DHCP server, which means that DHCP clients can be given addresses, subnet masks, gateway and DNS information all from one location. Microsoft's DHCP guidance provides for central configuration and management of scopes [5]. London is implementing L-CD as a DHCP relay this means that the DHCP traffic clients generate is sent from 192.168.2.0/24 to the central DHCP service through a routed boundary. This means that they are not required to have an independent DHCP server in London.
DNS is essential since it can be used for normal hostname resolution and also for domain operation. According to Microsoft, the Active Directory Domain Services system needs to be able to find Active Directory domain controllers and their services using DNS [6]. Thus, Swansea S-DC needs well-set-up internal DNS entries. DNS failure could also affect authentication even if basic IP connectivity was available, which places a higher value on increasing the resiliency of DNS as it is expected to grow in the future.
Directory and domain services include centralised users, computers, authentication and access control. The upsides are that the identity is centralised on both sites, and the downside is the additional complexity of interoperability that is added by the mixed Windows/Linux design.
File sharing should facilitate authorised access to the shared organisational resources by Swansea and London. It can be used in the Windows environment, and an SMB service can also be installed on a Debian server to enable it to engage in file sharing. Centralised access enhances the collaborative aspect of the project but does need to be carefully managed in terms of permissions as well as inter-site bandwidth if larger files are involved.
On Windows Server, you can run or host web applications on Windows Server that are internal or organisational, using the Windows Internet Information Services (IIS) service [7]. The documentation from Microsoft shows how to deploy IIS as a Windows web server role [8]. To this end, IIS is a natural fit for NOSS2027's requirement for Microsoft-based web services. Having unnecessary web services on a domain controller would, however, introduce more services to a security-sensitive system. In a larger production, therefore, it would be better to have a separate server.
Windows desktops and applications can be centrally managed via Remote Desktop Services and accessed remotely by Users away from Swansea. According to Microsoft's RDS documentation, the technology is a centralised remote access solution [9]. This may be useful for remote or branch users when it comes to NOSS2027 and doesn't necessitate having to install all applications on site. It comes with a number of drawbacks, such as needing to have sufficient server capacity, licensing issues, and security concerns to establish remote connections.
Routing must enable traffic between 192.168.1.0/24 and 192.168.2.0/24 using the inter site 20.0.0.0/30 infrastructure. Routers should allow the required enterprise communication but cannot be thought of as allowing full connectivity to every device. Therefore, the firewall policy should be written in conjunction with the routing policy.
VPN can be used in the case of Swansea to London traffic traversing through an untrusted network. A protected communication across external networks is possible with IPsec VPNs as explained in NIST guidance [9]. A site to site VPN can then be used to secure inter-site business communication, and separately authorised remote user access to the VPN could be used to support mobile staff. VPN encryption is not a substitute for authentication or access control though.
Certificates provide trusted identity and encryption to applications like VPNs or secure web access. The importance of their use is that they are used to avoid relying only on passwords and to make cryptographic validation of the services possible. Their limitation is administrative: If they are valid, they must be actively managed for renewal, if you want to use them; if you want to use them, their private key security and renewal require active management.
Last but not least, the events of Windows, Debian, authentication, VPN and network-service events should be collected during logging and monitoring. Failure detection, repeated authentication attempts and unusual administrative activities could be detected by having central monitoring. But if logs do not have protection and monitoring, logging has little value.
[bookmark: _Toc243578627]Basic Information Security Considerations
Security controls in NOSS2027 are to be used at the scale of the proposed enterprise environment. The user's unique account should be used by each user, and administrative privileges are limited to certain administrators. Controlled identities, authentication, authorisation and privileged access are a key focus of NCSC guidance [10]. Therefore, administrators are encouraged to refrain from using privileged user accounts for regular activities, and users should only be granted access to the permissions that they need for their job function.
Firewall rules should be configured to allow only needed communication to pass between Swansea and London and the external network. Attempt to minimise weak or common passwords with password controls; use certificates to enhance service authentication. Debian and Windows Server both need to be patched on time. However, patching is still a test and planning process to ensure there is not a loss of availability due to unplanned patching.
These controls, coupled with least privilege, restricted ports, secure remote administration and protected administrator credentials, minimise the risk that if one machine is compromised, an enemy can get unlimited access throughout both locations.
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The proposed NOSS2027 design is suitable as a foundation for the practical build if each platform is assigned a clearly justified role. Windows Server 2025 should be kept as Swansea S-DC as it provides the best ‘native' integration with Windows clients, domain services, DNS and DHCP services. The Debian CLI only L-CD can be used just as efficiently to enable the London design, but not as an inherent Debian possibility; the proposed AD compatible child domain function needs to be interoperably configured and tested.
The initial growth capability for the two networks is sufficient for both to be 192.168.1.0/24 and 192.168.2.0/24 respectively, and 20.0.0.0/30 is only suitable for the existing point to point WAN connection. The key to the architecture of the network service should be DHCP, DNS, directory services, controlled routing, VPN protection, certificates and central monitoring. The appropriate deployment and implementation of IIS and RDS services should be considered based on operational benefits and extra resource and security needs. Finally, least privilege, controlled administration, patch management, firewall restrictions and event monitoring should provide the baseline security required for a maintainable and scalable two site enterprise network.
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Figure 1. Proposed NOSS2027 two-site enterprise network topology based on the supplied assessment design.





