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[bookmark: _Toc9936]1 Cluster modes and resource groups.
[bookmark: _Toc7392]1.1 Cluster modes
 A cluster is a group of computers that provide users with a set of network resources as a whole. These individual computer systems are the nodes of a cluster.The same business, deployed on multiple servers（Clustering refers to bringing together several servers to achieve the same business）.Clusters fall into three main categories:HA: High Availability Cluster. LBC: Load Balancing Cluster (Load Balance Cluster) HPC: High Performance Computing Cluster/High Performance Computing Set.The cluster mode is where different servers deploy the same set of services for external access to achieve load balancing of services. The way to differentiate between clusters is based on whether the deployment of multiple servers is the same.A group of mutually independent servers appear as a single system in the network and are managed in a single system mode. This single system provides high reliability services for customer workstations. A server cluster contains multiple servers with shared data storage space. Each server communicates with each other via an internal LAN. When one of the servers fails, the applications it runs will be automatically taken over by other servers. In this case, all computers in the cluster have a common name, and any server in the cluster system can be used by all network users. Servers running in a cluster system are not necessarily high-end products, but server clusters can provide relatively high-performance, non-disruptive services; each server can take part in computing tasks, and because of the performance of clustering multiple servers, Therefore, the overall system's computing power will increase. At the same time, each server can also assume certain fault-tolerance tasks. When one of the servers fails, the system can isolate the server from the system with the support of dedicated software. And through the load transfer mechanism between the servers to achieve new load balancing, at the same time to the system administrator to send an alarm signal.
[bookmark: _Toc22200]1.2Cluster resource group tasks
Create a new cluster resource group
Delete an existing cluster resource group
Start the cluster resource group
Add a node to a cluster resource group
Remove a node from a cluster resource group
Shut down the cluster resource group
Change the Recovery Domain of a Cluster Resource Group
Perform a switch
Add a node to the device domain
Remove a node from the device domain

Once the cluster service is installed and running on the server, the server can join the cluster. Clustering can reduce the number of single point failures and achieve high availability of clustered resources.

Note: The cluster mode needs to do a good job of session sharing to ensure that during the process of switching between different servers, the service will not be suspended because no session is acquired.
[bookmark: _Toc13899]2.The heartbeat network and its operation.
The heartbeat signal is one of the interconnected parties sends a very small packet to the other at a fixed time, and the other determines whether to reply to a small packet after receiving the packet. Every fixed time is a difficult condition to reach, and the actual situation is not to exceed a certain time interval.The heartbeat signal is transmitted between the server and the client at a regular time, so that the server and the client know that the other party is still working properly, and the path between the two is unblocked.
The heartbeat signal can be initiated by the server and the client responds; it can also be initiated by the client and the server responds. In general, a timer is provided on the initiator side and a heartbeat signal is sent out when the specified time interval ends. The information carried by the heartbeat signal varies according to each service. It may be self-state report information, time-produced business data, or it may not have any other meaning. It may only be requests and responses.
Real-time online services require a long connection between the server and the client. The usual practice is to periodically transmit heartbeat signals between the server and the client to keep the link path open. In the traditional fixed Internet, although these heartbeat signals are bursty, their traffic is very small compared to the fixed network bandwidth, and has little impact on the network.

[bookmark: _Toc3245]3.Explain the difference between failover and Network Load Balancing clusters
Windows Server 2008 provides two clustering technologies: Failover Clustering and Networking are responsible for balancing clusters. Failover clusters mainly provide high availability; network load balancing clusters mainly provide scalability and improve the availability of web-based services while achieving scalability. According to some sources, there is also a component load balancing cluster that supports high performance computing.

Whether you choose a failover cluster or a network load balancing cluster in your application depends primarily on whether your application is running with a long-running, in-memory state:
Failover clustering is designed for applications that have long-running states in memory or have large, frequently updated data states. These applications are called stateful applications, and they include database applications and messaging applications. Typical uses of failover clusters include file servers, print servers, database servers, and message servers.
Network load balancing is suitable for applications that do not have long-running states in memory. These applications are stateless applications. A stateless application treats each client request as a separate operation, so it can load balance each request independently. Stateless applications often have read-only or infrequently changed data. Front-end Web servers, FTP servers, and proxy servers often use network load balancing. NLB can also support other TCP or UDP-based services and applications.

[bookmark: _Toc5349]4.Evaluate critically the implemented cluster architecture for operation and performance
For a server program, whether it is a stateful service or a stateless service, its judgment still refers to whether two requests from the same originator have a context on the server side. If it is a stateful request, then the server usually saves the relevant information of the request. Each request can use the previous request information by default. For stateless requests, the server can process all the information from the request, and other public information stored by the server itself and used by all requests.
Stateful servers have a wider range of applications, such as MSN, online games and other servers. He maintains the status information of each connection on the server side. When the server receives the request sent by each connection. In the subsequent processing, the server can easily find the user's history information.
[bookmark: _GoBack]  The stateful server has a more powerful advantage in terms of function implementation, but because he needs to maintain a lot of information and state, it is inferior to the stateless server in terms of performance. Stateless servers have advantages in handling simple services, but there are many drawbacks to complications. For example, using stateless servers to implement instant messaging servers will be a nightmare.（1）


[bookmark: _Toc23056]5.Deployment of software to such a cluster in a cloud-based environment.
It would be great if there was such a song technique. Organizations that use the service can easily meet more resource requirements without the need to purchase or manage the company's internal infrastructure, minimize its management burden, and quickly resolve changing business needs.
To migrate workloads from the on-premises infrastructure to the cloud, organizations can increase capacity on demand through application-ready clusters of this software that are configured on the cloud and connected to the on-premise cluster. For companies that are facing new or emerging resource needs, a separate cluster running on this software cloud provides the compute and storage resources needed for temporary access, significantly reducing wait times.
Single-source, end-to-end clustering support for access to high-performance computing experts eliminates skill barriers in the use of cluster resources
Data center location control to help organizations select workload operating locations to meet data regulatory requirements
Non-shared physical machines and private networks for workloads that require maximum security
Remote 2D and 3D visualizations increase productivity, collaboration, and security in the design process（2）

[bookmark: _Toc12617]6 The build process for this failover cluster from a technical standpoint.
Failover Clustering is a feature in Windows Server that has been designed to provide high availability for server loads since the initial introduction of clustering in Windows NT 4.0 Enterprise Edition. It consists of a set of independent servers that work together to enhance services and applications. The availability of the program, when a failure occurs on one of the computers in the cluster, the resources are redirected to another computer in the cluster, and the workload is redistributed to another computer in the cluster. You can use failover clustering to ensure that users almost always have access to important server-based resources. Failover clusters are designed for applications that have long-running in-memory state or have large, frequently updated data states. These applications are called stateful applications, and they include database applications and messaging applications. Typical uses of failover clusters include file servers, print servers, database servers, and message servers.
[bookmark: _Toc14051] 6.1 install the failover cluster

Before configuring a failover cluster, first make sure that the servers in the cluster meet its minimum requirements. In common deployments, a shared storage device that is compatible with the cluster service role is used to store the shared data required by the server node regardless of the connection. Whether the shared storage device is a SAN or a DAS, as long as different LUNs are used, multiple cluster architectures can be accessed. It is recommended that you use NTFS-formatted partitions. If you use a Cluster Shared Volume (CSV), everyone's partition must be NTFS. If one of the servers in the cluster fails, the other servers in the cluster immediately take over and continue to operate. These servers use the heartbeat network to detect each other. When the server fails, other servers will not detect the heartbeat signal of the failed server. At this time, the server will be considered as a failure and it will immediately take over and continue to operate. Cluster nodes can be connected through multiple different networks.
· Add the function and role installation wizard, select the failover cluster (as shown below), click Next, until the installation is complete, the system does not need to restart after the installation is complete.
· In Server Manager, click Tools, select Failover Cluster Manager from the pop-up menu, or select Failover Cluster Manager from the Start screen.

[bookmark: _Toc17910]6.2 verify the failover configuration

· After the failover cluster is turned on, before the cluster is officially established, all the configuration auto-detections that want to join the cluster server computer must be completed first to facilitate the subsequent smooth deployment of the entire cluster. Click Verify Configuration.
· then in the "Before you begin" interface, click "Next" button to continue
· in the "Select Server or Cluster" interface, enter or click the "Browse" button to add all the servers to join the cluster, then click the "Next" button.
· It is best to choose to run all tests in the verification configuration wizard. To perform the full test, you can view all the settings for establishing a cluster between servers, including the network, shared disks, and operating systems.
· confirm the verification configuration.
· Cluster validation has improved in Windows Server 2012 and is faster than previous failover clusters.
· After the test is completed, you will see the test results for each item in the summary. If any item is detected to be unsuccessful, you can click the View Report button to view the reason for each failure and an explicit description of the failure.By default, the report file is stored in HTML format in SystemRoot\Cluster\Reports, and the date and time of the test at that time is automatically marked on the report.
· finally click on the report to view the complete test report page

[bookmark: _Toc13318]6.3 establish a failover cluster

After passing through all failover cluster detections, you can establish a clustered host. When setting up a cluster, pay attention to the settings of the firewall. Most of the cluster failures are caused by the firewall. And ensure that the network communication between nodes and stored is safe and reliable.
· In the interface before starting, click Next.
· In the interface for managing access points for the cluster, you must enter a cluster name that does not currently exist and the corresponding cluster IP address.
· after confirmation, click "Next"
· will begin to create a cluster, you can see the verification process
· In the summary, the cluster with the configuration completed and successfully created can be viewed by clicking the View Report button.
· successfully create a cluster.
[bookmark: _Toc26408]6.4, configure the failover clustering role

Windows Server Failover Clustering provides a critical technology for the Hyper-V infrastructure, providing not only availability, but also portability. An important concept of virtualized and private cloud environments is to break the binding relationship between the load and the underlying physical resources, and failover clusters use real-time migration technology to move and place virtual machines without shutting down between different physical hosts. If a node encounters a failure, the virtual machine is distributed to other cluster nodes. In previous versions of Windows Server, any resource could be distributed across cluster nodes that hosted the fewest number of virtual machines. In Windows Server 2012, this logic was improved to determine the decentralization of virtual machines based on the amount of host memory, the most common constraining resource. Each virtual machine can be placed into the node with the most free memory resources and evaluated for the resource requirements of each virtual machine.

Let's configure Hyper-V in a failover cluster.
· In the Failover Cluster Manager, right-click the role and select Configure Roles.
· In the "Before you begin" screen, click Next.
· in the "select role" interface, select the "virtual machine", then click the "Next" button.
· On the Select Virtual Machines page, select the virtual machine for which you want to configure high availability. All the virtual machines in the cluster are displayed here. Select the virtual machine and click the Save button. If the virtual machine is not in shared storage, setting the high availability of the virtual machine will fail. Click the "Next" button.
· Confirm the selected virtual machine.
· configure the virtual machine high availability
· In the "Summary" screen, it shows that high availability has been successfully configured for this virtual machine, but the system also gives related warnings.

[bookmark: _Toc10302]6.5 test failover cluster

In order to ensure that the high availability of the established virtual machine is running in the failover cluster function, some simple fault simulation tests can be performed next. In order to achieve the best results, we will shut down one of the hosts here, and this host runs a virtual machine. First, we shut down the hyper-v01 server. In less than 10 seconds, the failover cluster discovered the lost hyper-v01 server. However, the virtual machine on hyper-v01 cannot connect.
The failover cluster then automatically restarts the virtual machine on hyper-v01 on hyper-v02 and restores the newly created virtual machine. This experiment was successful.
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Figure 1
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Figure 2
[image: ]
           Figure 3
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Finally, we're ready to try setting up our cluster. This will include testing our configuration.
Task: add the failover cluster feature to the two node servers.
Once done, we can “validate” our cluster configuration.

Task: Step through the wizard and enter appropriate values. Run all tests when prompted.
You may see a few warnings — if you do, read the associated messages and endeavour to
understand what they mean. The majority of warnings can be safely noted and ignored but
can sometimes highlight errors in your configuration.

Dr Tim Bashford

Finally, create the cluster. You can re-run the tests if you'd like. Give the cluster an
appropriate IP address. Note that this will be the static IP for the cluster as a whole, so
should be previously unassigned.

We'll stop here for this week. Next week, we'll investigate actually hosting a service through our
cluster, by porting DHCP.

PAGE20F3 1101 WORDS
PAGESOF5 OWORDS [  ENGUSH (UNITED KINGDOM)

ENGLISH (UNITED KINGDOM)

wi

= s

5 Vitust Machine Viewer - wansea onseverbabbage soac smuacak

Fie  Acton
@caAoel i ullscreen

=5 Failover Cluster Manager

Fie Acion View Help
«=|[E B[
2 Filover Cluster Manager

Failover Cluster Manager
4 Create filover lustes, validate hardware for potentia alover clusters, and perform configuration changes to

?? Creating New Cluster

Before You Begin

‘Aocess Point for
Administering the
Custer

Corfimation

Please wat whil the cluster s corfigured.

Croating New Cluster

Waitng for noficstion that Cluster service on nods Swansea nwtraders msf has stated.

Actions
Failover Cluster Mana... «
Validate Configuration,
Create Cluster.

Connect to Cluster.

View »
Refresh

Properties

Help

880 Connect to Clster.

- More Information





image3.png
— 2 k= i

EHS O- Document1 - Word 7@ -0 x|
HOME | INSERT  DESIGN  PAGELAYOUT  REFERENCES  MALINGS  REVIEW  VIEW  ACROBAT Lingiing Liu ~ e
o [ % [coonom [0 oA & pan e £ aasocene assbeene AapbC I Ctr-AltDel B Full Screen
W P e BT U -amex X & -« | TNormal | TNoSpac.. Heading1 [<| Editing Failover Cluster Manager =|a] x
Clipboard 1 Styles 5 A [ Action View Help
eyt = | [ B[=
Failover Cluster Manager Failover Cluster Manager Actions
' 8y Createfalover lusters, valiatehardvare forpotental faover lusters, an perform configuation chianges 1o Failover Cluster Mana... ~

Validate Configuration,
Create Cluster.

‘Summary Connect to Cluster.
View »
epeisn s Refresh
e You Begn You have sucoessly competed the Create it Wizard
bty Aocess Portfor Propertes
Eimevsenms the Hep

Custer

Corfimtion Create Cluster

Creating New Cluster

Summary lucky
‘Swansea.nwtraders.msft
Bridgend.nwtraders.msft
Node and Disk Majority (Cluster Disk 2)
192.168.0.10

PP ——— To viewthe report created by the wizard, clck View Repor.
To clse this wizad, cick Frish.

ok o e i e it b p——

880 Connect to Clster.

- More Information

PAGESOF5 OWORDS [  ENGUSH (UNITED KINGDOM)

wi





