[bookmark: _Hlk535702124]

NIST/ ISO DATA SECURITY 
FRAMEWORKS



[bookmark: _Hlk30706311]Data Security Assignment                                                                                                                                            Student number: P147535
Module Code: ACCA7009
Module Tutor: Dr Carlene Campbell








Abstract— The increased implementation of IT infrastructure in an organisation increases the rates with which data threats advance. Therefore, the critical design parameters in existing or upcoming enterprises are in line with the advanced modification of both software and policy issues to uphold the desirable levels of data safety. The existence of information security helps in the protection of an organisation's assets. Furthermore, the policy structures are the basic elements in ascertaining data security levels in the organisation. the cross-examination of the two basic approaches to the security issues provides adequate information of the NIST/ ISO framework to be superior compared to the ITIL/ ISO models. Further studies provided adequate information that facilitates the mapping of the NIST/ISO framework to the CaribbeanCoffee Organisation’s data security parameters. Besides, the gross performance in cybersecurity in the organisation incorporates documentation of data security elements in conformity to the ISO certifications captured in the NIST/ISO framework. This research focus on evaluating and comparing some of the major security frameworks used for IT governance and also designing a hybrid ISO/NIST security framework to resolve or reduce some of the IT risks for the CaribbeanCoffee Organisation.
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[bookmark: _Toc31197099]Introduction
The rapid growth of Internet access has transformed today’s businesses, organisations and government entities to a point of no return as they rely strongly on IT control for the improvement of business performance. Nevertheless, they can present new risks and threats that need to be managed effectively. This huge reliance and the unprecedented increase of demand on internet-based information has opened the doors to new job opportunities and new IT skills to deal with the increasing risks and threats. With these growing information security threats that organisations and businesses are facing today, it becomes empirical that appropriate controls are implemented to mitigate those risks or reduce them to an acceptable level. Information Technology (IT) professionals and IT organisations are under increasing strain to meet the business aims of their organisations. Compliance with new regulations and acts such as Sarbanes-Oxley (2002) that enforce new governance requirements [1] has made this task overwhelming for IT organisations. Therefore, many IT security frameworks such as ITIL, COBIT, ISO27001and NIST have been developed for the use of IT professionals within the Information Technology Service Management (ITSM) space [2]. These frameworks provide a control and alignment mechanisms between the use of Information Technology and achieving the business goals. IT is central to any organisation’s success. The importance of implementing an adequate IT governance framework to suit the business needs can play a major role in delivering effective and efficient services.	Comment by Carlene Campbell: 
Write abbreviations out in full on first use.	Comment by Carlene Campbell: 
Write abbreviations out in full on first use.
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[bookmark: _Toc31197101]ISO27001 Data Security Frameworks
The ISO27001 has been adopted by many organisations worldwide to facilitate the development of information security management in organisations. It aims at providing all the necessary requirements for an information security management system (ISMS). ISO27001 standard first emerged in 1995 as British standard 7799 and was later revised in 2005 [3]. These widely regarded standards assist organisations in analysing their information security system (ISS). ISO27001 was developed with flexibility at its core and can be adapted according to an organisation’s needs, goals, security level requirements, business processes, size and structure. It also aligns and co-exists with other security frameworks. This robust framework helps protect critical information such as financial data and intellectual property. It also helps organisations manage and reduce business risks and develop a strong security system [4].
The ISO27001 is a standardisation program that establishes a security control mechanism while maintaining the confidentiality and integrity of the customers' and stakeholders' information. The ISO27001 system restrains unauthorised modification while outlining the requirements for the information security management systems in the organisation. Therefore, the involvement of an information security framework accommodates the element of an ISO certification to attain the full potential of the cybersecurity infrastructure. Besides, the organisation relies on the ISO27001 certification to identify, evaluate and manage the security threats through clear structures. The advancement in the data security framework adopted in the organisation elevates the extent of competitive advantage and sustainability of the organisation in the market fragment. The safety parameters regulate the level of market threats encountered by the business entity, thus it increases the need for involving the diversification in the cybersecurity framework. The success in the ISO security framework depends on the ten principles, please see figure:1 [5].
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[bookmark: _Toc31135205]Figure 1 - Domains of ISO data security framework
The steady implementation of documented data security deterrence approach through third-party audit provides a clear interpretation of the advancement in compliance with the data security regardless of the contributions of the parties to the organisation's data threats. The ISO framework provides competency in the certification services for organisations with the ability to manage information security.  The approach further demonstrates to the client and the stakeholders the extent to which the organisation implements information security and business continuity controls. The ISO27001 framework provides an expression of the continued evolution of security management systems and security modification to accommodate continued exposure to data threats. Thus, it sustains the stakeholders' and clients' confidence. Furthermore, the approach reduces the risk levels of the organisation through the risk spreads while indicating the significance of ISO compliance with the organisations. The concepts of ISO27001 strategic in the data security framework advance the restructuring of security policy initiatives in the fight against cybercrime. The design provides a stable resilient framework for both public and commercial entities [6].
[bookmark: _Toc31197102]ITIL Data Security Frameworks
The ITIL (Information Technology Infrastructure Library) security framework was initially developed by the British government in the 1980s through what is now called the Office of Government Commerce (OGC) [7]. The government and private organisations started to implement this early version of ITIL to ensure that IT resources are cost effective and efficiently managed. This framework was designed to support individuals and companies in achieving optimal value of their IT resources and services. It has become widely acceptable by the IT Service Management (ITSM) and it provides a strong framework for the governance of IT resources and services through a continual qualitative measurement and enhancement of the quality of IT services delivered, from a business and customer perspective [8].
The ITIL framework is not a standard or methodology because it does not offer criteria or requirements. However, it offers a method to explore a set of good practices. The good practices provide organisations with a strong understanding of their IT structure, efficient management of their IT structure and the possibility of improving the quality of services. The ITIL security framework refers to the collection of best practices involved in the management of IT services to improve security standards. The structural modifications of the information systems in the organisation accelerate the trends in the standardisation of data security specifications for the controlled implementation of certified compliance. Therefore, the approach of ITIL involves taking middle grounds in security threat analysis for an improved determination of eventual competency attributes [9]. The incorporation of multiple data management policies overcome the imminent conflict attached to data security phenomena. The ITIL framework lies in the four control paths for the security threat analysis as in figure 2.	Comment by Carlene Campbell: 
Very key to know about ITIL.
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[bookmark: _Toc31135206]Figure 2 - ITIL information security management system
The framework analyses the processes, functions, and structures involved in data management practices for effective data security in the organisation. The existence of publication with technical reports on data security provides a critical approach anchored in the ITIL topology for data protraction in organisations. Besides, the ITIL framework operates in agreement with the advancing alignment of the data security management to the business needs while supporting relevant paths that lead to the success of the organisation in mitigating data threats. However, the publication concept provides a guide to the specific phase management of the life cycles of the threats. The mapping of security controls enables the organisation to minimise the risk levels through cost initiatives while building the security infrastructure for organisational data protection [10].
[bookmark: _Toc31197103]NIST Data Security Frameworks
The involvement of the NIST (National Institute of Standards and Technology) cybersecurity framework in the organisation advances the security checks for the benefit of the organisation's data systems. The framework offers flexible information systems based on the five principles that include security threat identification to sustain an accurate assessment of the existing risk (please see figure 3). The framework accelerates the need to design safeguard measures to protect the organisation's data against threats. The prominent approach includes training employees on the procedures to access and regulate user accounts for advanced data protection. The detection functions facilitate the early discovery of the security threats in the organisation through monitoring infrastructure for the surface anomalies [11]. The response attributes express how the company responds to the cybersecurity downturn while involving the procedures for tackling the eventuality through post-incident analysis. The recovery attributes of the NIST security framework involve clear plans that restore the system data impacted by the attacks for the sustainability of the organisation. 
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[bookmark: _Toc31135207]Figure 3 - Domains of NIST data security framework
The adoption of the NIST security framework advances in the technical fields for the benefit of the organisation anchored in the three elements. For instance, the core represents the set of cybersecurity practices, outcome and technical operation management of security threats. The ties characterize organisations' aptitudes and maturity attributes for the management of controls. Therefore, the NIST approach advocates for the collective use of the security controls in limiting the extent of the cyber threat. The framework sustains division in the implementation of the exchange through the development of sectors specific profiles for the function. Further involvement of internet security protocol advances resource distribution for the compatibility attributes across the data risk levels retarded by the policy initiatives [12]. 
From the statistical analysis of the IT-based data security framework, the growing trends in the involvement of the NIST /ISO data security framework are on the rise based on the cryptographic elements that support data analysis. The characterisation trends of the security threats in the specific groups within organisations lie in the consolidated security standards for the ISO27001 stratification of the design attributes [13]. The complimentary involvement of the NIST in the design of security threats elevates the management of the organisation's data. For the public and private organisations, the NIST/ ISO platform tends to generate an adequate result for the generalisation of data security networks. The research advances the utility of the NIST topology for the validation of cybersecurity infrastructure [14]. The ISO27001 certification of the NIST provides relevant management of the security measures to retard threats linked to the information technology approach.
On the contrary, the ITIL/ ISO approach records deterioration in its adoption owing to the intensive data dependence in the performance of the overall process validation. The implication of data security threat to the organisation anchored on the ITIL infrastructure will lack the desired versatility in leveraging the prominent security elements that accelerate the extent of data security. The consistency with which the ITIL operates poses critical threats to the data management units in the organisation, thus limiting the implementation of the ITIL mechanism.  Hence, it accelerates the deterrence of implementing the ITIL framework for the CaribbeanCoffee enterprises in the analysis of data security threats [15].
[bookmark: _Toc31197104]NIST/ISO Data Security Framework for the CaribbeanCoffee Organisation
The focus on framework accelerates the increased dependency on the technology to improve data security in an organisation for the benefit of both the management and the shareholders. The exclusive dependency in the wireless connectivity accelerates the extent of cybercrime in organisations anchored in the network platform. The management of both employees and clients in terms of data utility becomes a critical concern as it advances the effective interpretation of the resulting threats in the management of data in social media. However, the steady research on the CaribbeanCoffee enterprises that trade in the coffee blends from across the globe will incorporate robust technology in monitoring and management of the data platform for the identification of the employees’ input and the consumer interphase in the trading platform for an adequate determination of the research findings. The NIST/ISO approach upholds intellectual property anchored in the information security concepts as in the case of personal devices employed in the network to promote the efficient interpretation of the research concerns for the data security initiatives.
NIST/ISO Data Security Policies
The success in data protection by the organisation lies in the intensive security policy representation through strategic management programs. The organisation's steady involvement in leveraging privacy technology through the enhanced voluntary implementation of data security guides.  The level of secure and resilient incorporation of security principles in the organisation to improve the performance of the employees advances the performance initiatives. Therefore, the coffee market functions in support of the effective interpretation of the data security framework based on the NIST approach [16]. The element of interoperability and cost-effective and easy to used NIST principles boosts the performance of the NIST framework in the delivery of safe information about the market players in the organisation. Thus, it helps in the improvement of the organisation's performance in line with data security.
[bookmark: _Toc31197105]NIST/ISO Risk Management
The risk assessment strategy supported by the NIST/ ISO certification incorporates four levels in an attempt to contain the emergence of data threats in the organisation. Therefore, frequent incorporation of the risk identification mechanism through assessment and in the event conduct the treatment to the risks followed by the monitoring of the outcome provides clear cyclic risk management for the organisations. The stepwise involvement of the risk management parameters elevated the competency with which the NIST framework facilitates the realisation of adequate performance to the design controls. The steady integration of security programs in the organisation enhances the extent of risk mitigation in line with policy validation practices [17].
[bookmark: _Toc31197106]NIST/ISO Data Security Management Models and Practices
The information management provides steady measures of the requirements necessary in providing comprehensive measures that ensure satisfactory protection of information on the assets of the organisation. The approach provides the basis for cost-effective implementation of information management strategies for the sustainability of high-level security platforms. The concept of governance is the main determinant of the organisation's data security structure for the effective identification and management of the information for the benefit of the enterprise (please see figure 4) [18].
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[bookmark: _Toc31135208]Figure 4 - Risk management strategy
The existence of bulletins devoted to the risk mitigation strategies in the NIST/ ISO data security framework provides ideal benefits to the protective measures to the as in the guideline for the elevated rapid growths supported by the systematic inclusion of the IT security approach in data protection. For the institution, success in sales of coffee depends on the extent to which the organisation comfortably inculcates the risk assessment criterion. Hence, it accelerates the effective implementation of data security mechanisms.
[bookmark: _Toc31197107]NIST/ISO Data Security Contingencies Planning
The intensive contingency planning anchored in the NIST documentation provides an optimal guide for the CaribbeanCoffee organisation to implement regulations that contain the severity with which the data security within the enterprise responds to the controlled plans to retard the extent of threats to the employees and the client based in the data availability. The contingency parameter enhances the implementation of formal documented procedures that facilitate policy planning for the adoption of relevant responsibility or roles to the organisational entities. Thus, it retards the risk of data security. The adoption of cloud computing policy and procedures enhance the sequential analysis of the overall performance of the infrastructure for an in-depth analysis of the IT-based data security threats to the company [19]. 
The steady coordination of the contingency planning for the information systems further addresses the implementation, execution, and testing of the relevant information security plans captured by the NIST framework. The ISO certification advances the planning for optimal determinacy of the security structures. The environmental operations and the communication contingencies accelerate the sequential determination of potential data security elements in the NIST/ ISO framework. The testing and training sequence of the employee to the organisation concerning the contingency training accelerate competency with which the NIST framework enhances the level of data security within the coffee processing factories. Therefore, the operation of the CaribbeanCoffee organisation remains critical for the overall performance of the design criteria [16]. The storage and information backup contingency plans accelerate the extent of the relevancy of NIST documentation in an attempt to minimise the level of data threats in the organisation regardless of the level and operating market forces. 
[bookmark: _Toc31197108]NIST/ISO Data Security Protection Mechanisms
The cybersecurity protection mechanism for the organisation relies on the in-depth analysis of the multiple security regulations captured in the NIST framework. The enforcement of data threat control mechanisms anchored in the NIST regulations provides an optimal approach to the data threats in the organisation. Besides, the takeaway structure operates on the preventive data concept through stable security posturing that ensures success in the implementation of data security policy for advances productivity. The HIPAA mechanism accelerates the location of the good resources in the market segment to advance coffee trade while upholding the law requirements. However, the involvement of the GDPR mechanism helps in protecting the clients from potential threats of personal data. The mechanism operates through sequential involvement of security checks on the data based on the performance initiatives [20]. Further incorporation of the security Act retards the gross infringement of the security components of the information systems. Thus, it accelerates the practical implementation of reliable data security topology.
[bookmark: _Toc31197109]NIST/ISO Data Security Service Level Agreement
The extent of service level agreements in the NIST information security framework aligns the customers' cloud computing to review process of the risk levels in the organisation. The incorporated matrix analysis provides clear and transparent trust in the cloud service providers that aid the management of complex architecture that leverages services anchored in the supply chain. The extent of threats attached to the virtual machine that operates the transactional database that accelerates the implementation of the multi-cloud system through the unique inter-cloud systems. Furthermore, the simulation through interoperability accelerates the extent of leveraged services that ascertains customer security expectations. The NIST further incorporate systematic risk management cycles that strive to contain the residual risk levels in the organisation [12].

The service level objectives further provide essential performance agreements for the prompt implementation of the security framework based on the NIST/ ISO documentation that benefits the organisation in achieving success in the data security framework. The level agreements provide a standard analysis of the cloud-based data threats to the organisation while presenting principle success in the data security structural paucity matrix that benefits the organisation anchored in the NIST/ ISO frameworks [14].
[bookmark: _Toc31197110]Summary of the CaribbeanCoffee NIST/ISO 27001 data security framework
The list below provides a summary of the actions that would help the CaribbeanCoffee organisation control the risks using this hybrid NIST/ISO 27001 security framework. 
· Defining all the objectives of the data security framework.
· Setting a clear contingency planning policy to ensure the control of IT risks and protect the organisation’s image.
· Setting a sound security policy to protect the organisation’s intellectual property.
· Defining a clear policy to protect the clients, vendors and employees’ private data.
· Designing and implementing a satisfactory back up strategy plan for the organisation’s data.
· Designing a strict and robust access policy.
· Employees’ access should be revoked as soon as they leave the organisation.
· Defining and implementing a sound BOYD policy to protect the organisation’s data integrity. 
· Encrypting all the data stored in SAN’s.
· Designing a strong network security infrastructure using well configured firewalls, IDS/IPS, remote VPN, IPSec and Network Behaviour Analysis software (NBA), etc. 
· Conducting assets inventory using a suitable software.
· Conducting regular network penetration tests to enhance security against external threats.
· Designing a strong logging system for all the staff, clients and vendors.
· Recording and investigating all the security breaches.
· Reviewing and updating the organisation’s data security framework to ensure its viability.
· Planning an appropriate training programme for all employees and defining a clear assignment instruction of all IT departments.   












[bookmark: _Toc31197111]Conclusion

The existence of cloud technology increases the level of data proliferation as in the case of CaribbeanCoffee Organisation. The implementation of data protection standardisation policies facilitated the adoption of NIST/ ISO frameworks. The study of data management policies supported the adoption of ISO certified framework for better data safety in the organisation. The NIST framework provides relevant security-related information to sustain plans anchored in reliable level agreements. The existence of clear risk management initiatives outlined in the data security framework enhanced the adoption of NIST models. The study further provides relevant mechanisms of data protection that improves productivity and response management in the organisation. Therefore, the set security standards in the NIST/ISO framework provide adequate guidance in the implementation of data security controls for efficient resource.
The underlined limitation of this approach is that the management of information security would have to deal with two types of referencing, processes and methodologies, and this could be challenging. Future work should concentrate on designing a fully integrated NIST framework with the common ISO27001 processes to ease the management of the NIST/ISO hybrid security framework.
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Engagement with Literature Skills
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL][bookmark: _GoBack]Key concepts discussed, diversity of updated sources used and appropriated referencing. (Grade mark: 66.67%)
	[bookmark: totalRIL]15
	[bookmark: markRIL]10

	
	
	

	2. Knowledge and Understanding Skills
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]You have demonstrated the relevant knowledge and understanding. (Grade mark: 66.67%)
	[bookmark: totalKUS]15
	[bookmark: markKUS]10

	
	
	

	3. Cognitive and Intellectual Skills
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]A critical analysis of the framework/model used was done. A very good discussion of task 2 of the proposed model for the case study. You look at policy, SLA, etc. Link well with task 1.  (Grade mark: 70.00%)
	[bookmark: totalANA]40
	[bookmark: markANA]28

	
	
	

	4. Practical Application Skills
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]You have not designed your own original framework / model for task 2 or done a network diagram to demonstrate the company.  Tables, charts and or other networking diagrams could be used.   
 (Grade mark: 25.00%)
	[bookmark: totalPAD]20
	[bookmark: markPAD]5

	
	
	

	5. Transferable Skills for Life and Professional Practice
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]Professionally done and flow excellently. (Grade mark: 80.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]8

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]61%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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