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ANSWER THREE QUESTIONS OUT OF FOUR 
 

1.  
 

a. Explain the importance of Quality of Service (QoS). Describe the types 
of data that benefit from the use of QoS and why they need this service 
to work effectively.       (10 marks) 

b. Illustrate 3 different queue algorithms used in QoS.  (15 marks) 
 

 
 

2.  

a. Explain the operation of ACL.     (4 marks) 

 
b. Name and identify the key differences of the two types of Cisco IPv4 

ACL.    (5 marks)       

 
c. Outline the general guidelines for placing ACL    (6 marks) 

 

d. Refer to figure 1, apply standard ACL commands to interface g0/0 to 

deny traffic from 192.168.10.10        (5 

marks) 
 

e. Refer to figure 2 and figure 3, the 192.168.11.0 /24 network can use 
Telnet to connect to 192.168.30.0 /24, but according to company 
policy, this connection should not be allowed. Examine the 
configuration commands and state why it is possible to use Telnet.  

(5 marks) 

Figure 1 
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Figure 2 

Figure 3 
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3.  
a. Depict 3 different Wide Area Network technologies that are currently in 

use to connect networks to the Internet.         (18 marks) 
b. Looking at the network given in figure 4, describe the commands given 

in figure 5 & 6.       (7 marks) 
 

 
Figure 4 

 
Figure 5 

        

 
Figure 6 
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4.  

a. Illustrate common security attacks on a LAN network and why these 
considerations are important for WAN networks.  (9 marks) 

b. Identify 2 types of security attacks that can weaken a network. (8 
marks) 

 
c. What are the benefits of a VPN for site to site security.  (8 marks) 
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