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1. Introduction
In this assignment worksheet the author was tasked with the configuration and deployment of a File transfer Protocol (FTP) server via IIS,  as well as the subsequent installation and configuration of the Routing and Remote access role within windows server manager wi9ch later led to the configuration of RIP settings and IP packet filtering. The author then completed some observational tasks to reflect on the work completed.

2. Implementation Evidence
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The author began the first task by making 2 ping attempts to other hosts within their virtual network, after an initial check of their address routing table. They were able to identify additional entries made to this table following the ICMP ping requests.
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They were then able to use the ‘Route Print’ command to show their routing able and extrapolate further information from it.
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The author then moved onto the second task and began installing the web server (IIS) role onto their server2 machine.
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They made sure to select the relevant FTP server role services to ensure they would have the necessary functionality available.
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They then created an FTPUser account on the server for use on the FTP web service.
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The author then began creating the FTP web service within IIS, they assigned the port and made sure to select the no SSL option was selected.
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They then assigned the authentication for the FTP service to the previously created FTPUser account, and provided it with read and write privileges.
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They then added a banner for the service in order to identify the correct one.
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They then assigned the FTPUser account full control permissions over the ftproot directory to ensure functionality.
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They then also created another folder within the ftproot folder called FTPUploads, the FTPUser was also given full control over this folder.
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The author then validated that the servers windows firewall was currently switched off  to ensure functionality and allow them to connect to the FTP service without issue.
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The author then logged onto the client2 machine and created a text file, this would be used to as a test measure and be uploaded via the FTP web service.
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They then opened command prompt on the clinet2 machine and attempted to connect to the web service, this was successful.
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They then attempted to transfer the created text file from client2 machine to the server2 machine.
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The author checked the directory they had created on the server2 machine, the transferred file was there demonstrating the transfer was a success.
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The author then began work on the next task and logged onto server1 and began installation of the Remote Access server role.
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Making sure to select the Direct Access and VPN & Routing options from the role services section.
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They then proceeded with the installation.
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Once the installation had completed, they opened the remote access setup wizard and proceeded through it until they got to the routing and remote access control window.
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They then began configuration of the routing service and selected the LAN routing option.

[image: ]
Once completed they confirmed their selections and opted to start the service.
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Once the service had started successfully, they added the Routing Information Protocol (RIP) version 2 to the IPV4 stack.
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They then added both the public and privatenet interfaces for the server to the protocol.
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Once this was completed, they began the installation of the same roles onto server2 machine.
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They proceeded through the wizard and got back to the same routing and remote access GUI.
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The author then configured the routing service to LAN routing. 
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This was successful and they then opted to start the service.
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They then, again, added the RIP to the IPV4 stack
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And subsequently added the public and privatenet network adapters to the protocol.
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They then verified if they were able to ping server2 machine from server1, this was successful. 

[image: ]
They then attempted to ping client2 from client1 machine, this was initially unsuccessful as they could not load all 4 virtual machines at the same time due to only having 16GB RAM available, so they reduced the 4GB to 2GB per virtual machine, once this was completed, they were able to lead all 4 machines and were able to ping the clients from each other.
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Once the RIP was validated as working, they began to configure the packet filtering from the routing and remote access menu, this began with the configuration of a rule to drop any ICMP packets from PrivateNet1 from pinging the routing firewall as pictured above.
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They then tested this rule and found that were unable to ping the router address  whereas subsequent attempts to ping other networks were successful.
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They then began working on a rule to restrict access to server2’s FTP server to only allow access to clients on privatenet2.
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They then tested this rule and were able to connect to the FTP service from client 2 but unable to connect to it from the client 1 machine.
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The author then began work on the 3rd rule, this rule was uninstructed and simply had to restrict access to the FTP service to everyone except Client1 in privatenet1. For this purpose they used the rule above, after disabling the existing 2nd rule as these would conflict.
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They then tested this across the two client machines. They found that they were able to connect to the FTP service from Client1 as expected and that client 2 was restricted from accessing it and displayed a connection timed out error.






3. Observational tasks
3 a) How do Routers reference which networks they are able to connect to?
Routers are able to maintain the networks they have connected to via the use of a routing table, these tables don’t show which networks they can connect to as such but show the methods for connecting to networks they have connected to previously, there are other tools for monitoring how a router connects such as the trace rt commands, but for the most part the router will simply perform a lookup on its routing table and then, using the Address Routing Protocol (ARP) it will resolve the MAC address from the IP address stored within the routing table and use this for its routing operations.[1] In a shorter way to answer the above question the routers reference these networks using the Internet Protocol (IP) Address.

5 a) Give a detailed explanation of the concepts that need careful consideration when considering the usage of such a system. Also show one possible role within the Window Server OS environment that could provision these requirements. You should breakdown the aspects that need consideration when attempting to deploy this role/service.

The usage of a failover clustering system has become an enterprise standard for many high-uptime services and is something that has become somewhat necessary for any service that requires demonstratable high-availability. The usage of technologies like Windows Server Failover Cluster allows servers to be pooled together with one or more active as active primary nodes and redundant secondary nodes being within the pool to take over should anything happen to the primary nodes or certain, configured prerequisites be met  (i.e. certain fatal errors or resource demands). This means that in the more than likely event that support staff are not able to immediately be alerted and begin remediation work should one server become unavailable another redundant node may take begin steps of taking over the server’s load automatically should the failover cluster be appropriately configured. [2]

There are some things to consider when considering the usage of these technologies, one being the causes for the unavailability of one server. If the unavailability is due to some sort of environmental factor such as a server room fire or electrical fault etc and the redundant node(s) are housed in the same location, then the redundant nodes will be just as redundant. Another consideration to take into account, is the necessity for staff knowledge when supporting a clustered failover system. As very often these systems will be running on a bare metal hypervisor architecture, knowledge of virtualisation technologies will most likely also be required as well as the ability to manage virtual and/or physical disks for these failover nodes. Staff should also consider the necessary computer resources needed to support the services they want to have the failover redundancy. Very often services like SQL databases or web services will not only be setup in a failover cluster but also have the service load balanced across all or some of these nodes either with external software or some technologies such as SQL availability groups, meaning that that the resource demands are shared between a collection of the nodes. Should a failover take place within a setup like this and a portion of these nodes become unavailable, staff must consider whether the service would be able to operate on a limited portion of the architecture in this circumstance. [3]

A failover cluster can be configured in many ways using many different technologies and software, but for this instance we will discus the windows server failover cluster solution. This technology can be configured following the installation of the Failover cluster server feature within windows server manager, this will enable the use of the failover cluster management GUI on the server. Following this there are a number of steps that must be taken to ensure the cluster can be setup and subsequent pools. One being there must be a SAN disk setup with at least 1 drive being available to server as a disk control, this is a requirement to maintain quorum of the cluster. Whilst seemingly simple the nodes must also be in the same active directory domain in order to be added to the same cluster. Another is the requirement for the disk to all be representing the same Logical Unit Number (LUN) this is again for the purpose of maintaining quorum within that cluster.[4] Once this is complete the configuration of the clusters and pools may begin within the management console. Firstly the necessary servers are selected and assigned into there cluster to, these will be assigned under a failover cluster address that can be used to identify multiple failover cluster groups. Then the storage must be selected and provided, once these disks have been selected and sufficiently grouped together they can be assigned to the individual clusters for them to be utilised. Creating a very basic failover cluster. [5]

6 a) Assume that you are the Head - Network Administrator of an Enterprise Network which operates in multiple locations nationwide. Draft a network policy, Critical business applications high availability practices and security practices for your network. State all assumptions made.
For this scenario the author will use an example of a service with a SQL server database backend with a front facing web tier, this is a critical high-availability service that requires a high uptime for client satisfaction and fulfilment of service level agreements.

Architecture
· SQL tier:
The architecture of the SQL tier should follow a redundant approach of having a group of 3 SQL servers operating within an always on availability group (AOG) this will provide the service the ability to load balance read-only traffic to secondary nodes and provide them the ability to failover in a more organised and controlled manner for routine operations such as patching as well as for unexpected operations such as service errors. The AOG will operate on a hybrid commit mode utilising both synchronous and asynchronous commitment modes to ensure availability and disaster recovery. There should also be a fourth node running an identical specification a the other 3 that can be ready to be brought into service should one of the other nodes critically fail, this will not be a member of the availability group as standard. Two of the 4 total server should be housed offsite potentially housed within a datacentre environment.[6]

· Web Tier:
The web tier will consist of two clusters of 2 web servers, only two of the servers will function at any given time but will be setup in a failover cluster using windows server failover cluster. The two sets of two servers will be hosted on two separated server running bare metal hypervisors and mounting 2 virtual machines. Again with each physical server hosted in a different location.

· Network:
The network will operate with one with the web tier located within a network DMZ (DeMilitarised Zone) In order to maintain protection of the rest of the network from the public facing web services that are offered, there will then be a branching setup with the SQL tier hosted in an excluded area of the network away from other business servers and staff machines / infrastructure, this secluded area will have a firewall in front and behind it to allow support staff to communicate with the SQL tier as well as a separate firewall for communication between the web architecture and the SQL tier.

Security

· The security team’s efforts will focus on the monitoring and protection of primarily the SQL tier but also the web tier. Intrusion detection systems will be utilised to monitor the network between the web and SQL tier’s zones in order to prevent and mitigate malicious attempts to access data through SQL injection or other attacks as this is viewed as the primary threat to the organisation currently. Therefor the security team will largely focus on proactive packet and web request filtering to monitor traffic to and from the service’s infrastructure.



· Access will be strictly monitored and access to the live infrastructure will only be provided to;

· Security staff
· SQL & Web support teams
· Server Support teams

This is to ensure the lowest possible number of credentials that could cause a breach or cause service unavailability are available. These credentials will then be audited on a more regular basis than other accounts, every 3 months, to ensure no breaches or instances of unauthorised access have occurred. [7]

Reports of all of these activities will then be sent and reviewed by senior management to ensure that best security practise is being followed as well as monthly security meetings with discussions focussing on past incidents and security improvements to be made going forward. These improvements will be logged and monitored on time frames to ensure that they are being implemented and adhered to. [8]


High Availability

Due to the critical nature of the service provided by this scenario, there should be certain practises adopted to ensure service continuity is maintained. This will require resource from all support and security teams to ensure business continuity.

Support teams should undertake regular monitoring and improvement work to the service to ensure continual service improvement is seen and take a proactive approach to incident and event remediation. This will be monitored by senior management with bi-weekly report being submitted by senior support staff to ensure these requirements are being met.

Monthly patching and failovers will be completed across both SQL and web tier to ensure the service can cope in these events and that services are kept up to date. These will be organised by the security team and implemented by support teams. Alongside this, quarterly power downs and annual emergency event testing will take place to test the ability of services and support staff to function in either of these circumstances.
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