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Forensic Computing is a specialised area of forensic science that deals with the identification, preservation, and documentation of electronic evidence [12] so that it can be used in a court of law. "Computing forensics is the process of investigating and documenting computing devices and their data. The main tools of the trade, today, are hardware and software device analysers that can extract a great deal of information from the electronic devices that are being investigated. As with any area of forensic science, proper documentation and 'chain of custody' are very important.
This document examines and compares five primary investigative instruments that have gained widespread acceptance among experts in the field.
· EnCase [3]
· FTK [4] (Forensic Toolkit)
· Autopsy [5]/Sleuth Kit
· Volatility [6]
· X-Ways [7] Forensics
They are each assessed on their most basic functions, which form the core of their abilities.

There is a saying in the forensics community: "The concept remains constant, the methodology evolves, but the tools always change."
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Categories of Forensic Tools
Forensic tools are usually sorted into categories depending on the kind of evidence they manage or the part of the investigation they back up.

	Category
	Examples
	Purpose

		Disk Imaging



	



	FTK Imager, EnCase
	Create bit-by-bit copies of storage media

		File System Analysis



	



		Sleuth Kit, Autopsy



	



		Examine deleted files, partitions, metadata



	




		Memory Forensics



	



		Volatility, Rekall



	



		Analyze volatile RAM data



	




		Mobile Device Forensics



	



		Cellebrite, MOBILedit



	



		Recovery of data from smartphones



	




		Network Forensics



	



		Wireshark, X-Ways



	



		Investigate traffic, packet captures



	




		Timeline/Correlation



	



		Plaso, Log2Timeline



	



		Build events from file timestamps



	




		Hash & Signature Tools



	



		md5deep, sha256sum



	



	Ensure integrity and verify evidence authenticity
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Developer: OpenText
EnCase is a well-established global commercial suite that is often held up as the "gold standard" with strong acceptability in court. It is used widely by law enforcement, government, and corporate entities.
Core Functionalities:
· Acquisition: Reliable forensic imaging using court-accepted E01/Ex01 formats. Supports various devices. Includes tools like EnCase Imager, FastBloc SE, and EnCase Portable.
· Analysis: Deep disk-level analysis, data parsing/reconstruction, timeline analysis, advanced search, registry/email analysis signature/hash analysis.
· Artifact Support: Comprehensive parsing (local/cloud user activity, browser history, docs, location)."Artifacts Explorer" feature.
· Mobile & Cloud: Supports vast mobile device profiles (35k+) and cloud collection (M365, Dropbox, social media).
· AI/ML: EnCase Media Analyzer categorizes images (firearms, CSAM, etc.).
· OCR: Extracts text from images/PDFs.
· Encryption Support: Handles BitLocker, Dell DDP, PGP, File Vault 2. It can bypass Apple T2 chip protection in some cases.
· Extensibility: Powerful EnScript language for automation and custom analysis.
· Reporting: Customizable templates for professional reports.
Strengths:
· Court Acceptance: Long history of global legal acceptance.
· Deep Analysis: Renowned for thorough, low-level disk examination.
· Broad Support: Handles diverse devices, OS, encryption.
· Extensibility (EnScript): Powerful customization and automation.
· Integrated Suite: Covers acquisition, analysis, reporting.
· AI Integration: Media Analyzer enhances image review efficiency.
Limitations:
· Cost: High-end commercial product with substantial fees; historically used dongles.
· Learning Curve: Depth and EnScript can be challenging for novices.
· Proprietary Format: Primary reliance on E01 can cause friction vs. open standards.
· Platform Dependence: Main application is Windows-based.
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Overview:
FTK by Exterro is a preeminent commercial software package, used widely by both law enforcement and corporate entities. It occupies a space in the larger digital investigation/e-discovery ecosystem (FTK, Lab, Enterprise, Connect, Central) that Exterro has constructed.
Core Functionalities:
· Imaging: FTK Toolkit for acquisition; free FTK Imager for preview, imaging, mounting, hashing, RAM capture.
· Processing: Known for high-speed distributed processing (DPE). Upfront indexing.
· Analysis: Extensive file system, registry, memory, email, multimedia, and artifact analysis (web, system, passwords, geo-data). Handles encryption, integrates password cracking.
· Search: Fast, comprehensive indexed search, including binary search.
· Collaboration: FTK Lab/Central support multi-user review. Role-based access.
· Automation: FTK Connect automates workflows (collection, processing, search) and integrates with SIEM/SOAR.
· Remote Capabilities: FTK Enterprise for remote endpoint collection (incl. macOS), on/off network.
· Cloud Collection: Supports Google Workspace, Microsoft 365, Slack, Box.
· AI/ML: Image categorization (faces, objects), Project Vic/CAID integration.

Strengths:
· Speed/Scalability: Distributed processing handles large datasets quickly.
· Comprehensive Suite: Covers full workflow including remote/cloud/mobile.
· Integrated Ecosystem: Products designed to work together.
· Automation: FTK Connect offers significant workflow automation.
· Free Imager: Widely used FTK Imager for acquisition/preview.
· Advanced Features: AI analysis, robust search, collaboration.

Limitations:
· Cost: Significant commercial licensing fees.
· Complexity: Steep learning curve due to extensive features.
· Platform Dependence: Core tools are Windows-based.
· Proprietary Formats: Potential interoperability issues.
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Overview:
Autopsy is a GUI platform that is both free and open source. It is built on command-line tools from The Sleuth Kit (TSK). Autopsy is a platform that finds much Favor in law enforcement, the corporate world, and academia. It has been developed by Basis Technology/Sleuth Kit Labs and comes with the option of receiving commercial support.
Core Functionalities:
· Disk/Image Assessment: Employs TSK for volume/file system evaluation.
· File Restoration/Carving: Restores erased files (e.g., with PhotoRec).
· Causality Analysis: Advanced GUI for visualizing event causality.
· Search for keywords: A search function that supports both indexed search and regex in the background.
· Examination of Web Artifacts: Breaks down Internet browser history, cookies, and other stored information.
· Registry Analysis: Combines RegRipper with Windows Registry expertise.
· Hashing and Filtering: Computes hashes (MD5, SHA) and filters using hash sets (NSRL, custom).
· Other Characteristics: LNK file evaluation, MBOX email interpretation, EXIF extraction, determining file types, Unicode string assessment, Android data interpretation (SMS, logs, contacts).
· Working together: Enables numerous users to perform case analysis at the same time.

Strengths & Limitations:
· Cost-Effective: Free and open source.
· Comprehensive Features: Robust core functionalities.
· Extensible: Plugin architecture (Java/Python).
· Ease of Use: Intuitive GUI.
· Performance: Leverages multi-core processing.
· Cross-Platform Host: Runs on Win/Mac/Linux.
· Community Support: Large user base and forums.

· TSK Complexity (CLI):
· The command-line tools that are built from the underlying code can be complicated.
· No Built-in Imaging:
· External tools are required for acquisition.
· Paid Support:
· An extra cost is commercial support.
· Niche Features:
· Might be deficient in a few specialized commercial traits.
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The developer of the project is the Volatility Foundation.
License: Open source
Platform: Cross-Platform (Command Line Interface)
Primary Strength: Memory forensics [10]
Volatility is a committed memory forensics structure that extracts valuable artifacts from RAM dumps. It can expose invisible processes, net open connections, password hash records, dynamic link libraries, and injected code. These artful artifacts are critical to conducting successful malware and rootkit investigations.
In contrast to EnCase or FTK, which deal with both volatile and non-volatile data, Volatility restricts itself to analysing only the volatile data present in a memory image. It has multiple OS profiles (Windows, Linux, Mac), which enhance its usability across different operating systems. Additionally, Volatility is not a static tool; it can be extended with several custom plugins to increase its base level of functionality.
Limitation: Requires technical knowledge of memory internals; command-line interface.
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Developer: X-Ways Software Technology AG
Commercial License
Windows Operating System
Main Power: Superior thinness and lightness.
X-Ways is viewed as a lightweight alternative to EnCase and offers disk imaging; file carving [9], metadata extraction, registry analysis, and basic and advanced data search. It integrates tightly with WinHex and uses WinHex as its data access layer, allowing as fine-grained and as hex-level data recovery as is possible with just about any tool.
This rapidity and compactness render it perfect for forensic fieldwork and operation on constrained machinery.
Constraint: Not as easy to use as FTK or Autopsy; requires the user to be a forensics expert.


	Feature
	EnCase
	FTK
		Autopsy



	



	Volatility
		X-Ways



	




	License
		Commercial



	



		Commercial



	



		Open source



	



		Open source



	



		Commercial



	




	GUI
	Yes
	Yes
	Yes
		No (CLI)



	



	Yes

	Platform
	Windows
	Windows
		Win/Linux/Mac



	



		Multi-OS



	



	Windows

		Disk Imaging



	



	✔️
	✔️
	❌ (via other)
	❌
	✔️

		File System Analysis



	



	✔️
	✔️
	✔️
	❌
	✔️

		Memory Forensics



	



	❌
	❌
	❌
	✔️
	❌

		Keyword Search



	



	✔️
	✔️
	Limited
		✔️ (manual)



	



	✔️

		Extensibility/Plugins



	



	Moderate
	Moderate
	High
	Very High
	low

		Performance



	



	Moderate
	Heavy
		Light/Moderate



	



	Light
	Fast

		Courtroom Admissibility



	



	High
	High
	Medium
	Medium
	High
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Tool Selection Considerations
When selecting forensic tools, the investigators must consider: 
Budget
Both Autopsy and Volatility provide excellent features—at no cost.
Case Type
Cases that focus on memory and involve malicious software (malware) are suited to using Volatility. The tools Autopsy and X-Ways are better suited for cases that focus on the retrieval of disks or files.
Legal Acceptability
Better legal documents and courtroom track records are held by EnCase and FTK.
Ease of Use
GUI-based tools (FTK, Autopsy) present less of a learning curve for novices in digital forensics.
Technical Depth
Command Line Interface tools like Volatility demand a greater level of expertise from their users but in return offer a much clearer and more detailed insight into the working of the systems and applications being analyzed.


Conclusion
The varied digital forensics apparatuses lie in the diverse appearances of the cybercriminals, yet they also reflect the fast pace of appearances of new types of tools. "Though digital forensics is an accepted discipline...there are still many successful cybercriminals out there. This means we still lack some of the appearance-to-sequence types of tools that good 3-D facial recognition software provides for human appearance-to-sequence types of good old-fashioned police investigations."
As threats develop—ransomware, insider sabotage, deepfakes—they must our forensic methodologies and toolsets. Continuous training and tool familiarization are essential for every digital forensics professional.
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In the digital age, losing or compromising intellectual property (IP) can lead to disastrous outcomes for tech companies. The situation with Cyfusion Mobile Manufacturing Company (CMMC) provides a perfect example for the textbooks of how a trusted insider can exploit system weaknesses to cause harm and possibly leak very valuable design data.

CMMC, based in London, has shot into the forefront of the industry with its leading ways of mobile GUI design and interface prototyping. Its designs, which it sells to international clients and collaborates on with global vendors like Samsung, are its most valuable asset.
This incident involves Rich Daley, a senior engineer who is responsible for confidential GUI designs for the Samsung Galaxy Z Flip 6. Daley is accused of intentionally deleting project files from his workstation and attempting to transfer those files to a competitor. The implications of this breach go far beyond loss of data. It endangers the CMMC's ability to secure patents, keep competitive advantages, and maintain client trust.
The firm hired Troy Simpson, a digital forensics authority with Certified Hacking Forensics Investigator (CHFI) and Certified Ethical Hacker (CEH) credentials. His job was to carry out a meticulous investigation, recover purged files, follow the path of data theft, and generate a report suitable for use in court—that is, one that would hold up in potential civil and criminal cases.
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Troy Simpson's investigation objectives are:
Data Recovery: Find and bring back the erased or lost design files for the mobile phone, especially the Autodesk Maya files related to the Samsung Galaxy Z flip 6 GUI, from Rich Daley's computer (User Query).
Proof of Digital Sabotage: Identify and accumulate digital proof showing that Rich Daley, before departing CMMC, intentionally erased, messed up, or otherwise rendered inoperative the design files (User Query).
Exfiltration Evidence: Find proof showing the design files were copied from the CMMC systems by Rich Daley. We need to know if he somehow managed to remove them (and the way in which he might have done this) and if he was the one who ordered any such removals.
Reprisal: Deliver to CMMC a complete and professional forensic report that covers all aspects of the investigation process—including all recovered data and evidence of the suspect's misconduct; a detailed account of the findings derived from all digital evidence (User Query).
Forensic Soundness: Ensure that the investigation follows forensically sound methods and equipment at all times; that is, the integrity of the evidence is preserved, and a clear, manageable, verifiable chain of custody exists.
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Overview of Standard Methodologies:
Investigations of digital forensics require a systematic strategy, and they work best when they can be seen as thorough, repeatable, and acceptable in court. Established frameworks provide guidance. NIST SP 800-86 [1] outlines a four-step process: Collection, Examination, Analysis, and Reporting. It focuses on how to integrate digital forensics into incident response. In the UK, the (now NPCC) Principles of Digital Evidence is equally crucial, emphasizing the integrity of evidence: No action undertaken by the investigator should change the original evidence. The investigator must have a clear reason to access the original evidence. There must be an audit trail. The investigator ensures all work is done to the (digital forensics) law, in a repeatable way.
Chosen Methodology:
It is essential to take a structured, multi-phase approach for the CMMC investigation. The well-known six-phase model—Identification, Preservation, Collection, Examination, Analysis, and Reporting—will be the primary framework. This model furnishes a logical order that embraces all the necessary stages and lines up well with NIST SP 800-86 components.
With the London location (User Query), compliance with the ACPO (NPCC) Principles of Digital Evidence is required at every phase. This aligns with UK best practices and ensures that the following is true:
Tenet (Data Integrity): Ensuring that original data, which might be used as evidence in a trial, isn't modified. Achieved through techniques such as write blocking and by making forensic duplicates of the data.
Principle (Competence & Justification): Competent individuals (Troy Simpson) perform actions that can be justified and are relevant.
Audit Trail Principle: Maintain detailed records that allow for independent verification of processes. This requires very good documentation.
Troy Simpson has the overall responsibility for the legal and procedural adherence of the project's activities.
Using these two methods together gives us the clear and solid structure we need to make a UK-based forensic investigation that is not only legally and ethically sound but also defensible in court.
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The six-phase methodology, which he has selected, will be applied by Troy Simpson. This methodology is integrated with ACPO principles.
Identification Phase:
Goal: Understand incident scope, identify potential digital evidence sources.
Actions (Troy Simpson):
Interview CMMC personnel (Ms. Walters, engineers, HR) regarding rich Daley’s role; the Samsung project (Autodesk maya confirmed - user query); design value; resignation timeline; file discovery; competitor contact (360tech - user query); and computer access (exclusive, no backups - user query).
Formally identify rich Daley’s work on a computer (make, model, serial, location) as primary evidence.
Identify other potential evidence sources:
1) Network logs (firewall, proxy, DNS, VPN): May show unusual outbound connections from rick's machine near resignation.
2) Email server logs: Could reveal communications with 360tech or large attachment attempts, even if client emails were deleted.
3) Company file servers/cloud storage: Verify if any company-sanctioned shared storage was accessible/used by rick, despite claims of exclusive access.
4) Rich's personal devices/accounts: Note potential relevance (personal email, cloud storage) if evidence suggests their use, though accessing these requires legal authority.
Document all gathered information, identified sources, and plan evidence handling, prioritizing seizure/imaging of rick's computer.


Preservation Phase:
Goal: Protect identified evidence from alteration, damage, or contamination, ensuring integrity (ACPO Principle 1)
Troy Simpson's Actions:
Take steps at once to make sure no one can get to Rich Daley's computer. Write down where it is and how it looks (whether it's on or off, what it's plugged into, and what extra gadgets might be around).
Assess if a live RAM capture is needed when the machine is powered on. Volatile memory contains the processes that are running, network connections, and so on. There is a risk involved in minor disk writes, but there is also the risk of losing all volatile data if we don't write a little to the disk. If we are trying to recover deleted files from Maya, it might be preferable to conduct a standard, documented shutdown unless we have strong evidence that only RAM holds the evidence we need. Document everything. If we are going to capture the contents of RAM, we should use validated tools (like FTK Imager, at the very least, or more preferably, Magnet RAM Capture).
Separate physically from the network (unplug from the Ethernet, turn off Wi-Fi) to stop any kind of remote access to your computer and to make sure that no one can wipe it clean.
Start and maintain a CoC record that is formal and accurate, showing each and every person who handles the evidence, when they do it, where they do it, and why they do it. Document and maintain accurate records of evidence retrieval.


Examination Phase:
Goal: Systematically use forensic tools/techniques on the working copy to uncover relevant evidence (data recovery, sabotage, exfiltration), preserving data integrity.
Actions (Troy Simpson):
Place the confirmed functioning image into a forensic-compatible application (e.g., Autopsy, FTK, EnCase).
Preliminary Assessment: Assess file system layout (probably NTFS). Determine identities of user profiles, installed applications (Autodesk Maya), and system configuration. Look for massive deletions or strange partitions. Investigate Volume Shadow Copies (VSS) for prior versions of files.
Targeted File Recovery (Maya Files - .ma, .mb):
Places to Look: Inspect Recycle Bin; temp recovery folders (for example, Users\<username>\AppData\Local\Temp\<username>) that Maya creates when it crashes; autosave folders that Maya creates; user folders; document folders; and desktops.
Listing of Deleted Files: Use a forensic tool to enumerate the deleted files that still remain in the file system's metadata (e.g., NTFS MFT). Try to recover any that can be recovered.
File Carving: Tools (Autopsy/PhotoRec, EnCase, FTK, and Scalpel) search unallocated space for file headers and footers to recover files. This method is crucial for accessing deleted or fragmented files. Note: Recovered files may well lack any of the original names or metadata they were previously associated with.
System backups: Verify if the local Windows File History or Mac Time Machine was enabled.
Searching with Keywords: Conduct a search over the whole image (allocated, slack, unallocated, and recovered files) using these relevant terms: "Samsung Galaxy Z flip 6," "GUI," "Maya," ".ma," ".mb," "360tech," competitor names, names of design features, and data transfer terms ("copy," "upload," "sell"), as well as identifiers associated with Rich Daley.
Artifact Analysis (Sabotage/Exfiltration):
USB Connection: Conduct a forensic examination of the Registry (SYSTEM, NTUSER.DAT MountPoints2) and SetupAPI logs to retrieve information regarding connected USB devices (Vendor/Product ID, Serial, Timestamps). Correlate findings with the timeframe of the resignation.
File/Folder Access: Look at MAC times for design files/directories in the file system. Check LNK files (shortcuts) and Shellbags (registry) for file/folder access history, including possible external drives.
Program Execution: Look through Prefetch files, User Assist keys, and the SRUM database to find proof of execution for Maya, archiving tools (like WinZip or 7-Zip), wiping utilities (like CCleaner), cloud sync clients (like Dropbox), and various communication tools (like Skype or Microsoft Teams).
Examination of Logs: Scrutinize Windows Event Logs (Security, System, Application) for pertinent actions (sign-ins, device connectivity, removal of items).
Online Actions: Analyse internet browsing, temporary file storage, downloaded files to find connections to competitor websites (360tech), web-based email, online storage (like Dropbox and Google Drive), and any relevant online search activity. Look for any signs of sharing files over the internet.
Communication: Look for pertinent messages in your installed email clients and chat applications.
Deletion Activity: Check MFT deletion flags. Look for the usage of secure deletion tools. Analyse Recycle Bin artifacts ($Recycle.Bin).
Meticulous documentation is required for each step of the examination (ACPO Principle 3). For digital forensics, this means a detailed record—starting from the scene and continuing through the lab—of the who, what, when, where, why, and how of the investigative process. This allows another qualified examiner to follow in your footsteps and reach the same or equivalent findings. Another examiner could say, "I see what you did, and I'm convinced you did it right—because I can see how I would reach the same conclusion if I were in your shoes." This record should include: 
· The examination step that was performed. 
· The tool that was used. 
· The version of the tool, and the settings used. 
· The data that was looked at. 
· The results of the observation.  
 Almost anything could be admitted into court as evidence; the freedom to decide what to use and what not to use is part of an investigator's discretion. Anything could become evidence and therefore should be depicted and described in the notes. 
 Don't forget the who, what, when, where, why, and how in your notes, either. That is the sum of the tort part of the law and the criminal part of the law. The tort part is whatever you're doing that's harmful to someone's property—like examining a hard drive without permission. The criminal part is whatever you're doing that's harmful to someone's person or property that violates their rights—like deleting files they have a right to keep.
Restoring intricate files such as those created in Maya involves more than just restoring them to the state they were in before being deleted. The first step is recovering application-specific data such as crash reports and autosaves (if those features were turned on). But to maximize recovery chances, we also need to employ several additional techniques:
-- proving anything about the state of the file requires us to first prove the state of the user.
-- We do this by finding artifacts of the user's activities in the timeframe we're interested in.

Analysis Phase
Goal: Interpret examined data, correlate evidence, identify patterns, draw logical conclusions based solely on findings to address objectives.
Actions (Troy Simpson):
Assess every accounted result: retrieved documents, keyword matches, record files, browsing data, USB logs, run data, time signatures.
Link together evidence from different sources and time periods. For instance, show that the USB connection, file access, web upload, and deletion are all parts of the same event.
Create and display a comprehensive timeline of Rich Daley's pertinent actions, paying special attention to the timeframe surrounding his stepping down from office.
Assess Maya files that have been recovered for completeness, version, and any signs of corruption. If possible, pinpoint the crucial GUI file from Samsung.
Examine the evidence of sabotage: Does the timeline indicate that deletion was intended? Is there proof of tools being used for wiping? What about the timing of deletions compared with the timing of someone's departure?
Exfiltration evidence needs to be looked at closely: Do the logs give any indication of data being copied to external devices? Does the browser history confirm uploads? Is there any communication evidence that's discussing a sale to 360tech?
Base conclusions strictly on digital forensics. State with clarity what the evidence shows. For instance, does the evidence coincide with what one would expect to happen if the incident had taken place? Conversely, one should also state clearly what the evidence does not show. If an expectation was formed based on an assumption, then clearly label it as such: "We expected to find evidence of... because we thought that..." Speculation rots the base of a forensics report from the inside out.


Reporting Phase:
Goal: Document the entire investigation comprehensively, clearly, accurately, and objectively for CMMC stakeholders (Ms. Walters) and potential legal use.
Actions (Troy Simpson):
Prepare a written forensic report that is formal in nature and that adheres to a standard structure (see Appendix A).
Utilize concise, unambiguous language, minimizing the use of jargon, particularly in the executive summary or conclusions. It may be necessary to include a glossary. These choices will help to ensure that the report is understandable to a broad audience.
Outline the specifics of the problem, the purpose of the work, and the methods used (including adherence to ACPO principles, if applicable). Include details about evidence used, who/what established its validity, and why it's trustworthy. Present a clear picture of the situation before and after the work. If the work involved any significant reorganization (e.g., of files, computer code, databases, or even the theory behind some complex concept), make sure that's clear, too.
Cite the supporting evidence (e.g., "See Appendix C, Figure ") directly next to the related statement in the text. If the evidence is in the nature of a "log," a screenshot, or some other key evidence that the reader will need access to in order to fully comprehend the issue at hand, consider placing that evidence in an appendix.
Review the report carefully for accuracy, completeness, objectivity, clarity, and consistency. You can't be too careful. Don't rush and don't allow any distractions. Take the report section by section and page by page, and make a concerted effort to look it over very thoroughly.
Get a detailed list of all items you have ever sent for which you have been paid (a list of services and their costs).


Sample Invoice

INVOICE
Troy Simpson – Certified CHFI & CEH Forensics Specialist
Forensic Services for CMMC
Date: 02/05/2025
Invoice No: TS-CMMC-2025-041
Bill to
Ms. Ker Walters
Chief Executive Officer
Cyfusion Mobile Manufacturing Company (CMMC)
London, UK
Description of Services
	Service Description
	Hours/Units
	Rate (GBP)
	Amount (GBP)

	Initial Consultation and Case Briefing
	2 hrs
	£120/hr
	£240.00

	Evidence Identification and Acquisition (on-site handling, CoC documentation)
	4 hrs
	£120/hr
	£480.00

	Disk Imaging, RAM Capture, and Secure Evidence Preservation
	3 hrs
	£120/hr
	£360.00

	File Recovery (Maya files, deleted assets, shadow copies, VSS analysis)
	5 hrs
	£120/hr
	£600.00

	Artifact Analysis (USB logs, internet history, system registry, sabotage tracing)
	6 hrs
	£120/hr
	£720.00

	Reporting (Professional Forensics Report Preparation with Legal Evidence Packaging)
	5 hrs
	£120/hr
	£600.00



Subtotal: £3,000.00
VAT (20%): £600.00
Total Due: £3,600.00
Payment Terms:
Payment due within 14 days of invoice date.
Bank transfer preferred. Payment instructions available upon request.

Prepared by:
Troy Simpson
Digital Forensics Consultant
Email: troy.simpson@forensics.uk
Certifications: CHFI, CEH
Registered Forensics Practitioner No. 408764




Conclusion
Using a structured forensic method—like the six-phase model and ACPO principles—gives the CMMC investigation a firm foundation. It allows Troy Simpson to serve Ms. Walters' objectives. That is, it allows him to do what she hired him to do: to find out if CMMC has been sabotaged and/or if data has been stolen.
The phase of examination, which utilises methods such as file carving and artefact analysis, seeks to recover important Maya files and to find the digital traces that prove Rich Daley did something wrong. Finding and correlating the artefacts (such as USB logs, file access logs, program execution logs, and web history) that Daley left behind is the main hope the government has to show that he intended to sabotage the system and to exfiltrate files.
The final report will meticulously document the process and the findings and will offer CMMC objective evidence regarding their intellectual property and the conduct of Rich Daley. By ensuring that the forensic best practices (CoC, data integrity) were adhered to, it guarantees that the findings are reliable and possibly even admissible in a court of law.
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