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Nowadays, it is the era of information. All business activities of enterprises are inseparable from the Internet and information resources. However, in the wide application of network and information, while information brings benefits and convenience to enterprises, there are also huge hidden dangers and risks, how enterprises can reduce and eliminate risks through the construction of information security system, and how to safeguard the security of enterprise information system has become a focal point of concern for enterprises worldwide. CoffeeBlend, which is mainly engaged in the business of selling Jamaican coffee and has a wide global presence, uses cloud services to provide IT services to its employees and customers. Its security relates to the important confidential information of its customers and the health of the business. Therefore, improving the information security management of the company and establishing a perfect information security system are also important issues that CoffeeBlend needs to address urgently at present. This paper will be based on CoffeeBlend scenario from two aspects of content, the first part is mainly to study several mainstream security framework and security model. The second part is to design its own approach using the ISO27001 standard as a practical guideline and framework to meet CoffeeBlend's information system security, governance and regulatory compliance needs.



1 Example of a security framework or model 
1.1 ITIL
In 1986, the British government department CCTA published the ITIL (Information Technology Infrastructure Library) standard for IT service management, which is often translated as IT infrastructure library [24]. In the early 1990s, ITIL was introduced to other European countries, and ITIL became the de facto European standard for IT service management. In the late 1990s, ITIL was introduced as a standard of practice for IT services in South Africa, the United States and Australia, and in April 2001, the CCTA merged with the UK Department of Commerce (OGC), and the rights to manage and maintain ITIL are now owned by the OGC. In the same year the British Standards Institute (BSI) published BS15000, a national standard for IT service management based on ITIL, and in 2002 BS15000 became the international standard for IT service management. Subsequently, Australia adopted ITIL as the national ICT service management standard (AS8018), and the US adopted ITIL as the only recommended standard in the domestic IT operations and maintenance management field. In addition, major multinational companies have also used the ITIL framework to develop IT service standards that meet their own characteristics. Microsoft has released the Microsoft Operation Framework, and IBM has launched its IT Process Reference Model (IBM's Process Reference Model for IT), while Hewlett-Packard has developed the Hewlett-Packard ITSM Reference Model and incorporated IT services into its OpenView product. CA has built a set of IT service management processes based on the ITIL standard and visualised them, which has greatly improved the efficiency and communication speed of operation and maintenance management within the enterprise. ITIL has since been widely promoted and applied.

1.1.1 Introduction to the ITIL theoretical framework and core
The traditional IT management system is technology-centred, but the difference between the IT theoretical framework and this is that the management system is process-based and customer and service-oriented. Through the transformation of process-oriented service, it completes the transformation from the traditional management approach of passive technical support to a proactive service-centric approach.
	The business management, IT infrastructure management, application management, IT service management planning and implementation, security management, service management modules and their relationship with business and technology in IT service management contain a total of four functions and 26 processes. The Service Management module is at the heart of the framework and the other modules rely on Service Management to communicate with each other and together form the main ITIL framework. Service Management can be divided into two groups: Service Support and Service Delivery, which manage IT service content and IT service processes respectively. It contains mainly service desk functions and 10 core processes.

1.1.2 Relationships between ITIL service support processes
The service provisioning group in service management manages the provisioning of IT services, including service level management, service capability management, availability management, IT service related financial management and continuity management. The service support group in service management manages the organisational process of user access to IT services, including service desk functions and the core processes of incident, change, problem, configuration and release. The core idea of the original ITIL management framework was to improve IT service management through the standardisation and process construction of IT service departments, and with the launch of ITIL V3, the five-loop theory of "service strategy, service design, service introduction, service operation and service lifecycle management" was put forward to reorganise functions and processes with business With the introduction of ITIL V3, the five-loop theory of "Service Strategy, Service Design, Service Introduction, Service Operation and Service Lifecycle Management" was introduced, which reorganises functions and processes with business as the core, and establishes an IT service management system around the actual business of the enterprise with service orientation and continuous improvement. The change in core thinking has made ITIL a global methodology and practical guide for IT service management.
The core processes of service desk functions, incident, problem, change, configuration and release management together form the core of the ITIL theoretical framework for service support, and through the mutual division of labour and synergy between these core processes and service desk functions, they together form the ITIL service support system. First of all, when users encounter IT-related events, they can report them to the service desk in various ways, and the service desk will respond to their requests and follow up on them as soon as they are received. At the same time, users can also obtain information on the processing of their requests or feedback on the results through the service desk. This forms a pipeline for IT services, with the user's request input at one end and the service process and result output at the other. Secondly, the event management process starts when the service desk receives a service request or event from a user, and if the request can be processed effectively at the service desk, the service desk will provide feedback to the user on the outcome. If the incident cannot be handled and needs to be escalated to an issue, the issue management process will be initiated to follow up on the issue. The configuration management process plays a supporting role in this process, providing the corresponding IT infrastructure configuration information for each process. Finally, if the problem resolution and processing process or afterwards involves changes or adjustments to the IT base configuration, it is managed through the change and release management process and the updated base configuration information is maintained through configuration management.

1.2 ISO27000
The ISO27000 series of standards originated from the BS7799 standard developed by the British Standards Institution in 1995 and improved upon by the ISO17799 standard formed after adoption by ISO standards. The ISO27000 series of standards were developed by the International Organization for Standardization (ISO) and the International Electrotechnical Commission (IEC) to provide guidance on the development of an Information Security Management System (ISMS). The standards cover issues such as information protection, confidentiality and IT technology security and are applicable to organisations of all sizes. The standards system develops new standards related to information security management each year. Of the many standards, ISO27001 was the first to introduce the concept of an information security management system and is the core of the entire ISO standard series.
1.2.1 Analysis of the framework of the ISO27000 series of standards
As the most popular information security management system in the world today, the number of ISO27000 certified companies keeps growing by hundreds every year, and according to the official website, as of 2014, more than 22,200 organisations in more than countries and regions have been certified by ISO27000. As the ISO/IEC 27000 family continues to grow and develop. To date there are over 20 standards including 27000, 27001, 27002, 270003, 27004, 27005, 27006, 27007 and more. It has been accepted and applied by many countries and organisations in the global security industry. In the ISO27000 family of standards, ISO27000, as the core standard in the system, details the basic principles and common terminology of information security management systems and establishes a framework for defining the concept of personal data protection standards and for personal data protection. ISO27001 "Information Security Management System Requirements" mainly sets out the basic requirements of information security management systems. ISO27002 "Rules of Practice for Information Security Management" provides basic guidelines and basic solutions for the construction of an information security management system.
The management requirements cover the management rules of personal data protection, and guarantee personal data security from the management perspective, mainly service capability security and transaction service security. At the current stage of the ISO27000 standard family, the management requirements class standards include ISO27005 "Information Security Risk Management" which mainly proposes standards for risk assessment and risk management in the information security management system; and ISO/IEC27035 "Security Incident Management Guide" which supplements other standards and documents that give guidelines for information security incident investigation and investigation preparation. At the data flow level, ISO/IEC27033 "Guide to cyber security" provides cyber security design for the control of data in the Internet and the threats that will be encountered, as well as a description of the data security issues that may be encountered in future new technological developments. principles.
The Implementation Guide category is the most extensive of the ISO 27000 family of standards as an operational guidance document for personal data protection. It is used to directly guide and supervise all actions taken by data controllers in relation to data, directly safeguarding personal data. It can be divided into a Data Security Implementation Guide and an Assessment Guide.
Data security implementation guides include ISO27003 "Information Security Management System Implementation Guide" which provides guidance on the establishment, implementation, maintenance and improvement of information security management systems, and ISO/IEC27014 "Information Security Governance Guide" which helps organisations manage information security in terms of business objectives, compliance issues and legal obligations. It provides third parties with the audits required to provide assurance. ISO/IEC 27032, Guide to Security in Cyberspace, provides guidance on the establishment of a framework for security in cyberspace from an implementation level; assessment guidance includes: ISO 27006, Requirements for Certification Bodies,which builds on ISO/IEC 17021.1:2015, Requirements for Certification Bodies for Conformity Assessment Management System Audits, Part 1: Requirements Based on ISO/IEC 17021.1:2015 "Requirements for conformity assessment management system audit certification bodies Part 1: Requirements", it specifies specific requirements for information security management system (ISMS) audit certification bodies; ISO27007 "Guide to ISMS audits" provides guidance on managing the information security management system (ISMS) audit process, conducting audits and ISMS auditor competencies. It is suitable for those who need to understand or conduct internal or external ISMS audits or manage an ISMS audit programme.
The main standards in the ISO27000 family of standards that relate to technical categories are ISO27004"Information Security Management Measurements and Indicators" which describes the implementation effectiveness and related indicators used to measure information security management; and ISO/IEC27008 "Auditor's Guide" which supplements ISO/IEC27007 and emphasises technical controls over information security.
There are also relevant data protection standards in the ISO27000 family of standards for specific industries involving personal data. ISO/IEC27011 Guide for Information Security Management in Communications Organisations is based on ISO/IEC27002 Guidelines for information security management used in communications organisations; ISO/IEC27015 Guide for Information Security Management in the Financial Sector helps financial services organizations to implement ISMS using the ISO27000 family of standards; ISO/IEC27034, Application Security Guide, provides practical guidance for establishing secure software program processes and framework development.
1.2.2  Well structured
	The structure has been improved compared to the 2005 version. This version adopts the standardised generic structure, ISO Annex SL, which uses ISO 83 as its own structural requirement, and extends the content to 10 chapters. The structure of the chapters has been optimised and adjusted, mainly after three chapters, including planning, operation, inspection and improvement. For example, in the new version of Chapter 4, the 2005 version of Chapter 4 on risk assessment and management has been deleted, and the normative references have been added to Chapter 2, making it more compatible and better structured.
(1) Flexible positioning
In information security management, the old version uses management to carry out information security management, in the new version, it is the top manager who carries out information security management, and the positioning will be more flexible. In terms of the main body of information security management system construction, the new version takes the organization's business relationship as the main body, the management authority reduces the cross phenomenon and the process is more coherent and reasonable, while the old version takes assets and technology as the main body and emphasizes the process. In terms of the method of risk assessment, the new version has repositioned the risk management personnel, the subject of management and the method of management, making it more practical and effective.
(2) Comprehensive coverage
ISO27001 was released in 2005 with 11 control domains, 133 control elements and 39 safety categories. in 2013, the version was innovated by adding control domains, removing individual safety categories and control elements, and named ISO27002. this version has 14 control domains, 113 control requirements and 35 safety categories, which Mainly some similar elements in the control elements were integrated, some obsolete elements were deleted, and the control domains of the 2005 version were decomposed. With the continuous development of information technology in China, the control elements, control domains and safety categories have now become more concise and clear, the coverage is more comprehensive and there is more rigour in the inspection, including how to monitor, measure, analyse and evaluate, as well as what to detect, how to measure, when to measure, and who is responsible for the analysis and who is responsible for the evaluation.

1.3  WPDRRC Information Security Model
The WPDRRC security model is an information system security assurance system construction model, which is proposed by the Chinese security expert group through in-depth research and in combination with the international mainstream PDR model, P2DR model and PPDRR model. It adds early warning and counterattack functions before and after the PDRR model. The WPDRRC model has three elements and six links. The three elements are mainly composed of personnel, strategy and technology. The six links include early warning (W), protection (P), detection (D), response (R), recovery (R) and counterattack (C). The six links have strong timing and dynamics. Like most security models, WPDRRC security model is also based on time theory. Dt is the time required for the detection system to detect the attack when the attack occurs, Rt is the time required for the response phase to start, Et is the time for recovery, and Pt is the time required for the successful attack. When Pt>Dt+Rt, that is, when the time for successful attack is greater than the time for detection and the response time of the system, the system is safe.
1.3.1 Analysis of HIS applications based on the WPDRRC model
The WPDRRC model is a generic model for information security protection, but its application to HIS security requires more detailed target identification and conceptual definition.
Early warning is used to predict the presence of malicious attacks and assess the threat level and further actions to eliminate threats at the root and eliminate the conditions for attacks and intrusions. Hospitals can use past experience, security logs and alarm information to identify network vulnerabilities and management gaps where possible.
Protect - Protect the HIS by using formal security measures and techniques to address most failures and fix vulnerabilities in advance. To address security threats to the HIS, the first step is to establish a clear system of accountability, rewards and penalties to protect the hardware. Secure software, network and data with strong password authentication, group access authorisation, firewalls and anti-virus technologies.
Detection - Prediction and protection can stop most intrusions, but not all, and detection is based on the characteristics of the intrusion event to operate. Hospitals can deploy Intrusion Detection Systems (IDS) to detect new threats and vulnerabilities using vulnerability scans, genuine anti-virus software and other means.
Response - is when the system is attacked or an unexpected situation arises, a pre-established plan is used in a timely manner to restore the normal operation of the HIS. Response is generally divided into emergency response and response at other times, and emergency response plans should be developed in advance to address the specific nature of hospital work and the threats identified by early warning.
Recovery─When the system is hit by an unexpected situation, a series of measures are immediately applied to restore system functions and provide normal services as soon as possible. There are two aspects of recovery: system recovery and data recovery. The hospital's HIS system needs to be regularly upgraded and patched; data servers are backed up so that data can be recovered quickly in the event of damage or intrusion, and communication services are routed for redundancy and load sharing to ensure the safe operation of the HIS.
Counter-attack - Use security tools to trace the source, record incriminating evidence and take the necessary action against the wrongdoers according to the law.
1.3.2 Safety assessment based on the WPDRRC model
The WPDRRC model gives the conceptual structure of security information protection, but the actual application cannot precisely determine the weight of each security indicator, which does not provide accurate data support for decision makers' decisions. Here, the introduction of the AHP concept enables the calculation of the corresponding weights for all security indicators, thus improving the accuracy and data basis for decision making. The main idea of AHP is to divide a complex problem into a number of factors and form an orderly hierarchy according to the dominant relationship; then, through subjective judgement of objective reality, a two-by-two comparison is made to determine the relative importance of the elements in the hierarchy; finally, a matrix is used to calculate the relative weights of the elements to reflect the order of importance and the weight of each level. The basic steps of AHP are: establishing a hierarchical model; constructing a comparison matrix; judging the hierarchy and testing its consistency; determining the overall ranking of the model; and making the corresponding decision.













2 CoffeeBlend Information Security Optimization Solution

CoffeeBlend as the world's most influential coffee sales company, close to 95% of the network is based on wireless, so there is a certain experience in information security technology protection, in the information security management level also has a certain accumulation, but as the company continues to grow, for the convenience of employees and customers, so they need to access the company's network and resources, and with this comes a problem is CoffeeBlend has certain problems in information security management and needs to analyse and optimise the problems in detail in terms of information security policy, personnel information security, information asset management and system development management, etc. In the following, we will design an optimisation plan according to the In the following section, we will design the corresponding optimisation plan according to the causes of the problems, and formulate the optimisation safeguards to improve the information security management capability of CoffeeBlend.

2.1 Objectives and principles of optimisation

2.1.1 Optimisation objectives
Using information security management theory and PDCA cycle method guidance, in accordance with the relevant requirements of ISO27001, combined with the actual situation of CoffeeBlend, from the management point of view to propose an optimization plan, the optimization objectives are as follows.
(1) Improve information security prevention capability 
Through the analysis of CoffeeBlend's information security effectiveness measurement and problems, the company's information security management deficiencies have been identified, and it is necessary to reduce or eliminate the existing security risks by formulating specific and implementable optimisation plans, standardising the workflow and technical standards, integrating the security development process into the life cycle of system development and construction, reducing the risks and threats in the business system, and improving The company's information security protection capability.
(2) Improve information security management 
In view of the shortcomings of CoffeeBlend in information security policy, information asset management and system development management, we need to continuously improve the company's information security management level by establishing practical processes and standards, improving management systems and strategies, clarifying security responsibilities and implementing supervision and evaluation mechanisms.
(3) Enhance the level of security awareness of all staff 
The human factor is often a relatively weak link in the enterprise information security defence due to its complexity and can easily be used as a breakthrough point for intrusion, and each employee's internal activities may bring information security threats to the company. information security responsibilities; develop the necessary disciplinary systems and assessment mechanisms to put information security responsibilities into practice for individuals.
(4) Reduce operational and business risks 
As an important part of the company's overall management system, information security management should establish appropriate information security control and preventive measures to eliminate information security risks as far as possible, ensure the normal operation of the system and the security of data, ensure business continuity, provide security for the stable operation of the company's business, and reduce the business management risks of the enterprise in order to achieve the business objectives of the enterprise.
2.1.2 Optimisation principles
When formulating an optimal plan for information security management, it is important to take into account the actual situation of the company and follow the following principles.
(1) Compliance principle 
The information security management system must ensure that it is based on national laws and regulations and that it complies with all laws and regulations. In addition, CoffeeBlend's business is located around the world, when optimising information security management issues, it should also comply with relevant information security regulations including local laws abroad, otherwise it will bring unnecessary legal proceedings and negative impact on the company's reputation, and even bring serious impact on the company's normal business operations. Therefore, the principle of compliance should be considered as the first principle when developing an optimisation plan related to the information security management of CoffeeBlend.
(2) Principle of wholeness 
The development of information security management optimization plan is to solve the actual problems that CoffeeBlend is currently facing, therefore, in the development of the optimization plan should be in line with the company's current actual situation and needs, taking into account the information security and business benefits for integrated planning, highlighting the key points, not blindly pursuing the work objectives that are difficult to achieve at one time or invest too much. 
(3) Principle of practicality 
The solution to information security issues requires a holistic solution, and achieving the ultimate in technical security, system strategy or organisational construction alone may not necessarily achieve good security effects, and it is necessary to design optimisation programmes from a holistic perspective in accordance with the information security management standard system, with each optimisation programme and security mechanism working together to achieve overall security standards.

2.2 Optimisation options
2.2.1 Information security policy optimisation
Information security policy is the basic guideline of the organization for information security, which stipulates the basic connotation of information protection, the specific implementation of information protection responsibilities, the way to carry out information security protection work and the handling of information security incidents, etc. It is the cornerstone of the information security system of the whole information security project and is an important foundation of the information security management system. According to the problems of CoffeeBlend in the information security strategy, it is optimized through the following aspects to achieve the company's security objectives.
(1) Constructing information security document system structure 
The establishment of a perfect information security management system is the key guarantee for the company's information security objectives to be achieved, and is an important guarantee for the orderly and efficient promotion of information security work. Referring to ISO 27001 security management system standard, we design the document structure of the company's information security management system and divide the document system into a pyramidal four-layer structure: from the top layer to the grassroots in order, the top layer document is the information security policy manual, which serves as the overall platform of CoffeeBlend's information security management and guides the construction of the enterprise's internal security management system. The second level of documentation is a further refinement of the overall policy, defining the main system strategies and control points for each control area of information security management. The third level of documentation is the security system specification and technical standards. The fourth level of documentation is a manual of operational guidelines such as specific operational processes, checklists, guidelines and implementation rules, which is used as a guideline manual for security implementers.
(2) Establishing a system for continuous improvement 
Information security management is a management process that can be continuously improved, and follows the PDCA continuous improvement management model. The PDCA cycle model is used as a guiding theory to establish a sustainable improvement system for information security management at CoffeeBlend.
2.2.2 Information security enhancement for personnel
People are the basis of management and also the difficulty of management. The implementation of any management system and system cannot leave the participation of people. For information security control measures to be implemented smoothly, all staff of the company should be deeply aware of the importance of information security, enhance their own information security awareness, and learn and comply with the company's information security system and protocols. With reference to the definition of human resources security management implementation guide in ISO27001 information security management standard, comprehensive optimisation is carried out on several human resources sub-modules such as corporate security culture, training mechanism and assessment mechanism to achieve the purpose of overall improvement of staff information security quality.
(1) Information security control of personnel before and after their employment
(2) The propagation of enterprise information security culture
(3) The establishment of information security training mechanism
(4) Information security awareness test for personnel
2.2.3 Optimisation of information asset management
Information assets are information resources that are held or managed by an enterprise and can bring benefits to the company's future operations. In order to implement effective protection of enterprise information assets, we must first determine which information assets the company currently owns, list the asset catalogue, identify which information assets need to be protected, then implement appropriate hierarchical protection according to the importance and risk level of information assets, and reasonably define the attribution and protection responsibilities of information assets. For the security protection of CoffeeBlend's information assets, it is weak in terms of asset classification protection, asset security responsibilities and processes, etc. Using the implementation guidelines for asset management in the ISO27001 information security management standard as a guide, we optimize these two aspects from a management perspective to improve the security capability of information assets.
(1) Information asset hierarchy management
The grading management of information assets is indispensable in the process of information security management. The grading of information assets is the basis for the implementation of technical support systems and the preparation of internal management systems, as well as the basis for the reasonable allocation of the energy of operation and maintenance personnel in the process of system management. At the same time, according to the different levels of information assets to implement the corresponding level of security protection. In the analysis of CoffeeBlend's information asset management, it is clear that CoffeeBlend is currently lacking in the classification of asset importance and confidentiality levels, and that there is a lack of guidelines for grading management. Therefore, it is necessary to divide the assets into data assets and service assets according to the existing list of information assets in CoffeeBlend, and have a corresponding grading mechanism according to their classification.
(2) Sorting out asset management responsibilities and processes 
After a reasonable classification and grading of information assets, it is also necessary to sort out the management process of assets, define the attribution and management responsibilities of information assets, operation processes and specifications, etc. Only when the attribution and management responsibilities of assets are clearly defined, can the responsibility be assigned to the person in charge of the assets to perform the asset management responsibilities, and the person in charge to implement the asset management process.



3 Conclusion
This paper mainly focuses on the information security management of CoffeeBlend as the main research object, around the current information security management status of CoffeeBlend to find the problems existing in the information security management of CoffeeBlend, on this basis, a comprehensive analysis of the causes of the problems existing in the information security management of CoffeeBlend, to give the corresponding optimization scheme, with The ISO27001 standard is used as a guideline and framework for practice, and on the basis of the analysis of the causes of the problems, a highly applicable optimisation plan is proposed from the management perspective, focusing on the optimisation of information security policy, personnel information security, information asset management and system development management, and the corresponding optimisation guarantee measures are proposed to achieve the goal of overall improvement of the information security management level of CoffeeBlend. The construction of enterprise information security management is a long-term and continuous process. As the company continues to develop and new technologies emerge, the information security management plan needs to be adjusted and optimised in line with the actual situation of the company.
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