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[bookmark: _Toc64208959][bookmark: _Toc66371378]Task 1 (Pre-requisite tasks):

1.1  There were several steps necessary to complete this task, including:

· Statically configuring the Server IP for Server 1.
· Turning off the firewall for Server 1.
· Renaming Server 1 to read DC1-NWT.

The steps followed are set out in figures 9 and 16 of Worksheet 1.

[bookmark: _Toc64208960][bookmark: _Toc66371379]Task 2 (Deploying Active Directory as a role or feature based installation):

This task involved configuring and installing Active Directory Domain Services (ADDS) on Server 1. This was achieved through the Server Manager app by adding roles and features and selecting DC1-NWT as the server. This process is demonstrated in figures 20, and 21 below.

Figure 20 (Installing ADDS):
[image: ]





Figure 21 (ADDS Installation completed):
[image: ]

The next part of the exercise was to promote ‘DC1-NWT’ to make it the Domain Controller. This task was accomplished by going to the Deployment Configuration window in the Server Manager app. The ‘add a new forest’ option was selected and the name ‘nwtraders.msft’ was entered. A strong password was then configured, after which the ADDS summary was double-checked to ensure that all the options had been selected and set properly. It was now possible to complete the process of promoting DC1-NWT to a Domain Controller. The screenshots of this process are set out in figures 22- 26 below.

Figure 22 ( Adding a new forest):
[image: ]
Figure 23 (Domain Controller options and password configuration):
[image: ] 


Figure 24( ADDS Summary part 1):
[image: ]

Figure 25 (ADDS Summary part 2):
[image: ]

Figure 26 (Login screen after successful promotion of the server 1 to a Domain Controller):
[image: ]

[bookmark: _Toc66371380]Task 3 (Creating user account objects using Active Directory Users and Computers snap-in console): 

This part of the assignment began by verifying that Server 1 (DC1-NWT) was listed as the ‘nwtraders.msft’ domain controller, as shown in figure 27.

Figure 27 (Verifying Server 1 (DC1-NWT) as the nwtraders.msft Domain Controller):
[image: ]


The next part of the exercise was to create a ‘Failsafe account’. This account was successfully created and added into the Domain Admins group. The failsafe account was named ‘NWT-JP’. The password was set to: P@ssw0rd, which was also used in the Administrator account on Server 1. In a real life scenario this would not be a sufficiently secure procedure. However, it was sufficient for the purpose of this assignment. Additionally, after the creation of the failsafe account, it was added into the Domain Admins group, which was shown in the screenshots set out in figures 28, 29 and 30.








Figure 28 (Creating failsafe account):
[image: ]

Figure 29 (Adding the failsafe account to Domain Admins group):
[image: ]

Figure 30 (Verifying that the failsafe account has been added to Domain Admins group):
[image: ]
[bookmark: _Toc66371381]Task 4 (Object attributes of interest):

The initial step in this task was to create a new user in the Active Directory Users. The user was given the fictional name of Sam Donovan with the initials SD. The username selected was ‘NWTB-SD’, as demonstrated in Figure 31.

Figure 31 (NWTB-SD User created and is shown in the members tab):
[image: ]














The next step was to restrict the user access provision so that the ‘NWTB-SD’ user could only logon between 8 am on Mondays and 5 pm on Thursdays of every week. Additionally, it was made impossible for this user to change the password, as shown in figures 32 and 33.



Figure 32 ( NWTB-SD User – Logon hours, and restriction to be not able to change the password in place):
[image: ]












[bookmark: _Toc66371382]Task 5 (Adjoining the domain and testing user logins):

The first step in this part of the assignment was to make sure that there was no computer account present in the Active Directory Computers container, as shown in Figure 34.

Figure 34 ( No computers present in the computers container):
[image: ]

The second step was to add a new computer account, which was named ‘WS1-NWT’. It was then necessary to login to the Client 1 VM and rename the ‘Client 1’ PC to ‘WS1-NWT’. The PC was then restarted to perform the changes mentioned, as demonstrated in Figure 35.

Figure 35 ( Client 1 Renamed and prompted to restart the PC, to perform the changes):
[image: ]
The third step in task 5 was to configure the preferred DNS server on the Client1’s TCP/IP IPv4 Properties of the PrivateNet1 adapter settings. The Preferred DNS server was assigned the IP 192.168.100.1. Subsequently, it was possible to adjoin the domain. The user was prompted to enter the administrator login credentials. If the login credentials were correctly entered a welcome dialog would be shown. The user would then be required to restart the PC. It was now possible to Logon to the PC locally or onto the nwtraders.msft domain, as shown in Figures 36, 37 and 38.

Figure 36 (Configuring preferred DNS server in PrivateNet1 adapter settings):
[image: ]





Figure 37 (Performing adjoin to a domain nwtraders.msft):
[image: ]











Figure 38 ( Logging on to the nwtraders.msft domain):
[image: ]

The final step was to attempt to logon to Server 1 using ‘NWTB-SD’ account name, which as expected resulted in an error message. This is demonstrated in figure 39.


Figure 39 (Trying to login to the Server 1 with NWTB-SD account – Receiving error message):
[image: ]



[bookmark: _Toc66371383]Task 6 (Observational Task):

6 a) DNS - explain what it is, how it works (illustrations) and its significance within Active Directory Domain Services. 
The principal purpose of a Domain Name Server (DNS) is to translate website names (host names) into IP addresses, which computers can comprehend and manipulate [1]. The user’s web browser links to the DNS’ recursive resolver. If the IP address is not cached, the recursive resolver connects to a number of nameservers in order to translate a domain name into a numerical IP address. This involves a hierarchical process involving a root nameserver, a top level server, and an authoritative nameserver. The early stages of the hierarchical process contribute essential pieces of address data that eventually lead to the authoritative nameserver that contains the full IP address [2]. As soon as the match has been accomplished, the authoritative nameserver sends the required information to the recursive resolver, which forwards it to the user’s web browser [3]. The process is illustrated in the diagram below).
[image: ] [3]

DNS is an important component of Windows Active Directory Domain Services (AD DS) for it accomplishes a number of significant tasks. AD DS deploys DNS as its domain controller location mechanism. Consequently, when any key Active Directory functions are used, such as authentication, searching or updating, computers use DNS to locate Active Directory domain controllers [4], [5] and [6].In undertaking some of these functions DNS plays a critical role in supporting the system’s security safeguards. Additionally, domain controllers use DNS to locate each other [4], [5] and [6]. It is also possible for DNS servers running on domain controllers to store their zones in AD DS. Any domain controller in a domain running the DNS server service can write updates to the Active Directory-integrated DNS zones for the domain name for which they are authoritative [4], [5] and [6]. Additionally, secure dynamic updates enable administrators to control which computers update which names and prevent unauthorised computers from overwriting existing names in DNS [4], [5] and [6].

6 b) AD is one critical ‘Role or Feature based installation’ as part of an enterprise network, identify and provide a brief overview of 2 other critical roles? 
Role-Based Access Control (RBAC):
RBAC rules grant access to sensitive material based on the role an individual holds within an enterprise [7]. The rule is founded on the principle that access authorisations and permissions should only be granted on a need to know basis. In practice, access to certain sensitive data could be restricted to one or more roles, for example to senior clerks who process the information and to members of the IT team. It is incumbent on the company to draft a set of rules that clearly define the permissions granted to those who perform certain roles, for example, are they permitted to modify, copy or delete the data ? Particularly in larger organisation, RBAC has many advantages: it restricts access to sensitive data to those who require authorisation to perform their defined roles; it minimises administrative burdens for the IT team as access is based solely on an individual’s role and not on a granular set of access rules; it is usually compatible with the access requirements of regulatory authorities who supervise various enterprises, and it is cost effective [8]. In certain circumstances RBAC may be time consuming to administer, for example, if there is a sudden explosion in the number of roles within a company, or role responsibilities are changed [9] and [10]. On balance, the security and administrative advantages of RBAC mean that it is now a standard security feature offered by many cloud providers, such as Amazon Web Services and Microsoft Azure [11].

DHCP Server:
The main purpose for using a DHCP is to automate the process of assigning IP addresses to network devices so that they can communicate efficiently with other IP addresses on a network, or accessible over the internet [12]. Additionally, DHCP assigns the subnet mask, default gateway address, domain name server address and other relevant configuration specifications [13]. DHCP is widely used by enterprises, for example, it is now a standard specification on the latest Windows Servers [14]. The adoption of DHCP has many advantages. It reduces administrative burdens by automating the TCP/IP configuration process and thereby minimising the need for manual configuration of such tasks. Automation minimises the risk of human error. DHCP enables the centralisation of the process for defining TCP/ IP configuration. It optimises the IP addressing process as addresses no longer in use can be freed up and made available to new clients joining the network. It facilitates the DHCP lease renewal process [12]. It enables the assignment of a full range of additional TCP/IP configuration values by means of DHCP options, and it efficiently manages those IP addresses that need to be changed regularly, for example when devices move to different locations on a wireless network [14].



6 c) Explain why it is important to have different levels of access/roles within the ‘Built in’ Network User Account groups (e.g. Domain Admins, DHCP Admins, etc). 

The ‘built in’ access/roles rules restrict network access in ways that are designed to minimise the risk of intentional or inadvertent damage to data or equipment. To achieve this objective network engineers should apply the principle of least privilege. Least privilege means that users should log on to a user account that provides minimum permissions necessary to undertake authorised and necessary tasks [15] and [16]. If the least privilege principle is properly applied the ‘built-in’ access/role rules will clearly define which roles have access to privileged enterprise, domain and local accounts. The active directory has three built-in groups that have the highest level of privileged access to the network. These are the Enterprise Administrators (EA), the Domain Administrators (DA), and the Built-in Administrators (BA). The EA’s have rights and permissions that can effect forest wide changes within a network. EA changes can affect all domains in a forest, such as adding or removing domains, or establishing forest trusts. Usually, EA membership is required only when a forest is constructed or changed [15] and [16]. DA’s are all powerful within their particular domains. DA rights should be confined to accounts where the highest levels of privilege to every computer in the domain is necessary, or when certain domain wide changes are required [15] and [16]. Rules usually allow for the delegation of DA responsibilities in emergency situations. A BA is a domain local group in the domain’s built-in container. The BA’s are granted many of the direct rights and permissions found in the active directory and on domain controllers. However, the BA group for a domain does not have any privileges on member servers or on workstations [15]. Administrators who are employed in these 3 groups should have high security clearance and appropriate technical qualifications.






6 d) Share your ideas in-detail on Microsoft’s recommendations on AGDLP and AGUDLP for assigning permissions. How do you view them in the perspective of a System Administrator in strategizing and implementing within your network?  

AGDLP is a means of implementing the role based access controls in the Windows operating systems. It provides administrators with considerable flexibility in setting access permissions, whilst at the same time minimising administrative burdens. AGDLP, for example, can provide the system’s administrator with an easy solution if he needs to allow personnel from two different departments (assuming the personnel in each department have defined roles) with secure access to the same resources. Initially, the administrator can place the personnel from the first department into a global group, and then place the personnel from the second department into another global group. Global groups can include other global groups from the same domain, but cannot include global groups from other domains [17]. To overcome this difficulty, the administrator can nest two global groups from different domains and from trusted forests into a Domain Local Group (DLG) where they can be granted the same access permissions to certain sources [17]. In practice, access is granted by adding the DLG to the appropriate folder’s access control list [18]. This process has the advantage that administrators do not have to assign permissions to individual accounts, and it avoids the need to edit sizeable numbers of ever changing requests to change permissions [17]. AGDLP also eases the burdens involved in security audits as the whole process can be managed centrally. The model is consistent with the least privilege principle.

In a large organisation with five domains it may be necessary to add a AGUDLP for assigning permissions. AGUDLP’s add a universal group stage between global groups and a DLG’s. If a large company wishes to give the top sales people in five separate domains access to sensitive information in all these domains this can be achieved through the use of AGUDLP. The five global groups are placed in the universal group as are the group of five top sales people. The DLG stage adds the permissions necessary to allow the group of five top sales personnel to have access to all the sensitive sales data in all five domains. The administrators in each global group can alter their own group’s permissions and functionality, but they cannot interfere with those of the other global groups [19].
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