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Since 2010, primary schools in Wales have faced a real term 7% cut in funding per pupil [1], with a reduction of £13.9m across pre-16 education funding from the Welsh Government in the 2024-25 budget [2]. Core funding to primary schools is provided through local authorities who have also been facing large cuts for consecutive years, with Bridgend County Borough Council in 2024 facing budget pressures of £30.4m and necessary reductions of just over £13m [3]. Due to these financial pressures, many schools have found themselves unable to commit significant funds to IT budgets, resulting in stagnant procurement of devices and an aging estate. To combat this issue, Welsh Government’s Digital Learning Division ‘Hwb Cymru’ have invested over £180m to transform the digital landscape in schools. As a result of this funding, schools have received superfast fibre connectivity, upgraded network infrastructure, and the procurement of over 239,000 devices across all schools for staff and learners [4]. The Hwb programme is ongoing and aims to future-proof schools with staggered procurement and upgrades.
In addition to hardware procurement, Hwb provide Microsoft 365 licensing, with schools being encouraged to use this opportunity to transition to away from on-premises domains reliant on aging and costly server hardware. The transition to Microsoft 365 will involve the decommission of on-site servers, with their traditional roles such as Active Directory, Group Policy, and file storage being managed instead via Microsoft Azure, Intune and SharePoint. The decommissioning of these on-site servers will save funds from server maintenance/replacements, licensing, and backup solutions, as well as allowing for the modernisation of device and user management via cloud platforms.
This project will focus on the implementation of a cloud migration in a pilot school managed by Bridgend County Borough Council, transitioning the infrastructure to Microsoft utilising Intune for device management, and SharePoint for file storage. This should provide the school with greater operational efficiency, lower long-term costs, and a greater digital experience for learners and staff. Upon completion of the migration, the pilot school will serve as a case study, with the goal of developing a scalable migration framework to be deployed at other schools within the local authority.

[bookmark: _Toc176494631]2. Background to the Proposed Research
The transition away from traditional domains and towards cloud-based infrastructure is being driven by various factors including cost saving on the maintenance of hardware, greater collaboration, and ease of management relative to on-premises domains. However, there are also challenges associated with cloud platforms, including planning migrations, a sometimes-limited set of options of customisability, and accepting being tied into subscription services for IT infrastructure, which in some cases will not make sense financially. Almajalid [7] notes concerns regarding trusting third parties with data, and the exposure to outages on the providers end that are out of the client’s control, as its noted happened to Salesforce who experience a 6 hour outage due to issues with Amazon [7].
As noted in a paper by Alsufyani et al. [5], cloud computing can significantly reduce and financial costs from hardware maintenance and provide flexibility via a pay-as-you-go model, hastening adoption by higher education institutions. Whilst this paper focuses on universities, the financial principle is equally applicable to primary schools, especially given their aforementioned financial difficulties [2] [3]. 
The transition to cloud computing offers several advantages to enterprises and education institutions. Almajalid [7] provides a comprehensive overview of the benefits, including increased access to digital tools and resources, enhanced collaboration capabilities, and reduced reliance and expenditure on physical hardware. The advantages in communication and collaboration are also noted by Oláhová [8], who adds the additional features on offer to users of Microsoft 365 education, including larger OneDrive and Outlook storage sizes, as well as the provision of 5 licenses for desktop installs of Office apps on personal devices, allowing for offline work from anywhere, as well as online through the web apps. This aligns with the practical benefits described in a blog post by Stephens [11], where Microsoft 365 Education is highlighted for its role in facilitating remote learning through collaboration tools such as Teams and Whiteboard. Stephens also notes how schools can leverage Microsoft Intune to enforce conditional access policies and app protections to bolster security. 
Hudson and Zoghi [10] provide insights into the migration of Group Policy Objects to Intune and the related implications for desktop management, stating that end users could not notice a difference after migration due to the smooth transition. However, they do note that many Group Policy options are not yet available as Intune policies; whilst the Intune settings catalogue is expansive, it does not currently match the capability of the traditional Windows Sever system. Eisenmann [8] writes that the experience of small and medium sized enterprises adopting Intune as part of Azure suite reflects the same challenge, in which the ease of device management in Intune is balanced against its current feature limitations compared to on-premises solutions. Eisenmann goes on to discuss anti-virus protection with Microsoft Defender leveraged in Intune, stating that “full-scale integration with Microsoft Intune was deemed as a robust and comprehensive solutions for full range client management” [8]. This in addition to the ability to manage iOS and Android devices with Intune in addition to Windows, Mac and Linux, makes it well rounded device management platform for any organization.
As Alsufyani et al. touched on, a key driver for many organisations migrating to the cloud is cost savings. A blog post by RM [9] outlines how moving to the cloud is often more economical in the long term, with savings on hardware maintenance and energy costs, an aspect particularly relevant for primary schools managing constrained budgets. They also propose two methodologies for migration, an incremental approach migrating parts of the school over one at a time, for example migrating files to SharePoint, followed by devices to Intune, or a fast-track project moving the entire school to the cloud at once. Whilst the latter option would mean a clean break without the need to work between two different systems, the incremental approach would likely be preferred in most school settings to allow time to ease staff into the new workflow, and ensure no data is lost in the process. The importance of careful project planning for a successful migration is noted in the post [8], offering a practical viewpoint that complements the technical insights from academic sources.
The migration to cloud platforms in education environments offers substantial benefits, particularly around cost savings and increased operation efficiency due to easier access to tools and applications, and easier management of a cloud managed estate. However, it is prudent to be mindful of the challenges involved in the migration process, including the complexities of robust Intune policy and the importance of thorough project planning. by leveraging insights gained from both academic studies and practical experiences, a framework can be developed for a successful school cloud migration.
[bookmark: _Toc176494632]

3. Aim & Objectives
Project aim:
To develop and implement a cloud migration strategy for schools in Bridgend County Borough Council to transition from on-premises domains to Microsoft 365. This will involve provisioning and managing devices with Microsoft Intune and migrating file storage to SharePoint. The migration should improve operational efficiency, reduce costs, and improve the digital experience for both staff and learners.
Project Objectives:
1. Assess current infrastructure and plan migration strategy
· Conduct an audit of the current device estate and develop a plan for provisioning devices into Microsoft Intune. Evaluate end-user requirements for software and assess existing domain settings to plan for appropriate policies and scripts to be deployed through Intune. Review the current file server structure and plan the migration to SharePoint, considering data retention strategies to ensure that only relevant data is migrated.
2. Migrate file storage to SharePoint.
· Implement the migration of file storage from local server to SharePoint. This involves the configuration of a SharePoint site, libraries and permissions, as well as ensuring data integrity is maintained in the process.
3. Implementation of Intune device migration.
· Carry out migration of devices to Microsoft Intune and decommission the local server. All windows devices will need to be reimaged and provisioned into Intune, ensuring appropriate polices are being deployed to meet end user needs and enforce endpoint security.
4. Evaluate migration outcomes and develop wider rollout strategy
· Assess the results of the pilot migration as a case study and collect feedback from the school on user satisfaction and platform efficiency. Use lessons learned to produce a scalable migration framework to be deployed in other schools within the local authority.
5. 
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[bookmark: _Toc176494634]4.1 Research Methodology
This project will incorporate a mixed methods approach in order to comprehensively evaluate the cloud migration. Quantitative data will focus on the numerical data related to operation efficiency, deployment statistics and costs; whilst qualitative research will assess the impacts of the transition on end users, capturing feedback on their experience with the new system.
[bookmark: _Toc176494635]4.1.1 Philosophy
A positivist research philosophy will be adopted for this project, aligning with a numerical approach to data collection against quantifiable metrics, focusing on operational efficiency under the new system and cost reductions. This research philosophy will help clearly identify the impacts of the migration, highlighting measurable differences in system performance and efficiency.
Whilst positivism will be the primary philosophy, it is important not to overlook the subjective experiences of end users. Therefore, qualitative feedback will also be collected to ensure that the analysis of the project is comprehensive, a key consideration if the framework is to be rolled out to other schools in the local authority.
[bookmark: _Toc176494636]4.1.2 Approach
A deductive approach will be adopted through this project, based around the hypothesis that migration to Microsoft 365 will improve operation efficiency and improve the digital experience of users in schools. This hypothesis will be tested throughout the implementation of the pilot migration using various methods including both qualitative and quantitative approaches.
Following a deductive approach will be advantageous in this project, allowing for structured testing for a clear outcome of improvements to efficiency and experience. Whilst deductive research can hold a bias towards the expected outcome, flexibility in the pilot implementation will be maintained, allowing for adjustments to approach based on live findings, ensuring any discovered deviations from the expected outcomes are addressed.
[bookmark: _Toc176494637]4.1.3 Strategies
This project will incorporate a literature review, action research, and a case study, ensuring a comprehensive evaluation of the migration process.
4.1.3.1 Literature Review
A literature review will be carried out to explore and critically analyse existing research and literature on cloud migrations in education environments and the impacts, as well as the implementation of Microsoft Intune and SharePoint, and best practices surrounding both technologies in regard to configuration policies and data security. By evaluating existing literature, an understanding can be gained of the potential challenges in implementing the migration, as well as key measures for success.
4.1.3.2 Action Research
Action research will consist of iterative testing of the migration process based on live results and feedback. This will include methods used for migration devices and data, as well as configuration policies deployed via Intune, and the design and library structure of SharePoint sites.
4.1.3.3 Case Study
The pilot migration to Microsoft 365 will be used as a case study, providing the opportunity to conduct detailed analysis into the successes and challenges faced in the implementation. Both qualitative and quantitative data will be examined to fully understand the impacts of the project on both the efficiency of the infrastructure, as well as the experiences of staff and learners using the new system.  This case study will serve as a foundation to be built upon in the development of a framework for use in other schools within the local authority.
[bookmark: _Toc176494638]4.1.4 Risks & Limitations
As with any technology project, there are numerous external risks that could have an impact on the migration project. A key consideration is the risk of data loss or corruption in the process of migrating the file server to SharePoint; in order to mitigate this risk a full backup of the file server will be completed prior to migrating. Furthermore, staff will be notified of a cut-off time for saving to the file server prior to the final backup, at which point the server will be made read-only. This will prevent accidental loss of files missed in the migration. Upon successful migration, staff will be directed to use the SharePoint site instead of the file server.
Another risk in this project will be loss of locally stored data on staff devices before re-imaging. A process will be put in place to mitigate this in which directories are checked prior to being wiped to ensure no data is accidentally lost. Staff will be directed to save data in their Hwb OneDrive folder, which will automatically sync to the device once it has been provisioned in Intune and signed into with a Hwb Microsoft account.
User resistance to change will also be a factor to consider in the implementation, therefore appropriate training and guidance will be delivered to staff on how to effectively use the new system. Regular on-site and remote support will be available to users throughout the transition.
A potential limitation of the project may be that the framework developed following the pilot migration may not account for challenges faced in other schools, due to the scope of the pilot only considering the existing infrastructure and ICT situation in one school. Adaptations may be required to the framework after additional migrations are deployed if schools are found to have considerable variations in technologies used and workflows.
[bookmark: _Toc176494639]4.1 5 Ethical Issues
There are minimal ethical issues relating to this project, however it is important that the data migration is handled securely, and the SharePoint site is configured with appropriate access control and permissions. These will be tested prior to migration to ensure there is no potential for unauthorized access to data.
[bookmark: _Toc176494640]4.1.6 Validity, Reliability & Generalisability
4.1.6.1 Validity
The proposed project is a valid way of investigating the impacts of a cloud migration as it will be conducted in a real, live educational environment, allowing for measurable results.
4.1.6.2 Reliability
Due to the structured and methodological nature of this migration project, the research is likely to be reliable and repeatable.
4.1.6.3 Generalisability
Although the case study and pilot focus around one specific school, the framework that will be developed from it should be able to be implemented in other education environments, with the primary mitigating factor being current infrastructure and devices in use.
[bookmark: _Toc176494641]4.1.7 Data Evaluation Methods
4.1.7.1 Data Collection
Data will be collected through a combination of performance metrics, Intune reports, and qualitative feedback collected from end users in the form of interviews of surveys. Quantitative data will be collected from Intune reports on deployment statistics and performance metrics, whilst interaction with the M365 platform will be retrieved from logs, as well as potentially from statistics from Hwb. Qualitative data collection is expected to be readily accessible due to the direct involvement with end users in this project.
4.1.7.2 Data Evaluation
statistics will quantify improvements to operation efficiency post-migration.
Qualitative data will undergo thematic analysis to identify common themes in feedback and end user experiences. This will allow for a strong understanding of the impact on the migration for the workflow and digital experiences of users and will provide areas of improvement that can be built upon in the migration framework.
[bookmark: _Toc176494642]4.2 Development Methodology
This project will adopt an Agile Scrum development methodology, with minor adaptations due to the solo nature of the work. The scrum methodology supports an iterative approach to development through sprints, in which incremental developments are made with continuous improvements [5], which will be well suited to the complexity of a migration process. Throughout the Intune device migration, this will allow for adaptations to be made to software or policy deployments based on feedback from the school, whilst ensuring project progress through incremental milestones.
Whilst agile scrum traditionally incorporates frequent scrum meetings with various member roles, the core framework of the methodology will aid the development of this mostly solo-based project, helping priorities tasks during sprints and evaluating development whilst ensuring incremental progress.


[bookmark: _Toc176494643]5 Resources and Planning
[bookmark: _Toc176494644]5.1 Hardware Resources
This project has no specific hardware resource requirements outside of a standard Windows machine to access cloud resources and software. End users in the pilot school will be using Windows PCs and laptops. The existing server is a Windows Server tower, but this is not a specific requirement for the framework, and any file server would be compatible with the migration. USBs sticks will be used to reimage devices and install provision packages for the Intune migration, these should be 16GB drives.
[bookmark: _Toc176494645]5.2 Software Resources
Minimal software resources are required for this project as it will predominantly be carried out through cloud portals accessed through a web browser.
The Microsoft Media Creation Tool will be used to create windows images, this is downloadable from the Microsoft website. The Windows Imaging and Configuration Designer application will be used to create provision packages, this is also downloadable from the Microsoft website, or as an app from the Microsoft Store. Microsoft Endpoint Manager, SharePoint and Intune for Education will be accessed through the web browser. The SharePoint migration tool used for migration the files from the file server will be installed locally from the Microsoft website.
The latest version of Veeam backup will be used to create a full server backup prior to migration.
[bookmark: _Toc176494646]5.3 Information Resources
External data and best practices for Intune and SharePoint configurations will be available from https://learn.microsoft.com/ 
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The below Gantt Chart provides a provisional timescale for the implementation of this project proposal:
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[bookmark: _Toc176494649]Undertaking this project proposal has expanded my understanding of cloud platform migrations, both the factors that influence the decision to undertake the transition, but also those that make the project a success. The benefits of cloud migrations for many education environments are evident – cost savings, increased efficiency, and a better end user experience. Whilst there are challenges in the implementation of these migrations, namely user opposition to change, Intune policy migration, and mitigating data loss, with careful project planning these issues can be alleviated.
[bookmark: _Toc176494650]Successfully implementing this project will require strong Intune configuration skills to ensure and careful planning to ensure that user devices are configured correctly, in a manner that delivers the best and easiest possible end user experience whist also ensuring robust device security. Furthermore, mindful project planning will be paramount to ensure that both migrations in the proposal are delivered successful. I look forward to tackling this project, with the aim of developing a migration framework that will assist other schools migrating to the cloud. 
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