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[bookmark: _Toc158886145][bookmark: _Toc164796098]Abstract
As the years go on IOT devices are becoming more and more popular among tech enthusiasts and the average person, with the advancements of Amazon's ring doorbell or with a new generation of Amazon Alexa, comes with new features, more people, and an increased chance of vulnerabilities of an unsuspecting victim to fall victim to a cyber-attack. In recent years the world has seen a very large increase in the number of IoT devices which has also led to a significant increase in innovation and convenience. However there are new security problems that do need to be addressed as well as because consumer electronics such as Ring and finding their way into more and more humans as the tech gets better and cheaper. 
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[bookmark: _Toc158886147][bookmark: _Toc164796101]Introduction
IoT devices have become an ever-growing technology that we rely on heavily as new innovations and products are released to the public which improves the lives of the average person and help industry experts gain access to the latest equipment to increase both security and efficiency due to increased speeds and better encryption. These devices can range from a simple Amazon Alexa to a motion sensor or metal detector in a data centre such as what Google, Amazon, and Microsoft use for their security systems. [1] [2]
As IoT has become an increasingly reliant technology as more and more people are beginning to become more comfortable owning such a device, the advancements of cybersecurity also will need to match its pace due to an also increase in cyber crime as hackers see this as an opportunity to breach users’ data. Hackers are always evolving to perform new attacks and creative ways to breach both company systems and user systems such as account details or perform a DDOS attack. [3]
Demonstrating how IoT devices can become effected by malicious actors and multiple different threat actors allows for a broader understanding on how to protect oneself more effectively, for example being aware and understanding common architecture designs, integrity of a common network, learning the different protocols and how devices connect to one another, manifest real attackers on a personal isolated network will show how these attacks work. [4]
From all the knowledge gathered and analysed, this project will be answering the following question. “How to properly secure a personal IoT device from future threats and understanding how they work.” [5]
To answer this question the research aspect of the project will entail the possible consequences of misconfiguration of IoT devices as in many countries it is considered illegal as this falls under the computer misuse act that was established in 1990 [6] for example tampering with IoT devices may effect company documents and files which can cost the organisation a significant amount of money to recover, if the worst case scenario occurs (data breach due to outdated software) then the entire suite of Admin and Network Administrator tools that manages the security aspect of the hardware and both the software will either need to be updated to the latest version or the company will need to move providers that may offer better security. [7] 
Upon reaching these goals, the project will provide more information about why IoT devices are so important for todays world and the risks they carry as well, which depends on the individual which again is why it’s important to stay informed about upcoming and present technology as the consequences of not properly securing these devices can be dire. [8]
To demonstrate this the project will cover the different vulnerabilities by providing images which contain the devices that were used for the experiment and software that was used to also carry out the experiment process, this shows the step-by-step instructions and guides on how a potential hacker may perform when attempting to compromise a user.


[bookmark: _Toc158886148][bookmark: _Toc164796102]Aim of the research
To investigate and uncover the potential threats an IoT device may face in its life cycle, demonstrating how an attacker may approach a network and how they may attack one which will show how the hackers operate and how to develop counter measures to prevent and or stop certain attacks from occurring before any data is lost or stolen. Offering recommendations for proper safeguarding of these devices against potential threats that may occur soon. To promote a wider understanding of the significance of these devices the project amins to accomplish this by providing real world examples using images of what an attacker may do when attacking a network. The study will examine the consequences of incorrectly configuring IoT devices. IoT devices have many weaknesses and explaining how they are weak to attacks will better inform people how they work and possibly reduce their digital anxiety by showing proof. [2] [5]
[bookmark: _Toc158886149][bookmark: _Toc164796103]Objectives
Demonstrate why IoT security is so important and to prove how easy it is to protect the devices using on device security like malware scanners, root kit detectors and hardware-based security. There is a concept within cybersecurity that applies to IoT devices, and it is called “Hardware Root of Trust” (HRT), this concept means that inside the devices they have a set number of rules that the device gives to its internal hardware for important security operations. This is also called “Zero Knowledge Proof” which each piece of hardware inside a device needs to prove itself to one another that it is the original hardware that was shipped with the main device from the factory, this is to prevent any tampering that may occur from any unauthorised individuals. [9]
The primary goal is to determine and evaluate the most common security flaws in the internet of things this covers vulnerabilities, old firmware, insecure networks and poor access control systems and weak authentication methods. The next objective is to present actual results scenarios in order to effectively communicate the risks connected with these devices, this involves putting them up in a controlled environment and emulating different cybersecurity attacks such as a Distributed Denial Of Service Attack (DDOS) and data breaches. There will be images that will demonstrate the process effectively. And the possible outcomes from the results. [10]
Assessing the possible effects of Internet of Things security breaches on people, companies, and vital infrastructure is another important goal. This entails evaluating the dangers of financial loss, bodily injury, operational disruptions, privacy violations, and data theft. The project intends to stress how serious IoT vulnerabilities might be and how crucial it is to put strong security measures in place. [4]
Upon completion of the vulnerability research and attack demons, near the end the project will offer suggestions to how someone may improve their own security to reduce their own risks of getting compromised. The main guidelines to follow are always keep your software up to date and that includes the Bios of your computer but if it’s a mobile phone or something similar then a bios update is not applicable. 
Raising awareness and educating people about IoT security is a crucial goal of keeping people safe, this paper provides some basics about IoT but also delving deep into more complex topics like different communication tools and communication neural network models. Fostering a more secure Internet of Things landscape requires increasing awareness of the possible hazards and the significance of initiative-taking security measures. [5]


[bookmark: _Toc158886150][bookmark: _Toc164796104]Literature Review
[bookmark: _Toc164796105]How The Paper Will Be Formatted
New technological advancements are being discovered and invented every other day and it is vital to stay on track and adapt to these changes as the security industry is volatile and constantly changing, This project will undergo a process of testing and experimenting with different devices like PC’s, IoT’s and routers to test the security and integrity of the systems and how someone may protect themselves from a future attack. Collecting the data will not be an issue as I am undertaking an internship internally within University of Wales Trinity Saint David that involves trying to breach the security of IoT devices with supervision and permission. [11]  
As how the research will be formatted starts with different objectives, for example objective 1 is the introduction the project which will include what topics and areas that will be covered throughout. What is the planned result and what may the result be, for this research paper the end goal is to educate and inform others on how cybersecurity attacks operate, what do they use to carry out these attacks and how may someone defend themselves from such attacks. Objective 2 expands upon the introduction and involves both how the research will be carried out and what past experiments / research has already been carried out before. [12] This is important as to not repeat any research that has already been performed in the past and will be an insufficient use of one’s time. Objective 3 will show proof / evidence of the claims visualising the process an attacker may go through to compromise a device, this will also contain images of real world devices, what they do and what are the risks to them. This section will list both the screenshots of the devices and software that was used throughout as hacking can be a complex process and knowing which tools are used is very important. Objective 4 will then show the results of what was found in the forms of screenshots of the data, this can also be in a the form of an graph or excel data to better format and visualise the captured data properly. Objective 5 is the analysis stage which then digs deeper into what was found and what were the trends in the data which may indicate a newfound trend which may be both a positive or a negative depending on the topic on hand. Both chapter 6 & 7 are summarising the data and concluding what was found and showing off the data. [12]
[bookmark: _Toc164796106]Research papers similar to IoT devices and cybersecurity 
As IoT devices is a hot topic and in popular demand as the need for a more strict cybersecurity system and more cutting edge hardware results in many companies such as Google, Apple and Microsoft investing millions of dollars in upgrading and expanding their security infrastructure. This also includes many smaller companies but their budget is no where near as close as what Google may spend but they may get the next best thing for a reasonable price. According to a paper written by Maryam Mairaj [13] this paper discusses the several types of three factor authentication methods for securing a smart home for example. Multi-Gateway Secure IoT Environments, Biometric Authentication. All of these combined have the power to prevent a man in the middle attack which is when an attacker may monitor a network and capture any data (encrypted or not) and decipher it to uncover important information to then hack in a computer system. [14]


There is one paper created and researched by an individual named M. Wazzan and it’s about the detection of botnets [15] this paper stands out from the rest of the research papers due to its in depth and genuinely interesting information that the individual uncovered about how bot nets work, the different types of detection methods and how companies such as Cloudflare are able to stop and prevent future DDOS attacks on both companies and individuals. From the research they performed a neural network model named “CNN-LSTM” which stands for (conversational neural network and long short-term memory was the most accurate out of the many models they tested. For example, doorbells such as Ring or a custom party had an accuracy between 90% and 88% respectfully. [15] This is a great result showing the effectiveness of the models and companies may soon use them in their own products. [16]
As this paper will cover IoT security it is vital to cover similar topics that in which the research will be about, after some time a decently written and formatted paper by “st Helmi” [17], not only did this paper cover IoT devices but covered other areas such as web applications, networks and IoT devices themselves such as routers, switches and several important security hardware that many big organisations like to keep under the rug due to being very advanced. The paper mentioned the different methods of tools they had used in their testing stage of development such as a security topic called “APT” which stands for Advanced Persistent Threat. Analysing frequencies by radio and medical technology that is still actively used in the real world today. [3]
[bookmark: _Toc164796107]Researching the history of IoT
IoT is a very wide topic, and it would take the average joe a significant amount of time to fully understand all of the unique devices, software and protocols. As for the main research aspect of this paper will be focusing more on the physical side of IoT devices due to it being easier to understand and explain while also being more effective due to showing how an attacker may compromise a network and how a hacker may use their tools to then break in to a network and leave without anyone noticing. It’s important to properly secure personal and company devices with a good password and a decent encryption algorithm as many companies are getting compromised constantly, many not making the news due to it either being a small attack or the organisation isn’t well known and the news outlets don’t pick up on it. According to an article published by Microsoft themselves with the authors name “Amy Dawson” [18] said “bad actors are leveraging AI to execute a higher number of more sophisticated and rapid attacks”, this is worrisome for many reasons, the first is the rise of the popular chatbot, ChatGPT. An advanced and revolutionary generative AI model that is able to create human like text and mimic human behaviour, for example a website named elevenlabs have created an AI based model that is able to clone a voice of anyone with just a minute or longer recording of said person. This can then be used to trick individuals and organisations into thinking they are speaking with a certain someone but in fact they are speaking with someone is in the complete opposite side of the world. [19] Going back to the article [18] it mentions that 87% of organisations in the UK are vulnerable to cybersecurity attacks, this is both shocking and almost terrifying news as this information may already be out of date as technology and the industry moves at a very fast pace. [20]


This is an example of a modern method cyber criminals may use AI to trick businesses and individuals out of their hard-earned money.  But rewinding the time a bit and going back a few 100 years, this was when the first known and developed IoT device came to be. [21] the guys name goes by “Baron Schilling” and he was the first person to end up developing such a technology, he created a electromagnetic telegraph to allow two machines to connect to each other and communicate, at the time when this was created it was revolutionary at it’s the stepping stones for modern technology we see today.
[bookmark: _Toc164796108]Milestones in IoT Evolution
As previously mentioned the first IoT device that ever came to be was created back in 1832, but this invention also sparked the invention in 1992 of a device called the programmable machine-to-machine communication controller which allowed for the possibility of communication using wireless technology [16] with this tech came a software system named “Anticipated Transient Without Scram” or ATWS for short, this system was eventually optimised and implemented into nuclear power plants and is still used to this day.
In the year of 2007 a popular IoT device would be announced to the world, this device is infamous for its innovation at the time of the release and influencing technology forever. This is known as the original iPhone created and developed by Apple inc, Directed by Steve Jobs. Not only was this device a revolutionary product but it also inspired new iot devices such as iPads, smart watches, and now virtual reality. Although not advanced, the original iPhone included features such as GPS, accelerometers, and other sensors that are essential for IoT devices. As such a year later, apple announced the release of the apple app store which opened up developers to offer their services on the popular handset. Such as apps to pretend to drink beer out of or apps to check your Wi-Fi speed. Because of the quick success of the iPhone network carriers and digital infrastructure had to develop their technology quickly to support the iphones networking features. [7]
A now popular and widespread operating system named Android started its journey by three people, ‘Andy Rubin’, ‘Nick Sears’ and ‘Rich Miner’. Although android was originally created back in 2003 the android we know and love today wasn’t released until late 2008. The company originally created android to be implemented inside physical cameras but ended up moving focus to mobile devices as it was a more practical option. Later in 2005 the popular search engine known as Google acquired Android for $50 million, Google then decided to build android on the Linux Kernal whilst making the source code open source to allow any developer or manufacturer to use it free of charge and without a licencing fee. Then later in 2008 Google release the HTC Dream in September 2008 and this device was not popular with the founder of apple, Steve Jobs. He called android a “Stolen Product” and “I want you to stop using your ideas in Android”. This sparked a hidden war between Google and Apple which is still ongoing to this day although Steve Jobs ended up passing in October 2011. [22]
Moving onto the modern era, now devices are able to communicate with one another more efficiently with device ecosystems, which means when a manufacturer can optimise their own devices to work as efficiently as possible with one another. enabling real-time processing of IoT data through the integration of artificial intelligence and machine learning (AIoT) into IoT devices and applications, thereby enhancing their capabilities for intelligent decision-making and automation. [23]
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[bookmark: _Toc164796109][bookmark: _Toc164794336]Figure 1 RFID Enabled Door

Most organisations and schools will use this technology due to being quite secure and acts as a barrier to prevent students from entering the wrong rooms. A student may walk up to the door and tap their card to let themselves in. An RFID (Radio Frequency Identification) makes usage of key fobs and proximity cards that contain a tiny chip embedded in them along with an antenna installed in them, the RFID is then placed next to the door and the door itself sends out a signal to identify the card then it send the information back to a server to authenticate the user and then sends the result back with either a yes or a no. [24]
[image: A hand holding a card]






[bookmark: _Toc164794337]Figure 2 Tapping an RDID enabled card to unlock a door.



Although RFID cards are secure and convenient they can be easily manipulated, for example a quite popular device called the Flipper Zero which is a mutli-tool for hackers can clone RDFID tags and card. Resulting in the attacker to be able to impersonate the victim and access rooms they should not have access too. This should not discourage the use of such technology, but it is important to understand the risks that come with them to learn how to adapt to their faults. [14] [24]
Unauthorized parties may be able to listen and intercept and read RFID communications, disclosing private information including employee or student names, access credentials and possibly movement patterns. This would be a massive breach of trust and privacy due to the misuse of personal information. They are also susceptible of denial-of-service attack (DOS) when a hacker overwhelms a system with fake or false signals making a server come to a standstill. This can interrupt school and work activities because of this. Physical tampering with RFID cards and readers has the ability to grant unauthorised access of interference with operations. During the experiment process trying to access the robotics lab, the RFID card that was being carried tapped onto a RFID reader but instead of unlocking it said access denied, attempted to get it fixed with I.T and they mentioned that the device swapped the identity of the RFID card with someone else. [24]
[bookmark: _Toc164796110]Wireless IoT Devices
Wireless devices in IoT have become more and more mainstream as devices move to more portable options such as iPads, VR, and mobiles, allowing for seamless and almost effortless connection to each other and the internet. WIFI, a house hold name runs at either 2.4 GHz and 5 GHz depending on the device and its network card, 2.4GHz connections allow a device to be further away from a router but it may result in slower speeds while 5GHz requires a device to be close to a router but offers much higher speeds, usually devices such as smartphones can switch between 5GHz and 2.4GHz effortlessly but a smart plug for example only support 2.4GHz which may end up causing issues depending on the router that is installed. [16]
To connect two devices together usually involves a USB A cable or an ethernet cable if it’s a laptop or desktop computer,  but in 1994 Jaap Haartsen, created the patent and technology of Bluetooth allowing two devices to connect together and share information, the only downside is that the technology requires the two devices to be close together and Bluetooth is also known to be quite easy to compromise when left enabled. Bluetooth employs several encryption algorithms, such as E0 stream cipher for data encryption and authentication, as well as secure key exchange protocols like Elliptic Curve Diffie-Hellman (ECDH) for generating shared secret keys. Because of this they are able to authenticate one another using challenge responses mechanisms when the devices first pair together. While it is true that Bluetooth used to have vulnerabilities as newer versions of Bluetooth (Bluetooth 4 and newer versions) have improved the security of the connections and the encryption to address the vulnerabilities and potential points of attack. [25]
[bookmark: _Toc164796111]Networking Standards
IoT relies on various networking standards and protocols that allow the ability for these devices to communicate with one another, with devices, gateways and several different cloud platforms such as AWS. A protocol named 6LoWPAN is used for low power networks that are lossy, it allows the ipv6 packets to be sent over a IEEE 802.15.4 network as it is compatible with. This tech was developed by a working group that are dedicated to create technology for Wide Area Networks, it allows for a low power and both low cost to run and maintain, making it a very useful technology for software that requires low latency and high speeds. Also, due to its low transfer rates it has the compatibility for mesh networks, allowing them to automatically organise and optimise their routes for the quickest route possible. [26]
Operating in the unlicensed industrial and medical (ISM) radio bands emit 868MHZ in Europe and 902MHz in the USA, Sigfox is a proprietary LPWAN protocol and network architecture. One of the primary benefits of Sigfox is its ability to provide long-range communication, with a typical range of up to 10 kilometres in urban areas and up to 40 kilometres in rural areas. This range can be achieved due to a technology called ultra-narrow band or UNB, it is efficient and allows for a better signal. [27]
Whilst Sigfox is great, there are a few flaws and restrictions in its design, the network may be vulnerable to eavesdropping and other breaches of security and privacy due to the lack of end to end encryption, due to its small data transfer limit and quick speeds it does not have the capacity to support end to end encryption. Another vulnerability is that an attacker can record and resend authentic messages in order to compromise a user or perform what is known as a Denial Of Service Attack (DDOS). This vulnerability results from its weak authentication methods and uses a unlicensed ISM bands for its operation, because of this there is a possibility that the device may come offline due to a use of another device if its on the same frequency range which an attacker could also exploit to perform a DDOS attack. [27]
ZigBee is another wireless communications protocol that is also designed for low data rates, the IEEE 802.15.4 standard outlines the media access control and physical layers for the (LR-WPANs) or low-rate wireless personal area networks. Due to its low data rates and low power consumption, it allows for this tech to run on battery powered IoT devices for a significant amount of time which is its main advantage over other protocols. It’s network range can be significantly increased whilst at the same time not using much power keeping it optimised by using what’s called a low-duty operation, this allows for quick and power efficient channel access and adds support the mesh network topologies. [28]
This protocol is great for many reasons, and many are correct in thinking it’s a good communication protocol but like anything there are disadvantages to this protocol, this communication methods shares the same issue as Sigfox as it lacks a proper authentication method. Furthermore, this communication protocol also has the disadvantage of being open to DDOS attacks which can cause data loss or damage to the hardware due to an overload of their computer systems. The replay attack is also present here and an attacker can record and resend authentic messages that bypass 2 factor authentication if the victim has that set up. Additionally, weaknesses in ZigBee's encryption and key sharing protocols have been found by researchers, underscoring the necessity of regular security upgrades and enhancements. [28]
Continuing with both ZigBee and Sigfox, while Sigfox is a low powered and wide network tech that gives the opportunity for long range communications. ZigBee on the other hand for low power and data rate connections and mesh networks. Zigbee can support speeds up to 250kbps on the other hand Sigfox with is primarily used for low bandwidth programs only supports speeds up to 100 bits per second meaning that Zigbee is the fastest out of the two. Both programs suffer from the same weaknesses, but Sigfox lacks end to enc encryption meaning its more susceptible to eavesdropping and spying. [27] [28]


[bookmark: _Toc164796112]Wireless Networking Topology
A wireless networking topology is the way wireless devices and nodes can be connected together in an optimised way to make a form of a mesh network; many topologies have different benefits but at the same time have their downsides. Deciding which one to pick at the end of the day is up to an organisation to choose as some are great for scaling but some are more focused on speed and efficiency. [29] The star topology is also known as the point to point topology, it’s the most basic topology available and it’s the most simple to setup. Data can be sent from one device to another but the main issue with this setup is that if the server or router fails then all of the devices will fail aswell resulting in a pause in networking activity. This method isn’t recommended due a single point of failure and should only be used for small LAN parties or for sharing and containing very important information. Due to its simple design it cannot be expanded upon due to limited hardware and connections available. 
[image: Star Topology - an overview | ScienceDirect Topics]
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The next network topology is the Mesh topology. This is a topology when all the devices connected together similarly to that of a spiders web but there is no central system in place to store any information, the benefit for this style is that it is decentralised which means there isn’t a single point of failure so if one computer ends up going down then the rest of the network carries on as if nothing has happened although if they do try to send information to a computer that has gone down then it will spit back and error. If one connection fails there are plenty more paths that data can travel so this topology is great for redundancy. It has a feature known as self-healing meaning the network is able to automatically reconfigure itself when a new device is added to a network meaning its great for expandability as well. There are two different types of mesh networks, a full mesh network which means that every node connected are interlinked with one another on the network instead of connecting to a subnet, but this method can be quite expensive and time consuming. There is also the partial mesh topology, this means that not all the nodes are connected directly with each other. A partially linked mesh is then formed when they are connected to a subnet, although not as much as a full mesh network but this method allows for greater redundancy and fewer fault tolerances. [30]
Wireless mesh networks are when the nodes use something called radio waves to communicate with one another on an extensively used mesh topology. WMSs are used for many different ways such as being used for a emergency response system that allows a person to contact emergency services with very little to no signal. Community networks and for industrial automations. [30]
Whilst a good topology, it has its drawbacks and its disadvantages. For example, it is incredibly difficult to setup as it’s a pain to design, implement and to maintain such a large network especially as it grows in size over time. The cost would also be significantly high because of all the nodes in the topology. And the power consumption would be remarkably high as the computer are constantly talking to each other. [30]
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Figure 4 Mesh Topology Network [40]



The bus topology is a wired network architecture where all the nodes and or devices that are connected over a single cable but branch of to connect to a end device, which is also known as a bus system which works similarly to how real bus networks work for public transport. All the nodes on the bus network share a medium along the cable so it can be distributed evenly without data collisions and without causing any network downtime. All devices on the network will get the data in both directions but only the correct end device will receive its intended data. This topology is simple and easy to deploy due to its simple nature and easy to use configuration which makes it an affordable alternative to other network topologies. On the other hand, the bus network has its faults and restrictions due to the lack of specific specialised communication channels between each device because as the number of devices are added to a network means that the network congestion will also increase as well because of this. This may even cause data collisions in some cases and that can cause the network to go down or the receiver may not end up getting the data as it will show up as a packet loss. Furthermore, it has a single point of failure to only having one main device such as a router and if that device goes down the entire network goes down with it. Because every device uses the same communication channels it’s also vulnerable to interference and noise which means at certain frequencies the network may end up getting confused as it may pick it up as a command on the network when in fact its not and start spitting out errors as a result. To counteract the downsides of this topology is by implementing access control mechanisms such as avoidance protection and collision protection, this is usually found in the settings of a router or switch depending on the make and model. Having different channels for the network to pass through can be used as a backup just in case that the main channels go down in case of a collision, this would be called good network management as having backups in place is important to keep a network online and operational. [31]
[image: What is Bus Topology?]







[bookmark: _Toc164794339]Figure 4 Star Topology [42]




The tree topology is the most popular network architecture in the world due to its organised nature and its ability to expand upon greatly, this is mainly used for big networks such as universities, public buildings, and organisations. It’s laid out in a parent-child sort of design so for example a switch may connect to another switch, which that switch can connect to a PC that may be on the other side of the building but at the same time having good speeds as long as the network is configured correctly, and the duplex is set at the correct speed. Systems requiring a centralised control and management system such as industrial tracking, automation for buildings or environmental detection methods are well suited for the tree topology and would be the go-to design for these sorts of demands that the systems will need to run as efficiently as possible. The energy effectiveness of the tree topology is one of tis primary benefits, its information can be transported over smaller distances by grouping nodes in a hierarchy which allows the system to lower its overall power consumption saving costs. Leaf nodes are devices that are able to run in a low powered state and only send data when it is absolutely needed while some node types can also be classified as cluster leaders which may carry out more complicated tasks and be engaged for an extended period of time, nevertheless. There are a few disadvantages and restrictions as with any topology, this has a single point of failure as well, although it may appear to be a branched-out system but if the main hub was to go down then the entire network will go down as well even when two devices are connected together as the DHCP server needs to send out an IP address, but it cannot. The other end device will become isolated from the rest of the devices if the main hub fails or malfunctions. The lack of a backup is worrisome resulting in the potential loss of information and system fragmentation. Due to numerous child nodes that will attempt to send information at the same time as other nodes there is a risk of a bottleneck in the network depending on the cable used such as a cat 7 cable which can hold a lot more data then what a cat 6 or cat 5 cable can due to having more bandwidth and a more optimised design. The variation in nodes and network conditions may upset the hierarchy of the network, it may not be the best choice for fluid or portable networks, the use of mesh networks and other adaptable topologies may be a better option in this scenario. It is important to implement a proper routing protocol that can dampen the disadvantages that may come from using this network design. It can be combined with other topologies such as a mesh network or even a cluster tree topology. [32]
[image: A Guide to Tree Topology. Definition, Practices, and Importance -  zenarmor.com]









[bookmark: _Toc164794340]Figure 5 Tree Topology [33]
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Finding the right research methodology is a challenge and it all depends on what the subject is and what data will be collected, the main purpose is to collect and demonstrate how the data will be collected to give a better understanding of how it works and show of the stages of development that is needed to collect this data. [34]
As shown below is a popular diagram called the “Research Onion” this shows the different ways of how data can be collected and the different methods of how it is summarised. For this project the best approach would be the mixed methods approach as it is well suited and provides an in-depth knowledge of the data and he way it is gathered. The information will be gathered and examined from many diverse sources such as literature reviews, physical examination of the networking devices and performing penetration tests and assessments. [34]
It is possible to take advantage of both the quantitative and qualitative research methods by using this method of approach, this allows to detect trends, evaluate ideas, and delve deeper into the human experiences. Perceptions around IoT device vulnerabilities can be gained using qualitative methods including observations, interviews, and literature studies. [34]
[image: Guide to Understanding the Research Onion | 15 Writers][bookmark: _Toc164794341]Figure 6 The research onion [43]











[bookmark: _Toc164796116]Philosophy 
This study on cybersecurity infractions in an IoT enabled world may have a practical approach to research, the goal is to provide a scientific answer to the organisation of computer networks. This advice tackling the real-world problems which are brought up by data privacy and security issues in a methodical and solution focused way. By tailoring them to existing ideas such as the confidentiality and security infringement models. This suggests that a practical strategy of the widely recognised frameworks and adjusts them to the particular conditions of data breaches. In order to meet the strong demand for cybersecurity, a cybersecurity and privacy strategy is required for this. [34]
[bookmark: _Toc164796117]Approach 
A mixed-methods strategy combined with both quantitative and qualitative techniques may be used for the research on cybersecurity offenses in an IoT enabled environment. This would enable the creation of workable practical remedies and a in depth understanding of the issues at hand. To get the viewpoints, situations, users, and I.T specialists have with security. Could use the qualitative components that could involve focus groups to find identified weaknesses and ways to mitigate that may have already been documented in an earlier publication. A mixed methods approach when researching complicated topics that needs in depth understanding and knowledge. Researchers can obtain a comprehensive understanding of cybersecurity offences in IoT environments—which involve technological, social, and organisational aspects—by integrating quantitative and qualitative methodologies. [34] [10]
[bookmark: _Toc164796118]Strategy 
The strategy for this research is to provide an example of the dangers of what hacking may do to a computer system with real world examples to back it up and give helpful advice for risk mitigation that will be used to raise awareness of the internet of things security. Provide brief instructions that will draw people in with images. It is also important to encourage IoT service suppliers to make sure they do not cheap out or make security a last priority as it may discourage potential customers from partnering with them in case their systems get breached. The research will demonstrate several hacking approaches and their effects on IoT gadgets and systems alike in order to communicate effectively. Given that cybersecurity is a rapidly and constantly changing its important to highlight the importance of transparent communication of sharing how to properly look after your own digital hygiene. [34]
[bookmark: _Toc164796119]Risks
Conducting proper vulnerability assessments and thoughtfully though out penetration tests with IoT devices shows how an ethical hacker may carry out an attack on their own network to show how a real attacker may perform it using malicious intent. But there are ethical concerns when it comes to this due to performing a scan on a network and collection information such as, IP address, device name and if performing an ethically performed hack on a personally owned router will collect the password. To prevent any issues in the future it is important to have permission beforehand to prevent any trouble from an individual or organization. Collecting both network traffic and device information could have the potential to expose sensitive or even confidential information so having a proper method of appropriate precautions is a must. To identify any hazards related to the assessment activities, carrying out and completing a comprehensive plan will reduce the possible risks, this will be outline along with backup plans just in case. [34]

[bookmark: _Toc158886152][bookmark: _Toc164796120]Chapter 4: Analysis 
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[image: A black wifi router]Carrying on the experiment resulting in visiting the robotics lab in the UWTSD building which contained many devices that can be used for carrying out, bringing along a laptop with Kali Linux installed on a virtual machine and opened Nmap to capture a handshake of a Wi-Fi router which was given permission to hack into. A special testing environment was established for this study, access to this controlled environment was provided by a security researcher who then assisted in operations and provided support upon undertaking this task. To stop any potential vulnerabilities or exploits from impacting real-world operations or resulting in data breaches, you can separate that are being tested away from any production networks to prevent any chance of spreading malware or any malicious attack which is what was performed during the study, making sure to isolate the network was the first step. [35]







[bookmark: _Toc164794342]Figure 7 WIFI router that was used in the experiment



To start off with, it was troublesome to connect to the Wi-Fi router and attempted to connect to it several times but it came back with errors saying the device was unreachable. After searching online, the issue became clear, the device drivers needed to be installed in order to access the router. Figuring out that the problem was caused by the requirements to install the device drivers is an essential first step to diagnosing and fixing the connectivity issues. The device drivers are software related and was easily fixable, the hardware did not initially recognise itself but after installing the proper drivers it was then able to identify oneself. Its very common to run into connectivity problems when setting up a wireless network for the first time or trying to access a device for the first time. Especially if its using an operating system such as Kali Linux which isn’t known for being the most user-friendly operating system on the market. As the drivers were missing the able to communicate with device is also impossible but after Googling the Wi-Fi model it was then easy to download the correct drivers and then continue with the study. [36]
[image: A computer screen with text on it
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[bookmark: _Toc164794343]Figure 8 Installing WIFI drivers


After the new driver was then installed on the virtual machine, the handshake of the device was successfully captured, and went on to decrypt the password from the router by using what’s known as a wordlist to attempt to crack the password but this attempt was unsuccessful due to the Wi-Fi router not having the password that was in the password list so another idea was attempted. In wireless security evaluations, capturing the Wi-Fi handshake and trying to crack the routers password with a wordlist is a popular technique used amongst ethical hackers and black hat hackers.  Even though the first attempt was unsuccessful this experience offers a more insightful knowledge and gives the opportunity to perform additional research.
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When initially performing the scan the IP address was given out to make the process of scanning the Wi-Fi router more effective, this scan also scanned the whole network range using the .200 range and go going through it from there, making it easier to concentrate the efforts on attacking the router, which enabled the use of modifying the scanning methods to obtain more data, such as scanning the device for its open ports to see what any vulnerabilities were found. Doing this reduced the chances of setting off any warnings of disruptions to any device on the network whilst at the same time saving precious resources as well. [37]
It is now possible to perform a TCP connection and SYN scan to examine the router properly, this TCP scan, scans the open ports that an administrator or just the default settings have left any ports open that may be used to breach the device. Doing this allows for a better examination the possible attacks this router may face if given a real attacker was attempting to breach. The SYN scan and TCP connection were two important scanning methods used. By using this scanning technique, researchers can look over the target device a Wi-Fi router in this case and find any open ports that might have been left available by administrator setups or default settings. It's critical to recognise and evaluate open ports for any potential influence on the security posture of the device, since they can operate as points of entry for hostile actors. [37]
After carefully recording each stage of the scanning process including the IP, the scanning methods used and any noteworthy discoveries in addition to guaranteeing that the ethical standards are followed and kept transparent. All scanning and analysis was done in accordance within the law and the guidelines of UWTSD, the ethical standards cannot be overstated and clear consent was given in order to carry out this experiment. [37]
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From this image it is show that port 443, 22, 80 and 53. Port 443 is especially interesting from this finding because this port belongs to HTTPS which stands for (Hyper Transfer Protocol Secure) which establishes a secure link between the device and a web server (In this case it’s the wifi router itself. Meaning this could potentially be the homepage for the router that could be used to change the password or configure any setting that could be harmful or being able to see all the information on the devices that are connected to it. [38]
With this newfound knowledge it was time to perform a DeAuth attack, which means De Authenticate. This method of attack basically overloads the router with unusuable data until the router itself decides to kick every device off its network to protect itself. It is a harmless attack but an annoying and bot inconvenient method of attack. This is the devices vulnerability. [38]
A DeAuth attack is another method of a denial-of-service attack (DOS) but targets wireless networks and its full name is a Deauthentication attack. It interferes with the authentication process that happens between a user’s device and an internet network access point, but for this it’s the WIFI router. [38]
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Whilst performing the scanning process, there was another device that was discovered on the network so the IP was then entered in a web browser and a WIFI portal popped up, no actions were taken upon this but the portal was not suppose to be active, after a quick scan the results came back with same ports found on the local router meaning this was also vulnerable to a DDOS attack. Due to the device’s ip address being available and the WIFI portal appeared means there is a rogue access point within the vicinity and could possibly pose a risk but this does not effect the operations of this project so it will continue on. [39]
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The way we interact with devices and systems has been revolutionised by the internet of things (IoT) but there are serious cybersecurity concerns that do need to be addressed, demonstrating and accessing such risks is important to create public awareness of its dangers and how to create a mitigation plan, the vulnerabilities found in IoT devices themselves are an important consideration as indicated by various sources used throughout this paper. Insecure firmware, hard coded credentials, and absence of the use of encrypting data and other vulnerabilities can be used by attackers on the IoT devices. The hazards and potential attack vectors connected to IoT systems as covered in the sources are an important subject for evaluating. Iot devices themselves have a very restricted ability to use its resources, this can be devastating as these attack surfaces already exist in large infrastructures in today’s world.
Another major problem in IoT network infrastructure is detecting and mitigating the threats themselves. The speed and precision of finding scans often lead up to attacks and will be increased with the use of sophisticated techniques like ensemble learning. It is a machine learning technique combines lots of different models to improve performance compared just to a single model. It is essential to assess and put these detection techniques into practise against active defence against new threats. For comprehensive risk assessments, analysing the IoT systems hazards is essential to finding the attack surface of the vulnerabilities, application domains and susceptibilities.
Technology can be exploited as a node into a network both personal and professional, features such as encryption, authentication and software updates are general good practises to keeping up with good security hygiene. Attackers may use a flaw in an outdated device and end up hacking into a network resulting in loss of data, identity theft and privacy violations. In very rare cases there also may be a risk to someone’s personal safety as an attacker may have permanent access to someone mobile phone and know their every move they make. If an attacker was to hack into a home network and disable the smart lock on the front door there is very little to protect yourself when such a scenario occurs.
Social engineering is the biggest weakness when it comes to security, even though a system may be 100% secure, an employee may click on a phishing link and an attacker may end up installing malware on their computer resulting in the hacker gaining access to the server as if they are the employee themselves. This works either over the phone or over email. There is a way to prevent this in some cases such as using two factor authentication such as security keys. Using a mobile phone as a 2-factor authentication method is not a practical idea as an attacker may spoof your number by contacting your ISP and then getting your 2factor authentication codes sent to them instead.
After analysing the data from the scan, there was a vulnerability in the router that was provided, this could have let an attacker access the WIFI’s settings page and do malicious activities such as changing the password. The information learned during the literature review was relevant to the experiment as it mentioned similar experiences and software options that were identified during the experimental process. After everything completed the main aim of the paper has been met and achieved more than was originally predicted.


If given the choice, performing the experiment would more the ideal as it was enjoyable to partake in such activities and discovering new features in tools like Nmap and Zenmap, although if it could be performed again the methods of execution would be different, for example.  A larger network would have been more sufficient as during the experiment, the network used was very small compared to what an organisation may use.
[bookmark: _Toc158886154][bookmark: _Toc164796123]Chapter 6: Conclusions & Recommendations
Due to the advancements of IoT and technology in general, our lives have become convenient and efficient then ever before. Throughout this paper it the introduction summarised what is Iot and the importance of understanding and addressing security vulnerabilities of internet of things. Gadgets which are more and more common in many different professions and in our daily lives. The risk of attacks is increasing year by year as more and more people use technology and existing users upgrade their devices to the next best thing hosting more features and more possibilities of an attack.
Throughout the literature review it was demonstrated about the importance of IoT security, its significance. Identifying the effects and consequences of misconfiguration of devices and offering visual guidance, suggestions and precautions for securing and maintaining IoT devices. This section draws attention to the importance of educating people about different cybersecurity threats other then IoT and the different pieces of hardware and software like the Flipper Zero and a virtual machine that runs Kali Linux which is a specialised version of Linux that contains hacking tools.  After that there was a discussion about already written publications about findings such as botnets, authentication techniques and examining the history of these devices. Starting with the electromagnetic telegraph in 1832 then moving onto to significant events such as the programmable machine-to-machine communication controller that was invented back in 1992. In the last section mentioned the invention of the iPhone which is the most popular and well known IoT device to ever exist and a massive milestone in human invention at the time of its release. Alongside the iPhone, android was mentioned too as it is a massive operating system just as popular as Linux and runs on many devices that an average person may not know such as a Samsung smart fridge or a Samsung washing machine. Different network technologies such as 6LoWPAN, Bluetooth, Sigfox and ZigBee as well as different wireless internet of things devices and the security flaws that come with each of them but at the same time explaining what they are and their benefits, for example Bluetooth is a quick and easy method of connecting two devices together to share media or text messages but before Bluetooth 5 bluetooth was insecure due to the lack of encryption.








[bookmark: _Toc158886155][bookmark: _Toc164796124]Reflection
Working on this project was an absolute blast, and it was incredibly fun to experiment and discuss my findings on this paper and with my project supervisor, I am glad that I was given the opportunity to work on a subject and topic I am incredibly passionate about as cybersecurity is not only fun but an incredibly useful tool for day to day activities and for professional settings. Being the creator of this project which proves the risks and vulnerabilities associated with IoT devices, I have done a great deal of research and real-world testing to find potential threats and provide workable solutions. From this project I have learned a lot, and it has changed my mind set on how I see security as now I will take extra precautions online as when researching has worried me. 
Gained first-hand experience using a variety of tools some I am familiar with and some that I knew existed, I performed a Deauthentication attack and found open ports on the router after installing the correct WIFI drivers as it was impossible to access otherwise. I also visualised the network structure using Zenmap, which showed and game me a grasp of the attack surface. Through these hands-on activities. Personally able to see the weaknesses in the IoT devices themselves and gave me some pride knowing I carried out something I didn’t know I could because of a successfully execution.
I was able to identify the differences between the available literature while concentrating on particular security flaws that I discovered, I used what’s called a “Turple Model” to build an IoT security threat scenario and it worked well for risk analysis and mitigation. The value of staying up to date on developing technologies and the hazards the pose is one of the most important lessons I took away from this project. It is incredibly important to understand the consequences of not correctly configuring a IoT device as they become more commonplace today. Due to the fact that a single vulnerability can bring down an entire organisation and can threaten some people’s personal safety is a reason itself why I take cybersecurity incredibly seriously. I see that the field of cybersecurity will require ongoing learning and adaptation in the future, it is vital to continue to monitor the industry as security is volatile and new threat actors pop up almost every day. I am determined to to learn more about IoT and its challenges and keep up to date with the cutting edge approaches that can improve the security of our devices and gadgets. To sum up, working on this project is an experience I will never forget, and has forced me to think outside of the box and think critically about my performance during the in depth study. The use of practical skills mixed with a secure and safe environment made this a wonderful experience and will gladly partake with again. The importance in protecting our online identities is vital in todays age with your every step being recorded and your life is stored in the cloud.







References

[1] 	K. Mclaughlin, “SECURING CORPORATE IoT DEVICES: CHALLENGES, STRATEGIES, AND THE ROLE OF AI AND ML IN CYBERSECURITY,” EDPACS: The EDP Audit, Control, and Security Newsletter, 2023.
[2] 	S. Tang, “A review of building information modeling (BIM) and the internet of things (IoT) devices integration: Present status and future trends,” Automation in Construction, 2019.
[3] 	A. N. Lone, “A comprehensive study on cybersecurity challenges and opportunities in the IoT world,” Security and Privacy, 2023.
[4] 	I. M. M. A. Sadek, “Securing IoT Devices using Blockchain Concept,” International Conference on Engineering and Emerging Technologies (ICEET), 2021.
[5] 	D. Estrada, “How Secure Having IoT Devices in Our Homes?,” Journal of Information Security, 2020.
[6] 	R. A. Elbra, “A Practical Guide to the Computer Misuse Act 1990,” 1990.
[7] 	A. Alaali, “Cybersecurity Threats and Solutions of IoT Network Layer,” International Conference on Innovation and Intelligence for Informatics, Computing, and Technologies (3ICT), 2022.
[8] 	J. L. H. Ramos, “Updating IoT devices: challenges and potential approaches,” Global Internet of Things Summit, 2020.
[9] 	S. S. Mansour, “Hardware Root Of Trust for IoT Security In Smart Home Systems,” Consumer Communications and Networking Conference, 2020.
[10] 	A. Alaali, “Cybersecurity Threats and Solutions of IoT Network Layer,” International Conference on Innovation and Intelligence for Informatics, Computing, and Technologies (3ICT), 2022.
[11] 	T.-j. Yu, “Handling a trillion (unfixable) flaws on a billion devices: Rethinking network security for the Internet-of-Things,” ACM Workshop on Hot Topics in Networks, 2015.
[12] 	V. Malwalkar, “Research on Development of Cybersecurity Software and Threat Intelligence Techniques,” International Journal of Advanced Research in Science, Communication and Technology, 2024.
[13] 	M. Mairaj, “Review on Three-Factor Authorization based on different IoT Devices,” Global Conference on Wireless and Optical Technologies, 2023.
[14] 	S. S. Babu, “Two Factor Authentication using Hardware and Biometrics Factors for IoT Devices and Users,” International Conference on Distributed Computing and Electrical Circuits and Electronics (ICDCECE), 2023.
[15] 	M. e. a. Wazzan, “Internet of Things Botnet Detection Approaches: Analysis and Recommendations for Future Research,” Applied Sciences, 2021.
[16] 	W. Alsabbagh, “A New Injection Threat on S7-1500 PLCs - Disrupting the Physical Process Offline,” IEEE Open Journal of the Industrial Electronics Society, 2022.
[17] 	s. Helmi, “A Review of Penetration Testing Frameworks, Tools, and Application Areas,” IEEE 7th International, 2023.
[18] 	A. Dawson, “87% of UK organisations are vulnerable to cyberattacks in the age of AI, research reveals,” Microsoft, 2024.
[19] 	“elevenlabs,” elevenlabs, 2021. [Online]. Available: https://elevenlabs.io/.
[20] 	Y. Lu, “Internet of Things (IoT) Cybersecurity Research: A Review of Current Research Topics,” IEEE Internet of Things Journal, 2019.
[21] 	PSA Certified JSA, “The History of IoT Security,” psacertified, 8 September 2023. [Online]. Available: https://www.psacertified.org/blog/a-history-of-iot-security/. [Accessed 21 04 2024].
[22] 	B. Sudharsan, “Ultra-fast Machine Learning Classifier Execution on IoT Devices without SRAM Consumption,” IEEE International Conference on Pervasive Computing and Communications Workshops and other Affiliated Events (PerCom Workshops), 2021.
[23] 	H. Wang, “Context-aware adaptation of deep learning models for IoT devices,” 2020.
[24] 	A. Kadir, “BIOMETRIC AND RFID TECHNOLOGY FUSSION : A SECURITY AND MONITORING MEASURES TO ENHANCE ATTENDANCE,” 2017.
[25] 	Y. Zhuang, “Bluetooth Localization Technology: Principles, Applications, and Future Trends,” IEEE Internet of Things Journal, 2022.
[26] 	D. Hanes, “IoT Fundamentals: Networking Technologies, Protocols, and Use Cases for the Internet of Things,” 2017.
[27] 	A. Narayana, “Choice of effective LPWAN protocol for IoT System: Sigfox and LoRa,” 2020.
[28] 	A. Centeno, “Measurement of Zigbee Wireless Communications in Mode-Stirred and Mode-Tuned Reverberation Chamber,” 2011.
[29] 	Eric Conrad, “Star Topology,” Industrial Network Security (Second Edition), 2015. [Online]. Available: https://www.sciencedirect.com/topics/computer-science/star-topology. [Accessed 22 04 2024].
[30] 	V. Nair, “Configuration optimization of network topology by introducing parallel topology to enhance data communication for the network,” International Conference on Smart City and Emerging Technology (ICSCET), 2018.
[31] 	F. P. Miller, “Bus (Computing): Computer architecture, Computer, Electrical bus, Multidrop bus, Daisy chain (electrical engineering), Universal Serial Bus, Bus network, Address bus, Front- side bus, Network On Chip,” 2010.
[32] 	S. Karunagaran, “Mesh-tree topology for vehicular networks,” International Conference on Testbeds and Research Infrastructures for the Development of Networks & Communities and Workshops, 2009.
[33] 	“Tree Topology: Definition, Practices, and Importance,” zenarmor, [Online]. Available: https://www.zenarmor.com/docs/network-basics/what-is-tree-topology. [Accessed 23 04 2024].
[34] 	R. Alturki, “Research Onion for Smart IoT-Enabled Mobile Applications,” 2021.
[35] 	D. Upadhyay, “Vulnerabilities’ Assessment and Mitigation Strategies for the Small Linux Server, Onion Omega2,” 2020.
[36] 	H. Agrawal, “OPTIMAL WIFI POSITION DETECTION USING ARTIFICIAL INTELLIGENCE,” International Journal of Next-Generation Computing, 2023.
[37] 	T. Yash, “Ethical Hacking: A Technique to Enhance Information Security,” International Conference on Machine Learning, Big Data, Cloud and Parallel Computing (COM-IT-CON), 2022.
[38] 	H.-R. Bae, “Security Attack Analysis for Wireless Router and Free Wi-Fi Hacking Solutions,” 2016.
[39] 	D. Yan, “Real-Time Identification of Rogue WiFi Connections in the Wild,” IEEE Internet of Things Journal, 2023.
[40] 	TIM KEARY, “Network Topology: 6 Network Topologies Explained & Compared,” comparitech, 10 January 2024. [Online]. Available: https://www.comparitech.com/net-admin/network-topologies-advantages-disadvantages/. [Accessed 22 04 2024].
[41] 	E. Conrad, “Star Topology,” ScienceDirect, 2015. [Online]. Available: https://www.sciencedirect.com/topics/computer-science/star-topology. [Accessed 22 04 2024].
[42] 	E. Mikac, “What is Bus Topology?,” 2023.
[43] 	“The Research Onion Model,” 15writers, [Online]. Available: https://15writers.com/research-onion/. [Accessed 23 04 2024].





































[bookmark: _Toc158886158][bookmark: _Toc164796126]Appendices
2

image2.jpeg




image3.jpeg
Prifysgol Cymru
¥ Drindod Dewt St
University of Wales
Trinty Saint David

Rhys Davies

R Myfyror St Nuer: 2104756
Lyigl | Ly 2021047562

eryn Expey 07082024





image4.jpeg
\@\w% x@%
Q\




image5.jpeg




image6.jpeg
BUS TOPOLOGY





image7.png
Tree Topology

b E
Nodes
L] c

s2

Concentrator(Hub)

G H
Server

Backbone Cable __g
Ss3 [




image8.jpeg
Philosophies

Experiment

A h
Mono method pproaches

Cross-sectional
strategies

Data Action
collection research

and data )
analysis Choices

Longitudinal

Time
horizons

Archival research
Techniques and
procedures





image9.jpeg




image10.jpeg




image11.jpeg
UTSD Devices 11 WeA-P. !
WTSD Devices 52 WeAD.
oo 32 WAt
WTSD Devices 1 WoA-P
WTSD bevices 1 weA-p
TS0 Devices 6 WoAp
UMD Devices 11 woach
cduraan 145 WAL 1
omso bl 3w woach
govroas 149
nso Sevices 31 woacp
covrow 52 pt
cduroan 134 pie 1
fovioan 52 oAt
govioan 100 woac
o Devices 149 wea-
UNTSD Devices 52 wea
churoan 00 nos
UITSD Devices 124 woacs
soveoan 14 ok [
duroan 124
» o 50 128
.

(BT by

£ 62 starcin actacks sgaane

Wales-36iz (7508) whs pin
] St b (7300 WS ixse-pures

comas, dasheor a1t 6

;n:;’nznm-\u-sikx)

4408 FOr target to appear..

651 Waiing For peseon §

e quieter you pecome, tne more You are ap

le





image12.jpeg
(3]
Flle Actions Edit View Help

password
123436




image13.jpeg




image14.jpeg
«
htty
bing Bt L i
1.0.200 [1 port]
Comp? Ping Scan at 09:14, 0.0
Initiating Parallel DNs resolution of 1 host. at
Jleted Parallel DNS resolution of 1 host. at 09:
th Scan at 09:16

Initiating SYN Sted!
Scanning 172.21.0.200 165535 ports]
n port 443/tcp N 172.21

't 22/tcp on 172:21-
on 172.21

.t 80/1cP
+ 53/tcp on 178"
17;

Discove

2 open poT

Spen por

hor

delay

delay
ETC )"'

“‘,’;2::\““'“ R




image15.jpeg
Tayng -0y dan ;
02:023” Wit Tor bestn Fesn habty SuCEA

)+ Mhomeians

99:02:44 Sending 64 airected Denuth (eoge

Interface wlanoeor
S0ct1(STOCGIFINDEX) failed: No such device

-

directed Deuth (cade
directed Deauth (code
directed Denrth (code
directed Denrth (code
directed DeAuth (cade
directed Detuth (code
directed Deuth (code
directed Deutn (code
directed Deauth (code
directed DeAuth (code
directed DeAuth (code
directed Denuth (code
directed Deutn (code.
directed Deuth (code.

449448

PEE8EEELLY

Sireplayong -0 15 -3 281EE:S2:62:83:0

o0t L) home/ali
ireplay-ng 0 15 -a 2BTEEIS2:62:83M1
Waiting for beacon frame (BSSID:
Sending 64 directed Deuth (code
Sending 64 directed Deauth (cod
Sending 64 directed DeAuth (cod
Sending 64 directed DeAuth (code
Sending 64 directed DeAuth (code
Sending 64 directed DeAuth (code
Sending 64 directed DeAuth (code
Sending 64 directed DeAuth (code
Sending 64 divected DeAuth (cod
Sending 64 directed DeAuth (cods
Sending o4 directed Deuth (cods
Sending 64 directed DeAuth (code
Sending 64 directed DoAuth (code
Sending 64 directad eAuth (code
Sending 64 directed DeAuth (code

oo,
it Wik s o188

Lok suntconsic
o e T

it
S o ot
7 ST TCE 3 SHASEIAT' of o Ay

ciaal
cia]
m





image16.jpeg
in Tools Profile Help

get:  172.21.0.168/18

smmand:  nmap T4 -A - 172:21.0.168/1
Hosts Services
os  Host

4 17221060
g 122106l
3 17221090
g a0l
3 172210372
3 1221010
g am2oe

zamy

< prfte: tense san

Topology Host peals SN

Nrmap Output Ports / HOstS

et Ve (o neiows) B S





image1.jpeg
M Prifysgol Cymru
% Y Drindod Dewi Sant
% University of Wales
Trinity Saint David





