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This document will provide a security analysis of the database driven website. An analysis will be performed on the current site and a breakdown of its intended purpose. Following this, a guidance will be given on which security measures need to be in place and potential threats that the website could face if it were live.
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The current website employs two distinct security measures in order to assure the integrity of the data. The first is the use of user-access control; this is the process of controlling which users have access to which information. 
By using a user-access system, each user has to sign-in with their own email and password in order to access any content which is prohibited to a default user.
This, therefore, allows for the protection of sensitive data behind a password system. This helps as it limits who has access to which data, which means that the data is less likely to leak as there are less points of failure.
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The second distinct security measure helps enforce the first by making the passwords stronger and harder to crack and harder to intercept as they will be encrypted. The security measure is called hashing.
In simple terms a hash is just a unique string of characters. The interesting part comes in how you turn a regular string into a hashed string. To do this, you must use what is called a hashing algorithm. 
The hashing algorithm will take the string and output a unique string of characters. On the website, the hashing algorithm being used creates a 60-character long string.[1]
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One method to easily reduce the vulnerabilities regarding I/O operations on your website is with simple input validation. This is the process of performing checks on the incoming data to make sure it is as expected. For example, the length is within an expected range or checking that data is fit for its use later. [2]
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One of the easiest and most effective methods of protecting against security vulnerabilities is the use of a filtered input. 
“Data filtering is the cornerstone of Web application security in any language and on any platform. By initializing your variables and filtering all data that comes from a foreign source, you will address a majority of security vulnerabilities with very little effort.” [3] 
This is due to the vulnerabilities that are available to malicious users. To perform a malicious action on a websites data, said user must use the I/O operations that the website owner has setup. Therefore, by extensively filtering the input received you can eliminate a large portion of the vulnerabilities that the website would be exposed to.
This acts as a more advanced step passed simple input validation. This is the process of checking every single input you receive and confirming that it is valid for use before you store it inside the database.
In addition to Input Filtering, you have Input Sanitisation. This is the process of formatting user input in expectance that they will enter malicious data.
This technique is specifically effective at targeting a specific type of vulnerability called MySQL injection. This involves the process of manipulating input on the website to run SQL on the MySQL database.
This can either be by inputting full lines of code, or clever snippets which use your own SQL against you in order to achieve a malicious result. [2]
For example:
$userID = $_POST[‘user_id’]; In this line, the malicious user has enterer the value of “ ‘’ OR 1 ”
Then when this is entered into the query below.
$query=”SELECT * FROM user WHERE user_id = ‘$userID’”;
It creates the following request:
SELECT * FROM users WHERE user_id = ‘’ OR 1” [2]
This then allows the malicious user to gain access to the user’s information who had the ID of 1.
Thankfully, using sanitisation and PHP this can easily be solved by expecting it and using mysqli_real_escape_string(). This function will filter the input and return the value without it being able to “escape” from its place in the query. [2]
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As stated in the analysis of the website, the security measure of using hashes has been used. However, hashing in itself is not entirely secure. Therefore, a technique called salting was created. This technique adds a factor of randomness to hashing by setting a secret passcode. Without this salt, you will be unable to de-hash the password, therefore, it adds an extra-layer of security to your data encryption. [4]
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By adding additional rules to the minimum requirements of the passwords your users use, it can reduce the ability of brute-force attacks on your website as the chance of guessing the hashed value will be a lot lower. [4]
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One of the many ways in which malicious users gain unauthorised access is via unencrypted data streams between a host and client. The basic standard used in web development is HTTP, an although it allows for all communication on the internet, it is lacking in encryption. [4]
That is why, HTTPS was developed which now includes end-to-end encryption where the client and host have unique keys to decrypt the messages sent between each other. However, HTTPS does not do this by itself, and SSL certificate is also required.
SSL is a protocol that operates on a lower level than the application level, this allows its security to be embedded in the lesser insecure application layer protocols such as the aforementioned HTTP and HTTPS. [5]
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In conclusion, there are many ways to protect a website from malicious users, however, it is important to build a website from the ground up with these concepts in mind as if not done so, it will lead easily missed vulnerabilities. A website needs to be designed with the security measures planned at the very beginning.
One point that has been emphasized across all research is the need to keep server software up to date. The older a piece of software on your server and website the much more likely there is going to be a vulnerability discovered.
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