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1	Introduction
To stay competitive in the manufacturing sector, digitalization is essential. Many organizations within the industry have begun a digital transformation journey to increase efficiency and automation within their processes. As part of this journey, organizations would like to understand the risks posed by the cyber world to their operations. In particular, this means understanding the threats that face the industrial sector specifically. One such organization is Sony UK Technology Centre, who is the industrial partner for this project. By better understanding the specific risks posed to manufacturing organizations in the cyber era, those organizations can better protect themselves by mitigating against those risks. As a former software engineering apprentice and current systems administrator with an eye for security, the researcher for this project is well-placed to undertake research in this field.
[bookmark: background-to-the-proposed-research][bookmark: _Toc176160883]2	Background to the Proposed Research
Cybersecurity risks to the industrial sector have been a critical area of research in recent years. This literature review aims to explore the existing work in this field and identify areas for further research.
[bookmark: risks-to-industrial-control-systems][bookmark: _Toc176160884]2.1	Risks to Industrial Control Systems
Manufacturing plants rely heavily on Industrial Control Systems (ICS). These are devices which regulate the behaviour of equipment and machinery as part of the production process. These were typically simple, closed-circuit controllers, but with the advent of Industry 4.0 and related efforts, these are now increasingly becoming smart devices. Smart devices of course, are often vulnerable to cyberattack. Indeed, Gritsai et al. [1] found that over two in five SCADA systems available on the internet are vulnerable to cyberattack by low-skilled attackers. This is echoed by an advisory published by the United States’ Cybersecurity & Infrastructure Security Agency (CISA) [2] which states that multiple independent security researchers reported finding public-facing SCADA systems without adequate protection. In addition, Leverett challenges the assumption that ICS are not exposed to the wider internet. [3]
These risks are not simply theoretical, either. There are many documented instances of real world consequences of attacks on ICS. Arguably the most prominent example of this is Stuxnet, a worm which was designed to spread indiscriminately, but only deploy its payload against specific industrial processes at specific sites. In particular, Stuxnet targeted a nuclear material processing plant in Iran.[4]. Falliere et al. on behalf of Symantec produced a comprehensive technical report on the Stuxnet malware, showing how it spreads and how it operates.[5]
[bookmark: Xec6bc8cc323278b6bad0f096b6935bc218ecb66][bookmark: _Toc176160885]2.2	Cybersecurity Challenges in the Industrial Internet of Things (IIoT)
Both enterprise and consumer products commonly feature cloud-based connectivity. Whilst this connectivity provides numerous benefits in efficiency, it also poses a security challenge. This affects manufacturing sites in two ways. The first is that it affects the equipment used to perform manufacturing, and the second is that it is a consideration for the products being manufactured. New legislation has been introduced that mandates strong security controls on devices sold to consumers. [6]
Xingjie et al. highlighted the specific challenges that industrial IoT faces that makes it different to consumer IoT, concluding that enhancements must be made to the security of IoT before it can be used for industrial purposes.[7] Vint Cerf (widely considered one of the fathers of the internet) et al. [8] considers the impact of everyday standalone devices becoming internet enabled and what this means for safety. They suggest that digital safety should be a distinct point of consideration from digital security. This is especially relevant in the manufacturing sector and IIoT, where large machinery and autonomous robots are increasingly commanded over a wide area network.
[bookmark: X6255f1dabe4e3a9bb66900284026521b8461821][bookmark: _Toc176160886]2.3	Supply Chain Cybersecurity in Manufacturing
A secure supply chain is critical in the age of modern manufacturing, where many devices have smart features enabled by onboard flash storage and built-in firmware. It is critical to ensure that parts from suppliers do not contain malware, and it is equally important to ensure that malware does not make its way onto devices as part of the manufacturing process. Ohm et al. describes a software supply chain attack as “the injection of malicious code into a software package in order to compromise dependent systems further down the chain”.[9]
Alberts et al. asserts that the security of software supply chains is dependent on businesses working together to manage risk, and that systemic analysis of risk helps to secure software supply chains.[10] However, over the course of three summits with various organizations, Enck et al. indentified that more research in software supply chain is needed, with a requirement to focus more on how to measure whether the security of a supply chain is actually improving. [11]
[bookmark: problem-statement][bookmark: _Toc176160887]3	Problem Statement
There is a lack of awareness and understanding of the specific cybersecurity threats that are unique to the manufacturing industry, leading to an inability to mitigate the risks posed.
[bookmark: aim-objectives][bookmark: _Toc176160888]4	Aim & Objectives
The aim of this project is to identify the specific cybersecurity risks that uniquely impact the manufacturing sector, so that our industry can better defend itself against those risks.
[bookmark: objectives-deliverables][bookmark: _Toc176160889]4.1	Objectives (Deliverables)
· Identify industry-specific threats — To analyse and categorize the unique cybersecurity threats that specifically target the manufacturing sector
· Asses the vulnerability of manufacturing systems — To evaluate the security vulnerabilities present in manufacturing operations such as Industrial Control Systems (ICS), Industrial Internet of Things (IIoT) and Supervisory Control and Data Acquisition (SCADA).
· Develop sector-specific defence strategies — Propose actionable cybersecurity strategies and best practices tailored to the manufacturing sector.
[bookmark: methodology][bookmark: _Toc176160890]5	Methodology
[bookmark: research-methodology][bookmark: _Toc176160891]5.1	Research Methodology
The data for this research will be collected qualitatively, describing in detail the nature of the threats facing our industry. The research will be heavily based on secondary data collection, however there may be some data that can be leveraged from the industrial partner who is supporting the research. The research will be largely descriptive in nature, taking stock of the cybersecurity situation of the industry as it stands today. The data will analyse thematically, in order to identify patterns occurring across the industry.
[bookmark: philosophy][bookmark: _Toc176160892]5.1.1	Philosophy
The research will take on a phenomenological approach. This is because the study aims to explore cybersecurity themes observed in industry, which will require a more qualitative approach. It could be argued that this approach will provide deeper insights into the behaviours of adversaries, in order to better develop targeted cybersecurity strategies. The advantage of taking a phenomenological approach is that we can gain rich qualitative data and an in-depth understanding about our adversaries and their tactics, which can lead to more personalized and effective interventions.
A potential disadvantage of this philosophy is that the research may be seen as less generalizable and more subjective. We will aim to overcome this by using rigorous qualitative methods and by ensuring that the research will be applicable to other areas of the industrial sector such as utilities and transportation.
[bookmark: approach][bookmark: _Toc176160893]5.1.2	Approach
The study will take an inductive approach to research. This is because the research will revolve around exploring data, observations and existing literature to identify themes in cybersecurity. The reason for this is that the manufacturing sector presents unique cybersecurity challenges that are not yet fully understood. By performing inductive research, the study aims to build theories from the available information that allows for a more nuanced understanding of the specific risks in this industry.
One disadvantage of the inductive approach is that it may be more time-consuming. To work around this, I will plan out my project using a Gantt chart to ensure that the research stays on track and stays within defined time constraints.
[bookmark: strategies][bookmark: _Toc176160894]5.1.3	Strategies
[bookmark: literature-review]5.1.3.1	Literature Review
As the research will be heavily based on prior studies and existing knowledge about the cybersecurity situation in the manufacturing sector, we have decided to carry out a literature review of existing work in this field. The literature review focuses extensively on other sources and helps to identify the big theories and the main researchers within the field. The works which were reviewed range from academia to corporate-backed research.
[bookmark: case-study]5.1.3.2	Case Study
We have chosen to perform a case study on the Stuxnet computer worm, as this allows for an in-depth examination of a specific instance where a piece of malware was designed to specifically target industrial infrastructure. A case study serves as a potent tool for understanding complex phenomena such as Stuxnet, and provides real-world context and detailed insights into the dangers facing the industrial sector in cyberspace.
The advantage of performing a case study is that it will help break down a complex issue into rich qualitative insights. As the subject in question is not easily quantifiable, a case study is well-suited to this problem.
[bookmark: document-review]5.1.3.3	Document Review
In addition to a literature review, we plan to carry out a document review. The aim is to obtain and review for example an incident report or policy document from an industry source in order to better understand the real world implications of cyberattacks in industry. A document review would allow us to analyse company reports, cybersecurity policies, incident logs, audit reports, industry standards and compliance documents.
The advantage of a document review is that it provides access to practical, detailed information that may not be available through other means. It would allow the exploration of real-world applications of cybersecurity measures and assess the efficacy of existing practices within the manufacturing industry.
[bookmark: risks-limitations][bookmark: _Toc176160895]5.1.4	Risks & Limitations
It is possible that external factors could affect the efficacy of the project. Firstly, the dependence on existing literature may expose the project to quality concerns. If there are gaps, biases or outdated information in the literature then it could negatively affect the output of the project. Therefore, our ability to generate new insights is linked to the scope and quality of the existing literature. In order to mitigate this, a comprehensive and systematic literature review will be carried out. Gaps will be identified and acknowledged, and the effect of such gaps on any findings will be discussed. We will also supplement existing research with industry interviews or case studies, supported by the project sponsor.
[bookmark: ethical-issues][bookmark: _Toc176160896]5.1.5	Ethical Issues
Whilst the scope of this project does not necessarily include experiments or contact with human subjects, there are still a number of ethical considerations. Firstly, where the research involves reviewing sensitive documents or case studies, there could be concerns about confidentiality and privacy. This includes proprietary industry data, incident reports or internal documents that are not publicly available. The potential harm which could stem from this is that there could be reputational harm or legal issues caused by the disclosure of the contents of such documents. To mitigate this, all data that will be used will be either publicly available or obtained with the explicit permission of the involved parties. In the case of documents containing personally identifiable information (PII), then the data will be anonymized and any identifiable information removed. Confidential and non-public data will be handled securely.
Another consideration will be that if the research critiques or highlights vulnerabilities specific to certain vendors or industrial partners, there could be reputational or operational risks for the entities involved. The publication of any vulnerabilities could negatively impact the public perception of the vendors or companies involved, potentially affecting their reputation. This will be mitigated in two ways. Firstly, the findings will be presented in a balanced and constructive way, without directing blame or ‘pointing fingers’. Secondly, any vulnerabilities uncovered will be responsibly disclosed to the vendor before publication to allow for timely patching and avoid a situation where the findings could be used against the involved companies before security updates could be delivered.
The ultimate aim of the research will be to improve security and is intended to be beneficial to the vendors and companies involved. Acting in a way that contravenes this could present legal and reputational repercussions to both the university and the researcher, so it is critical that the above ethical considerations are kept in mind.
[bookmark: validity-reliability-generalisability][bookmark: _Toc176160897]5.1.6	Validity, Reliability & Generalisability
[bookmark: validity]5.1.6.1	Validity
There are some potential limitations to this method of investigating the problem, such as the potential lack of primary research available and the limitations of application owing to the phenomenological approach taken. Specifically, the qualitative approach to research often focuses on specific contexts or experiences, which can be a limitation to the generalisability of any findings. However, with these potential pitfalls acknowledged, it can be argued that the literature-based approach of this project is a good way to investigate the problem at hand. The strategy we have chosen allows a comprehensive understanding of the wide range of perspectives and data that have already been peer-reviewed by experts in the field. By building on the shoulders of giants so to speak, it is possible to grasp a solid understanding of the current state of cybersecurity in manufacturing. Furthermore, by leveraging existing knowledge, it is possible to quickly identify trends, patterns, and areas for improvement without needing to conduct time-consuming primary research. The approach we have chosen also allows for flexibility, as it is possible to adapt to new information if new cybersecurity threats or trends emerge during the research. A literature-based approach allows us to make a quick adjustment of focus to include the very latest developments.
[bookmark: reliability]5.1.6.2	Reliability
It is possible that a different researcher investigating the same problem could find somewhat different results, as the security posture of different vendors and manufacturing companies could vary significantly. It may be that there are significant differences between the experiences of one manufacturing site versus another. Therefore, in order to fully investigate the problem, it is important to not present the findings of one site as indicative of the entire manufacturing industry. Indeed, this project would aim to gather a range of phenomenological inputs from various manufacturing sites.
[bookmark: generalisability]5.1.6.3	Generalisability
Whilst the research would primarily focus on the manufacturing industry, the results could also be applied to other industries where industrial control systems are used, such as utilities. For instance, water and energy companies or industrial processing plants. This is because these industries use similar industrial equipment such as programmable logic controllers (PLCs) and industrial control systems (ICS) such as SCADA and the like. These industries are also increasingly turning to the cloud for monitoring and control.
[bookmark: data-evaluation-methods][bookmark: _Toc176160898]5.1.7	Data Evaluation Methods
[bookmark: data-collection]5.1.7.1	Data Collection
Given the qualitative and phenomenological nature of the proposed research project, the types of data that we plan to collect and the methods for collecting this data will be different to studies which rely on primary sources. The research would rely heavily on peer-reviewed academic journals which discuss cybersecurity risks and vulnerabilities, as well as case studies from within the manufacturing industry and the industrial sector overall. The research would also primarily rely on case studies of instances of cybersecurity incidents affecting manufacturing companies, including analyses of those incidents. Finally, industry reports will be used including publications from cybersecurity firms and other organizations which analyse threats and best practices within manufacturing.
The minimum amount of data that will be required will be at least 15-20 peer-reviewed papers and a further 10 industry reports or case studies in order to fully understand the cybersecurity landscape of the manufacturing industry. By using data from a wide array of sources, the hope is that a representative study can be conducted which is unbiased and shows the full extent of the problem rather than focusing on just a few examples. If this level of data cannot be gathered from typical sources such as Google Scholar, IEEE Xplore and JSTOR as well as cybersecurity firms such as Symantec and McAfee, then it is likely that complementary data gathering methods will need to be used. The study may need to be refocused towards manufacturing sites themselves in order to provide additional insights and help fill in gaps identified in the literature. Furthermore, if there is still insufficient literature focused specifically on cybersecurity in manufacturing, the scope may need to be expanded to related sectors such as critical infrastructure including utilities and processing plants. With this in mind, it is also important that the project is open and transparent about any data limitations encountered in the research, and suggests areas for further research which could address these gaps.
[bookmark: data-evaluation]5.1.7.2	Data Evaluation
The data for this research will be analysed qualitatively, describing in detail the nature of the threats facing our industry. The analysis will be largely descriptive in nature, taking stock of the cybersecurity situation of the industry as it stands today. The data will be analysed thematically, in order to identify patterns occurring across the industry. The themes identified in the data will be grouped into broader categories such as regulatory issues, organizational factors, response strategies and technical challenges.
As this research will be primarily based on secondary sources, it is critical that the credibility of these sources is scrutinized. To do this, we will consider the publication date, the reputation of the authors or publishing organization and the methodologies used within the publications. The data will be presented thematically, using case studies and industry examples to build up a picture of the current state of cybersecurity in manufacturing.
[bookmark: resources-and-planning][bookmark: _Toc176160899]6	Resources and Planning
In addition to the wide variety of literature already available, I will use a number of resources provided by the industrial sponsor in order to carry out this research.
[bookmark: hardware-resources][bookmark: _Toc176160900]6.1	Hardware Resources
Data collected from network security appliances such as firewalls and ID(P)S systems will be gathered. These appliances record large amounts of data about attempted intrusions and daily network activity. This data will of course need to be managed carefully so as not to leak any confidential data.
[bookmark: software-resources][bookmark: _Toc176160901]6.2	Software Resources
Software reporting gathered from antivirus agents and other software installed on factory machines will be collated and presented as part of the research project. This information can provide valuable insight into attempts to attack endpoint machines and servers.
[bookmark: information-resources][bookmark: _Toc176160902]6.3	Information Resources
Internal reports from the industrial sponsor’s security team will be used, such as reports gathered from email gateways and other systems. This will be used to gauge the types of attacks and the originating countries, as well as the methods of operation employed by attackers.
[bookmark: human-resources][bookmark: _Toc176160903]6.4	Human Resources
Interviews will be conducted with key security personnel, such as the industry sponsor’s CISO for example. This allows the research project to collect vital first-hand context from sources who are directly involved in the security of the manufacturing operations of the sponsor.
[bookmark: project-plan][bookmark: _Toc176160904]

6.5	Project Plan
	Phase
	Tasks and Activities
	Start Date
	End Date
	Milestones

	Phase 1: Project Planning
	Define research questions, Develop project timeline, Initial literature review, Finalize methodology
	End of January 2025
	Mid-February 2025
	Project plan finalized

	Phase 2: In-Depth Literature Review
	Systematic review of relevant literature, Identify key themes and gaps, Compile existing data sources
	Mid-February 2025
	End of March 2025
	Literature review completed

	Phase 3: Data Collection
	Gather reports from firewalls and email gateways, Conduct 1-2 interviews with industry experts, Collect secondary data from industry reports and case studies
	Early April 2025
	End of May 2025
	Data collection completed

	Phase 4: Data Analysis
	Thematic analysis of collected data, Comparative analysis of case studies, Synthesis of findings
	Early June 2025
	Mid-June 2025
	Data analysis completed

	Phase 5: Report Writing
	Draft report with findings and recommendations, Revise and edit based on feedback
	Mid-June 2025
	End of July 2025
	Report submission

	Phase 6: Presentation Preparation
	Prepare materials for presentation, Finalize presentation
	End of July 2025
	Early August 2025
	Presentation completed

	Phase 7: Final Submission and Viva Preparation
	Submit final report, Prepare for viva, Review key findings and methodologies
	Early August 2025
	End of August 2025
	Final report submitted and viva preparation

	Phase 8: Viva
	Conduct viva examination, Respond to questions and feedback from examiners
	First Week of September 2025
	First Week of September 2025
	Viva completed
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