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Task 1 - Managing and Maintaining Network Resources Using Network Policy and Security

1.1 - Understanding NTFS and Share Permissions 
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In the above screenshots, a folder was made and a file was created within it. Then permissions were changed to only allow access to these through one user. This will deny access to anyone else accessing it besides the user with full control. After that, another user was added but only given read and execute permissions, meaning that they cannot modify the contents at all.

1.2 Share Permissions
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In this section, a shared storage service was created. This was done by loading into the server manager on the Server 1 VM and going through the process of setting up the shared storage, which includes entering the name and location of the shared storage and specifying permissions. As mentioned in the worksheet, administrators were given full control while 2 more users were added with only read and execute permissions.

1.3 Accessing the file share/server over a network
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This shows that a network mapped drive was created in order to make sure that potential snoopers won’t be able to find/access the shared drive.

2.1 Configuring User Environment and Computer Environment, ‘Network Group Policy Objects’

GPO 1 - Moderating Access to Control Panel
[image: A picture containing text, software, computer icon, multimedia software

Description automatically generated][image: A picture containing text, screenshot, software, computer icon

Description automatically generated][image: ][image: ]
[image: A picture containing text, electronics, computer, screenshot

Description automatically generated]
Group policy management was used to restrict access to the control panel. Since it wouldn’t be ideal to restrict all users' access, user groups had to be created using GPO so that the restriction only affected certain users, this was done via use of the Organisational Units. This is because some users need access to the control panel while some other users do not benefit from it at all, so it has been restricted for the ones that don’t require access for security purposes. The final 2 screenshots above show that the restriction had worked.

GPO 2 - Removing Access to Command Prompt 
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Due to the same reasoning as the control panel restrictions, the command prompt was also restricted to the same group of users by using the same method. The above screenshot shows that the restriction had succeeded.

GPO 3 - Restricting Access to Removable Media Devices
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In order to keep the networks secure, a restriction on access to removable media devices was also made. This is due to them being an easy way to carry viruses and malware. The same restriction as the previous 2 tasks was applied here.

GPO 4 - Restricting Software Instals
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Unauthorised software installations can be dangerous for a network. This is because the software can be used to exploit vulnerabilities in the network. Due to this, a restriction was set on users in which only authorised administrators could install software to these machines. The final screenshot above shows this in effect.

GPO 5 - Enforcing Password Policy in the ‘accatask.msft’ Domain
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To further increase security, a password policy was added across the entire network. This policy ensured that passwords had to be at least 7 characters in length, and that the policy remembers the previous 3 passwords so that a user couldn’t keep reusing the same 2 passwords over and over. A complexity requirement was also added to make sure that the passwords were as secure as possible.

Task 2 - Routing and Packet Filtering Within Core TCP/IP Services and Critical Failover/Redundancy Practices

1 - Utilising ARP and Routing Tables
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The “arp -A” and the “route print” command were used to display the MAC table, which includes the NIC, the MAC and the IPs of the NICs. 

2 - Deploy Core Services
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In this section, an FTP server was created into the network, this allows the exchange of files across the network. A new user was created with the name of “ftpuser23” and following that, the Internet Information Services (IIS) tool was used to add an FTP Site with the name of “MYFTPSITE”. After that, the new user was given read/write permissions to this FTP Site. The FTP Site was customised with a banner as a way to greet users and to inform them that they were connecting to the right server. The final screenshots show that the connection to the FTP service was successful.




3 - Installing and Configuring the Routing and Remote Access Service 


[image: A screenshot of a computer

Description automatically generated]

[image: A screenshot of a computer

Description automatically generated]

[image: A screenshot of a computer

Description automatically generated]

[image: A screenshot of a computer

Description automatically generated]

[image: A screenshot of a computer

Description automatically generated]

[image: ]

[image: A screenshot of a computer

Description automatically generated]

As a side note, the user then repeated this process over again for the second server to make sure that both of them are equipped with Direct Access and VPN with the routing services.
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In this section, two local area networks were created and connected using routing protocols. This was done using the Server Manager on the Windows Server OS. These LANs were configured to allow remote connections by using the “Add roles or features” section of Server Manager. The routing protocols were added to the interfaces used to connect both the public and private network in the servers.

4 - IP Packet Filtering

Filter 1
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The first filter was used to stop users from pinging the router firewall service, this was done via IP filtering, this was used as a firewall to prevent unwanted outbound and inbound data. This was configured using the “Routing and Remote Access” section of Server Manager. This filter was then tested in the final screenshots above.

Filter 2
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The 2nd filter was to restrict access to the FTP service running on Server 2 to only the users on the PrivateNet2. This was once again achieved by using the “Routing and Remote Access” tool available in Server Manager. This filter was then tested as shown in the final screenshots above.

Filter 3
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Client 2

Filter 3 was used to only allow specific hosts on PrivateNet1 to access the FTP service which was running on Server 2. This was done by creating our own rule which allowed us to put a restriction on the access to the FTP server on anyone except Client 1. The final screenshots above show this in effect.

Introduction
This report will explore security options for a Small Office Home Network (SOHO), explain failover clustering and discuss a role withing the windows server OS that could facilitate this. It will also seek to describe a network policy for an enterprise network.
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One option for increasing security on a SOHO network is IP and packet filtering. This is when the system looks at packets and determines if they should be able to pass through the network, based on how the filters are set up by the administrator. If the SOHO had multiple devices on the network, an inbound filter could be set up so only packets from other machines on the network could be received. This would enhance the network’s security by reducing the risk of unwanted packets entering the network.[1], [2]
Another way to increase the network’s security is a password policy. A password policy determines the way in which a user of the network must decide on a password. It is a set of rules that are enforced on a user when they create a password, and means that the user must create strong, difficult to guess passwords that help to ensure users of the network are not compromised. [3]–[6].
Restricting what software can be installed can also help to improve a network’s security. By allowing unauthorised software to be installed, certain systems that are more accessible could have a malicious party try to install unauthorised, potentially malicious software onto the system, which could compromise the network. For this reason, limiting what users can install on the machines on the network, can massively improve the security of the network.  [7]
Limiting the use of removable media can help to improve security. Removable media devices are one of the most common transmission mediums for computer viruses. Restricting the way in which these devices can be used is a way of improving the security of a SOHO network.[8] 
Finally, moderating the use of the control panel can improve the security of the network. It prevents users from making administrative changes which could interfere with the network or machines on the network.


[bookmark: _Toc134890413]Failover Cluster
A failover cluster is a group of computers that work together to ensure that apps and services on a network remain available for use [9]. They work together using redundancy to create this high level of availability. If one computer goes down, another node in the cluster can take over its workload, ensuring that services provided by the cluster remain available. These nodes in a failover cluster can be physical or virtual machines.  [10], [11]
Several concepts need to be considered when implementing a failover cluster. For instance, Quorum configuration. This determines which nodes in the cluster are active. It allows the cluster to stay online if a certain number of nodes are active. It uses a voting-based system, where each node has one vote, the cluster will continue to function if there is a majority of votes. The quorum configuration works in this way to avoid a split-brain scenario [12]. Because of the way that a quorum configuration functions, it is advisable to use an odd number of nodes when constructing a failover cluster. For example, if a cluster had four nodes, three would need to be active for the cluster to work. The same can be said for a cluster with five nodes, three would still be the majority [13]. [14]
Another concept to consider when deploying a failover cluster is failover policies. A failover policy determines how the failover cluster should act when a part of the cluster fails. Typically, the cluster manager will move the workload away from a failed node to an active node on the cluster. There are many different failover policies that can be employed on a failover cluster, and when deploying a failover cluster, they would need to be considered. [15]
A role in the windows server OS that could provision this role is the failover cluster manager. The failover cluster manager is a service in the windows server OS that allows a user to create a fault torrent cluster by grouping up services. This allows for the creation and management of failover clusters.[16]
[bookmark: _Toc134890414]Network policy for enterprise network
[bookmark: _Toc134890415]Network Architecture and Topology:
Network Topology & Segmentation:
The topology used for this network is a hierarchical topology. The network is split into three distinct layers, the core layer, the distribution layer, and the access layer.[image: Network Topologies: Types, Advantages, and Disadvantages]
Figure 1 Hierarchical network topology
The network should be set up with segmentation.  Network devices should be split into groups that each have their own set of security policies and access controls. 
To maintain high availability, redundancy should also be set up in the segments, which minimises the impact of a network outage or security breach. 

Redundancy on the network
To ensure that critical services remain available the network should be set up so that if a failure occurs, critical services can continue to be provided by the network. The network should have:
·  redundant links, to ensure that if a link failure occurs, the other links on the network can handle the traffic from the link that failed. 
· Redundant network devices, if a device in the network fails a device can take over the responsibilities of the device that failed.   
· Redundant power supply, the network should be deployed with extra power supplies, these power supplies can then provide power to the network should the main power supply fail.
· The network should be set up with automatic failover, to ensure all the measures above function as intended.
· The network should use load balancing to distribute traffic, to ensure that paths are not overloaded.
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Access control Policy: 
User Roles:
· Administrator, an administrator will have full access to services on the network. 
· User Roles, these users will have access to what they need for their role in the company, this covers every non-administrative role except for the security team.
· Security Team, this role will grant more privileges than the user roles, but less than the administrator. 
Access control:
· Passwords and authentication. Users of the network should be required to authenticate before accessing the services of the network. 
· Encryption, sensitive information handled by the network should be encrypted.
· Role based access control, to ensure that users only have access to services on the network that they need to complete their role.
· Users are granted the lowest level of privileges required to complete their job.
· Access is based on device IP, device type and user role; access control is granular.

Access reviews should be conducted regularly to ensure that access controls and the policies surrounding them stay up to date.
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The security team:
The security team is responsible for:
· Monitoring and managing security incidents, as well as being responsible for enforcing network policies.
· Determining incident response procedures. 
· Minimising damage and ensures rapid recovery from incidents. 
· Ensuring that the network policy is kept up to date and adapts to new information or changes to the network.

Network Security Policies:
Acceptable use policy:
Users of the network should not:
· Interact with the network in a way that contradicts the network policy.
· Distribute information from the network to users not authorised to receive the information according to their roles on the network, or to individuals outside of the company.
· Interact with the network in any way that could be considered illegal or against company policy.
· All employees of the company should receive security awareness training to ensure the security of the network, and information on the network.

*Password Policy:
When a user creates a password it must:
· Contain a number.
· Contain a capital letter.
· Contain a symbol or special character. 
· Contain at least 12 characters.

Enforcement Mechanisms:
The security of the network will be ensured by enforcement mechanisms. 
The network should be set up with:
· Intrusion detection and prevention systems.
· Firewalls to filter incoming and outgoing packets.
· Access controls.

Analysis of Security Risks:
The security team should regularly assess the network’s security to identify potential vulnerabilities and account for them before incidents occur. 
The security team should seek to achieve this by conducting regular security audits and performing penetration testing on the network. 
The network policy was drafted with the assistance of information from: [17]–[19]


[bookmark: _Toc134890418]Reflection/conclusion
The tasks completed in this worksheet help to build an understanding of deploying a network with security in mind, setting up services such as packet filtering, and looking at concepts including failover clusters and redundancy. The tasks help to consolidate knowledge of the windows OS as well as networks and virtual machines. The task in which a network policy was drafted also allowed for the refinement of technical writing style, since the task asked for a network policy that could be used by an enterprise network. The elements of the worksheet being completed with a team also improve teamwork skills.
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