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BASIC DIGITAL SAFETY

 Follow these steps to protect your devices and information from someone
who tries to hack you, steal your identity, trick you,or use malicious software
to destroy or steal your photos, contact lists and other information.

e Keep all software(especially your web browser) up to date with the latest

updates and patches.
e Protect your wireless router with a good password and use flash drives

with caution. For more information, see Be more secure instead of

wireless connections.
 Think twice (even if you know the sender) before opening attachments or

clicking on links in email, SMS text messages or social media. For more
information, see Protect yourself from phishing.
e Use strong passwords and DO NOT SHARE THEM-not even with your best

friend.Also,don’t reuse passwords ; use a different password for each
site.Fore more information, see Creating and using strong passwords.

e Use your phone’s screen lock feature to prevent anyone from calling,
texting, or accessing your personal information without your

permission.
e https//check.getsafeonline.org/.

e AntiVirus Protection
e [nstall legitimate antivirus and antispyware

software.
e Confirm that your device’s firewalls enabled.
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