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Introduction

The labs given within this module is geared to assist you in carrying out penetration testing on systems. In a penetration test an Ethical Hacker attempts to break into a company’s network to find vulnerability or the weakest link in the network or the network system. They are also required to analyzes the company security policy and procedures and report any vulnerability to management.

An Ethical Hacker is a person who performs most of the same activities as a hacker but with the owner of the company’s permission.  The distinction is important and can mean the difference between being charged with a crime or not being charged.  Ethical Hackers are usually contracted to perform penetration tests or security tests.  After pre-engagement activities, penetration testers begin gathering information about their targets. Often all the information learned from a client is the list of IP addresses and/or web domains that are 111 scope. Penetration testers then learn as much about the client and their systems as possible, from searching for employees on social networking sites to scanning die perimeter for live systems and open ports.  Taking all the information gathered into account, penetration testers study the systems to find the best routes of attack. Tins is similar to what an attacker would door what an invading army would do when trying to breach the perimeter. Then penetration testers move into vulnerability analysis, the first phase where they are actively engaging the target.



Task 1:

Gathering IP and Domain Name information using Whois Lookup

Whois lookup reveals available information on a hostname, IP address, or domain.

Lab Scenario
[image: ]

Lab Objectives
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In the lab you need:
· A computer running any version of Windows with Internet access
· Administrator privileges to run SmartWhois
· The SmartWhois tool is available at https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/ElGuJlfVyN5Gmo1AigvWvnMBLC7H6JxENRIDOg2QI4wb3g?e=5qxW5I [image: ]
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Lab tasks:

1. Navigate to https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/ElGuJlfVyN5Gmo1AigvWvnMBLC7H6JxENRIDOg2QI4wb3g?e=5qxW5I and doublr-click setup.exe.
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Lab Analysis

Document all the IP address/hostnames for the lab for further information.





Questions

1. Determine whether you can use SmartWhois if you are behind a firewall or a proxy server.
2. Why do you get Connection timed out or Connection failed errors?
3. Is it possible to call SmartWhois directly from my application? If yes, how?
4. What are LOC records, and are they supported by SmartWhois?
5. When running a batch query, you get only a certain percentage of the domains/IP addresses processed. Why are some of the records unavailable?




Task 2:
Collecting Information about a Target by Tracing Emails
Tracing emails involves analyzing the email header to discover details about the sender.
Lab Scenario
An attacker may send malicious emails to a victim (employee) in order to carry out an attack on a target organization. As a professional ethical hacker, you should be able to trace out information about such malicious email.  It involves analyzing the email headers or suspicious email to extract information such as the date that an email was receives or opened, geographical information, etc.

Lab Objectives
[image: ]
To carry out the lab, you need:
· Install Windows 7 or Windows 10 in Virtual Box which is on the shared drive as instructed by your tutor.
· The eMailTrackerPro is also on the Shared OneDrive, https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EiS57dJDtopJgeu_kfLGd98B8zoH3H3uxllC_L-gMA5HDA?e=lwYRbH   
· You can also download the latest version of eMailTrackerPro from this link from http://www.emailtrackerpro.com/download.html
· The latest emailtrackerpro may be a trial version and in some instance may have a name change.
· Note the screenshot in this lab might differ slightly.
· A web browser with Internet connection
· Administrative privileges required.
· A valid email account (Hotmail, Gmail, yahoo, etc.). We suggest you to signup with any of these services to obtain a new email account for this lab.  Do not use your real email account and password in this exercise.


Overview of Email Tracing/Tracking
E-mail tracking is a method to monitor or spy on email delivered to the intended recipient.  It reveals information such as:
· When an email message was received and read
· If destructive email was sent
· The GPS coordinates and map location of the recipient
· The time spent reading the email
· Whether or not the recipient visited any links sent in the email
· PDFs and other types of attachments
· If messages were set to expire after a specified time.

Activity:
1. Logon to the virtual machine
2. Navigate to the shared OneDrive folder to https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EiS57dJDtopJgeu_kfLGd98B8zoH3H3uxllC_L-gMA5HDA?e=lwYRbH  for eMailTrackerPro and double click emt.exe
3. If the Open File – Security Policy pop-up appears, click Run
4. Follow the wizard steps (be selecting default options) to install eMailTrackerPro.
5. In the last step of installation, unchecked Show Readme option and click finish. If the application does not launce automatically, then Launch the eMailTrackerPro from the start menu.
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Questions:

1. What is die difference between tracing an email address and tracing an email message?
2. What are email Internet headers?
3. [bookmark: _GoBack]What does “unknown” mean in the route table of the  identification report?
4. Does eMailTrackerPro work with email messages that have been forwarded?
5. Evaluate whether an email message can be traced regardless of when it was sent.
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During the informatdon gathering process, vou will be asked to perform WHOIS foot
printing on the target domain name or [P addresses. [tinvolves gathering informadon
on the mrget [P and domain obmined during previous information gathering steps.
As a professional ethical hacker or pen tester, you should be able w perform WHOIS
foot printing on the rarget. With this kind of footprinting, you can extract informatdon
such as the IP addresses or host names of the company’s DNS servers and contact
information usually contining the address and phone number.
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The objective of this lab is w help smdents analyze domain and IP address queries.
This lab helps vou to get informaton including host name, IP address, and domain.
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or can be downloaded from https:/iwww.tamos.com/download/main/.
[f you decide to download the latest version, then screenshots shown in

the lab mighrt differ.
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Overview of Whois Lookup

The WHOIS database is a searchable list of every domain currendy registered. Whois
Lookup reveals who owns a particular domain name.
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2. If the Open File - Security Warning pop-up appears, click Run.
3. The Welcome wizard; click Next.

4. Follow the wizard steps (by choosing default options) ro install
SmartWhois.

5. In the Optional Components window, uncheck all options and click
Next.

6. The SmartWhois Setup dialog box appears. Click Yes.
7. Launch SmartWhois from the Apps screen.

8. The SmartWhois applicadon updates pop-up appears. Click No.

F SmartWhois - Evaluatio

File Cuery Edit View Settings Help
I_ISFW MEEEL Ear
P, hwtwdormln = Query =

Getting Started

There are no results to display. Using SmartWhois is easy! Te query an IP address, hestname or domain, just type it in the input box
and hit the [Enter] key or click Query. The program will try to suto-detect the type of input and make
a query.Additionally, you can specify exact type of query by selecting it from the drop-dewn menu.

SmartWhois
Would you like SmartWhois to autematically check for application
updates on the TamoSoft Web site?

You can change this setting later.

|

Te query 2 demain name, select As Domain:

P host or domain: 2 toyota.com v_l_’QuefyB
Enter

A5 IP address / Hostname Shift+Ctrl+Enter
As Domain Ctrl+Enter
As1P /Hostname and Domain  Shift+Alt+Enter

Custom Query ..
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9. The SmartWhois main window appears. Type an [P address, hostname,
or domain name in the IP, host or domain text field. An example of a
Domain name query is shown below for www.google.com.

Getting Started

There are no results to display. Using SrnartWhois is easy! Te query an IP address, hestname or domain, just type it in the input box
and hit the [Enter] key or click Query. The program will try to auto-detect the type of input and make
2 query.Additionally, you can specify exact type of query by selecting it from the drap-dawn menu.

To query an [P address or hostname, zelect As IP / Hostname:

 IP, host or domain: 2 205181112165 Query[7]
| Auto Detect Enter |
A5 TP address [ Hostname: Shift+Ctrl+Enter
As Domain Ctrl+Enter
AsIP f Hostname and Domain  Shift+ Alt+Enter

Custom Query

To query 8 domain name, select As Domain:

;TP,Imtcrdcmlim 2 toyota.com Query E}
Aute Detect Enter
As P address / Hostname Shift= Cirl+ Enter
As Domain Ctri+Enter
AP/ Hostname and Domain - Shift- Alt+Enter

Custom Quexy ...
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10. (ick the Query drop-down list and select As Domain.

Note: To query an IP address or hostname, sclect As IP / Hostname. To
query a domain name, select As Domain.

File Query Edit View Settings Help
o — P
2|&-%-0|1- ¢

IF, host or domasin: | @ www.google.com|
tesults * | Getting Started Auto Detect

Az |P address / Hostname Shift+ Cirl+Enter
There are no results to display. Using SmartWhois is easy! To query an IP address)f P - . -
and hit the [Enter] key or click Query. The proges a
a querybdditionally, you can specify exact type g 5 IP / Hostname and Damain

To query an IP address or hostname, sdectAslP] Custom Cuery ..

" IP, host or domein: @ 205181112165 - |2 Query [+
Auto Detect Enter
A IP address / Hostnarne Shift+Cerl+Enter
As Damain Ctri+Enter
AsIP [ Hostname and Demain  Shift+ Alt+ Enter

Custam Query ...

To query a domain name, select As Domain:

1P, host or damain: @ toyota.com - = Query[+]
g Auto Detect Enter
As 1P address / Hostname Shift= Cirl+ Enter
As Demain Ctsl+Enter
As P/ Hostname and Domain  Shift= Alt+Enter

Custom Quesy ...





image10.tmp
11. The domain displays in the left pane and the result of the query displays
in the right pane, as shown in the following screenshot:

Query Edit View Settings Help

R&- -85 (& (6B

s s
google.com

a 17221726174
DNS Admin
Goagle Inc.

1600 Amphitheatre Parkway,
Mountain View

CA

=L 0]

United States

Phone: +1,6502530000
Fac «1.6302520001

dns-admin! I m

DMS Admin

Goagle Ine.

1600 Amphitheatre Parkway,
Bountain View

(=)

4043

United States

Phone: «1,6502530000

Fac +1,6302530001
dns-admin@google.com
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Note: The IP address displayed in the result may vary in vour lab

environment.

12. dick the Clear icon in the toolbar to clear the history.

File Query Edit View Settings Help

& googlecom

“ 1R2T26174
DMS Adrmin
Google Inc.

1600 Amphitheatre Parkway,
BMauntain View

Ch

94042

United States

Phone: «1.6502530000

Fax +1.6502530001

dnz-admin@gecgle com

DNS Adrnin

Goagle Inc.

1600 Amphitheatre Parkway,
Mauntain View

ChA

4043

United States

Phone: «1,6502530000

Fa +1.6502530001
dns-sdmin@gecgle.com
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13. To perform a sample host name query, type www.facebook.com in the
IP, host or domain text field.

14. dick the Query drop-down list and choose As IP address / Hostname.

File CQuery Edit View Setiings Help

|&-%-L 1 F &

A |P address ( Hostname Shift+ Ciel+ Enter

There are no results to display.
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15. In the left pane, the resultant query displays, and the right pane displays
the results of your query, as shown in the following screenshot:

Note: This result may vary in vour lab environment.

ile Query Edit View Settings Help
&-%-OFkedB B
P, host or domain: 1! www.facebook.com| ~ | Query

lesults

B st

“ 31137835

Dornain Administrator
Facebook, Inc.

1601 Willow Road,
Menlo Park

Ch

94025

United States

Phone: «1.6505434200
Fax +1.6505434500
domainfb.com

Darnain Administrator
Facebook, Inc.

1601 Willow Road,
Benlo Park

ChA

4025

United States

Phone: « 16505434800
Fac + 16505434500
domain@fb.com
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16. dick the Clear icon in the toolbar to clear the history.

Query Edit  View Setﬁngs Help
-%-81TTrRed
IP, hest or domain: | @ www.facebook. cnm| = Query

' facebook.com

a facebook.com
a 31.13.78.35

Domain Administrator
Facebock, Inc,

1601 Willow Road,
Menlo Park

CA

94025

United States

Phene: -1.6505434800
Fau: +1.6505434800
domain@ib.com

Demain Adrministrator
Facebook, Inc.

1601 Willow Road,
Menlo Park

)

94025

United States

Phone: -1.6505434800
Fau: + 16503434800
domai .t
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17. To perform a sample IP Address query, enter the IP address of the
Windows 10 virtual machine, i.e., 10.10.10.10 in the IP, host or domain
text field and click Query.

Query Edit View Settings Help

&-9-Bl1iTRe6BIE

There are no results te display.
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18. The IP address displays in the left pane and the result of your query
displays in the right pane, as shown in the following screenshot:

Query Edit View Settings Help
| = g
|&-%-01 § G|l d
IP, host or domain: | @ 10.10.10.10 v| =P Query

10.10.10.10

~® 10.10.10.10
a 10.10.10.10

c 10.0.0.0 - 10.255.255.255

Internet Assigned Numbers Authority
12025 Waterfront Drive

Suite 300

Los Angeles

)

90292

United States

ICANN
+1-310-301-5820
abuse@iana.org
ICANN
+1-310-301-5820

abuse@iana.erg

PRIVATE-ADDRESS-ABLK-RFC1913-1AMA-RESERVED
Updated: 2012-08-31
Source: whois.arin.net
Completed at 10/16/2017 :51:26 PM
Processing time: 2.28 seconds
Ew source
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The objective of this lab is o demonstrate email tracing using eMailTrackerPro.
Students will learn how to:

®  Trace an email to its true geographical source

®  Collect Nertwork (ISP) and domain Whois information for any email raced
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6. The main window of eMailTrackerPro appears along with the Edition
Selection pop-up. Click OK.

Edition Selection

Advancl_ed Edltlon

=Trace emails and email
addresses

=Find the location of the
email sender

=| ocate the Sender's ISP
to report abuse

= Quickly identify
misdirected emails

=Helps identify
fraud/phishing emails

u|dentify spammers

=Repon abuse

FIGURE 6.1: eMailTrackerPro edition Selection pop-up window
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7. The eMailTrackerPro main window appears as shown in the following
screenshot:

File | Mylnbox | Help

O i 4 @ @ : f Everylhing e
— =R Setto keep
My Trace Receive Clean Whielst  Blackist Create Search

Reperts Mal - Mal = | Address  Addies Feer -~ Settodelste g show-
View Chack Mal Aules & Fiters Views & Search

‘Welcome to eMailTrackerPro version 10.0b [build 4116) Mo mai to show
Delat Rule Subject Date.  From  Location Sende

” Rules & Filters
Add Rule Al Fiker

Japanese Language
Chinese Language
Russian Language
Mo email accounts have been set up ) DNE Blacklisted

(

FIGURE 6.2: eMailTrackerPro main window
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8. Click My Trace Reports.

File | Help

“ Q {(:;2{ ;3] @ : Export Rules

Trial Ecition
Trace Trace Email Settings
Inbox Headers  Address Accounks

View New Emai Trace Configure

Home

[ » =
You can view previous traces by selecting from the list on the right * Previous Traces
HIML Report JE

_ Map Subject

~ Trace Information

Select an emal from the lisk on the right to view summary information,

FIGURE 6.3: The eMail TrackerPro Main window
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9. C(lick Trace Headers to start the trace.

10. Select Trace an email | have received. Copy the email header from the
email you wish to trace and paste it in the Email headers ficld under

Enter Details.

‘Sedect an emadl from the

; Fxpori s
#  Trial Eelion
Settings
A m.m.
Configure

eMailTrackerPro by Visualware

T Want To:

& Trace an email | have received

A raceived amad mesaage oRen contsing informalion 1nal can locals the compuler whar the sesiage wis
compasad, the company name and sender's ISP TR0z lg).

) Look up for an email

A e scddres lookup il fiod indormation st the netwaork resporriis for mad 220l from S sddress, el
ot get any information sbout the sender of mad from an adcress but can 5 produce usetul ndormation,

Enter Details
To grocasd, paste the smsl hescers in the bax belw [t oo | ind e headers ™)
Hcte: H you are Lesing Microgoft Outicok, you canrace an emad messoge drectly from Outock by using the
ehailrackerPro shoricut on the booker.
Email haadars:

FIGURE 6.4: The eMail Tracker Pro entering detalls window
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11. Log in to an email account and open the message vou'd like to view
headers for.

12. Click the down arrow next to Reply, at the top of the message pane.
13. Select Show Original from the drop-down list.
Note: In Outlook, find the email header by following the steps below:

®* Double-click the email to open it in a new window.

® (Click the small arrow in the lower right corner of the Tags toolbar
box to open Message Options information box.

® Under Internet headers, you will find the Email header.

= & | @ hitpsy//mail.google.com/mail/u /0y shva= 1#inbox/ 1

Google ]
Gmail - B o & m e

m R Starwood Hatels - Stay 3 nights, Pay for 2. - Enjoy the third night free when you pay with your MasterCand®.

Il (453)

Py How is your Eval golng? nbex x

Impertant James Cutrer <james Dac 14 {2 days ago)
Sent Mail tome (=
+ Regly

How did averything go with your download and install? * Forward

ie Lake pride in our pre-sales support and | wil do eventhing in my power o mak T IeT MesEages like this

and that it is property configured for your ervaronment. Flease shool me an email ¢ Pring

I ean do b help o suppeet your project i
> Add James Cutrer to Contacts list

Acquaintances
Chears, Dolete this message

Following
. James Cutrer Fepor spam
:ui( E-mail Sales Manager, Austraia a"l:acl\c | SolariWinds - Unexpected Simphoty Repart phizhing
ore = Iames e CO M ey
Office: +61 2 3006 1580 I ‘Show original
Cur Products: network | 2ystems and applications | situalization | storage | SIEM Messags text garbled?

. ) Translate massags
This email was sent to; fnimatthews@gmail com
Upedate yeur subscricion pafeienzes Mk as unread
Unsubsiibe fom this kst
SolaWinds. 3711 5. Mopac Exprassway. Building Two, Austin, TE 78746, USA

FIGURE 6.5: Finding Email Header in Outlook 2010
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14. The header appears in a new tab as shown in the following screenshot:

FIGURE 6.6: header appearing tab in browser
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15. Copy the entire text and paste it in the Email headers ficld, and click
Trace.

Conficurs | Hek | Ahost

eMailTrackerPro by Visualware

I ¥ant To:

I' Trace an email | have received I

A received emal message often containg in[ormatiun that can locate the computer where the message was

Q I_ookmnetwarl responsible for an email address

An emall acdress lookugp wil find Informston sbout the network responsikee for mail sent from that address. | will not
get any information sbout the sender of meail from an address but can still produce useful informstion,

Enter Details

To procesd, paste the email hesders in the box below ).
Mote: If you are using Microsoft Cutloak, you can trace an email message directly from Outiook by using the
ehalTrackerPro shortcut on the toolbar.

Email headers:

Delivered-To: rini| Zgmail.com

Feceived: by 10 T2 with SMIP id orB8cspf30607wvch;

Fri, 13 Dec 2013 20:00:12 -0800 (PST)

E-Received: by 10 38 with SMIP id ml10Omr4995876yvha.55.138699361.

Fri, 13 Dec 2013 20:;00:;12 -0800 (PST)

Return-Path: <v-cjlmgmo_iboiadnej nbnokcf nbnehig

peceived: from mail .com (mail

by mx.google.com with ESMIP id u45s5i4181474yhc.203.2013.12.13.4+
i >

~
s

FIGURE 6.7: Email headers and Tracing emails




image25.tmp
16. The My Trace Reports window opens.

17. The email location is traced in a GUI world map. The location and IP
addresses may vary. You can also view the summary by selecting Email
Summary on the right side of the window.

18. The Table section right below the Map shows the entire hop in the
route, with the IP and suspected locations for each hop.

File | Help

“ 'g 0 = “ @ Epot Puies

Trial Eckian
iy Trace Emal  Sattings
Inbax Address | Accounts
e nail Trace Configure

From: james ssnds.com
To: rini Bgmail.com
Date: 5at, 14 Dec 2013 04:00:0% +0000 [GMT)
‘Subject: How is your Eval going?
Location; Atlanta, Georgia, USA

Misdirected: No

Abuse Address: abuse @ defiver, siverpap.com
Abuse Reporting: To automatically generate an email
‘abuse report click here

From IP: 7 a8

System Information:

- There is no SMTF server runring an this system
(the port is clesed).
- There is no HTTP sarver running on this system [the
port s closed).
@ There Is no HTTPS server running on this system
Hep Hame Location fthe part Is closed).
It & There s no FTP servar running on this system {the
"o port is closed).
ik
a(France)
LEU Metwork Whois
dLondon, UK

FIGURE 6.8: eMail TrackerPro — Ermail Trace Report
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19. Click View Report to view the complete trace report.

oy e Export Fues
g »- :
i g Trial Eckion
Trace Trace Emal  Settings
Headers  Address | Accounts
Hew Email Trace Configre

The trace Is comlete, the information found is displayed on the right | NewTrace |

FIGURE 6.9: The eMailTrackerPro - My Trace Reports tab

20. The complete report appears in the default browser.
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20. The complete report appears in the default browser.
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21. Expand each section to view detailed informartion.

Identification Report for ‘How is your Eval going?*

Corigaitar 74 0 M hag bede found. 1L abnost cetaily located in Atlanta, Georgia, USR a5 & ha an
axact mateh i tha MaETrackeedio databia,

Cantact The i Contact Information: The g
dGtabi ralar ta the Atwork That the systém is e, | detali refar o 3 nama regatsrad for this addrass.

1 = Systams Inc, A& cos admin

] abuzedision s com ] dnsos—" con
= s ) B e %

(=1 200 cataria Phay Ste 750 Attsnza GA 30339 = =

us

® Tha elasast tracabbe I for this mal was taken fros the mail sarcer That the sandar st commusicatad
with. Tha actual sandar 1P was not addad by that server
Tha closast tracablke [P to the sender was - 7 ]

+ The sender of this email o have the Jamas.cutrerdy
wasly faked 50 should not be treated 25 conclusie.

B click hare to hide the route mag (moce ol

(Tha Toloming map shows the route batween you and the sntity T which you tracad. & solid line represants a
hop 0 3 knawn kcation, and a dotted ng represents 3 hop to a guessed lacation.

FIGURE 6.10: eMail TrackerPro — deailed information Report

Lab Analysis
Document all the live emails discovered during the lab with all additional

information.
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Lab Analysis
Document all the live emails discovered during the lab with all additional

information.
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